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1. Abstract

Today we are heavily reliant on IoT
interconnectable devices, these
devices have become a common
part of everyday life. As the digital
market succumbs to these demands
and the digital market is flooded
with Internet of Things (loT)
devices that are weak in security,
the need to improve those security
areas become paramount. The
security aspects of these devices are
overlooked due to the high
demands, competitive pricing, time
to investigate and costing. Devices
such as wireless doorbells, IP
security cameras, wireless sensors,
medical devices, and wearable
devices are some of loT devices
available.

The interest in the security of loT
and smart devices is an area that
needs improving and mitigating.
These devices connect to the
internet and have the capability to
use network resources to update
software, collect and store personal
data, and communicate with other
devices. If the security of these
devices is compromised or not set
up.then it would leave these devices
and the network open to attacks.
One area which can mitigate some
security enhancements would be
Software Defined Network (SDN).
An SDN typical architecture
comprises of three layers, an
application layer, a control layer,
and an infrastructure layer. The
layers communicate with each other
using northbound and southbound
APl’s.

Due to the security weaknesses in
IoT devices, concerns are raised to
the wvulnerability of personal,

confidential, and sensitive data
leading to research being carried out
to improve and mitigate security
gaps in [oT and smart devices

2. Introduction

As IoT and smart devices expand rapidly
into the market, the security risks and
implications of these devices pose a high
risk to users if not properly mitigated. [oT
devices have the capability of collecting
and storing information, and if not correctly
secured can pose a risk of attacks, from
attacking the device to accessing the
network through weaknesses in unsecured
smart [oT devices.[1]

The forecast predicted from 2015 Statista
Research Department for loT devices being
connected by 2025 would reach more than
75 billion.[2]

To mitigate these security floors research is
ongoing and different solutions and systems
have been introduced and implemented on
existing devices. However due to the ever-
expanding market of smart [oT devices, the
security of these devices is constantly being
compromised due to time, expense, and
affordable devices.[1]

As software defined network controls the
management of the network on a controller
through a central control plane, it is
possible to manage the network remotely,
and secure the IoT devices. This can also be
negative in the fact that itis controlled from
one point; the point of attack to the network
would be on a single point (single point of
failure). This would be further enhanced
with deep packet and traffic filtering to
secure the network further.[]]




2. Background to the
Proposed Research

IoT influences a high percentage of our
everyday lives from wearables to fire
control systems, medical devices, and
industrial control system. Other areas [oT
plays vital roles in are education,
transportation, trading, and agriculture.
Any security or information breaches in any
IoT device can have a critical
consequences.[3]

To achieve the goal of improving the
security vulnerabilities of IoT devices, the
area that needs to be investigated is the
security floors. To do this we need to look
at the research that has been conducted to
mitigate the security floors and research
into other security approaches which could
improve the security of the devices further.
In previous research conducted by [4], the
arca of research that was carried out was
securing IoT devices using SDN.[4] The
research investigated a system model to
protect loT without the need to change or
modify the devices that use HTTP (Hyper
Text Transfer Protocol) with SDN.[4]

Huynh-Van and Le-Trung proposed a
reprogramming framework.[5] A
systematic framework proposal that infuses
SDN architecture with OTA(Over The Air)
reprogramming. The proposed framework
SDIoTR (Software defined IoT
Reprogramming). Their framework was to
improve the scalability and dynamic
adaptability with the facilities of network
control and remote management combined
with SDN gives a robust and programmable
architecture. This approach would enable
administrators to have the ability to manage
the network remotely and through the OTA
enable them to either program or
reprogramme individual devices connected
to the network.[5]

Entry point into a network can be through
any weakly secured loT devices which has
access to a network. Vulnerabilities in IoT
devices can lead to access to the networks
critical and personal data which then can be
attacked or extracted and used for malicious
purposes.

Although SDN can rectify some security
issues in IoT devices as shown in [4] and
[3] it comes with its own weakness of single
point of failure. If coupled with another
method of security, IoT devices and its
network can be made more secure by
patching the vulnerabilities from attackers.

One promising area of SDN in securing IoT
devices is the proposal of Chakrabarty et al.
which identifies a security floor where SDN
framework  changes the  network
communication patterns allowing room for
new types of attacks to loT networks. Their
proposed architecture Black SDN is an
approach which utilise existing centralised
controller from the SDN architecture to
optimise and secure routing and then to
securing the payload and meta-data within
each layer of an [oT devices
communication packet and encrypting all
meta-data contained within it to mitigate
data gathering and traffic analysis
attacks.[6]

Another promising area of securing IoT
devices is the application of Blockchain
technology. As blockchain does not have a
central control this mitigates the
weaknesses in SDN of the single point of
failure and improves the usability and
reliability by making use of the assets from
all the operating nodes, and by protecting
the network from diversified untrusted
devices.  Although  Blockchain  was
originally created for cryptocurrency
framework, the security and transparency
of this framework can be adapted and used
in other areas for security purposes.[7]




The proposal is a novel approach to
improving security in IoT devices using
SDN coupled with blockchain technology
and Deep packet and traffic filtering to
mitigate security vulnerabilities.

3. Aims & Objectives

Aims — To critically analyse elements of
security in loT devices using SDN coupled
with Deep packet and traffic filtering, to
detect and mitigate DDoS attacks on SDN
network.

Objectives —

e To research into common security
tloors of IoT devices.

e To identify methods, architecture
and frameworks already used to
secure IoT devices and SDN
networks.

e To implement SDN, deep packet
traffic filtering to detect packet
anomalies and to enhance the
security on SDN network and [oT
devices and carry out simulated
tests with different types of attacks.

e Simulated tests would include DoS,
DDoS, and phishing.

4. Project Design

4.1 Outline of Project Process

As loT devices infiltrate daily living
including healthcare the need to secure
these devices against security
vulnerabilities becomes paramount. As [oT
devices connect to the network and other
connectable devices, the weakness of the
network through these devices poses risks
to the security of the whole network. The
purpose of this project is to research and
propose a viable security method(s) to

secure IoT devices through the SDN
network. As a lot of research has been
carried out in these areas, the research to
find a method that will secure these devices
and the network they are connected to from
attackers. As IoT devices range from home
security devices healthcare medical devices
the need to secure such devices is important
to all, as the information that is collected
through these devices can lead to breaches
of confidentiality, information leakages,
privacy and service availability or
limitations. The interests in this areca of
security are to ensure the security benefits
of 1oT devices and its network to protect
privacy, integrity, and confidentiality. This
would be beneficial to everyone today and
in the future when most or all devices
become connected to the internet.

Another interest in this area will cover
aspects of comparing multiple tools for
network simulation, this will help to give a
greater understanding of the tools available
previously and newer tools used today. The
tools will be analysed in respect of usability
and compatibility.

4.2 Data Collection

To carry out various virtual security attacks
on SDN network and recording their
results. To continue these tests with
different security implementations in place
and recording the results to see if the
proposed implementations do mitigate
these attacks.

4.3 Data Evaluation

To compare the results of the tests to
identify which method of security
implementations work and which do not.
To also look at the differences in
implementing two and three different




security methods to work in tandem to
improve security on devices and networks.

4 4 Risks & Limitations

The risks to the proposal of these tests
would be minimal as they would be done
virtually in a controlled environment with
devices that have non confidential
data/information contained within them.

4.5 Ethical Issues

There will be no ethical issues related to this
proposal or the tests to be carried out as no
private or confidential information would
be contained within these devices.

6. Resources & Planning

6.1 Resources Required

To research available tools to simulate a
network environment and check for
compatibilities and carry out simulated tests
to establish the vulnerability on SDN
network.

To use simulation tool and carry out
controlled tests to attack devices on the
network and try and gain access to retrieve
any available data. Implement packet
filtering and package capturing software
then compare and analyse the results.

6.2 Planning Chart

and their
vulnerabilities
to security

Task 2
Research into
common types
of attack on
IoT devices

31.10.22

07.11.22

Task 3
Research into
studies already
done in this
area.

08.11.22

14.11.22

Task 4

Write
literature
review in the
area of
security in IoT
devices.

15.11.22

05.0122

Interim Viva

19/20.01.22

Task 5
Research into
types of
attacks/tests
to carry out
on [oT
devices.

06.01.22

10.01.22

Task 6
Carry out
tests on
devices

15.01.22

30.0222

Task 7
Put results
into chart and

graphs

31.02.22

10.0322

Task 8
Write report

11.03.22

28.04.22

Task 9
Final Viva

4/5/6.06.22

Phase 1 Start End date
Date

Task 1 19.10.22 | 30.10.22

To research

into types of

loT devices

Task 10
Exhibition
materials

06.05.22
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