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[bookmark: _Toc236388706]Abstract
Artificial Intelligence (AI) has become an integral part of modern organisations, supporting decision-making, automating business processes and analysing large volumes of information. While these technologies improve efficiency and create new business opportunities, they also introduce security, ethical and regulatory challenges that traditional information security frameworks were not designed to address. AI systems rely heavily on data quality, model integrity and continuous monitoring, making governance an essential component of organisational resilience.
This report critically examines the governance of Artificial Intelligence and Machine Learning systems by exploring the risks associated with AI models, the regulatory landscape and current governance frameworks. Rather than treating AI security as purely a technical issue, the discussion considers governance as a combination of organisational accountability, risk management and legal compliance. The second part of the report applies these principles to the 2017 Equifax data breach. Although the breach was not caused by AI, the case demonstrates how modern governance practices, intelligent risk management and automated security monitoring could significantly improve an organisation's ability to prevent, detect and respond to cyber threats.
[bookmark: _Toc236388707]Introduction
Artificial Intelligence is no longer limited to research laboratories or large technology companies. Banks use machine learning to detect fraudulent transactions, hospitals rely on predictive models to assist with diagnosis, retailers analyse customer behaviour to personalise services, and governments increasingly use AI to support public decision-making. As organisations become more dependent on these technologies, the protection of AI systems has become a strategic concern rather than simply a technical responsibility.
Unlike conventional software, AI systems introduce additional layers of complexity. Their performance depends not only on secure infrastructure but also on the quality of training data, the integrity of machine learning models and the transparency of automated decision-making. Poor governance can therefore result in security incidents, biased outcomes or regulatory violations even when traditional cybersecurity controls appear effective. Recent developments, including the publication of the European Union AI Act and ISO/IEC 42001, demonstrate that governments and international standards organisations now view AI governance as an essential element of organisational risk management rather than an optional best practice.
At the same time, organisations face increasing pressure to innovate while maintaining public trust. AI technologies often process large volumes of personal information, creating direct links between cybersecurity, privacy and ethical decision-making. A successful governance strategy must therefore balance innovation with accountability, ensuring that AI systems remain secure, reliable and compliant throughout their lifecycle.
This report critically evaluates the governance of AI and Machine Learning systems by analysing the risks associated with AI technologies, the regulatory environment and recognised governance frameworks. The discussion then applies these principles to the Equifax data breach, demonstrating how stronger governance, automated security capabilities and structured risk management could reduce organisational exposure to future cyber incidents and strengthen organisational resilience more broadly.



[bookmark: _Toc236388708]Task 1 Governance of Artificial Intelligence and Machine Learning Systems: Managing Risk, Ethics and Compliance
[bookmark: _Toc236388709]1.1 The Growing Importance of AI Governance
Artificial Intelligence has developed from an emerging technology into a core component of organisational decision-making. Businesses increasingly depend on AI systems to automate repetitive tasks, detect patterns within large datasets and improve operational efficiency. Financial institutions use machine learning to identify fraudulent transactions, healthcare providers support clinical decision-making through predictive analytics, while retailers employ recommendation algorithms to improve customer experience. As AI becomes integrated into critical business processes, organisations are no longer responsible only for protecting data; they must also ensure that the systems analysing this data operate securely, fairly and consistently.
The rapid adoption of AI has created governance challenges that extend beyond traditional cybersecurity. Conventional information security frameworks primarily focus on protecting confidentiality, integrity and availability of information assets. AI systems, however, introduce additional concerns such as model transparency, explainability, algorithmic bias and the integrity of training datasets. These issues demonstrate that governance of AI requires broader oversight than conventional IT governance.
One of the main reasons AI governance has become increasingly important is the growing dependence of business decisions on automated systems. Decisions regarding loan approvals, recruitment processes or medical recommendations may now be partially generated by machine learning models. If these systems produce inaccurate or biased outcomes, the consequences extend beyond technical failure and may affect legal compliance, organisational reputation and public trust. Consequently, governance should ensure not only that AI systems remain operational but also that they continue to produce reliable and accountable outcomes.
Data quality represents another critical aspect of AI governance. Machine learning models learn patterns from historical data, meaning that inaccurate, incomplete or manipulated datasets directly influence future predictions. Unlike traditional software, where errors are usually caused by programming mistakes, AI systems may gradually become less reliable if the data used for training no longer reflects current business conditions. This phenomenon, often referred to as data drift or model drift, requires organisations to monitor AI systems continuously rather than assuming that successful deployment guarantees long-term performance.
Governance also involves defining accountability, and accountability is itself a precondition for organisational resilience: an organisation cannot recover quickly from an AI-related failure if no one is clearly responsible for identifying and correcting it. One of the challenges associated with AI adoption is that responsibility often becomes distributed across multiple departments. Data scientists develop models, IT teams manage infrastructure, compliance officers oversee regulatory requirements and business managers rely on AI-generated recommendations. Without clearly defined responsibilities, organisations may struggle to determine who is accountable when AI systems produce incorrect or harmful decisions. Effective governance therefore requires clear reporting structures, documented responsibilities and continuous oversight from senior management.
International organisations have recognised the importance of AI governance by introducing dedicated frameworks and standards. The National Institute of Standards and Technology (NIST) published the AI Risk Management Framework (AI RMF 1.0) to help organisations identify, assess and manage AI-related risks [1]. Similarly, ISO/IEC 42001, published in 2023, became the first international management system standard specifically designed for Artificial Intelligence [2]. Unlike earlier security standards that primarily addressed information assets, ISO/IEC 42001 focuses on establishing governance processes throughout the AI lifecycle, including development, deployment and ongoing monitoring [2].
Despite these developments, implementing effective AI governance remains challenging. Many organisations adopt AI technologies faster than they develop governance capabilities. This imbalance creates situations where sophisticated machine learning models operate within environments that lack appropriate oversight, risk assessment or compliance monitoring. As a result, organisations may achieve short-term operational benefits while unknowingly increasing long-term legal and security risks.
Rather than viewing AI governance as a barrier to innovation, organisations should recognise it as a mechanism that enables sustainable adoption of AI technologies. Effective governance increases stakeholder confidence, improves regulatory compliance and supports responsible decision-making. In practice, organisations that invest in governance early are more likely to deploy AI successfully than those that focus solely on technological capability.
[bookmark: _Toc236388710]Critical Discussion
Although AI governance has become an increasingly common topic in both academic research and industry guidance, there is still no universal agreement regarding the most effective governance model. Large multinational organisations often possess sufficient financial and technical resources to establish dedicated AI governance teams, whereas smaller organisations may struggle to justify the additional cost and complexity. Consequently, governance frameworks should be adapted to organisational size, risk exposure and business objectives rather than being implemented as a standardised checklist. This suggests that successful AI governance depends less on the number of policies adopted and more on how effectively governance principles are integrated into everyday organisational decision-making.
[bookmark: _Toc236388711]1.2 Key Risks Associated with AI and Machine Learning Systems
The risks introduced by Artificial Intelligence differ significantly from those addressed by conventional information security practice, and understanding them is essential before any governance structure can be meaningfully designed. One of the most frequently cited risks is data poisoning, in which an attacker deliberately manipulates the training data used to build a model, causing it to learn incorrect or malicious patterns [3]. Because machine learning systems derive their behaviour from data rather than explicit programming logic, a compromised dataset can produce flawed outputs long after the original manipulation has occurred, making detection considerably more difficult than identifying a conventional software vulnerability [3].
A second and closely related concern is model drift, referred to briefly in Section 1.1. As real-world conditions change, a model trained on historical data may gradually lose accuracy, producing predictions that no longer reflect current circumstances [4]. Unlike a system failure, drift does not generate an obvious error message; it manifests as a slow decline in reliability that may go unnoticed unless organisations implement continuous performance monitoring [4]. This creates a governance challenge, since responsibility for detecting drift often falls between technical teams who maintain infrastructure and business units who consume the model's outputs.
Algorithmic bias represents a further significant risk, particularly where AI systems inform decisions affecting individuals, such as credit scoring, recruitment or medical triage. Empirical audits of commercial systems have demonstrated this concretely: an evaluation of commercial gender-classification services found substantially higher error rates for darker-skinned women than for lighter-skinned men, a disparity traced to unrepresentative training data [5]. Bias may originate from unrepresentative training data, from historical inequalities embedded within that data, or from proxy variables that correlate with protected characteristics without being explicitly labelled as such. What makes this risk distinct from conventional security threats is that a biased model can operate exactly as designed while still producing discriminatory or unlawful outcomes, meaning that technical correctness does not guarantee ethical or legal compliance.
Closely connected to bias is the issue of explainability. Many high-performing machine learning models, particularly deep learning architectures, function as effective “black boxes”: they produce accurate outputs, yet the internal reasoning behind a specific decision is difficult to interpret even for the engineers who built the system [6]. This lack of transparency complicates accountability, since organisations may struggle to justify an automated decision to a regulator, a court, or an affected individual. The emergence of Explainable AI (XAI) techniques reflects an attempt to address this gap, though such tools remain an evolving area of practice rather than a settled solution [6].
Finally, organisations face growing supply chain risk associated with AI. Many businesses do not build models from first principles but instead rely on pre-trained models, third-party APIs or datasets sourced externally, and outsourced training pipelines have themselves been identified as a distinct vector for poisoning attacks [3]. This dependency mirrors the software supply chain risks already familiar from conventional cybersecurity, but with the added complexity that the internal logic of a third-party model is rarely fully visible to the organisation deploying it. A vulnerability, bias, or poisoning event introduced upstream can therefore propagate into an organisation's systems without any internal fault in the deployment process itself.
Taken together, these risks demonstrate that AI governance cannot be reduced to a single control or technical safeguard. Data integrity, model performance, fairness, transparency and third-party dependency each require distinct forms of oversight, reinforcing the argument that governance must be treated as a continuous organisational process rather than a one-off compliance exercise.
[bookmark: _Toc236388712]1.3 Regulatory and Standards Landscape
The regulatory response to these risks has developed rapidly, though it remains fragmented across jurisdictions. The European Union AI Act, formally Regulation (EU) 2024/1689, entered into force in 2024 and represents the most comprehensive legislative attempt to regulate AI to date [7]. It adopts a risk-based classification model, categorising AI systems as unacceptable, high, limited or minimal risk, with obligations scaling accordingly [7]. High-risk systems, such as those used in recruitment, credit scoring or critical infrastructure, are subject to requirements including risk management, data governance, human oversight and post-market monitoring [7]. This approach reflects a recognition that not all AI applications carry the same level of societal or organisational risk, and that regulation should be proportionate rather than uniform.
At the level of organisational management, ISO/IEC 42001 provides a structured framework for establishing an AI Management System (AIMS), closely modelled on the Plan-Do-Check-Act cycle familiar from ISO 27001 [8]. Rather than prescribing specific technical controls, the standard requires organisations to demonstrate ongoing governance processes: defining roles and responsibilities, assessing AI-related risk, and continually reviewing system performance throughout the AI lifecycle [2]. This lifecycle-oriented approach is significant because it positions governance as an iterative discipline rather than a static certification.
The NIST AI Risk Management Framework offers a complementary, voluntary approach structured around four core functions: Govern, Map, Measure and Manage [4]. “Govern” establishes organisational culture and accountability; “Map” identifies context and potential risks; “Measure” applies quantitative and qualitative assessment; and “Manage” prioritises and responds to identified risks [4]. Unlike the EU AI Act, the NIST framework does not carry legal force, but its structure has nonetheless influenced governance practice internationally, including within organisations that are not directly subject to EU jurisdiction.
Finally, existing data protection law continues to intersect with AI governance, most notably through GDPR Article 22, which grants individuals the right not to be subject to decisions based solely on automated processing where such decisions produce legal or similarly significant effects [7]. This provision demonstrates that AI governance obligations did not emerge exclusively from new AI-specific legislation; rather, existing privacy law already imposed constraints on automated decision-making that organisations were required to observe.
The regulatory landscape is further complicated by sector-specific legislation that intersects with, rather than replaces, general AI and data protection rules. The Digital Operational Resilience Act (DORA) imposes binding ICT risk-management and resilience obligations on financial entities operating in the EU [9], while the NIS2 Directive extends comparable cybersecurity risk-management and incident-reporting requirements across a broader range of essential and important sectors [10]. Organisations deploying AI within these sectors must therefore reconcile AI-specific obligations with pre-existing, sector-specific resilience requirements, reinforcing the earlier argument that AI governance cannot be addressed through a single framework in isolation.
[bookmark: _Toc236388713]1.4 Comparative Evaluation of Governance Approaches
Although the frameworks discussed above share a common objective, they differ substantially in scope, enforceability and focus, and no single framework addresses AI governance comprehensively on its own.

	Framework
	Nature
	Enforceability
	Primary Focus

	EU AI Act
	Legislation
	Legally binding, risk-tiered obligations
	Product/system risk classification

	ISO/IEC 42001
	Management standard
	Voluntary, certifiable
	Organisational governance process

	NIST AI RMF
	Framework/guidance
	Voluntary
	Risk identification and management culture

	GDPR Art. 22
	Legislation
	Legally binding
	Individual rights re: automated decisions



The EU AI Act provides legal certainty and enforceable consequences but applies primarily within EU jurisdiction and focuses on the AI system itself rather than the surrounding organisational processes. ISO/IEC 42001, by contrast, is jurisdiction-independent and process-focused, but compliance is voluntary and therefore dependent on organisational will rather than legal obligation. NIST's framework offers flexibility and broad applicability, yet its non-binding nature means it can be selectively adopted, potentially leaving gaps in accountability [11].
This suggests that regulation and voluntary standards are not competing alternatives but complementary layers: legislation establishes minimum enforceable obligations, while management standards and risk frameworks provide the operational detail needed to meet them in practice. Organisations that rely solely on legal compliance risk treating governance as a checklist exercise, whereas those that adopt ISO/IEC 42001 or NIST AI RMF without regard to binding legislation may develop mature internal processes that nonetheless fail to satisfy statutory requirements. Effective AI governance therefore depends on combining binding regulation with structured internal management systems, rather than treating either as sufficient in isolation; in the author's view, this combination is what ultimately distinguishes organisations that treat AI governance as a genuine contributor to organisational resilience from those that treat it as a compliance formality to be satisfied once and then forgotten.

[bookmark: _Toc236388714]Task 2  Applying Governance Principles to the Equifax Data Breach
[bookmark: _Toc236388715]2.1 Organisational Structure and Accountability 
The Equifax breach exposed a fundamental accountability gap: an internal notice instructing administrators to patch the Apache Struts vulnerability was sent to an out-of-date recipient list, meaning the individuals responsible for applying the patch never received it [12]. Applying the governance principles discussed in Task 1, a restructured accountability model should place ultimate responsibility for cybersecurity risk with a Chief Information Security Officer (CISO) who reports directly to the Board of Directors, rather than through an intermediate IT management layer, a reporting gap that was itself identified as a contributing factor by the U.S. House Committee on Oversight and Government Reform [13]. This reporting line ensures that security risk is treated as an enterprise risk rather than a purely operational IT concern, addressing the disconnect that allowed a known, unpatched vulnerability to remain unaddressed for months without senior-level awareness.
Beneath the CISO, two operational roles are proposed: a Head of Security Architecture, responsible for maintaining asset inventories, network segmentation and secure infrastructure design; and a Head of Secure Development, responsible for embedding security requirements into the software development lifecycle, including third-party and open-source component management such as the Apache Struts framework itself. Separating these roles is justified because architectural weaknesses (such as flat network segmentation, which allowed attackers to move freely once inside) and development weaknesses (such as an unpatched open-source dependency that a routine internal scan failed to identify [12]) require distinct expertise and accountability, yet were both implicated in the breach.
	Level
	Role
	Reports To

	1
	Board of Directors
	—

	2
	Chief Information Security Officer (CISO)
	Board of Directors

	3
	Head of Security Architecture
	CISO

	3
	Head of Secure Development
	CISO



[image: ]
[bookmark: _Toc236388716]2.2 Policies and Procedures 
Formalised, measurable policies are required in four areas directly implicated in the breach. First, a patch management policy should mandate remediation timelines proportionate to severity - for example, critical vulnerabilities with an available exploit patched within 72 hours - with compliance tracked through automated reporting rather than manual sign-off. Second, an asset visibility policy should require a continuously updated inventory of all internet-facing systems and software dependencies, since Equifax's failure stemmed partly from incomplete awareness of where the vulnerable Struts component was deployed. Third, a secure software development lifecycle (SSDLC) policy should mandate dependency scanning and security testing at each release stage, preventing known-vulnerable components from reaching production. Fourth, a data protection policy should classify sensitive data (such as Social Security numbers) and mandate encryption both at rest and in transit, alongside access controls restricting exposure to only those systems with a legitimate business need.
	Policy Area
	Requirement
	Metric

	Patch Management
	Critical patches applied within 72 hours
	% patched within SLA

	Asset Visibility
	Real-time inventory of internet-facing assets
	Coverage % of scanned assets

	Secure Development
	Dependency scanning at build stage
	# of known-vulnerable components in production

	Data Protection
	Encryption of sensitive data at rest/in transit
	% of sensitive datasets encrypted



Each policy is designed to be auditable, allowing the CISO to report compliance metrics to the Board as part of routine governance reporting, rather than relying on informal assurance. Structuring these policies around the control domains of ISO/IEC 27001 - asset management, access control and operational security - further ensures that the programme aligns with an internationally recognised, certifiable information security management system rather than an internally invented set of controls [15].
[bookmark: _Toc236388717]2.3 Governance and Strategic Alignment 
The NIST Cybersecurity Framework 2.0 provides a suitable structure for aligning security strategy with business objectives, since it explicitly incorporates a “Govern” function alongside Identify, Protect, Detect, Respond and Recover [14]. Applied to Equifax, “Govern” would establish the board-level accountability discussed in Section 2.1; “Identify” would require the asset inventory discussed in Section 2.2; “Protect” would encompass patching and access controls; “Detect” would require continuous monitoring capable of identifying anomalous data exfiltration, which in the actual breach went unnoticed for over two months; “Respond” would define incident escalation procedures; and “Recover” would ensure business continuity and post-incident review. Framing the response strategy around a recognised framework rather than an ad hoc set of controls demonstrates clear linkage between technical security measures and long-term organisational resilience, since each function maps directly to a governance or business continuity objective rather than existing as an isolated technical control.
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[bookmark: _Toc236388718]2.4 Risk Management and Assessment 
A high-level risk assessment applied to the Equifax scenario identifies several key vulnerabilities requiring prioritisation, drawing on the findings of the U.S. Government Accountability Office's post-incident review [10].
	Risk
	Likelihood
	Impact
	Priority

	Unpatched internet-facing vulnerability (Apache Struts)
	High
	Critical
	1

	Lack of network segmentation
	Medium
	Critical
	2

	Expired SSL inspection certificate (delayed detection)
	Medium
	High
	3

	Third-party/supply chain component risk
	Medium
	High
	3

	Insufficient asset visibility
	High
	Medium
	4



[image: ]
The unpatched, internet-facing vulnerability is prioritised highest because it represents both a high likelihood of exploitation (the vulnerability was publicly disclosed) and critical impact, given direct access to sensitive personal data. Network segmentation weaknesses are ranked second, since although initial compromise required the unpatched vulnerability, the absence of segmentation is what allowed attackers to access 147 million records rather than a contained subset. The expired digital certificate is a further factor identified in the official review: because the certificate had lapsed, the network-monitoring tool responsible for inspecting outbound traffic was unable to detect the exfiltration of data for an extended period [12]. Mitigating the segmentation risk specifically is best achieved not merely by adding network zones but by adopting a Zero Trust Architecture in which access to each resource is authenticated and authorised individually regardless of network location, as specified in NIST SP 800-207 [8]; this would have limited an attacker's ability to move from the compromised dispute-portal application to the wider Equifax environment. Lower-priority risks, such as insufficient asset visibility, remain significant but represent contributing rather than root-cause factors. This prioritisation demonstrates that mitigation should focus first on preventing initial compromise, and second on limiting lateral movement should prevention fail - an approach consistent with defence-in-depth principles [15].
[bookmark: _Toc236388719]2.5 Compliance, Incident Response and Protection Controls 
Regulatory alignment requires adherence to breach notification obligations, which vary by jurisdiction but generally require notification within a defined period (for example, 72 hours under GDPR for organisations operating in the EU) once a breach becomes known. Equifax's delayed public disclosure - several weeks after internal detection - illustrates the reputational and regulatory consequences of failing to meet such timelines.
An effective incident response and disaster recovery plan should define clear escalation paths from detection through containment, eradication and recovery, following the lifecycle set out in NIST's Computer Security Incident Handling Guide [7], and supported by pre-established communication protocols for regulators, affected individuals and the Board. Technical safeguards should include Security Information and Event Management (SIEM) for centralised log analysis, Security Orchestration, Automation and Response (SOAR) to automate containment actions once anomalies are detected, and Endpoint Detection and Response (EDR) to identify malicious activity at the device level. Multi-Factor Authentication (MFA) should be enforced across all privileged access, reducing the risk of credential-based lateral movement.
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These controls directly address the dwell time failure evident in the Equifax breach, where attackers retained undetected access for approximately 76 days before discovery [10]. Industry-wide benchmarking supports this justification: organisations that contain breaches within roughly 200 days incur substantially lower average costs than those that take longer, and extensive use of automated detection has been shown to shorten breach lifecycles considerably [16]. Automated monitoring and response capabilities reduce dwell time by enabling detection and containment within hours rather than weeks, while encryption and strong authentication limit the value and accessibility of data even where initial compromise occurs. Justifying these controls in relation to the specific failure points of the Equifax case - rather than presenting them as generic best practice - demonstrates that the proposed programme is designed to remediate the actual weaknesses identified, rather than serving as a standardised checklist. In this author's assessment, the most striking aspect of the Equifax case is not that a vulnerability existed - vulnerabilities are unavoidable in any sufficiently complex system - but that so many independent controls (patch notification, vulnerability scanning, certificate renewal, network segmentation) failed simultaneously; this suggests that Equifax's weakness was ultimately organisational rather than purely technical, which is precisely why organisational resilience, rather than any single tool, has been treated throughout this report as the more useful benchmark for evaluating a security programme.

[bookmark: _Toc236388720]Conclusion
This report set out to examine the governance of Artificial Intelligence and Machine Learning systems and to apply the resulting principles to a structured cybersecurity programme for the Equifax data breach. Across both tasks, a single theme has recurred: organisational resilience is produced by governance, accountability and continuous monitoring working together, rather than by any individual technical control operating in isolation. Task 1 demonstrated that AI-specific risks - poisoning, drift, bias, opacity and supply chain dependency - cannot be addressed through security measures alone, since each also carries governance, ethical and regulatory dimensions that determine whether an organisation can detect and correct failures before they cause lasting harm. Task 2 demonstrated the same principle in a non-AI context: Equifax possessed patch management processes, vulnerability scanning tools and network monitoring software, yet the breach still occurred because these controls were not embedded within a coherent, accountable governance structure with clear board-level ownership of cybersecurity risk.
Taken together, the two tasks suggest that organisational resilience should be treated as the outcome that governance frameworks are ultimately trying to produce, rather than as a separate objective to be pursued alongside them. A NIST CSF 2.0-aligned programme, an ISO/IEC 42001-based AI management system, and a clearly reporting-lined accountability structure are not resilience in themselves; they are the mechanisms through which resilience is built and sustained over time. In this author's view, the comparative analysis in Section 1.4 remains the most important finding of this report: neither binding regulation nor voluntary standards are sufficient on their own, and organisations that treat AI or cybersecurity governance as a one-off compliance exercise - satisfied once and then left unreviewed - are likely to rediscover, in some future incident, the same lesson Equifax learned in 2017.
This report has necessarily simplified a complex organisational reality. The proposed accountability structure, policies and risk assessment in Task 2 represent a defensible starting point rather than a complete cybersecurity programme, and a full implementation would require considerably more detail on budgeting, staffing and change management than the word limit permits. Nonetheless, the consistent connection drawn between AI governance principles and the Equifax case supports the central argument of this report: that governance, risk management and compliance are not independent workstreams but interdependent components of a single objective - building and maintaining organisational resilience in the face of continually evolving technological and regulatory pressures.
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Figure 3. Equifax Risk Assessment — Likelihood vs. Impact
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Figure 4. Incident Response Lifecycle:(NIST-5P800-61)
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Figure 1. Proposed Accountability Structure Post-Equifax
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Figure 2. NIST Cybersecurity Framework 2.0 — Core Functions
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