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After reviewing the MelodyHwb database, while some measures have already been taken to optimize performance, there are some areas where the performance of the database could be enhanced or implementations that should be considered for future expansion. These areas include [1]:
1. Considering data types used in data, such as CHAR instead of VARCHAR.
2. Implementing indexes on tables.
3. Design queries with performance in mind.
Firstly, by using the datatype CHAR over VARCHAR [2] we experience better performance because, unlike the VARCHAR data type, CHAR is a fixed-length data type. This means that when using VARCHAR, the computer must consider the length of the data for each entry, whereas with CHAR the computer knows that the data is going to be the same length every time. It should be noted however that VARCHAR takes up less storage space than CHAR, therefore in an environment where storage space is limited VARCHAR will have separate performance enhancements as [3] a limited amount of free space on your computer will result in longer query times to retrieve and write data.
For example, in the database for the Customers table, the CustomerTitle column contains a datatype of VARCHAR(10). This could be substituted with CHAR(10), as data within the CustomerTitle will not have significant variations in its length in comparison to the other entries.
Secondly, [4] the use of indexing is beneficial to a database as they have the potential to improve the performance of “queries by reducing the amount of data that the database engine has to scan, sort, or join.”. If used correctly, this functionality can increase your query execution times resulting in less resource expenditure and providing an enhanced user experience.
As an example, if we were using a SELECT clause for finding specific products within the database, by using a column with index implementation e.g. ProductCategoryID, in the where clause, the database engine can locate your matched rows in quicker succession as it will not scan the entire table. It should be noted that indexes require a form of maintenance to ensure they retain proper functionality and do not impede the database’s operational speed, as they have the potential to become fragmented, [5] which means the indexes have pages of which the logical ordering of the indexes does not match the physical ordering of data stored on the device. Therefore, it is important to regularly monitor indexes in a database to ensure that fragmentation is limited.
Finally, [1] when creating queries performance should always be considered. There are a considerable number of ways to optimize queries for performance, however, some generally good tips would include retrieving only the required fields in any SELECT queries over using SELECT *. For example, when selecting from the Customers table, only select CustomerID, CustomerFirstName, CustomerSurname and CustomerEmail when looking to get in contact with a customer.
Other considerations include ensuring that the schema name is included when calling a database object and implementing the use of joins instead of subqueries. Using joins over [6] subqueries will result in increased performance because they have built-in optimization techniques including the use of indexes. It is generally advisable to avoid subqueries in queries that will return comprehensive results due to the performance implications, however, in smaller databases the difference in performance may be negligible by the improved readability of subqueries.
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Due to the limited size and use of the database, there are no current significant security risks. However, several vulnerabilities should be considered for further development and implementation of the database into a production environment. These vulnerabilities include [7]:
1. SQL injection attacks.
2. Weak passwords.
3. Non-restrictive user privileges.
4. Poor or non-existent encryption.
To start with, [7] SQL injection is when hackers utilize SQL to attack databases without appropriate defences. This attack enables bad actors to submit invasive SQL scripts in the form of data via a front end to the database to attempt to execute the scripts on the server. These scripts could allow the attacker to gain access to the database and/or have direct access to sensitive data.
               This is particularly more of a concern once a frontend has been developed for the database, however, is still a prevalent issue. Any user input (such as a registration form as a customer) should be validated before being passed to the database. [8] Implementation of prepared statements alongside parameterized queries will aid in this task, as the prepared statements will contain predefined SQL code that will then only accept specific data and will reject any data deemed invalid.
               On the other hand, weak passwords also provide [8] a security issue as a password is the first defence against unauthorized access to sensitive information. A weak password on an individual level is characterized as being too simple or having the same password for a multitude of services under the same email/username. For businesses, having users with a weak password can lead to theft/loss of a comprehensive number of resources, including revenue, intellectual property, and the destruction of reputation.
               Common password attacks include hackers using trial and error to crack passwords by using common passwords, alternatively implementing malware on the target computer to store data on what the user has typed, and by using phishing attacks which convince the user they are logging into an established service when they are giving their sensitive information to a hacker. To protect against these types of attacks, users of the database should be encouraged to pay close attention to any links or attachments they receive, use passwords that are complex and unique, and ensure all users have strong antivirus/antimalware software on their devices.
               It is essential to [9] ensure that the principle of least privilege is implemented in every application with user log in. This principle is a concept that any user or entity should only be permitted to access specific resources they require to complete the tasks assigned. By not implementing this principle, certain users become “over-privileged”, and this opens the door for more possibility of data breaches or systems misuse as users who do not need access to the resources have unlimited access, which in the case of a cyber-attack means there are numerous more accounts a hacker can target.
               Within the MelodyHwb database, different levels of access could be implemented that give access to different resources. A developer would have a higher level of access than a basic sales staff as they would need to work with the database to potentially create new tables, whereas a sales staff should never have to do that.
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This ERD was generated using SQL Server Management Studio’s built-in Database Diagram generator.
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Before describing each table and all that relates to it, here are some general rules each table follows:
1. Every table has an ID column, which is an INT datatype and has the PRIMARY KEY constraint. This means it only accepts whole numbers, alongside being [10] a unique identifier for each row in a table. It must also not contain a NULL value. All ID columns are in the format of (TableName)ID.
2. Columns that contain the UNIQUE constraint must contain UNIQUE values.
3. The data types used in this application are INT, VARCHAR, MONEY, BIT and DATE, meaning [11]:
a. Check the first point in this paragraph regarding the INT datatype.
b. VARCHAR(N) varies in the amount of space it takes up, and limits entered data to N number of characters.
c. MONEY is used for storing monetary values.
d. BIT can only contain 0 or 1 and is used to determine whether something is true. 0 is false, and 1 is true.
e. DATE is used for storing the date.
4. Some tables contain a FOREIGN KEY constraint. This means [12] the column exists in one or more tables and creates a relationship between the tables.

The following contains documentation on each table in the format:
· Column name, Column data type, Column constraints.
· Refer to point 1 of the above points where ID column is present.

ServicePeriods Table
· ServicePeriodID, ID column.
· ServicePeriodName, VARCHAR(40).
· ServicePeriodInterval, INT, NOT NULL, UNIQUE, and CHECK (if length is greater than or equal to 5.
Contains information about the frequency a product must undergo a service.
AddressType Table
· AddressTypeID, ID column.
· AddressTypeName, VARCHAR(50), NOT NULL and UNIQUE.
Contains information regarding different types of addresses. This includes if it is MelodyHwb’s address or a customer’s address.
Addresses Table
· AddressID, ID column.
· AddressLine1, VARCHAR(50, NOT NULL.
· AddressLine2, VARCHAR(50).
· AddressCity, VARCHAR(50), NOT NULL.
· AddressPostCode, VARCHAR(15), NOT NULL, CHECK (if length is less than or equal to 8 and greater than or equal to 5 and if data contains a space).
·  AddressCountry, VARCHAR(50), NOT NULL.
· AddressTypeID, INT, NOT NULL, FOREIGN KEY to AddressType table.
Contains information regarding different entity addresses, e.g. business, guest, or customer address.
ProductCategory Table
· ProductCategoryID, ID column.
· ProductCategoryName, VARCHAR(40), NOT NULL, UNIQUE, CHECK (if length is greater than 3).
Contains information regarding different categories a product can full under, e.g. microphone or amplifier.
Products Table
· ProductID, ID column.
· ProductName, VARCHAR(30), NOT NULL.
· ProductDescription, VARCHAR(255), NOT NULL.
· ProductPrice, MONEY, NOT NULL, CHECK (if price is greater than 0.01).
· ProductStock, INT, CHECK (if product stock is greater than or equal to 0).
· ProductCategoryID, INT, NOT NULL, FOREIGN KEY to ProductCategory
· ServicePeriodID INT, NOT NULL, FOREIGN KEY to ServicePeriods
Contains information on the array of products available at MelodyHwb, e.g. a standard microphone or keyboard stand.


Deliveries Table
· DeliveryID, ID column.
· DeliveryMethod, VARCHAR(30), NOT NULL.
· DeliveryPrice, MONEY, NOT NULLL, CHECK (if greater than or equal to 0).
· DeliveryMinDays, INT, NOT NULL, CHECK (if greater than or equal to 1 and less than or equal to 5).
· DeliveryMaxDays, INT, NOT NULL, CHECK (if less than or equal to 14).
Contains information on different delivery methods, e.g. standard shipping costing £3 and taking between 3 and 7 days.
Orders Table
· OrderID, ID column.
· OrderTotal, MONEY, NOT NULL, DEFAULT to £1, CHECK (if greater than or equal to 0.01).
· OrderPaid, BIT, NOT NULL.
· OrderDate, DATE, NOT NULL, CHECK (if less than or equal to today’s date).
· DeliveryID, INT, NOT NULL, FOREIGN KEY to DeliveryID.
Contains information regarding Orders placed by customers.
OrderItems Table
· OrderItemID, ID column.
· OrderItemQuantity, INT, NOT NULL, CHECK (if greater than or equal to 1)
· OrderItemTotal, MONEY, NOT NULL, CHECK (if greater than or equal to 0.01)
· ProductID, INT, NOT NULL, FOREIGN KEY to Products
· OrderID, INT, NOT NULL, FOREIGN KEY to Orders.
Contains information about items purchased in an order.
Invoice Table
· InvoiceID,ID column.
· InvoiceDate, DATE, NOT NULL, CHECK (if less than or equal to today’s date).
· InvoiceDueDate, DATE, NOT NULL, CHECK (if after today’s date and less than today’s date + 14).
· InvoiceTotal, MONEY, NOT NULL, CHECK (if total is more than or equal to 0.01)
· OrderID, INT, NOT NULL, FOREIGN KEY to Orders.
Contains information for when the payment is due.
TrackingStatus Table
· TrackingStatusID, ID column.
· TrackingDescription, VARCHAR(255), NOT NULL, UNIQUE.
Contains information regarding the status of how far along the order is to the destination.
TrackingDetails Table
· TrackingDetailID, ID column.
· TrackingStatusID, INT, NOT NULL, FOREIGN KEY to TrackingStatus
· OrderID, INT, NOT NULL, FOREIGN KEY to Orders.
· AddressID, INT, NOT NULL, FOREIGN KEY to Addresses
Contains information regarding how far along the order is and where the order is being delivered.


Customers Table
· CustomerID, ID column.
· CustomerFirstName, VARCHAR(30, NOT NULL.
· CustomerSurname, VARCHAR(30), NOT NULL.
· CustomerEmail, VARCHAR(40), NOT NULL, CHECK (if length is greater than or equal to 5 and contains @ and .).
· CustomerPhone, INT, NOT NULL, CHECK (if length is greater than or equal to 8 and less than or equal to 15).
· CustomerDeliveryPreference, INT, NOT NULL, FOREIGN KEY to Deliveries
· AddressID, INT, NOT NULL, FOREIGN KEY to Addresses
Contains information about registered customers.
CustomerPurchases Table
· CustomerPurchaseID, ID column.
· OrderID, INT, NOT NULL, FOREIGN KEY to Orders
· CustomerID, INT, NOT NULL, FOREIGN KEY to Customers
Contains information regarding orders completed by customers for personalised advertising.
ReturnReasons Table
· ReturnReasonID, ID column.
· ReturnReasonName, VARCHAR(40), NOT NULL, UNIQUE
Contains information regarding why a return was received.
Returns Table
· ReturnID, ID column.
· ReturnDate, DATE, NOT NULL, CHECK (if less than or equal to today’s date).
· ProductID, INT, NOT NULL, FOREIGN KEY to Products
· OrderID, INT, NOT NULL, FOREIGN KEY to Orders
· ReturnReasonID, INT, NOT NULL, FOREIGN KEY to ReturnReasons
Contains information about a processed return.
Exchanges Table
· ExchangeID, ID column.
· ExchangeDate, DATE, NOT NULL, CHECK (if less than or equal to today’s date).
· ExchangeMonetaryExcess, INT, NOT NULL
· ExchangeProductReceivedID, INT, NOT NULL, FOREIGN KEY to Products
· ExchangeProductGivenID, INT, NOT NULL, FOREIGN KEY to Products
· OrderID, INT, NOT NULL, FOREIGN KEY to Orders
Contains information regarding an exchanged product.
InquiryStatus Table
· InquiryStatusID, ID column.
· InquiryStatusDescription, VARCHAR(255), NOT NULL, UNIQUE
Contains information on the status of an Inquiry.



Inquiries Table
· InquiryID, ID column.
· InquiryDescription, VARCHAR(255), NOT NULL,
· CustomerID, INT, FOREIGN KEY to Customers
· InquiryStatusID, INT, FOREIGN KEY to InquiryStatus
Contains information regarding customer inquiries.
RepairStatus Table
· RepairStatusID, ID column.
· RepairTypeName, VARCHAR(30), NOT NULL, UNIQUE
Contains information about the status of a repair.
RepairType Table
· RepairTypeID, ID column.
· RepairTypeName, VARCHAR(30), NOT NULL, UNIQUE
Contains information about the type of repair to partake, e.g. instrument repair.
Repairs Table
· RepairID, ID column.
· RepairRequestedDate, DATE, NOT NULL, CHECK (if less than or equal to today’s date).
· RepairStatusID, INT, NOT NULL, FOREIGN KEY to RepairStatus
· RepairTypeID, INT, NOT NULL, FOREIGN KEY to RepairType
· CustomerID, INT, NOT NULL, FOREIGN KEY to Customers
· ProductID, INT, NOT NULL, FOREIGN KEY TO Products
Contains information regarding undergoing and previous repairs.
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