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ABSTRACT/SYNPOSIS
The exponential growth and rapid deployment of Internet of Things (IoT) devices in operational technology (OT), has resulted in an increase of security vulnerabilities in these systems. The aim of this project is to identify and understand the security vulnerabilities present in operational technology (OT) networks that contain Internet of things devices (IoT), and to make recommendations in order to improve the security of these networks.
To meet the aim of this project a literature review is conducted to determine the different vulnerabilities, threats and types of attacks that are associated with IoT and OT. The literature review also explores the tools and techniques commonly used to exploit the identified vulnerabilities by attackers.
Quantitative and qualitative research methods are combined to aid in assessing the security of a live OT network. Vulnerabilities are identified using a vulnerability assessment followed by a penetration test on the vulnerabilities identified. The results found are documented in a report and recommendations are made to mitigate the vulnerabilities identified.
The project offers insight to the vulnerabilities present in OT networks that incorporate IoT devices and recommendations are suggested to improve the security of the system. Time constraints prohibited the identification of all vulnerabilities in the live network. Future research opportunities could address this issue and expand upon this project to gain a more detailed analysis of IoT and OT security.
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[bookmark: _Toc371255527][bookmark: _Toc133828384]Chapter 1 - Introduction
1.1 [bookmark: _Toc121041576][bookmark: _Toc202288056][bookmark: _Toc266447524][bookmark: _Toc371255528][bookmark: _Toc133828385]Introduction
This study offers findings and discussion of a comprehensive research project, set out to identity, and understand vulnerabilities present in Operational Technology (OT) Environments that utilise Internet of Things (IoT) devices. The IoT is a growing network of devices that are interconnected and can exchange data and communicate. These devices are able to collect and transmit information in real time through the use of sensors, software and a various form of connectivity [1]. The exponential adoption of IoT technology throughout all industries has resulted in the IoT market having a projected worth of 1.6 trillion USD by 2025 [2].
IoT devices have been increasingly adopted in OT environments, to control and monitor OT processes in industries such as transportation, energy production and manufacturing [3]. The incorporation of IoT devices in OT environments has improved many aspects of the industry such as enhanced decision making, cost reduction and improved efficiency. Other examples of these improvements in OT environments are predictive maintenance, smart energy management and remote monitoring of machinery [4] .
The integration of IoT in OT Environments has not come without its difficulties. The convergence has introduced a series of security risks and challenges due to the considerable number of IoT devices vulnerable to cyberattacks [5]. These new challenges faced in OT environments make it crucial to Identify and mitigate vulnerabilities to maintain the security and functionality of the systems. Significant loses can be caused from cyber-attacks leading to consequences like disruption of services, loss of sensitive data and physical damages to the equipment and environment [5]. Cyber-attack incidents can lead to extreme consequences for the companies that are affected causing reputational damages, financial loss and risks to the safety of the public and clients linked to the organization [6].
The increased integration of IoT devices in OT environments has provided more opportunities for attackers to exploit vulnerabilities due to the ever-growing and expansive attack surface [7]. Due to the extensive connectivity of IoT devices, a single compromised device can cause a domino effect leading to an entire network of devices being compromised [8]. This shows the importance of quickly and efficiently identifying and mitigating vulnerabilities found in IoT devices in OT environments. 
Due to the increasing number of cyber-attacks effecting IoT devices in OT environments it is essential for effective vulnerability scans. Due to the lack of built in security measures and standardization in IoT devices, they are one of the primary targets for cyber-attacks [8]. It is recommended by the National Institute of Standards and Technology (NIST), to implement a vulnerability management process for industrial control systems (ICS). The vulnerability management process should have regular vulnerability scans, secure configurations should be used, and regular security patches should be applied to any vulnerabilities found [5].
1.2 [bookmark: _Toc202288058][bookmark: _Ref202288793][bookmark: _Toc266447525][bookmark: _Toc371255529][bookmark: _Toc133828386]Aim
The main aim of this project is to Identify and understand the security vulnerabilities present in OT networks that contain IoT devices, and to make recommendations to improve the security of these networks.

1.3 [bookmark: _Toc266447526][bookmark: _Toc371255530][bookmark: _Toc133828387]Objectives
The objectives are to:
Research and gain an understanding of the vulnerabilities in IOT devices and OT environments, as well as the tools and methods that can be used to exploit them.

Conduct a vulnerability assessment on an OT network to identify and document any known vulnerabilities, as well as any misconfigurations or weaknesses in the device's security.

Conduct a penetration test on the OT network to attempt to exploit any vulnerabilities identified in the vulnerability assessment, in order to gain access to the device or disrupt its operations.

Document the findings of the vulnerability assessment in a report, with recommendations to improve the security of the OT network.





1.4 [bookmark: _Toc202288059][bookmark: _Toc266447527][bookmark: _Toc371255531][bookmark: _Toc133828388][bookmark: _Toc121041584][bookmark: _Toc202288061]Structure Of The Project
The project is split into four main sections. The first part examines the theoretical foundations of the project. This is done through a literature review and analysis of studies related to cybersecurity, IoT and OT to gain fundamental knowledge to build the foundation for the project’s outcome. The second part of the project covers the research methodology. The research philosophy, research methods, research design and data collection needed to successfully complete the project are discussed in this section. The third part of the project specifies the design and implementation of the experiment. The problem formulation, design and plan are initially covered in this section, with the implementation of the vulnerability assessment following. The final part ties the project together by presenting the conclusion, recommendations and reflection. Improvements and changes to the project will also be discussed, to suggest methods for improving the project. 
Chapter one provides an introduction to the project, providing a background summary to the report. The necessary aims and objectives that will lead to a successful project outcome are identified in this chapter.
Chapter two focuses on the research and review of literature, by exploring the background of the project topics, and related studies. 
Chapter three details the research approach and design for the experiment that will be used to conduct a successful vulnerability assessment.
Chapter four will outline the design for the project. This chapter will explore the design of the vulnerability assessment. 
Chapter five will examine the execution of the vulnerability assessment, identifying the vulnerabilities found in the system and the challenges encountered in unveiling them.
Chapter six concentrates on the summary of the data gathered in the experiment, and will propose recommendations to improve the security of the system.
Chapter seven will consist of a reflection of the project as a whole. The key lessons learned, challenges that have been overcome and areas for future research are discussed.
The final chapter will contain a list of all the sources that have been used throughout the project.
[bookmark: _Toc133828389]1.5 Project timeline
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[bookmark: _Toc133826908]Figure 1 - Project timeline Gantt chart
[bookmark: _Toc266447540][bookmark: _Toc371255532][bookmark: _Toc266447528][bookmark: _Toc133828390]
 Chapter 2 - RESEARCH & REVIEW OF LITERATURE

1. [bookmark: _Toc266710277][bookmark: _Toc266711030][bookmark: _Toc271283211][bookmark: _Toc340606375][bookmark: _Toc340611902][bookmark: _Toc340612072][bookmark: _Toc340613999][bookmark: _Toc341173665][bookmark: _Toc341173843][bookmark: _Toc341174523][bookmark: _Toc345410421][bookmark: _Toc345410752][bookmark: _Toc345412857][bookmark: _Toc371251349][bookmark: _Toc371251398][bookmark: _Toc371255378][bookmark: _Toc371255533][bookmark: _Toc132848333][bookmark: _Toc132895854][bookmark: _Toc132895971][bookmark: _Toc132896048][bookmark: _Toc133249114][bookmark: _Toc133336681][bookmark: _Toc202288068][bookmark: _Toc266447541]
2.1 [bookmark: _Toc371255534][bookmark: _Toc133828391] Introduction
The research and review of literature will provide an overview of existing research and knowledge of the topics related to this work, focusing on peer-reviewed books, journals, and scientific papers for reliability. The chapter will contain a discussion of IoT devices, specifically in an OT environment. The review of literature will focus on the challenges IoT devices pose in terms of security and the current state of IoT security. It will detail the types of vulnerabilities that currently exist, the methods used to detect and mitigate them, and their implications for IoT and OT networks.
The chapter will also include a review of the literature surrounding vulnerability assessments, highlighting their importance in identifying potential security risks both in and out of OT environments. This section will investigate a variety of tools and methods used, offering insights into their practical applications.
The chapter will examine related work, analysing studies and projects in this field to identify gaps in the existing knowledge that this project could potentially fill. The literature review will act as the backbone for the knowledge needed to understand the context of the research area.
2.2 [bookmark: _Toc266447542][bookmark: _Toc371255535][bookmark: _Toc133828392]Methodology
In order to complete the literature review a number of databases and search engines were used to find appropriate data related to the project. Databases and search engines like Google scholar and IEEE Xplore were used to ensure that relevant and peer-reviewed academic sources were included. Specific keywords like IoT, OT and cybersecurity were used to identify relevant sources.
 It was important to have a criteria for the inclusion and exclusion of the sources used.  Publication date, relevance to the project, and source credibility were key factors considered. It is important to screen any sources found to ensure that high-quality and relevant data is used; this was done by skimming through full texts and reading the abstracts of the work. 
The process of extracting data from the relevant sources entailed summarising key findings to identify emerging trends and themes to create a comprehensive narrative for the literature review.
Finally, it is important to acknowledge potential limitations in the literature review. Potential bias in the selection of academic sources and gaps in the research should be considered when interpreting the results.
2.3 [bookmark: _Toc133828393]Review of literature
[bookmark: _Toc133828394]2.3.1 The current state of IoT security and common vulnerabilities
Due to the rapid growth and adoption of IoT devices in various industries, IoT security and common vulnerabilities have become a topic of increasing concern. Despite the large number of benefits that come with IoT devices they are inherently known for their vast number of security issues. One of the more probable causes for this is attributed to the rapid development cycles, lack of standardized security protocols and the short timescales and low budgets that the organizations creating them have to bring the product to market [9]. Due to the missing features and built in security large industrial environments are created in which vulnerabilities are common and can be exploited through malicious methods [10]. 
The heterogeneity of IoT devices is regarded as one of the primary reasons for their heightened vulnerability. IoT Heterogeneity refers to the diverse nature of devices, security mechanisms and communication protocols, which result in a hindrance and complication when trying to implement security measures in IoT devices [11]. Unsecured communication channels, weak encryption methods, and insufficient authentication mechanisms further add to IoT security challenges that are exploited by attackers to gain unauthorized access, tamper with or intercept sensitive data and critical system functions [12].
Some prevalent vulnerabilities in IoT devices include weak or default credentials; A large number of IoT devices are installed with weak or default passwords or credentials which can easily be discovered by attackers.  Research can easily be conducted to discover the default credentials of different IoT devices online. Without encryption or sufficient security measures, many IoT devices have insecure data storage. Insecure data storage exposes the stored data to potential attackers resulting in privacy breaches and loss of sensitive data. Lack of proper access control mechanisms allow for attackers to access, modify or control IoT devices and their data. Lack of proper access controls can lead to attackers gaining full access of the IoT device and use it for malicious purposes. Insecure software updates prove to be another vulnerability in IoT devices. If the device requires a software update and it is not securely implemented attackers can exploit the process by injecting malware to compromise the device. This vulnerability can be used as entry point into the entire IoT eco system [13]. 
[bookmark: _Toc133828395]2.3.2 Common forms of cyber-attacks, with a focus on operational technology
Cyber-attacks against OT systems stand as a major threat to the industrial control systems and critical infrastructure. This section will discuss the most common types of cyber-attacks with a focus on the incidents most persistent in OT environments.
Ransomware is a form of malware used by attacker to encrypt victims data, making it inaccessible until a ransom is paid to retrieve the lost data. In OT environments ransomware can result in major financial loss, data loss and downtime to the organisations processes. WannaCry is considered one of the most infamous ransomware incidents, which saw a global scale incident of Microsoft Windows systems being infected by malware demanding payments in Bitcoin [14]. ‘Evolution Of Ransomware’ provides a comprehensive overview of the timeline of ransomware attacks, and how the malware has evolved over the years. The literature investigates a multitude of aspects  including monetization strategies, encryption techniques and attack vectors used. The paper investigates evolutions in the malware such as ransomware-as-a-service (RaaS) and asymmetric encryption. Notably the literature identifies the shift from attackers targeting personal machines to large organisational infrastructure [15].
Distributed Denial of Service (DDoS) attacks render victims networks and services unresponsive through flooding the systems with large amounts of internet traffic and packets [16]. A common method for an attacker to perform a DDoS attack involves a large volume of packets being sent to a victim, the overwhelming stream of packets consumes crucial resources rendering the service unusable for the victim and their clients. An alternative method involves the attacker sending corrupted packets which can essentially confuse the victims system forcing it to become unresponsive and to reboot [17]. A DDoS attack in 2016 targeted Dyn which is a Domain Name System (DNS) provider. The attack resulted in a large scale disruption to Dyn’s website and services, this caused financial loss for the company due to the downtime that it experienced [18]. Although this attack was not targeted at an OT, it demonstrates how a DDoS attack could effect a operational technology environment.
A Man-In-The-Middle (MitM) attack can result in irreparable damage to OT. A MitM attack is classified as an attack in which data passed between two parties is intercepted or changed, compromising its confidentiality and integrity [19]. A MitM attack would have a significant impact on OT, although specific instances of MitM attacks on OT are not widely publicised MitM attacks have indirectly affected OT. The Stuxnet worm is an example which used several different techniques including a MitM attack to exploit industrial control systems in nuclear facilities in Iran. This was done by exploiting the method that programmable logic controllers use to communicate [20]
Potentially the most devastating threat to OT is an attack from an inside source. Due to the fact that OT is so accessible a malicious insider could use their knowledge of the network topology and system vulnerabilities to gain unauthorised access to the network. Other insider threats can come from human error due to lack of training and poor security policies and practices. One example of an insider threat to OT is the Maroochy water services incident that occurred in 2000. A disgruntled former employee of the water services in Australia conducted a series of attacks on the companies SCADA systems. SCADA is software that monitors plant or factory operations. The disgruntled employee used stolen equipment to release over 800,000 litres of sewage causing enormous environmental damage [21].
[bookmark: _Toc133828396]2.3.3 Differences between information technology (IT) and operational technology (OT) security requirements and challenges
IT and OT systems were created for separate purposes, due to this the two suffer from different security challenges and security requirements. The key difference between the two is the objectives and the focus of the technology. OT systems are used in order to control and monitor industrial and mechanical equipment often used in large scale manufacturing [5]. Whereas the purpose of IT systems are mainly aimed at storing, managing, processing and communicating data. Reliability and availability are two key focuses when it comes to the security of OT systems, along with the importance of safety in the industrial environments. Security objectives for IT systems consist of the protection of data confidentiality, availability and integrity. The key difference between the two is the importance of ensuring the safety of the OT systems, however the exponential convergence of the two types of systems are posing many new challenges for the industry to overcome [22].

[bookmark: _Toc133828397]3.3.4 Business information security standards and frameworks (e.g., ISO27000/ ISO 27001)
The complete ISO 27000 series, consists of multiple standards concentrating on various facets of information security management. The main objective of ISO 27000 is to give companies looking to adopt or comprehend the wider ISO 27000 series a foundation to understand the terminology and general concepts. The core standard of the ISO 27000 series, ISO 27001, outlines the requirements for establishing, implementing, sustaining, and enhancing an information security management system. As a certifiable standard, it enables companies to show that they are committed to information security and that they have complied with the standard's criteria[23]
[bookmark: _Toc133828398]2.3.5 Cyber awareness and cyber resilience in the context of IoT and OT
Due to the increase in cybersecurity threats from the integration of IoT and OT, organisations must prioritise building their cyber awareness and resilience due to the fact that the most vulnerable part of a system is the users. Cyber awareness is the understanding of potential cyber threats along with the knowledge of the steps needed to mitigate them. It is of growing importance for organisations to introduce training to their employees to create a culture of cyber-awareness. The introduction of effective cyber awareness programs significantly reduces the risk of a cyberattack to that organisation [24].
Cyber Resilience refers to the ability for an organisation to be prepared for a Cyber-attack, a cyber resilient organisation would have the ability to prepare, respond and recover from a cyber incident while keeping the confidentiality, integrity and availability of its systems [25]. Cyber resilience is defined as “the ability to continuously deliver the intended outcome despite adverse cyber events” [26]. It is recommended that the following concepts are incorporated into an organisation in order to be more cyber resilient; Risk assessments help to identify and evaluate potential vulnerabilities within an organisations IT/OT systems, policies and day to day processes. It is important to implement robust security measures based on the weaknesses found in the risk assessment. Effective risk management minimises the impact of cyber-attacks and prohibits unauthorised access to the organisations sensitive data. Effective risk management also helps to ensure regulatory compliance, which is essential for any organisations that handle sensitive customer data. Organisations can be cyber resilient by having a well-defined incident response plan. To have a successful incident response plan key people roles and duties, communication procedures, and recovery techniques must be in place. This will allow for rapid response from the organisation, reducing the potential loss from an attack, minimising downtime to the organisations services and lowering financial loss. Introducing a Business continuity plan allows for organisations to recover critical systems and data in the event of a cyber-attack or disaster [26].
[bookmark: _Toc133828399]2.3.6 Methods of cyber-attack reconnaissance, social engineering, network scanning, on-site inspections.
Attackers now employ a range of methods to breach and exploit targeted systems in more complex cyber-attacks. These techniques are especially useful in Operational Technology (OT) situations, where IoT devices are commonly utilised. 
The first method used in aiding cyber-attacks is reconnaissance. Reconnaissance refers to the practice of learning about a target system or network in order to find any potential flaws or vulnerabilities. Reconnaissance for IoT devices in OT environments may entail looking for open ports, classifying different sorts of devices, and gathering information on firmware updates. Attackers can use this information to organise and carry out focused attacks [27]. The large scale of interconnectivity of IoT mean that attackers can use reconnaissance to identify the vulnerable assets in a network. The first common method is passive reconnaissance. Passive reconnaissance involves the attacker gathering information from the target without directly interacting with the system or network. This can be done by gathering publicly shared information from sources such as DNS records, social media, company websites and search engines [28].
Active reconnaissance involves directly collecting information from a target network or system. A number of different techniques such as port scanning, vulnerability scanning and network scanning are effective methods of actively collecting information from a target [28]
Social engineering is the art of coercing people into disclosing confidential information or performing activities that might jeopardise the security of a computer system. Employees are often fooled into disclosing login information or downloading malware-infected files. In 2015 the Ukrainian power grid experienced widespread power outages due to a form of social engineering. The attackers used spear-phishing emails to impersonate a trusted source. The emails contained a malicious Microsoft Word document that enabled attackers to gain remote access when opened. The unauthorised access resulted in a coordinated attack leaving more than 200,000 people without power [29].
[bookmark: _Toc133828400]2.3.7 Industrial Internet of Things (IIoT) and its unique security challenges
There has been increased concern regarding IoT security and the common vulnerabilities associated with these devices due to the rapid growth and introduction to various industries [30].The industrial landscape is being brought additional challenges with the implementation of Industrial Internet of things (IIoT). The main challenges associated with IIOT are securing legacy systems, managing the vast diversity of devices, the expanding attack surface, dealing with real time constraints and maintaining the integrity of vulnerable data  [31].
The heterogeneity of IIoT devices is one of the biggest concerns with IIoT [12]. This refers to the variety of devices, security features, and communication protocols present in the ecosystem, which impedes and makes it more difficult to deploy security measures. IIoT devices face additional security challenges due to unsecured communication channels, ineffective encryption techniques, and insufficient authentication mechanisms. As a result, it is easier for attackers to gain unauthorised access, tamper with vital system operations [32]. IIoT devices encounter heightened security risks stemming from vulnerable communication pathways, inadequate encryption methods, and suboptimal authentication processes. Consequently, these weaknesses make it easier for malicious actors to obtain unauthorized access, manipulate critical data, and compromise essential system functions [33]. 
Another issue with security in IIoT systems is real-time constraints. Many of the industrial processing tasks that are completed using IoT devices have rigorous real-time performance standards. This reduces the possibility of implementing security standards and measures that will impose a performance bottleneck on the system [34]. 
Legacy systems prove to be a significant security issue for IIoT devices. These systems frequently lack built-in security measures and/or have known vulnerabilities as they were not developed with current security concerns in mind. It is often impossible or very difficult to upgrade or replace the legacy systems due to the large cost, time consumption and compatibility options with more recent technology [35].
The large attack surface is another concern for IIoT due to the widespread interconnectivity. A larger attack surface leads to more vulnerabilities for attackers to exploit [8]. The rapid development, expanded attack surface and heterogeneity of IIoT devices calls for constant monitoring and improvements to security measures.
To conclude the IIoT industry must overcome the challenges presented above by adopting a comprehensive approach to IIoT security by continuously monitoring systems, updating them regularly and maintaining a healthy balance between security and productivity.
[bookmark: _Toc133828401]2.3.8 Types of wireless communication (Wi-Fi, LoRa, 5G) and their security implications for IoT devices in OT environments
IoT devices, especially those deployed in operational technology (OT) environments, depend significantly on wireless communication protocols. Each type of wireless communication, including Wi-Fi, LoRa, and 5G, presents its own set of security advantages and challenges. In this section, we will examine each protocol and its implications for security within OT contexts.
IoT devices may connect to local networks or the internet thanks to the widely used wireless communication standard known as Wi-Fi. The conveniency of WI-FI comes with some prevalent security risks. Common WI-FI security protocol are WEP, WPA and WPA 2 is the most commonly used protocol, with WPA 3 being the most recently introduced. If these protocols are not configured correctly then attackers may find methods to exploit them. Vulnerabilities such as outdated encryption algorithms and weak passwords can be used by attackers as a method of entry [12].

LoRa is a long range wireless communication protocol that can be run on relatively low power designed specifically for IoT devices. LoRa is ideal for OT environments because of its ability to cover long ranges and maintain connection even when obstacles are in the way [36]. The security features offered by LoRa, in comparison to Wi-Fi, are not as robust. While LoRa primarily relies on symmetric key encryption as its main line of defence, this approach is susceptible to replay attacks and key management issues. It is essential for additional security measures and correct key management to be implemented when used in IIoT [37].
4G is the predecessor of 5G, both are mobile communication technology. 5G is the latest generation that offers high speed with little lag. 5G outperforms its predecessors by offering advanced security measures, such as improved encryption methods and strengthened authentication processes [38].
There are a number of other less common wireless communication technologies like Zigbee commonly used in OT environments. Zigbee is designed for short range applications using low power and covers shorter distances, with built in security measures like encryption and authentication [39]. 
[bookmark: _Toc133828402]2.3.9 Industrial communication protocols (MQTT, OPC UA) and their security aspects
In order ensure the smooth running of industrial automation and control systems, industrial communication protocols are used to facilitate communication and exchange data. In an industrial automation environment, data exchange between systems are governed by a defined set of rules called industrial communication protocols. The protocols ensure that different devices and systems are able to understand each other allowing for sensors, controllers and actuators to operate together for industrial processes [40].
Message Queuing Telemetry Transport (MQTT) is a popular communication protocol commonly used in Industrial automation systems and IoT applications. MQTT is popular in these settings, due to its minimal footprint in terms of processing power, memory usage and network bandwidth. This allows for dependable and efficient communication between the network of devices[41].  
Transport Layer Security (TLS) and Secure Sockets Layer (SSL) are secure communication protocols utilized by MQTT to enable encryption. This ensures the protection of data exchanged between devices against eavesdropping and tampering. However, the implementation of encryption may introduce significant processing overhead for devices with limited resources, potentially impacting their performance. MQTT uses username and passwords for its authentication, this assists in the identification of devices that are communicating and limits unauthorised access. The authentication is still vulnerable to brute-force attacks due to simple usernames and passwords being used. MQTT uses authorisation by giving different users different levels of permissions through topic-level policies. This helps in restricting access to sensitive data and grants more control over the data access in the system. It is important to configure the topic-level policies correctly to prevent unauthorised access to sensitive data [41]. 
Open Platform Communications Unified Architecture (OPC UA) is a communication protocol that allows for direct communication between machines, devices and systems. This protocol is primarily used in industrial environments. OPC UA is compatible with firewalls and offers a number of different security features. The first is authentication. In order to provide applications and systems with controlled access to one another, OPC UA client and servers are identified through X509 certificates. User control is another security feature offered with OPC UA. Applications can be set up with login credentials that  restrict and enhance privileges through access rights and address-space views [42].
[bookmark: _Toc133828403]2.3.10 Research of tools and software for digital forensics and vulnerability assessment in IoT and OT environments
Digital forensic and vulnerability assessment tools are fundamental to cybersecurity practices. The understanding and application of these tools aid in identifying, analysing and mitigating security issues. A number of different types of software has been developed over the years, each giving its own unique method of enhancing the overall security of the organisation using the tool. Autopsy is an open-source platform for digital forensics that performs in depth file system analysis. Autopsy is a Graphical User Interface (GUI) for The Sleuth Kit (TSK). Autopsy’s extensive features list assists in examining disk images and file systems, recovering corrupted data and aiding in discovering evidence in digital investigations. Autopsy’s timeline analysis examines file system activity and creates a timeline of events that can help identify malicious activity. The keyword search is another strong tool that searches for a specific phrase or pattern in a file system helping to locate important data [43]. 
Volatility is another open source forensics tool that allows for cyber investigators to analyse volatile memory in a device. The analysis is done through extracting data from memory dumps, presenting data that could be valuable to an investigation. The volatility framework offers cross-platform support, operating on a variety of operating systems (OS) including, Windows, macOS and Linux. The wide range of OS compatibility allows for the analysis of memory dumps across virtually all operating systems. Plugins can be incorporated into volatility in order to enhance its data extracting abilities by giving the user a method to extract specific information like network connections and open files[44]. 
[bookmark: _Toc133828404]2.3.11 Vulnerability scanning tools, techniques, methodologies and best practices for IoT devices in OT environments
As a result of the growing increase of vulnerabilities in systems, effective vulnerability scanning tools and methodologies are needed to identify and mitigate possible security issues. This section of the review will examine a variety of tools, techniques, methodologies and best practices used for vulnerability scans, specifically those effective in OT environments.
Wifite
Wifite is an open source automated tool designed for wireless auditing for attacking Wi-Fi encrypted networks on a Linux system. Wifite automates the process of cracking encryption keys for WEP, WPA,WPA2 and WPS wireless networks. The tool operates by scanning for networks and launching attacks with the aim of being an automated wireless security auditing solution [45]. 
Wireshark
Wireshark is an open source network protocol analyser that is used to capture and examine data passed through a network. Wireshark is used by security professionals and network admins for a number of purposes such as monitoring network activity and troubleshooting network issues [46]Wireshark provides a GUI to make the analysis of network packets a more user friendly experience. Wireshark can also be used to identify weak encryptions and misconfigurations, making it an effective tool for vulnerability detection [47].

Enum4linux
Enum4linux is an open source tools used to enumerate information from windows and samba based systems. The tool is primarily used to gather information when conducting a penetration test or testing the security of a system. User information, groups and shares are just some of the data that can be obtained with this tool [48].
NMAP and Zenmap
NMAP (Network Mapper) is a network scanning tool. Network scanning involves the process of discovering hosts on a network and gathering key information such as operating systems, active ports, applications and services [49]. Nmap is the most commonly used network scanner and can be used with other third party tools to achieve a more comprehensive scan [49]. Zenmap acts as a graphical user interface (GUI) for Nmap. The user friendly GUI offers all of the same features with add-ons such as visualisation of network topologies [50]. 
Aircrack-NG
Aircrack-NG is a suite of four tools created to be used by security professionals to evaluate the security of wireless networks. Aircrack is primarily designed to be used on Linux systems but can operate on windows, macOS and other common operating systems. The main goal of Aircrack-ng is to crack WEP and WPA/WPA2-PSK keys through the use of the following tools[51]:
Airodump-ng: this tool captures raw 802.11 frames. Creating a text file with details of all access points and clients found by the tool [52]
Aireplay-ng: A tool used for packet injection, often used to perform deauthentication attacks and fake authentication attacks. Its main purpose is to create traffic that will assist with other Aircrack-ng tools [53].
Airmon-ng: This tool enables the monitor mode on wireless interfaces. By entering a wireless adapter into monitor mode is can then passively monitor wireless traffic. Airmon-ng is used as a prerequisite for the other tools included [54]. 
Aircrack-ng: This is the primary tool used to crack WEP and WPA, WPA2-PSK keys. In order to crack the WEP keys the tool captures weak Initialisation Vectors (IV), when a sufficient amount of IV’s are captured the WEP key can be recovered . This process can be timely so other tools such as Airodump-ng and Aireplay-ng are used to inject packets and accelerate the task. Due to the stronger encryption and authentication methods of WPA and WPA2, brute force attacks are used to crack the keys. In order to successfully crack a key Aircrack-ng must capture a handshake. The handshake is captured when the target connects with a wireless network. This is where the other tools in the suite can be used to deauthenticate the client forcing it to reconnect and capture the handshake. After the handshake has been recorded a wordlist can be used to test potential keys [55]. 
Airgeddon
Airgeddon is a bash script designed for Linux system, which is used by security professionals to test the security of wireless networks. This tool is used for security testing by providing a user interface (UI) for a variety of attacks and network analyses. Airgeddon uses a variety of integrated tools including the Aircrack-ng suite to conduct comprehensive security assessments of Wi-Fi networks [56].
Metasploit
Metasploit is a framework developed for penetration testing that assists in validating vulnerabilities in a network. The framework can be used to perform a variety of tasks using its pre-built exploits, auxiliary modules, and payloads, enabling a wide range of penetration testing activities, including vulnerability assessment, crafting custom exploits, and conducting post-exploitation operations efficiently [57].
OpenVAS
OpenVAS (Open Vulnerability Assessment System) is a platform designed for vulnerability scanning and management to be used by security professionals. The purpose of this tool is to identify, assess and manage any vulnerabilities found by the tool in a network or computer system. OpenVAS has a number of incorporated tools to provide a vulnerability management solution [50] . OpenVAS can be used to identify vulnerabilities through vulnerability scanning and Configuration scanning. Furthermore users can create their own custom vulnerability test allowing for a more flexible and specific assessment of the network or system. Finally OpenVAS offers detailed reports on vulnerabilities found and the appropriate steps needed for mitigation [50].

[bookmark: _Toc133828405]Mitigation strategies and approaches for securing IoT devices in OT environments
The development and implementation of robust mitigation strategies is a necessity for securing devices in OT network. This section will explore approaches and techniques used to mitigate common vulnerabilities.
Risk assessments are a vital first step in securing devices. A risk assessment entails identifying and prioritising vulnerabilities found in a system. Organisations should conduct thorough risk assessments and develop risk management plans to reduce the possibility of a cyber-attack. To face evolving threats risk assessment frameworks should be regularly refined  to ensure that their mitigation strategies are effective[58].
Another mitigation method for securing systems is network segmentation. This process involves isolating parts of a network into smaller network zones. This is effective in improving the security of a network by limiting the spread of an attack. To enhance protection devices with similar policies and security requirements can be placed in the same zones  [59].
An alternative method for enhancing security is the implementation of access controls and authentication. Access controls are mechanisms used to regulate the resources in a system that can be accessed. By implementing access controls in an OT environment access to resources can be controlled by predefined rules and policies improving the overall security posture of a network[60]. Authentication can be used to mitigate security vulnerabilities by providing a process for verifying a user’s identity. There are a number of methods that can be used for authentication with the most popular being the use of usernames and passwords. Other authentication methods include biometrics and smart cards [61].

2.4 [bookmark: _Toc202288079][bookmark: _Toc266447547][bookmark: _Toc371255540][bookmark: _Toc133828406][bookmark: _Toc202288080]Conclusion 
The review of literature conducted in this section explores peer reviewed reports, journals, books and other relevant data regarding cyber security and how it relates to IoT and OT. The review analysed the challenges faced with the widespread adoption of IoT devices globally, focusing in specifically on devices associated with OT environments.  The importance of identifying and mitigating vulnerabilities was highlighted by examining the types of vulnerabilities present in IoT and OT. The review builds the backbone of knowledge needed to conduct a vulnerability assessment and offer recommendations.
A variety of attacks that OT and IoT are vulnerable to were researched to understand how they can be used by attackers to gain unauthorised access to a system. Furthermore security frameworks and industry best practices are explored to aid in the effort of improving the security posture of an OT network using IoT devices. 
The data gained from the review will act as a point of reference for the remainder of the project. The vulnerability assessment and mitigation recommendations will be constructed from the key information gained from the literature review, ensuring that appropriate methods are used to successfully meet the projects aims and objectives.

[bookmark: _Toc371255541][bookmark: _Toc133828407][bookmark: _Toc266710265][bookmark: _Toc266711018][bookmark: _Toc271283199][bookmark: _Toc340606384][bookmark: _Toc340611911][bookmark: _Toc340612081][bookmark: _Toc340614008][bookmark: _Toc341173674][bookmark: _Toc341173852][bookmark: _Toc341174532][bookmark: _Toc345410430][bookmark: _Toc345410761][bookmark: _Toc345412866][bookmark: _Toc371251358][bookmark: _Toc371251407][bookmark: _Toc371255387][bookmark: _Toc371255542][bookmark: _Toc132848359][bookmark: _Toc132895876][bookmark: _Toc132895993][bookmark: _Toc132896070][bookmark: _Toc133249136][bookmark: _Toc133336703][bookmark: _Toc266447529][bookmark: _Toc340606385][bookmark: _Toc340611912][bookmark: _Toc340612082][bookmark: _Toc340614009][bookmark: _Toc341173675][bookmark: _Toc341173853][bookmark: _Toc341174533][bookmark: _Toc345410431][bookmark: _Toc345410762][bookmark: _Toc345412867][bookmark: _Toc371251359][bookmark: _Toc371251408][bookmark: _Toc371255388][bookmark: _Toc371255543][bookmark: _Toc132848360][bookmark: _Toc132895877][bookmark: _Toc132895994][bookmark: _Toc132896071][bookmark: _Toc133249137][bookmark: _Toc133336704]
Chapter 3 - RESEARCH METHODOLOGY
2.5 [bookmark: _Toc371255544][bookmark: _Toc133828408]Introduction

The security and reliability of operational technology (OT) networks that contain Internet of Things (IOT) devices depend on the identification and mitigation of vulnerabilities. The aim of this project is to identify and understand the security vulnerabilities present in OT networks that contain IoT devices and to make recommendations to improve the security of these networks. In order to investigate the vulnerabilities present in this type of system, a well-defined research design and methodology must be adopted. This chapter's aim is to justify the research design and methodology based on the objectives chosen for this project.
This chapter will present the research design, philosophy, methodology, and data collection methods that will be used in this study, following the research onion model. The research onion will assist in guiding the research processes and ensure that each stage of the experiment is relevant to the objective of the study.
The research onion model consists of six layers: Research Philosophies, Approaches, Strategies, Choices, Time horizons, and Techniques and procedures. Each layer of the onion will be discussed in more detail, with the rationale behind each approach emphasised to justify their relevance to the overall aim of the experiment.

2.6 [bookmark: _Toc266447530][bookmark: _Toc371255545][bookmark: _Toc133828409] Research Overview

This chapter will discuss the research methodology that will be adopted for this project to successfully identify and mitigate vulnerabilities found in an OT system containing IoT devices. The research methodology will follow the research onion model, which will provide a clear framework for the project to follow. The chapter will discuss the research philosophy, research methodologies, research approach, strategies, choices, time horizons and a brief overview of the techniques and procedures that will be used for this project.
2.6.1 [bookmark: _Toc266447531][bookmark: _Toc371255546][bookmark: _Toc133828410]Research Process
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[bookmark: _Toc133826909]Figure 2 - Research Process
2.6.2 [bookmark: _Toc266447532][bookmark: _Toc371255547][bookmark: _Toc133828411]Research Philosophy

[bookmark: _Toc266447533]The research philosophy is crucial to the overall approach of the project providing direction and coherence to the research design, data collection, and analysis methods. A post-positivist research philosophy will be used for this project as it is a method that acknowledges the importance of using extremely thorough and careful methods to collect and analyse data [62]. This research philosophy requires an objective view with no bias in order to produce accurate results from the research carried out. 
The post-positivism approach is suitable for this study as identifying and mitigating vulnerabilities in a system require a neutral and unbiased approach. Systematic and empirical methods are used to conduct the experiment, to achieve verifiable evidence and a solid conclusion to the project.
The post-positivist philosophy will eliminate the influence of researcher bias, helping to achieve reliable and valid findings and recommendations from the vulnerability assessment.
2.6.3 [bookmark: _Toc371255548][bookmark: _Toc133828412]Research Methodologies
A mixed-methods research approach, consisting of a combination of qualitative and quantitative research methods, will be used for this project [62]. The mixed approach will provide a comprehensive understanding of the vulnerabilities in IoT devices in an OT environment and potential mitigation strategies, allowing for a holistic examination of IoT vulnerabilities and their mitigations. The quantitative research approach provides empirical data on the vulnerabilities found in the system, while the qualitative research approach helps to understand the context of the aspects of the project.
Firstly, an extensive literature review will be conducted [63]. Existing literature related to IoT vulnerabilities, OT environments, and vulnerability scans will be examined to obtain a comprehensive understanding of the current state of knowledge in the field, support the research's aim and objectives, and explore the existing gaps for research.
The primary focus of the research will typically be quantitative data, which will help assess the scope and severity of the vulnerabilities. Examples of the type of quantitative data that will be uncovered in this project include the number of identified vulnerabilities scanned in the system, with their corresponding numerical severity scores. The qualitative data that will be collected will be used to provide context and insight to the project. This type of data will consist of detailed descriptions of vulnerabilities, explanations of their impact on the system, and methods for attackers to exploit them.
Thanks to the mixed-methods research approach, we can investigate the nuances of IoT vulnerabilities and gain a thorough grasp of the best mitigation techniques. This strategy will provide contextually rich insights along with empirical data that will support suggestions for securing the system.
[bookmark: _Toc133828413]3.2.4	APPROACH
The approach for this project will utilise a multi-method to thoroughly investigate the vulnerabilities in OT systems that use IoT devices and present potential mitigation strategies. The mixed-method approach, combining qualitative and quantitative research, allows for a more comprehensive evaluation of the research topic. The data acquired for the quantitative research will be used to assess the scope and severity of vulnerabilities, while the qualitative research will provide insights into the vulnerabilities, offering descriptions, potential impact on the system, and the methods used by attackers to exploit them. The research findings from using a multi-method approach will be robust, leading to a more comprehensive understanding of the vulnerabilities present in the system and their effective mitigation.
[bookmark: _Toc133828414]3.2.5	STRATEGIES
The research plan will essentially be the plan of action to address the aims and objectives of the project. This project will involve a combination of literature review and vulnerability assessment, along with expert consultation to assist in the understanding of the project area. 
A detailed literature review will provide an understanding of the current knowledge regarding the project. In order to produce a credible, in-depth and reliable literature review databases like Google Scholar, IEEE Explore and the UWTSD library will be used to find peer-reviewed articles, reports and other documents related to the topic. 
A network vulnerability assessment of the target network will be conducted in a controlled environment set up to imitate a real network in an OT environment, consisting of IoT devices and other IT and OT systems. Appropriate tools and techniques will be used to identify potential weaknesses in the network, providing an evidence based evaluation of the risks associated with IoT devices in OT environments.
Expert consultation will also help to gain practical insight into IoT devices and their potential vulnerabilities. This consultation will come from the project leader and project supervisor. Valuable information on industry best practices, potential challenges and solutions that may arise during the experiment will be shared.
The proposed research strategy intends to give comprehensive knowledge of vulnerabilities present in OT systems and IoT devices, and efficient mitigation techniques by merging these complimentary research components. This research strategy will aim to result in recommendations for securing the vulnerabilities found in the vulnerability scan.
[bookmark: _Toc133828415]3.2.6 CHOICES
To meet the research aim and objectives of this project a number of choices regarding the research methodology have been made. The first choice that was made was the sampling strategy to select the type of network that the vulnerability assessment will be conducted on. A purposive sampling strategy will be used to select an OT network that uses IoT devices. A purposive sampling strategy is used to ensure that the characteristics required for the project are present. This was chosen over convenience sampling because if a network was chosen just because it’s easy to access then it may not be in a OT environment or contain any IoT devices making it irrelevant to the project aim and objectives [64]. The data collection method for the vulnerability scanning tools are another choice that will be made for this project. It is important to choose appropriate tools to collect quantitative data on the types of vulnerabilities present and their severity to the network. The data collected with the tools selected will support in meeting the objectives of the project.
[bookmark: _Toc133828416]3.2.7	TIME HORIZONS
A single point time horizon will be used for the project and will be conducted over a period of roughly two months. The vulnerability assessment on the target network and mitigation suggestions will be completed during this timeframe. The following timeline has been agreed on by all members of the project and the organisation that is being collaborated with:
Introduction meeting: 21/02/23
Planning/research: 21/02/23 - 13/03/23
Stage 1: 14/03/23 - 20/03/23
Stage 2: 21/03/23 - 27/03/23
Update meeting: 28/03/23
Project conclusion: 10/04/23
The time horizon of this project has been chosen based on the availability of all members of the project, availability of the target network and the project deadline. This two month period will allow for a comprehensive analysis of the network with time in between each session to research and gain an understanding of the tools and vulnerabilities relevant to the project.  

[bookmark: _Toc133828417]3.2.8	TECHNIQUES AND PROCEDURES
This section will provide an overview of the techniques and procedures that will be used to conduct the vulnerability assessment on the target network and propose mitigation strategies. The specific details of the vulnerability scan and mitigation process will be discussed in the design chapter of this project. 
The first technique that will be used for the project is a vulnerability assessment. This will be done to complete a comprehensive analysis of the target network. The vulnerability scan will involve discovery of the devices located on the network, a vulnerability scan, analysis of the vulnerabilities found and exploitation attempts on the vulnerabilities. 
The second technique involves developing mitigation strategies based on the vulnerabilities discovered during the assessment phase. Vulnerabilities will be prioritized based on their severity, and mitigation recommendations will be documented to aid in improving the security of the network.
A detailed report of the techniques and procedures discussed here will be provided in the design chapter of this report
2.7 [bookmark: _Toc133828418]Conclusion
To conclude this chapter details the design and process of the research that will be used to identify and mitigate vulnerabilities in an OT network that contains IoT devices. The onion model was chosen as a framework for the research methodology to provide a structured and effective approach for the experiment. 
A post-positivism research philosophy was chosen for this experiment as it ensures an unbiased approach is used throughout the project. Both qualitative and quantitative research methods are combined, meaning that a mixed-methods research approach is used to identify the vulnerabilities in the network while having a comprehensive understanding of the vulnerabilities found and the methods to mitigate them. The multi-method approach uses both a literature review and vulnerability assessment to conduct a thorough investigation of the research process. 
A number of choices were made for the research methodology. A purposive sampling strategy was used to select the network and tools used for the  vulnerability assessment. By using a purposive approach the relevancy and accuracy of the data collected will be specific to the projects aim and objectives. 
A single point time horizon was chosen to be conducted over a two month period. This timeline was chosen to accommodate the availability of all members of the project and meet the project deadline. The timeline also allows for time in between the sessions to research and understand the tools and vulnerabilities identified in the previous session.
The techniques and procedures that will be used for the project are briefly discussed in the chapter. A more in-depth analysis is provided in the design chapter of this project.
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[bookmark: _Toc341174545][bookmark: _Toc371255555][bookmark: _Toc266447548][bookmark: _Toc202288167][bookmark: _Toc121041633][bookmark: _Toc133828419]Chapter 4- Design
4.1 [bookmark: _Toc133828420]Introduction

This chapter discusses the design and implementation  of a vulnerability scan on a network in an OT environment that utilises IoT devices. The project will be conducted within an industrial environment allowing for observation on the physical setup of the network. The project is being conducted as a collaboration with an organisation that would like input and support regarding cyber security for IoT. The organisation will be allowing the project team to conduct a vulnerability assessment, that will consist of five stages. The five stages will consist of Reconnaissance, Scanning, Assessment, Exploitation and Documentation. This chapter provides a detailed, step-by-step plan for the design of each stage, which can be followed during the implementation process.

4.2 [bookmark: _Toc371255556][bookmark: _Toc133828421]problem formulation
The primary goal of this project is to identify and mitigate vulnerabilities found in the organisations network. In order to achieve this the project will follow five stages: Reconnaissance, Scanning, Assessment, Exploitation and Documentation. The tools selected for each stage will be decided by their effectiveness of doing their intended purpose, suitability to the project and compatibility with the selected operating system (Kali Linux). Each stage of the project and the tools and techniques will be discussed based on key information found in the literature review.
4.2.1 [bookmark: _Toc133828422]Reconnaissance
Wifite (Also used in scanning)
This tools allows for discovery of access points and clients on a wireless network. Key information can be gathered about the target network using this tool such as network SSID, encryption and signal strength. 
In-Person Analysis
The project will be conducted inside of the industrial environment. This means that a hands on approach can be taken to obtain more information from the network. The key details that will be observed are the physical layout, devices and any other valuable information that could compromise the network.


Enum4linux
This tool is designed to be run on Linux systems and will be used to enumerate any windows or samba systems found on the network. It will be used to gather information such as user accounts, groups and other useful information. 
NMAP
NMAP will be used in order to identify and discover hosts and services located on the target network. NMAP will determine open ports and services on the network along with the operating system and version of each device. Scripts will be implemented in NMAP to perform more advanced tasks such as vulnerability detection.
Zenmap
Zenmap is a graphical user interface (GUI) for NMAP that will act as a visual aid for analysing the target network
 
4.2.2 [bookmark: _Toc133828423]Scanning
Aircrack-NG
Aircrack-NG’s suite of four tools will be used. This suite consists of Airodump which will ne used to capture and analyse data from the wireless network. Aireplay which is used for injecting data into the network. Aircrack will be used to crack WEP and WPA encryption keys.   
Airgeddon
Airgeddon will be used to automate the process of wireless network auditing. This tool will be used thought but will first be introduced in the scanning phase as it offers security testing and attack execution features.
4.2.3 [bookmark: _Toc133828424]Assessment and Exploitation
Metasploit
Used to exploit confirmed vulnerabilities in the network. The large collection of exploits collected in the framework will be used to test for now vulnerabilities. The results will help to assess the potential impact of the vulnerabilities on the network.



OpenVAS
Used to assess the security of the target system. The system will be scanned for known vulnerabilities and any found will be listed with detailed information such as their severity and steps to mitigate.
4.2.4 [bookmark: _Toc133828425]Documentation
A comprehensive report will be created in order to record the steps taken during the vulnerability assessment, the vulnerabilities that were identified along with the steps taken to exploit the vulnerabilities. Furthermore data accessed through the exploitation will be recorded along with the necessary steps for mitigation. The organisation will be able to use the guide to implement the necessary steps to achieve a more secure network.
By using the tools and techniques listed in the previous steps, a comprehensive analysis of the network and its vulnerabilities will be completed.


4.3 [bookmark: _Toc371255557][bookmark: _Toc133828426]Design
The design of the vulnerability assessment is influenced from the information and best practices gathered during the literature review. 
4.3.1 [bookmark: _Toc133828427]Pre-Assessment phase
In this stage of the project it is important to clearly define the scope, by outlining the target systems, devices and services that will be assessed. The project will be conducted inside of an industrial environment, in collaboration with an organisation looking to identify vulnerabilities found in networks containing IoT devices in OT environments, as well the steps needed to mitigate the issues found. The experiment will take place in a location that will contain a variety of different networks. Authorisation has only been given to experiment on one specific network in collaboration with the company, so it is crucial that only that network is targeted. The organisation has provided basic information on the target network like the target SSID, target IP address and a basic topology of the network. With this information boundaries can be set to ensure that the assessment remains focused and does not unintentionally affect systems or services outside of the intended scope. 
In order to determine a timeframe for the assessment, the project supervisor established a communication plan with the organisation in order to ensure that they were kept informed of any progress or findings. An initial time scale was created for the project.
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[bookmark: _Toc133826910]Figure 3 - Initial Project timeline
This project timeline was planned with the idea of meeting as a team once a week for roughly 5 weeks. By setting the timeline in such a manner time would have been given between each session to research and plan the next session based on the findings of the previous. 
The next stage of the pre-assessment phase was to identify any necessary resources, such as hardware and software.
To conduct the vulnerability assessment a windows 11 machine will be provided by the organisation. Due to the fact that kali Linux machines offer a wider range of tools for penetration testing and ethical hacking, a virtual machine will be created on the windows machine. The virtual machine will be installed with the  Kali Linux OS in order to conduct a more comprehensive vulnerability assessment. This machine will be referred to as the assessment machine.
In order to connect with the target network the assessment machine must have a wireless adapter. A Alfa Network AWUS036ACH-C wireless adapter will be utilised for this. In order to use the wireless adapter it will be configured to be used in the virtual machine and set to monitor mode. Tools found in the literature review that are effective for vulnerability scanning, exploitation and mitigation will be installed onto the virtual machine.
In order to avoid legal and ethical issues, authorisation is confirmed from the network owner. This will ensure that all activities comply with applicable laws, regulations and ethical guidelines. In order to avoid any potential privacy concerns, the network that would be evaluated would only contain test data. This would mean that any data uncovered in the experiment would not be sensitive to the company or its customers, allowing for a more in-depth analysis of the organisations network with no risk of a sensitive data leak. 
4.3.2 [bookmark: _Toc133828428]Reconnaissance Phase
The reconnaissance phase will first start with passive information gathering which was identified in the literature review as a key stage of information gathering. This main goal of this stage will be to collect and gather information about the network without actively interacting with it. The project will be conducted inside of the industrial environment where the network is located. The passive reconnaissance activities will consist of Identifying the locations and topology of network devices such as routers, switches and wireless access points, as well as end devices connected to them. The physical security measures put in place will also be examined, looking for locked doors, access control systems and security cameras.
Active information gathering will then take place. This will consist of actively probing the target network to gain information about its configuration and devices connected. Tools identified in the Literature review will be used to scan for open ports, identify services and detect potential vulnerabilities. A network scan will be conducted using Nmap and Zenmap to I identify devices connected to the network, and services running. Through the use of Zenmap a map of the physical topology of the network will be created to create a visual aid of the devices connected. Based on the information gathered in this phase a list of potential targets can be created for further investigation. This list will consist of devices with known vulnerabilities, weak configurations or important assets to the network.
These steps will provide a comprehensive understanding of the target network to assist in the next stages of the experiment
4.3.3 [bookmark: _Toc133828429]Vulnerability scanning
The next section of the design regards the vulnerability scanning process. The main goal of this step is to identify weakness in the target network. Tools and techniques discovered in the literature review will be implemented in the design of this phase and can be broken down into several steps:
Network Scanning
Zenmap will be used to perform a variety of scans on the target network to identify live hosts, open, ports running services and potential vulnerabilities. 
Tools like Aircrack-ng and Airgeddon will be utilised to conduct a wireless network assessment, to gain information such as the network SSID, BSSID, encryption types and signal strength. These tools can also be used to capture handshake packets and use them to crack Wi-Fi passwords, meaning that this process will overlap with the exploitation phase.
OS Fingerprinting
Nmap and Zenmap will be utilised again to identify the operating systems of devices found during this scan. By identifying the operating systems specific exploitation techniques can be tailored to the appropriate systems. 
Service Enumeration
Enumeration techniques and tools will be sued to gather information. Tools like ‘smbclient’ can be used to identify and shared resources on the target, and enum4linux to gather information regarding users details and groups. 
Vulnerability Scanning
Nmap scripting engine (NSE) will be utilised to identify specific vulnerabilities of vulnerable devices found in the previous stages. This step will assist in prioritising which vulnerabilities should be addressed.
When the vulnerability scanning phase is over, the next step is to go on to the exploitation phase, where the discovered vulnerabilities are used to accomplish the goals of the assessment, such as getting unauthorised access or escalation privileges. The post-exploitation and reporting phases come after a successful exploitation. Activities involving exploitation
4.3.4 [bookmark: _Toc133828430]Assessment and Exploitation
This phase will consist of exploitation attempts based on the identified vulnerabilities and user information found in the previous steps. The success of this phase will depend on the identified vulnerabilities found in the target network. If vulnerabilities are found in this stage tools identified in the literature review, like Metasploit and OpenVAS will be used to exploit the security flaws.
4.3.5 [bookmark: _Toc133828431]Post-assessment phase
This is a critical stage of the experiment as it provides the opportunity to analyse the results found from the assessment, and a chance to recommend mitigation and improvements to the target network. The data collected during the previous stages will be analysed to determine the effectiveness of the scans that were performed, the accuracy of the identified vulnerabilities and how successful the attempt to exploit the vulnerabilities was. Any false negative, false positives or other issues will be identified in this section. 
The vulnerabilities identified will be examined and the risks associated with them will be assessed. By identifying the risks associated with the target networks, the confidentiality, availability and integrity of the system can be determined. The vulnerabilities will be prioritised based on the potential impact they could have on the organisation.
Documentation will begin at the start of the project however will primarily be completed in the post-assessment phase. The results of the experiment will be noted along with the tools and methods used and the vulnerabilities identified. Each exploitation attempt will be recorded with its success and the potential risk of the associated with it. It is important to ensure that the documentation created is clear and well organised, this will provide the organisation with a professional document of the findings.
Finally a set of recommendations addressing the vulnerabilities found in the system will be made. These suggestions will provide clear guidance of the mitigation methods and will be prioritised based on the potential impact they could have on the company.

[bookmark: _Toc371255558][bookmark: _Toc133828432]Chapter 5 - Implementation

[bookmark: _Toc133828433]5.1 Updated Timescale
The initial project timeline was scheduled for five weekly sessions commencing on February 21st 2023. However, due to unforeseen delays in the arrival of the wireless adapters, the project could not commence until April 4th, 2023. This resulted in a significant reduction of the available to complete the tasks and an increased workload to meet the project objectives within the revised timeframe. The compressed timeline may limit the opportunity for a thorough exploration of each tool, potentially leading to a less comprehensive analysis of the network's security. This constraint should be considered when evaluating the depth and scope of the project's findings.
[bookmark: _Toc133828434]5.2 Alfa wireless adapter
The Alfa Wi-Fi drivers were installed onto the assessment machine from the Alfa networks official website. In order to display the current wireless configuration of the wireless interfaces on the system the ‘iwconfig’ command was used. The first problem encountered was that the wireless adapter did not appear when checking the interfaces in the kali Linux terminal.
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[bookmark: _Toc133826911]Figure 4 - Wireless interfaces without the alfa adapter
This problem was overcome by updating the Kali Virtual machine settings to ‘Enable USB Controller’ and selecting the Wi-Fi adapter from the drop down list, this allowed the virtual machine to recognise the wireless adapter.
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[bookmark: _Toc133826912]Figure 5 - Kali virtual machine settings with updated settings to recognise the wireless adapter
[bookmark: _Toc132996393][bookmark: _Toc133250852]

The drivers for the Alfa adapter were then updated in the Linux machine. The ‘sudo lsusb’ command was run to verify that the wireless adapter was listed among the USB devices. The iwconfig was run again to verify that the adapter was recognised as a wireless interface.
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Description automatically generated with medium confidence]
[bookmark: _Toc133826913]Figure 6 - updated wireless adapter configurations and connected usb devices
In order to use the wireless adapter for a vulnerability assessment, the wireless interface mode had to be changed from ‘managed’ mode to ‘monitor’. By changing the interface mode the adapter can capture packets without connecting to a network. This will enable the ability to analyse network traffic, perform packet injection and complete various other security tests.
To enable monitor mode the wireless interface ‘wlan0’ is set to down, the interface is set to monitor mode and the interface is then brought back up.
The ‘iwconfig’ command can be ran once more to verify that the mode has been set to monitor.
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[bookmark: _Toc133826914]Figure 7 - Interface is set to monitor mode and verified in iwconfig
[bookmark: _Toc133828435]5.3 Aircack-ng
The next step consists of a network discovery to identify the target network. The first tool that was used was the Aircrack-ng suite. Specifically the ‘airodump-ng’ tool was used to scan for nearby wireless networks.
The command ‘sudo airodump-ng wlan0’ was used to scan and create a list of nearby networks and information like the BSSID, signal strength, channel and the ESSID.
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[bookmark: _Toc133826915]Figure 8 - Airodump-ng scan of wireless networks
With the target network identified the Aircrack-ng suite of tools were used to attempt to perform a password crack. The first stage needed to capture the WPA/WPA2 handshake, the airodump-ng tools can be used to save captured packets to a file.
The following command was run in the Linux terminal:
 ‘sudo airodump-ng -c 36 -bssid 28:EE:52:62:83:A3 -w handshake_capture wlan0’
This command uses the target network channel and BSSID captured in the previous airodump scan to capture packets and save them to a file name ‘handshake_capture-01.cap’.
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[bookmark: _Toc133826916]Figure 9 - Handshake capture saved to a file name 'capture-02.cap'
In order to capture a handshake a client must be forced to reconnect with its network. The ‘aireplay-ng’ tool can be used to force a reauthentication. An error occurred in this stage when attempting to reauthenticate the client. The aireplay-ng tool displayed the error message ‘Waiting for beacon frame’ and No such BSSID available. The cause of this issue was likely that the target network was not transmitting any beacon frames due to the system being temporarily offline.
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[bookmark: _Toc133826917]Figure 10 - Unsuccessfully attempting to reauthenticate a client using aireplay-ng
Due to the updated time constraints of the project, This issue was unable to be resolved and the experiment had to proceed by exploring alternative tools.


[bookmark: _Toc133828436]5.4 Wifite 
The next step of the assessment was to use the ‘wifite’ tool researched in the literature review, to identify the target network to gather key information.  
Wifite automates the process of collecting network information and can be used to perform a variety of attacks on the selected target.
To begin the scan the command ‘sudo wifite’ was run in the terminal.
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[bookmark: _Toc133826918]Figure 11 - Wifite scan begins
The network SSID ‘CP-S-UniversityOfWales-5GHz’ and Target IP ‘172.21.0.200’ were provided by the company in order to identify the target network. Wifite performs a scan for nearby wireless networks, providing a complete list of available networks and their associated channel, ESSID, Encryption type and the strength of the signal.
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[bookmark: _Toc133826919]Figure 12 - List of networks found in wifite scan
The target network can be identified from the ESSID that was provided by the organisation. The target network was identified as number 9 in the list. The target network was selected by entering number 9. Wifite started to capture the WPA handshake by performing a deauthentication attack forcing the target to reconnect collecting the handshake in the process.
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[bookmark: _Toc133826920]Figure 13 - Wifite performs a deauthentication attack and captures the WPA handshake
After the handshake was successfully captured, Wifite continued by launching a dictionary attack to crack the WPA2 password. The dictionary attack consists of using a list of default and common passwords to attempt to crack the WPA2 password. In this instance the dictionary attack was unsuccessful. 
After the unsuccessful attempt using the default wordlist provided by wifite, a custom wordlist was created with common phrases, names of systems and possible passwords related to the industrial environment where the experiment was being conducted.
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[bookmark: _Toc133826921]Figure 14 - Custom word list with possible passwords related the industrial environment
The Wifite scan was conducted again with a path to the custom wordlist created, in order to perform a dictionary attack against the WPA2 password with the new wordlist.  
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[bookmark: _Toc133826922]Figure 15 - Wifite scan with path to custom wordlist
The command was executed and the same process was followed as before. The target network was selected, the WPA handshake was captured and the dictionary attack was launched with the custom wordlist. This attempt at cracking the WPA2 password was again unsuccessful.
[bookmark: _Toc133828437]5.5 Connecting to the target network
Due to the limited time constraints due to the updated timeline the password was unable to be cracked. The password was given by the organisation in order to move onto the next stages of the experiment. The network was connected to manually by connecting to the ‘CP-S-UniversityOfWales-5GHz’ network and using the password provided.
[bookmark: _Toc133828438]5.6 Device Discovery – Nmap/Zenmap
The next stage of the experiment is to conduct a comprehensive discovery of devices connected to the network. This scan will identify the open ports and potential vulnerabilities of the devices found, The information found in this stage will create a structure of the network and identify potential attack vectors.
Zenmap which is the GUI for Nmap was initially used to perform a scan of the network. For this stage a ‘Quick Scan’ was used to identify all of the devices in the target networks IP range. Zenmap collected the information associated with the target network by sending packets to the end devices, and analysing the results to determine information like the IP address and open ports.
Zenmap provided a visual representation of the networks topology, this aids in understanding the relationships of the devices in the network as well as identifying the devices with open ports. Green hosts have 3 open ports or fewer, yellow hosts have 3-6 open ports and red hosts have 6 or more open ports. 
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[bookmark: _Toc133826923]Figure 16 - Target network topology created by Zenmap
With the devices connected to the target network identified, the next step was to determine the operating systems and services that are being run on each device. This information aids in creating tailored attacks specific to the operating systems and services identified. 
Zenmap was used to perform an ‘Intense scan, all TCP ports’. The results from the scan provided crucial data on each device connected to the network, including the OS, open ports, services running on the open ports and the versions of these services. During the network scan, two primary targets were identified, as they exhibited a significant number of open ports. These devices were deemed to be of particular interest due to their potential for exploitation.
The first target, with the IP address 172.21.0.90, displayed an extensive list of open ports and was found to be running either Microsoft Windows Server 2008 SP1 or Windows Server 2008 R2. This operating system version is known for its numerous vulnerabilities and is no longer supported by Microsoft, which makes it a prime target for exploitation.
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[bookmark: _Toc133826924]Figure 17 - Intense scan results of 172.21.0.91
The second target, with the IP address 172.21.0.91, also presented a wide range of open ports, which included: 80, 81, 135, 139, 443, 445, 3306, 3389, 8888, 32, 1001, 1217, and 4002. The operating system running on this device was identified as Microsoft Windows XP SP3, which is notorious for its security flaws and has long been unsupported by Microsoft. This makes the system especially vulnerable to attacks.
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[bookmark: _Toc133826925]Figure 18 - Open ports found on 172.21.0.91
Both of the devices caught the most attention due to the large amount of open ports and their outdated and unsupported operating systems. These factors increased the likelihood of finding exploitable vulnerabilities, making them prime candidates for further investigation and potential exploitation. The remainder of the experiment will focus on ‘172.21.0.91’, seeking to uncover potential vulnerabilities that can be used to gain unauthorised access or compromise the system.

[bookmark: _Toc133828439]5.7 User account enumeration – enum4linux/smbclient
The process of enumerating user accounts had the primary objective of, gathering valuable data that can be used to exploit the network. To accomplish this, tools identified in the literature review like ‘enum4linux’ were chosen. The primary goal of using these tools was to discover valid usernames in the target system. The usernames could then have been used to attempt a password crack or exploit vulnerabilities that require a valid username. However this process brought several challenges and usernames on the system were unable to be discovered with these tools, the lack of discovery of usernames limited the ability to proceed with certain attacks on the system. One of the key reasons the tools did not produce the expected results was the limited time available for the project. The updated timeline left inadequate time to thoroughly explore each tool and use them to the best of their abilities. This then restricted the opportunity of testing different configurations and tools that could have produced better results. Despite the challenges faced enumerating user accounts is a vital step in a vulnerability assessment  as it identifies attack vectors and helps to priorities targets.


[bookmark: _Toc133828440]5.8 Vulnerability scan – nmap’s scripting engine
 To assess the security of the two key targets found during the Zenmap scan, a vulnerability scan using Nmap’s scripting engine was performed. Nmap’s scripting engine is a powerful tool that can run scripts to gather information about the target machines and their vulnerabilities. 
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[bookmark: _Toc133826926]Figure 19 - Vulnerability scan using Nmap's scripting engine on 172.21.0.91
The command used for the vulnerability scan on ‘172.21.0.91’ was:
‘sudo nmap -Pn –script vuln 172.21.0.91’
This command instructs nmap to run a vulnerability scan on the target IP address.
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[bookmark: _Toc133826927]Figure 20 - Results of Nmap vulnerability scan on 172.21.0.91 1/2
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[bookmark: _Toc133826928]Figure 21 - Results of Nmap vulnerability scan on 172.21.0.91 2/2
[bookmark: _Toc133828441]5.8.1 potential vulnerabilities found from the vulnerability scan
Table 1 - Vulnerabilities found in Nmap's Vulnerability scan
	Vulnerability 
	Description and potential impact

	Slowloris DOS attack on ports 80 and 443
	Ports 80 and 443 are vulnerable to a denial of service attack that exhausts the servers resources by keeping the connections on the targets web server open. This attack could result in loss of monitoring, control, access to critical systems and disruption due to the servers being overwhelmed.

	TRACE method enabled on ports 80 and 443
	Having the ‘TRACE’ method enabled can result in sensitive data like credentials being exposed. This could result in unauthorized access to the system through the use of the credentials found.

	Unsecured folders found on port 80 and 443
	A number of unsecured folders were found on ports 80 and 443. These folders could contain sensitive data that could potentially grant unauthorised access.

	Open port 445 for windows file sharing
	Unsecured filesharing can lead to unauthorised access to sensitive files or data. Potential malware injection can also be implemented if not secured properly. 

	Open ports 135 and 139
	The open ports 135 and 139 are related to Microsoft Remote Procedure Call (RPC) and NetBIOS services. The Microsoft RPC is a protocol that allows for the execution of code on remote systems. The NetBIOS is a protocol that allows devices on local area networks (LAN) to communicate. Vulnerabilities in RPC and NetBIOS can lead to unauthorised access, remote code execution and denial of service attacks.

	Open port 3389 (ms-wbt-server) for RDP
	Remote Desktop Protocol (RDP) allows users to connect remotely from one device to another. RDP is often used in OT environments to remotely monitor and manage devices and systems. Unauthorised access to the system can be obtained  through the use of RDP if it not configured correctly.

	Open port 3306 (MySQL)
	MySQL is a database management system used in a number of applications to store and manage data. The open port 3306 implies that a MySQL server is running on the target machine and can potentially be accessed remotely. Lack of access controls, or weak authentication could result in an attacker gaining unauthorised access to the database. Poorly implemented input validation can result in SQL injection attacks, attackers could leverage this to extract or manipulate data in the MySQL database. 





[bookmark: _Toc133828442]5.9 Exploitation attempts on vulnerabilities found
The vulnerability assessment on the target network provided several potential vulnerabilities that could impact the system. However due to time restraints it was not feasible to attempt to exploit all of the discovered vulnerabilities. Nevertheless a number of exploitation attempts were conducted on the vulnerabilities found to evaluate their impact on the system.
[bookmark: _Toc133828443]5.9.1 Trace method exploitation
Due to the TRACE method being enabled on both ports 80 and 443, an attempt was made to exploit the vulnerability to potentially expose sensitive data. The tool ‘curl’ which was identified in the literature review will be used to issue a HTTP TRACE request to the target system. The response should include the full HTTP request potentially containing sensitive information.
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[bookmark: _Toc133826929]Figure 22 - Output received from the HTTP request
The response received from the TRACE method contained no sensitive data. This means that the server was not revealing any sensitive data via the TRACE method.
[bookmark: _Toc133828444]5.9.2 Accessing unsecured folders on ports 80 and 443
During Nmap’s vulnerability scan potentially interesting folders were identified on ports 80 and 443. These folders were identified as /icons, /server-info and /server-status. Due to the names of these folders sensitive information such as Server configurations, Usernames and passwords and misconfigurations in the network may be present.
The first step in the attempt to exploit theses potentially vulnerable directory was to enumerate the directory. This was done using the curl tool identified in the literature review. 
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[bookmark: _Toc133826930]Figure 23 - Accessing the server information folder found
In response a HTML page was received. It can be challenging to read a raw html code in the terminal, so the output was saved to a HTML file named ‘server-info.html’ using the following command:
‘curl http://172.21.0.91/server-info/ -o server-info.html’
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[bookmark: _Toc133826931]Figure 24 - Server information folder being saved to a html file
The html file was then opened in Firefox to reveal an Apache Server Information webpage. 

[image: ]
[bookmark: _Toc133826932]Figure 25 - Apache Server information
The Apache server information page that was accessed provided information regarding the server’s configuration, loaded modules and runtime settings. This information can be used as valuable information for an attacker. Due to the updated time restraints of the experiment this exploit was unable to progressed further. In order to further exploit the information of this page the loaded modules and server configurations could be analysed to identify misconfigurations and vulnerabilities. The server could also be checked to identify the version of the Apache to determine if the software is up to date. If outdated software was found then potential vulnerabilities could be found and exploited.

[bookmark: _Toc133828445]5.10 Mitigation
The vulnerability assessment that was conducted on the target network identified a number of potential vulnerabilities, all of which could be exploited by an attacker if measures are not put in place to fix them. A number of mitigation strategies will be suggested in this section to improve the security posture of the network and minimize the risk of an attack. The recommendations provided will be specifically designed to address the vulnerabilities found in the network. The vulnerabilities will be ranked and given a severity rating of its potential impact on the system.
Remote Desktop Protocol RDP on port 3389 – High Severity
The open RDP port increases the likelihood of a attacker gaining unauthorised access to the system. RDP is commonly targeted by brute force and credential-based attacks.
· Strong authentication methods can be implemented to gain access to RDP. An example of this could be the introduction of two-factor authentication, this would mean that there Is another layer of protection that the attacker would need to bypass to access the system. 
· RDP access should be restricted to authorised users only to reduce the number of targets that the attacker can target, creating a smaller attack surface to be targeted
· Network Level Authentication (NLA) is an RDP feature that requires authentication from a user before connecting to the server. By implementing NLA to the system an extra layer of security will be present in the system.
· To reduce the risk of the service being exploited, the RDP service should be regularly updated to ensure that any known vulnerabilities are patched.
Windows file sharing (SMB) on port 445 – High Severity
File sharing systems that are not configured correctly can result in attackers gaining unauthorised access to sensitive data like shared files and folders.  
· File sharing settings should be configured to ensure that only authorised user can access the appropriate shared folders to reduce the risk of unauthorised access.
· The SMBv1 protocol is vulnerable to a number of known vulnerabilities. By disabling SMBv1 and using a more up to date and secure version is used. Implementing SMB 3 will offer more security features and will assist in maintaining a more robust system.
· The SMB service should be updated regularly to ensure that known vulnerabilities in the service are patched.
Slowloris DoS attack on ports 80 and 443 – Medium Severity
Slowloris attacks can cause the webserver of the system to be overwhelmed from partial requests. This type of attack can have small implications like temporary unavailability and partial access to the system or can have a bigger overall impact on the system with a full scale shutdown on the targets web service.
· Increase the maximum number of clients that the webserver will allow, this will mean that it will take a larger amount of connections for the attack to work
· Configure the server to drop connections that have not completed a request after a set time period has expired, this will prevent the DOS attack from keeping connections to the web server open if they are not legitimate
· Rate limiting can be implemented to prevent too many connections from one IP address successfully opening. This will limit the attackers ability of overwhelming the server 
· Web application firewalls or Intrusion prevention systems (IPS) can be implemented into the system to detect and mitigate the attack. 
TRACE method enabled on ports 80 and 443 – Medium Severity
No sensitive information was exposed when exploiting the enabled TRACE method in the vulnerability assessment. However sensitive data can be exposed through HTTP request/ response headers. An attacker could use this method to disclose sensitive information that could be used to further exploit the system.
· The TRACE method can be disabled in the servers configurations. This will prohibit attackers from being able to access information through HTTP request/ response headers. 
· The servers configuration should be regularly reviewd to ensure that the TRACE method remains disabled 
Microsoft RPC and NetBIOS services on ports 135 and 139 – Medium Severity
The RPC and NetBIOS services are susceptible to a variety of attacks if they are not configured correctly. The exploitation of these services can result in unauthorised access, data leaks and denial of service.
· Initially the services should be assessed to determine if they are necessary to the operation of the system. If a service is unnecessary then it should be disabled reduce the potential attack surface of the system, making it less vulnerable to attackers.
· If the services are necessary then access control and authentication mechanisms should be in place,  to ensure that only valid users can access the services.
· The Microsoft RPC and NetBIOS services should be regularly updated to mitigate and known vulnerabilities that the developers are aware of.
MySQL server on port 3306 – Medium Severity
A MySQL server that is not configured correctly can lead to attackers gaining unauthorised access resulting in data being leaked or tampered with. 
· Access controls and authentication mechanisms should be put in place to access MySQL. This will add another layer of security making it more difficult for an attacker to gain unauthorised access.
· Data transferred around the clients and MySQL server should be encrypted during transit reducing the likely hood of the data being unveiled through a man in the middle attack.
· A network firewall can be implemented to restrict access from unauthorised IP addresses to the MySQL server.
· The MySQL services should be regularly updated to apply security patches to known vulnerabilities in the service.
Interesting folders found on ports 80 and 443 – Low severity 
· An investigation should be conducted on the three folders accessible to determine if the data is sensitive and vital to the operation. 
· Sensitive data found in these folders should be removed or restricted to ensure that only users will authorisation have access to the data.
· Access controls and authentication should be implemented to ensure that only authorised users can gain access to the data.
Open ports 81, 1001, 1217, 4002 and 8888 – Undetermined Severity 
· These open ports require further investigation to determine the services running and their potential impact on the system.
· The services identified should be analysed to determine if they are necessary to the system. They should be disabled if they are not required.
· If the services are found to be needed for the operation of the system then further security measures should be put in place like access controls and authentication methods. The services should also be regularly updated to patch any know vulnerabilities. 
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6.1 [bookmark: _Toc371255563][bookmark: _Toc133828447]Summary
The research completed in this project focused on assessing the vulnerabilities present in OT networks that utilise IoT devices. To complete a successful project, a comprehensive review of literature was complete to understand the underlying knowledge related to the subject area. A detailed research methodology was the next step of the project, followed by the design and implementation of the vulnerability assessment and mitigation recommendations. The following chapter will discuss the key findings from each chapter and will suggest recommendations for future research.
6.2 [bookmark: _Toc371255564][bookmark: _Toc133828448]Conclusion
The project begins by setting the stage for the research by discussing the importance of IoT devices in OT and the potential security risks that they could pose on a network. The research aims are introduced stating that the security posture of a target network will be tested, focusing on the vulnerabilities present in IoT devices and OT systems. It is stated that this will be done through designing and conducting a vulnerability assessment and suggesting mitigation strategies. The studies purpose is to contribute to the existing knowledge regarding the research topic to help organisations improve the security posture, against emerging cyber threats and challenges. 
The next part of the project was to conduct a comprehensive literature review that explores the current research regarding cyber security, IoT and OT. The literature review investigates the practical uses of IoT, examining the potential benefits it can offer and the challenges that are now being faced with its mass adoption. Generic vulnerabilities associated with cyber security are discussed, leading to a more in-depth view on vulnerabilities specifically associated with IoT and OT. Some of the details explored in this section consisted of weak authentication mechanisms, unencrypted communications and software and services that had not been updated. All of which were identified as issues present in the live OT network that the vulnerability assessment was conducted on. The literature review also delved into various threats and attacks that these types of systems are susceptible to, such as DoS attacks and remote exploitation which were also identified as potential threats to the live system. The literature review assisted in identifying frameworks, guidelines and best practices used in the industry that would be used to create mitigation recommendations for the target network. Finally the literature review highlighted the rapid growth of IoT, OT and the vulnerabilities present highlighting the need for more research in this area to better understand the security threats associated. 
The literature review was followed by the research methodology. A mixed method approach was decided that would combine the use of both quantitative and qualitative research, to gain an understanding of the problem. The research methodology that was created provides a systematic and rigorous approach to meeting the projects aims and objectives. 
The design phase of the project acted as a foundation for the implementation of the project. In order to conduct a successful roadmap for the project, the stages of the experiment had to carefully planned and designed. These stages included the scans that would be conducted, the process of identifying vulnerabilities, exploiting vulnerabilities, and finally the mitigation suggestion that would be made to improve the security of the target network.
The literature and research methodology heavily influenced the design process. They allowed for the understanding of the current state of cybersecurity, IoT and OT when deciding on key components like the tools that would be used. The design phase set the project timeline and constraints which were in place to ensure the project went to plan and met the overall aims on objectives. Although the timeline and constraints were not completely followed, due to issues with the organisation that was being collaborated with. The design phase still acted as an important role that integrated the literature review and research methodology to create a robust and effective approach to conducting the vulnerability assessment and suggesting mitigation techniques.
A vulnerability assessment of the target network was conducted by scanning for open ports and services, identifying the operating systems of the devices found, and uncovering potential vulnerabilities apparent in the network. The scans complete unveiled a number of potential vulnerabilities associated with open ports. Examples of these vulnerabilities are the Slowloris DOS attack, enabled TRACE method and exposed directories on ports 80 and 443. The target system also showed potentially vulnerable services related to the Windows file sharing (SMB), Microsoft RPC, NetBIOS, RDP and MySQL server.

Attempts at exploiting the vulnerabilities identified were made  to assess their potential impact on the networks security. Some vulnerabilities were successfully exploited like the Apache server information found on the open ports 80 and 443. The data found provides insight to the target networks security and areas in which it can improve. However, due to time constraints, only a limited number of identified vulnerabilities could be tested and exploited. 
If the original timeline had been followed, it would have been possible to explore each vulnerability thoroughly, attempt additional exploitation techniques and conduct a more comprehensive analysis of the target networks security. 
It is essential to note that the literature review conducted earlier in the project focused heavily on the vulnerabilities present in IoT devices and their impacts on operational technology. Unfortunately, the IoT vulnerabilities identified in the literature review were not present in the target network during the vulnerability scan and exploitation stages.
Given the number of growing risks and vulnerabilities, identified in IoT devices in the literature review, more time and resources in any future assessments would be valuable. This would aid in finding and addressing these specific vulnerabilities. Additional time to expand on this experiment, would result in a shift of focus towards the potential vulnerabilities of IoT devices in the network, and their impact on the security of the network.
Overall an insight of the target networks security posture was provided by the assessment and areas were found that require attention to improve the security of the network. The mitigation recommendations that were made in this report aimed at providing the organisation with a more robust and resilient OT network. A comprehensive set of mitigation recommendations were provided, It was identified that it is necessary to implement strong authentication methods, access controls and regular updates to the services found on the system like RDP, SMB Microsoft RPC, NetBIOS and MySQL server, to reduce the risk of unauthorised access through these services. The Slowloris attack threat was addressed and it was determined that the maximum number of web clients should be increased, the server should be configured to drop incomplete connections and a web application firewall or IPS system should be installed. It was also determined that further investigation should be conducted on the remainder of the system to further identify vulnerabilities to enhance the security posture of the network.
The mitigation recommendations were provided to improve the target networks security and reduce the likelihood of an attacker gaining unauthorised access. These improvements to the system will ensure that the critical assets of the system are protected and the OT systems will continue to run .

6.3 [bookmark: _Toc371255565][bookmark: _Toc133828449]recommendations for  Further Research

This project succeeded in identifying vulnerabilities present in OT systems and provided methods of mitigating these vulnerabilities. But with the rapid evolution of technology, more and more IoT devices will be adopted in various sectors. Due to this rapid development, continuous research Is needed to determine the vulnerabilities associated with IoT and OT, and the steps needed to mitigate them. This section will be used to make recommendations for further research that will build upon the knowledge this project has contributed to the ongoing effort of strengthening OT networks and IoT devices. 
The first recommendation would be to explore emerging IoT technology. Due to the rapid development and widespread adoption of IoT devices, the potential vulnerabilities from the advancements should be investigated. Research should be conducted on new and emerging IoT technology with a focus on their security challenges and the threats that come from them. 
This project set out to focus on the security flaws in OT systems specifically vulnerabilities in IoT devices. Due to the updated timescale this was not entirely possible, so the recommendation would be made to conduct a more comprehensive analysis of IoT specific vulnerabilities in a live network. This type of study could involve specifically targeting IoT devices in a network when trying to conduct a vulnerability assessment. This would assist in understanding the unique threats that IoT pose on an OT system.
One significant factor to securing OT networks with IoT devices that was not covered in this project is the effect humans can have. The research should investigate the human factor in IoT security, this will help understand the behaviour of the user around the system and the lack of security awareness that humans in OT environments have. The research should also focus on strategies that would create a more cyber resilient environment that would promote cyber awareness.
The final recommendation is to conduct more research regarding machine learning and artificial intelligence concerning vulnerability detection for IoT and OT security. Traditional security approaches may struggle to keep up with the rapid development, machine learning and artificial intelligence could potentially be used to assist in the detection and mitigation of evolving vulnerabilities and threats.
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Chapter 7 – Reflections 

This section of the project will reflect on the aims and objectives of this research and the extent to which they have been achieved. This section will examine the challenges faced throughout the project and the effeteness of the vulnerability assessment and mitigation strategies will be evaluated.
The main aim of the objective was to ‘Identify and understand the security vulnerabilities present in operational technology (OT) networks that contain Internet of things devices (IoT), and to make recommendations in order to improve the security of these networks’. To an extent the project achieved this aim successfully by reviewing literature around IoT and OT, performing a vulnerability assessment on a live OT network that utilises IoT devices, and providing recommendations to mitigate the vulnerabilities in the system. Limitations of the project prohibited a thorough investigation of each device and their vulnerabilities  found in the network, due to unforeseen time constraints due to issues with the organisation that was being collaborated. Had the original timeline been followed each device In the network could have been fully investigated and more time could have been used to specifically analyse IoT devices and their security implications.
The first objective was ‘Research and gain an understanding of the vulnerabilities in IoT devices and OT environments, as well as the tools and methods that can be used to exploit them’. This objective was achieved through the completion of a comprehensive literature review that detailed the vulnerabilities and threats associated with IoT devices and OT environments. The tools and methods commonly used to exploit these vulnerabilities were also discussed. The foundation created from the literature review aided in designing a robust and thorough vulnerability assessment.
The second Objective was to  ‘Conduct a vulnerability assessment on an OT network to identify and document any known vulnerabilities, as well as any misconfigurations or weaknesses in the device's security’. The vulnerability assessment was conducted on the an OT target network, and several vulnerabilities were discovered like open ports and vulnerable services. However the unforeseen time constraints meant that all of the devices on the target network could not have been thoroughly investigated. This means that there may be a limited understanding of the security of each device on the network.
The penultimate objective was to ‘Conduct a penetration test on the OT network to attempt to exploit any vulnerabilities identified in the vulnerability assessment, in order to gain access to the device or disrupt its operations’. A penetration test was carried out on the OT network with vulnerabilities being exploited like the apache server found on ports 80 and 443. This objective was still only partially met, due to the fact that there was no time to attempt to exploit the majority of vulnerabilities found. With additional time all vulnerabilities could have been fully investigated and this objective could have been fully met.
The final objective was to ‘Document the findings of the vulnerability assessment in a report, with recommendations to improve the security of the OT network’. This objective was successfully achieved by documenting the findings of the vulnerability assessment and exploitation attempts. The vulnerabilities identified were ranked by severity and recommendations were made for mitigation.
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~ Host Status
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Last boot: Not available -
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~ Operating System
Name: Microsoft Windows Server 2008 SP1 or Windows Server 2008 R2
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» TCP Sequence
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» Comments
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Starting Nmap 7.93 ( https://nmap.org ) at 2023-04-14 07:38 EDT

L—‘(bli.h‘ll)-h] 1
sudo nmap -Pn —script vuln 172.21,0.91
Starting Nmap 7.93 ( https://nmap.org ) at 2023-04-14 07:39 EDT

Stats: 0:00:20 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 97.20% done; ETC: 07:39 (0:00:00 remaining)
Stats: 0:00:20 elapsed; 0 hosts completed (1 up), 1 undergoing SYN Stealth Scan
SYN Stealth Scan Timing: About 99.99% done; ETC: 07:39 (0:00:00 remaining)
Stats: 0:00:25 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan

NSE Timing: About 83.11% done; ETC: 07:40 (0:00:01 remaining)

Stats: 0:01:04 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan

NSE Timing: About 99.41% done; ETC: 07:40 (0:00:00 remaining)

Stats: 0:01:28 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan

NSE Timing: About 99.50% done; ETC: 07:41 (0:00:00 remaining)

Stats: 0:01:50 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan

NSE Timing: About 99.50% done; ETC: 07:41 (0:00:00 remaining)

Stats: 0:01:51 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan

NSE Timing: About 99,50% done; ETC: 07:41 (0:00:00 remaining)

stats: 0:01:51 elapsed; 0 hosts completed (1 up), 1 undergoing Script Scan

NSE Timing: About 99,50% done; ETC: 07:41 (0:00:00 remaining) s

Stats: 0:02:25 elapsed; 0 hosts completed (1 up), 1 undergoing Script Sca
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References:
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| _http-dombased-xss: Couldn't find any DOM based XSS.
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| _http-stored-xss: Couldn't find any stored XSS vulnerabilities.
| http-enum:

|l /icons/: Potentially interesting folder w/ directory listing

/server-info/: Potentially interesting folder
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|_http-trace: TRACE is enabled
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443/tcp open https
| http-slowloris-check:
| VULNERABLE:
| slowloris DOS attack
| State: LIKELY VULNERABLE
I IDs: CVE:CVE-2007-6750 l
| slowloris tries to keep many connections to the target web server open and #old
| them open as long as possible. It accomplishes this by opening connections to
| the target web server and sending a partial request. By doing so, it starves
I the http server'’s resources causing Denial Of Service.
|
|
|
1
J=

Disclosure date: 2009-09-17
References:
https://cve.mitn.org/cgi-bin/cvenlme.cgﬁname-CVE-nw-WSo
http'.//ha.:kers.org/slwlcris/
|_http-dombased-xss: Couldn’'t find any DOM based XSS.
|_http-csrf: Couldn't find any CSRF vulnerabilities.
|_http-stored-xss: Couldn't find any stored XSS vulnerabilities.
|_http-trace: TRACE is enabled
| http-enum:
1 /gcons/: potentially interesting iy}der’!_/dgira:tary listing
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| http-enum:
| /icons/: Potentially interesting folder w/ directory listing
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3306/tcp open mysql
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* Mark bundle as not supporting multiuse
< HTTP/1.1 200 OK
< Date: Fri, 14 Apr 2023 12:44:32 GMT

< Server: Apache/2.4.25 (Win32) OpenssL/1.0.2j PHP/5.6.30
< Transfer-Encoding: chunked

< Content-Type: message/http
<

TRACE / HTTP/1.1
Host: 172.21.0.91

User-Agent: curl/7.87.0
Accept: */%

* Connection #0 to host 172.21.0,91 left intact

(kali )-[~]
Con
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!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Trans1t10na1/7EN'

1ttp://www .w3.0rg/TR/xhtml1/DTD/xhtml1-transitional.dtd">

>
<html xmlns="http://ww.w3.0rg/1999/xhtml">
<head>

<title>Server Informat10n</t1t1e>

</head>

<body><h1 style="text-align: center">Apache Server Information</h1> b v
<dl><dt><tt>Subpages:<br /><a href="?config">Configuration Files</a>, <a‘href: ?server”>Server ¢
1list">Module List</a>, <a href="?hooks">Active Hooks</a>, <a href="?providers :Avallable Provide
r /><dl><dt><tt>Sections:<br /><a href="#modules">Loaded Modules</a>, <a href="#server">Server S
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