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[bookmark: _Toc50713058]Introduction
According to the National Health Services’ (NHS) Health Research Authority, Information Governance relates to a framework for safe and robust management of information by organisations and individuals, ensuring that confidentiality and security are paramount. This framework relates to the holding, obtaining, recording, using, and sharing of information. The sensitive nature of Information Governance mandates a number of relevant codes, standards and laws which must be abided by [1]; ensuring high quality care and continuous improvement [2]. Within the NHS, Information Governance can be placed alongside Corporate Governance and Clinical Governance [2]. This demonstrates how Information Governance not only applies to the organisation’s standards of accountability but to how the organisation strives to improve the excellence and standards of the service provided [2]. Tim Knifton of Health Education and Improvement Wales, states that the process of Information Governance ensures that “the right information is available to the right people” in a time sensitive manner [3]. Fundamentally, data protection is how the information of people is treated in a fair and appropriate way, as stated by the Information Commissioners Office [4]. At a more granular level, concepts of data protection relate to UK law, international treaties, organisational innovation and trust between organisations and their clients. 
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[bookmark: _Toc50713060]Concise summary of the circumstances
An incident relating to data protection has occurred at a managerial level. An Operational Department Manager within the Organisation has stored personal data on his desktop computer; the data held, was the names and addresses of staff members. It has been claimed that this data was utilised to increase efficiency of an operational task. Downloading and storing of a list of names and addresses of staff members from an operational system, suggests that the manager in question, unjustifiably stored personal data on their own desktop computer. It can be suggested that the manager believed that an increase in efficiency or optimisation in their process may be of benefit to the organisation and may be justifiable. Whilst likely done with good intentions, it may be perceived that the storage of this personal data was without legitimate reason or authorisation on this occasion. 
The data storage itself is within breach of data protection principles, however on this occasion, a data breach has occurred. This list of personal data was mistakenly emailed to a member of the public. The manager states this list was mistakenly attached to an email instead of a leaflet, and then subsequently sent on to a member of the public.
[bookmark: _Toc50713061]Data Protection Implications
The named incident, relating to the storage and accidental electronic release of confidential and sensitive data is in breach of data protection principles. Under General Data Protection Regulation (GDPR) and the Data Protection Act 2018 [5], names and addresses of living individuals are a type of personal data [2]. Personal data underpins all types of data including other categories such as special category personal data and criminal offence data. Data Protection changes implemented in 2018 [4] under GDPR surrounded the consent of clients and patients, and to allow for more rights to the individual as well as access to their own data. The category of personal data can be further subcategorised into directly identifiable and non-directly identifiable personal data. 
Regarding the manager and incident in question, it can be claimed that personal data has been stored without just cause. The subsequent exposure of this data, albeit likely unintentionally, is an example of bad practice and a breach of the Data Protection Act (2018) [5].  As the information in question comes under the category of personal data, GDPR is engaged. There are a number of GDPR principles which have been breached in relation to this incident; in addition to the overarching concept of accountability with regards to information and the way it is stored and processed by a staff member with considerable authority. Accountability [6] relates to the individuals responsibility to comply with GDPR and data protection principles; it is paramount in maintaining privacy and trust, whilst mitigating any potential breaches and therefore enforcement action. Due to the unfortunate event which followed in this particular incident, which resulted in a member of the public receiving personal data electronically, efficiency or optimisation of a task is unlikely to be considered of utmost priority, nor would it be justifiable to contravene standards regarding Information Governance to achieve. 
Article 5 (1) (a), the first of the data protection principles, ensures that data collection practices do not break the law [7]. This principle lawfully puts the people whose data you are collecting at the centre. Article 5 (1) (a) focusses on the fairness and transparency of data [8]; it was not the expectation of the staff members to have their personal data managed in this way and therefore this demonstrates a breach of a duty of confidence. The data has not been handled in a way that would be reasonably expected, thus lacking fairness, and staff members were likely not aware of this use of their personal data, thus lacking transparency [8]. It is the expectation of staff members to believe their information is held securely and legitimately for reasons relevant to the organisation, and consent would need to be given to allow this information to be shared. This is further supported by Chapter III [9] of the GDPR  which relates to the rights of the data subject. It is fair to suggest that as this information has been shared, the security of this data has been compromised. Furthermore, increasing efficiency of a work-related task is unlikely to be considered a legitimate reason to hold personal data. 
Furthermore, Article 5 (1) (b) of the GDPR principles [7] – ‘Purpose Limitation’ focuses on the processing of personal data and clearly states the data must be processed for specific, explicit and legitimate purposes [2] [7]. Whilst the manager in question had rights to access this data, storage of this data and potentially the rationale behind the use of this data (for efficiency gains) can and should be assessed, as on the surface, it appears to breach regulations and contravene standards. The storage of personal data as well as the sharing of this personal data is why on this occasion it is clear the manager is in breach of this GDPR principle. Along with Article 5 (1) (b), as discussed, it should also be mentioned that this incident, may be in breach of Article 6 of the GDPR, relating to the lawful basis for processing data [10].
Whilst it has been discussed that Article 5 (1) (a) and (b) have been breached – it can be considered that the manager is also in breach of (c), Data Minimisation [11]. As previously discussed, the rationale behind the storage and use of this data is questionable. The minimum amount of data required to fulfil a task should be identified, and this information only may be held. On this occasion, further investigation would be required to determine whether only the minimum amount of data was stored and used in this way, or whether the manager in question also failed to minimise the data that they were utilising. Storage Limitation, Article 5 (1) (e) [12] of the data protection principles relates solely to the duration in which personal data is retained, the rationale behind the storage of data and the form in which it is retained. Personal data held for too long, is unlikely to have any lawful basis for retention [12] and in this case, if personal data had been stored appropriately and erased in a timely manner, a data leak may have been avoided.
Arguably the largest principle jeopardised by this principle is security. Article 5 (1) (f) concerns the integrity and confidentiality of personal data [13]. It states that appropriate measures should be in place to avoid the unlawful processing, or loss, of personal data. A breach of this principle is a concern due to the possible outcome; loss or abuse of personal data may come with grave consequences causing “real harm and distress” [13] to data subjects.  
The risk assessment relating to this incident (see Figure 1, Risk Assessment Matrix) has been completed and has resulted in a score of eight. Whilst information shared is personal data, it is not highly confidential and is unlikely to put individuals at serious harm. However, given that misdirected email, or human error relating to email, is one of the most common forms of data breach [14], the likelihood of a repeat incident is high. This incident may also indicate a lax or inappropriate attitude towards the storage and use of data in the department, directorate or possibly, the organisation in general. For example, the likelihood of recurrence could be amplified if files such as these are routinely exchanged by employees. In contrast to the incident in question, the ‘right’ file could be sent to the ‘wrong’ person in error. 
The Health Boards Data Protection Officer [15] can provide advice surrounding the risk relating to this incident. A Data Protection Impact Assessment [16] completed prior to a project can assist in weighing up the risks and benefits of a project.
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Figure 1: Risk Assessment Matrix 
[bookmark: _Toc50713062]A summary of the organisations policy in relation to the breach
Within Hywel Dda University Health Board, an All Wales Information Governance Policy [17] must be adhered to, alongside an Information Governance Framework [18]. With regards to the storage of information, the All Wales Confidentiality Policy Section 8 [19] relates to the management of personal information and the responsibilities of staff members. As stated by this policy, the managers handling of this data is not effective or up to standard. Due to the electronic transfer of information, the manager in question has also breached Section 10 of the Hywel Dda University Health Boards Secure Transfer of Information Policy [20]; which states the secure file sharing portal should be utilised. Furthermore, this also breaches the Health Boards Acceptable Use of IT Policy [21].
Section 5.1.8 of the All Wales Information Governance Policy [17] titled ‘Incident Management and Breach Reporting’ states that NHS Wales Organisations must have arrangements in place to identify, report and manage any Information Governance breaches and this should all be carried out within legal timescales. There is an Incident Reporting Process in the Information Governance Framework (Section 11.1) [18] which summarises this process into three key points: Emergency Management, Formal Information Governance Investigation and finally, the Formal Report and Closure. Immediate management is related to containing the incident, scoring the severity of the incident, and informing the affected individuals. As stated in Appendix C of the All Wales Confidentiality Policy [19], reporting of policy breaches should be done via the Datix system or via security incidents 2, with the inclusion of the individuals line manager. It is made clear that if an individual is unsure whether an incident should be reported, advice should be sought from senior management or the Information Governance Manager [19]. The incident undergoes a process of risk analysis -and a regular report is presented to the Information Governance Sub Committee [19]. This report provides information on all breaches of confidentiality – including identifiable personal data, as with this specific case. It is this process which allows for quality monitoring, as it can present opportunity for improvements to be made to this process.    
[bookmark: _Toc50713063]Actions to contain a future data breach of this kind
To contain a future breach of this kind, an integral part of this process is within the lessons learned process, this would be discussed by the Information Governance Sub Committee [19] and a process of feedback should be in place to the relevant team or individual. In relation to this case, investigating officers alongside the Directorate of Workforce would need to determine if the manager would be subject to the All Wales Disciplinary Policy and Procedure [22]. This process, a ‘lessons learned’ session and SMART action points would all be steps that could be taken to ensure a future data breach of this kind would be preventable. Information Governance training for the manager, if not already compliant, would be essential. This is the rationale behind Information Governance training [2] being a mandatory training procedure for many small and large scale organisations. 
It may be suggested that one SMART action point following this incident could result in centralisation of personal data. Due to the breach and incompetency of this managers ability to appropriately manage personal data, an outcome may be for a central department, such as the Human Resources Department to process this data. 
As an opportunity to learn from this incident, an organisation wide, electronic system to prevent further information breaches may be required. If a more sophisticated, electronic filtering system were applied to emails (particularly emails which included attachments) from internal email addresses to external email addresses – the incorrect transfer of sensitive data could be mitigated or possibly entirely preventable. 
[bookmark: _Toc50713064]Actions to be taken in respect of those whose information has been leaked
With regards to actions going forwards, the data subjects in question have a right to be informed of this incident. Whilst the sensitivity of information shared is relatively low, criminals may be able to utilise basic information to commit fraud [23] and due to this, and the potential risk of harm, it should be considered good practice to inform individuals involved. This considered, names and addresses may be available in the public domain [24], however it could be considered good practice to inform the data subjects regardless of this.
[bookmark: _Toc50713065]Other considerations
Upon investigation of this matter, a further breach has been identified. The manager in question has stored special category personal data on his desktop. These documents including health data [25], namely staff sick notes and occupational health reports, appear to have accumulated over time. This clearly is in breach of all GDPR principles currently mentioned however risk is increased due to the sensitivity of data. The severity of this situation is also significantly higher, and likely to result in much stricter penalties both to the staff member and the organisation (namely monetary) [25]. Whilst a lawful basis needs to be established under Article 6 for personal data of all kinds, special category personal data requires many more conditions to be satisfied under Article 9 [26], one of these is explicit consent. Whilst the manager may have just cause for access to this data, Article 5 (1) (e) [12] and (f) [13] must be referred to, and the storage of this data is unnecessary as well as unsecure.  If special category personal data were sent out to a member of the public, this would require a report to the Information Commissioners Office (within 72 hours [27]) and informing data subjects would be essential. This may be considered a near miss on this occasion. 
To process special category personal data, a Data Protection Impact Assessment [16] must be carried out. The purpose of this assessment may not be to eliminate risk, but to mitigate and manage risk to determine if the level of risk is essential to the task in hand. 
Whilst it is identified that Information Governance training is mandatory for employees, following any incident such as the one outlined above – a consideration for future quality improvement may be to provide one to one training for individuals who have been found to be in breach of GDPR. It may be suggested as a pilot project to be implemented by local Data Protection Officers or Information Governance Departments. On this occasion, it is likely that the manager in question may benefit from in depth training surrounding Data Protection Impact Assessments or acceptable use of IT. It should be considered an absolute priority by the Organisation, managerial staff, and individuals to prevent any future data breach.
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The individual, whose details are listed below has inappropriately stored and mistakenly released personal data to an external entity. 
Name: Mr Joe Bloggs 
Role: Operational Department Manager
Date of breach: 31.08.2020
Breach type: Personal data, names and addresses of staff.
Breach scale: 𝑥 number of staff affected.
Mr Joe Bloggs downloaded a list of names and addresses of staff members from an operational system. This data was downloaded to complete a task. Whilst emailing a member of the public on the 31.08.2020, this list of personal data was mistakenly sent in place of what should have been a leaflet. Joe Bloggs alerted Information Governance Management. 
[bookmark: _Toc50713068]Data Protection Implications
Within this incident there are two aspects which constitute a breach of GDPR:
1) Storage of personal data
2) Sharing of personal data
Names and addresses of living people come under the category of personal data and therefore GDPR is engaged.
GDPR Principle Breached:
· Article 5 (1) (a) Lawfulness, Fairness and Transparency [8]
The data in question lacks lawful basis for retention – it is unlawful as it has resulted in a breach of a duty of confidence. The data has not been handled in a way that would be reasonably expected by data subjects, nor were staff aware that data would be handled in this way, thus lacking fairness and transparency. 
· Article 5 (1) (b) Purpose Limitation [28]
In the absence of task efficiency, the manager in question has failed to be explicit, legitimate and give just reasoning behind storage and retention of personal data and is therefore in breach of this principle.
· Article 5 (1) (c) Data Minimisation [11]
Personal data should be ‘limited to what is necessary to the purposes for which they are processed’. In this case, actions taken by the manager were not essential on this occasion and taken solely at the benefit of efficiency.
· Article 5 (1) (e) Storage Limitation [12]
Personal data held for longer than necessary is unlawful and is at risk of being utilised in error – such as with this incident. It should be ensured that personal data be erased or anonymised as early as is indicated, to avoid a breach of leaked information. 
· Article 5 (1) (g) Security: Integrity and Confidentiality [13]
Joe Bloggs did not carry out a Data Protection Impact Assessment to mitigate risk. As a result, security has been compromised. Confidentiality has been breached and personal data has been shared with a member of the public.
· Accountability [6]
At a managerial level, Joe Bloggs has failed at his responsibility to comply with GDPR. Evidence should be provided of steps taken to comply with GDPR and appropriate measures have not been taken to avoid a breach. It is clear that no appropriate steps have been taken to mitigate risk, of which Joe Bloggs is entirely accountable for; and as a result, there has been a breach of GDPR.
[bookmark: _Toc50713069]Risk Exposure
· Risk to data subjects is low as names and addresses leaked are likely available in the public domain
· Risk of a repeat incident is likely to be high due to the level of emails sent and received within the organisation. Electronic transfer of files is considered to be of high risk due to the likelihood of misdirection and incorrect attachment of files [14].  
· Impact level has scored: 2 (minor)
· Likelihood/frequency has scored: 4 (likely)
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[bookmark: _Toc50713070]Actions that need to be taken into consideration
· Breach must be reported onto the Incident Reporting System [18]
· Information Manager and Human Resources Department to liaise regarding disciplinary procedure and whether Joe Bloggs is subject to this
· Staff members whose information has been breached to be informed
· Breach does not require reporting to Information Commissioners Office, however in line with Article 33 (5) [29] internal records to be kept, including remedial actions taken
· Information Governance training with the potential to more in depth, personalised training to be given to Joe Bloggs to diminish further risk 
[bookmark: _Toc50713071]Is the breach reportable
Following the completion of the risk matrix (within the DPIA) it has been determined that the breach has scored an 8. As the score is relatively low, and risk to individuals is deemed low, the breach is not reportable to the ICO.
[bookmark: _Toc50713072]Other considerations 
During the investigation, it has emerged that Joe Bloggs has also stored special category personal data on his desktop. This includes health data such as staff sick notes and occupational health reports [25]. Without the explicit consent of data subjects, if this information had been leaked risk would be significantly higher. Under GDPR this data would have to be communicated to data subjects and the ICO. This would have resulted in a fine of up to €20 million or 4% of annual global turnover [30]. 















[bookmark: _Toc50713073]Report FAO Information Governance Committee
[bookmark: _Toc50713074]Summary of situation
An Operational Department Manager has breached GDPR by storing personal data, as well as special category data on his computer desktop. 
The storage of this data has resulted in a breach of staff members names and addresses to the member of the public.
[bookmark: _Toc50713075]Possible principles breached
Article 5 (1) (a) Lawfulness, Fairness and Transparency [8]: There has been a lack of lawful processing of data on the managers part, and there has subsequently been a breach of a duty of confidence. Personal data has been handled in an unexpected way and lacks integrity, therefore jeopardising fairness and transparency [8].  
Article 5 (1) (b) Purpose Limitation [28]: The reasoning behind storage of and processing of this personal data is insufficient and inexplicit on the managers behalf. The manager failed to complete a Data Protection Impact Assessment [16]; this would have been an opportunity to specify the purpose for storing the data and to examine risks and benefits. 
Article 5 (1) (c) Data Minimisation [11]: This data protection principle would require investigation into exactly how much data was stored. Storing data to increase task efficiency is unlikely to be necessary, which is an element that data minimisation is centred on. It is known that the manager also accumulated special category data, namely health data (likely unnecessarily), and as a result further investigation is recommended.
Article 5 (1) (e) Storage Limitation [12]: On this occasion, retention of this personal data is essentially the fault which resulted in the data breach. As data has been held longer than required, it is unnecessary and therefore lacks lawful basis. This is also correct for other files on the managers desktop, specifically staff members health data.
Article 5 (1) (g) Security: Integrity and Confidentiality [13]: The manager did not explore extra security measures such as encryption for example, nor did the manager complete a Data Protection Impact Assessment. Sufficient steps were not taken to mitigate the risk of a data breach and as a result, personal data has been shared with a member of the public. 
Accountability [6]: An overarching concept, expected to be complied with at a managerial level. The manager has an individual responsibility to comply with the GDPR principles and the Data Protection Act (2018) [5]. As a manager this is not only of prime importance as an individual, but for the team also.
[bookmark: _Toc50713076]Risk exposure
[bookmark: _Toc50713077]Risk matrix:
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Impact level = Minor (2)
Likelihood/frequency = Likely (4)
Whilst in breach of GDPR, risk to data subjects is small as information may be available in the public domain. Emails are a common form of data misdirection [14] therefore the likelihood of a repeat incident is likely. 
During the investigation it became apparent the manager also stored health data on his computer desktop. Were this information breached, impact scoring would have been much higher with more severe consequences [30]. 
[bookmark: _Toc50713078]Actions to minimise risk
· Staff training: The manager has been reminded of Information Governance training [2] and has also been alerted to Data Protection Impact Assessments. This is with the aim that correct practice will follow, resulting in no further breaches.
· With regards to Data Protection Impact Assessments, an opportunity (for the Health Board) to arise from this situation may be to provide the manager with specific, meaningful, one to one training/mentoring to mitigate any future risk.
· All Wales Disciplinary Policy and Procedure: The manager will be subject to a Disciplinary Procedure with management and HR to correct inadequate standards at work. It must be considered during the Disciplinary Procedure that the manager also stored Special Category Data and the potential for greater harm to data subjects.
· Centralised, improved process: As a result of the Disciplinary Procedure, an outcome which may be suggested could be for future data to be processed by a central Human Resources Department as opposed to Departmental Managers.
· Informing: Data subjects to be informed of data breach, with the aim of maintaining staff members rights and preventing fraud. 
· Management: Actions to be taken by Senior Management to investigate files kept on computer desktops. An email/verbal reminder to staff of responsibilities, duties, and good practice relating to data protection should be considered. The promotion of Information Governance in house training along with the provision of posters and or leaflets to display in staff areas may be effective in improving staff knowledge base related to the GDPR principles and methods to avoid future data breaches. 
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