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Introduction 

The purpose of this academic research study is to critically analyse the protection currently afforded to women and young people, who are victims of online abuse. Indeed, as internet usage continues to escalate, reaching 5.35 billion users in 2024 (Office for National Statistics, 2024), it is evident that there is a marked and troubling increase in incidents of online abuse, highlighting the pressing necessity for effective safeguarding.
The origins of the Internet can be traced to pivotal technological developments that emerged in the 1960s. This period coincided with the Cold War, as the United States Government sought to establish a decentralised communication system capable of surviving a nuclear attack (Flax, 2023). Consequently, the Advanced Research Projects Agency Network (ARPANET) was created as a pioneering computer network, designed to facilitate information-sharing across multiple countries. ARPANET was a revolutionary innovation that laid the foundation for the internet by enabling electronic information exchange between remote computers.  

“Cybercrime is wreaking havoc”, as emphasised by 2022 Deputy Prime Minister, Dominic Raab MP (Cabinet Office, 2023). Rabb further suggested that none of the risks confronting this nation are advancing as quickly or dynamically as those emerging within the cyber domain. 
Unlike traditional crimes, cybercrime transcends borders, operates under a veil of anonymity, and evolves rapidly in response to advancements in technology (Crown Prosecution Service, 2019). Cybercrime can occur in various forms, including hacking, utilising the dark web, which is an area of the internet accessible only with specific software, making users anonymous (The Children’s Society, 2020), and phishing. 
The Cyber Security Breaches Survey is a research initiative focused on the cyber resilience of the United Kingdom, per the National Cyber Strategy (Home Office, 2024). In 2023, half of businesses and around a third of charities stated that they had been a victim of a cyber security breach. This is significantly greater for medium businesses, large businesses, as well as high-income charities with a yearly revenue of £500,000 or more. In individual persons’ circumstances, researchers suggest that the possible volume of victims subject to cybercrime has the potential to range in the millions. However, the true number of victims remains unknown (Bernat and Godlove, 2012). 
In terms of online abuse, the Crime Survey for England and Wales, based on children aged between ten and fifteen, indicated that 92.6% of children accessed the internet daily, within the year ending 2023 (Office for National Statistics, 2024). A little more than a third (35%) of children accepted an online friend request from an unfamiliar individual, with 8.5% of those whom publicly shared their location. 
This perspective is further validated by the fact that 9.5% of children, aged between thirteen and fifteen, had received a sexual message within the last year, either by videos, voice notes or text messages containing images. 
Online abuse constitutes a form of cybercrime, often known as an ‘umbrella term’, involving any criminal activity that utilises a computer, network, or a networked device (Crown Prosecution Service, 2017). Online abuse sits under The Online Safety Act 2023, a new legislation designed to safeguard both children and adults within the digital world. The act imposes various responsibilities on social media platforms and search engines, increasing their accountability for the safety of their users (Department for Science, Innovation & Technology, 2024). In terms of illegal content, the act mandates that all online companies must take strong measures against unlawful content and actions, such as child sexual abuse, fraud, extreme pornography, and terrorism. 
The Crime Survey for England, and Wales, based on children aged between ten and fifteen, indicated that 92.6% of children accessed the internet daily, within the year ending 2023 (Office for National Statistics, 2024). A little more than a third (35%) of children accepted an online friend request from an unfamiliar individual, with 8.5% of those whom publicly shared their location. 
This perspective is further validated by the fact that 9.5% of children, aged between thirteen and fifteen, had received a sexual message within the last year, either by text messages containing images, videos, or voice notes. 
A report issued by NSPCC in 2023 illustrated an 82% spike in online abuse within the last five years (NSPCC, 2023). Researchers recognise that this may be due to the COVID-19 pandemic, as proposed by End Violence Against Women in 2020. The charity implies that associated lockdowns had created a breeding environment conducive to online abuse whilst presenting new difficulties for governments, employers, and the wider community (End Violence Against Women, 2020). In a report issued by End Violence Against Women, one in two women and non-binary individuals stated that they had encountered online harassment since the start of the COVID-19 pandemic, with one in three who had previously faced online abuse, indicated that it became more severe during the pandemic. 

The diversity of such platforms where online abuse can occur offers various forms of abuse to emerge, ranging from revenge porn, sexual exploitation, cyberbullying, and emotional abuse (National Society for the Prevention of Cruelty to Children (NSPCC), 2016), to name but a few. Indeed, abuse, in any form, engenders emotional, physical, and often financial strain upon its victims. Yet, online abuse typically occurs within vast and anonymous environments, making it somewhat more complex to comprehend (University of Winchester, 2024). 
Support for those affected by online abuse has advanced in recent years, but it lacks cohesion, with notable deficiencies and opportunities for enhancement (Devon Safeguarding Children Partnership, 2022). 
As previously outlined, the primary focus of this research is to address the inquiry, ‘To Perform a Critical Analysis of Protection Currently Afforded to Victims of Online Abuse—Specifically Women and Young People’. To achieve this, objectives must be established to ensure a comprehensive analysis.

The objectives are as follows:

1. Explore the prevalence of online abuse and the impact on victims both short-term and long-term.

2. Analyse interventions in place to prevent online victimisation and support for victims of online abuse.

3. Gather the perception of services aimed at supporting victims of online abuse to evaluate the effectiveness of the current interventions.
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