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1. [bookmark: _Toc28808]Introduction
Traffic classification plays an important role in many application scenarios, such as quality of service (QoS) control, pricing, resource use planning and Malware / intrusion detection. With the popularization and rapid development of the Internet, various new Internet applications are constantly developed, and the scale of network traffic has become increasingly large and complex, which also puts forward higher requirements for today's network traffic classification technology.
In the development of traffic classification technology, researchers have developed some traditional traffic classification methods according to the statistical behavior characteristics of traffic or port number, but these methods can not keep up with the needs of the times in accuracy and time efficiency. Therefore, we need to study more efficient and accurate network traffic classification methods. In recent years, deep learning methods have been widely used in various studies, and traffic classification is no exception. Its superior classification performance and the fact that it does not need any a priori features make deep learning effective in traffic classification, but there are also some problems, such as high computational consumption of neural network, high requirements for hardware, poor research effect on unknown traffic classification, and unable to accurately identify the nature of unknown traffic. Therefore, for the research of this subject, I hope to design a lightweight network classification system on the basis of deep learning, reduce the calculation consumption and improve the training rate on the premise of ensuring the classification accuracy.
According to the different parts of data packets concerned by traffic classification, the current research status of network traffic classification methods is as follows:
(1) The port based network traffic classification method focuses on the transport layer. The port based method is the simplest method. This method scans the source address, source port, destination address and destination port in the IP message, and classifies the network traffic according to the service name published by IANA and the predefined port in the transport layer protocol port registry, that is, it mainly involves the contents of the network layer IP header and the transmission control protocol (TCP) header. However, with the rapid development of Internet technology and the increasing number of application software, the accuracy of this method of traffic classification by extracting packet port number is getting lower and lower. At present, only 30% - 70% of Internet traffic can be classified by port based classification method. Because in the port number published by IANA, 49152-65535 is a dynamic port, and the popular peer-to-peer (P2P) applications adopt this random end (1024-65535) for data transmission, which makes the port based traffic classification method invalid.
(2) The network traffic classification method based on load characteristics focuses on the application layer. The method based on load characteristics, also known as deep packet inspection (DPI), determines the type of traffic by analyzing whether the load characteristics of the application layer in the network traffic match the known load characteristics (signatures) in the database. However, the problem of this method is that it is impossible to access all the payloads, and the calculation overhead is very high. There are also problems of privacy protection or performance. In addition, it is unable to identify the encrypted traffic. Moreover, the accuracy of this method depends heavily on the feature library it maintains. The update of network applications will make it very difficult to maintain the feature library and can not identify the traffic of unknown applications.
(3) The network traffic classification method based on traffic statistical characteristics focuses on the link layer. The method based on flow statistics depends on extracting the statistical characteristics such as the number of packets, transmission direction and packet length from the data link layer to the application layer, and is combined with the method based on machine learning, such as C4.5 decision tree, SVM and KNN, build a network traffic classification model based on machine learning to determine the category of traffic, so that they can effectively classify encrypted and unencrypted traffic at the same time. This method can generally obtain high accuracy, but it needs additional overhead to calculate statistical features, resulting in slow processing speed of data flow, so it is not suitable for online real-time recognition. In addition, this method requires domain experts to carry out feature engineering, resulting in poor generalization of the model.
(4) The network traffic classification method based on the original characteristics of traffic focuses on the whole data message. In view of the problems existing in the network traffic classification method based on flow statistical features, some researchers have proposed some network traffic classification methods based on deep learning. This method can directly extract features from the original traffic data without feature engineering by domain experts, because they can automatically select the best features in the training process, and make full use of the advantages that the technology based on deep learning can automatically extract traffic features, In recent years, the research is a hot spot. The accuracy of the existing methods based on deep learning is relatively high, but only considering the internal characteristics of traffic and ignoring the communication behavior information on the network side, there may be a problem of insufficient information extraction.
[bookmark: _Toc8808]2.Literature Review
Network traffic classification refers to using an algorithm to construct a classification model, and using the classification model to classify and identify the collected network flow data of various applications. The result of classification and identification is an application or application layer protocol, or a service type divided according to QoS requirements. The classification model mainly affects the classification accuracy. In different times and different application scenarios, the classification effect of the classification model constructed by different classification technologies is also different.
Madhukar [1] compared three P2P application classification methods: port based classification, application layer signature and transport layer analysis. Over the past two years, the study used traces of network traffic collected from Internet connections at the University of Calgary. The results show that the port based analysis is invalid, and 30% - 70% of today's Internet traffic can not be identified. The application layer signature recognition method has high accuracy, but it may not be realized due to legal or technical reasons. The analysis method based on transport layer seems to have great research prospects. It provides a reliable method to evaluate aggregated P2P traffic. The latter method shows that 30% - 70% of Campus Internet traffic in the past year was P2P traffic.
Moore[2]'s research is groundbreaking. The researchers proposed a classification method based on Naive Bayesian principle. This classification method studied the probability relationship between the feature set of network traffic and network categories, and used Bayesian principle to build a calculation model. Finally, the classification accuracy reached 65%. Although the accuracy of their classifier is not ideal, the Moore traffic data set containing 248 features and labeled with classification labels has become the experimental data of many researchers. 248 traffic features also provide guidance for other researchers in feature selection.
Sun Mei Feng [3] and others studied traffic characteristics suitable for online traffic classification, such as quality of service (QoS), aiming at the lag of classification problems in the current field of Internet traffic identification. Through theoretical analysis and experimental observation, two characteristics (ACK len AB and ACK len BA) are obtained. The experiment is based on decision tree C4 5 algorithm, with an accuracy of more than 97%. The results show that the proposed features can well reflect the behavior pattern of network applications.
Pinheiro [4] proposed a solution based on the statistical characteristics of packet length, which uses the packet length statistics of encrypted traffic to describe the behavior of IOT devices and events in intelligent home scenarios. The solution only uses the statistical average, standard deviation and the number of bytes transmitted in one second window. These data can be extracted from the encrypted traffic, so it is not necessary to use TCP vectors. The solution recognizes IOT devices and events, such as voice commands of intelligent assistants, and distinguishes between IOT and non IOT devices. Solutions describing IOT devices and events are evaluated through the traffic of two real-world test beds and five classifiers. The evaluation includes the most popular flow classification algorithms such as nearest neighbor algorithm (k-NN), decision tree, random forest, support vector machine (SVM) and majority voting.
Khalil ibrahimi [5] uses PCA and LDA algorithms to manage intrusion detection system. For different categories of KDD99, PCA and LDA are used for dimensionality reduction classification respectively. The performance of the two algorithms in different categories is compared, and the optimal performance is taken as the classification result of this category.
Wang [6] proposed a traffic classification method based on the whole data packet, taking the first 784 bytes intercepted after packet shunting as a sample to represent all the characteristic information of a data stream. This is to reduce the input dimension of the sample and reduce the time overhead of the model. The author uses some public traffic collection data to make the ustc-tfc2016 data set, which has a total of 20 categories, including 10 conventional traffic categories and 10 malicious traffic categories. The author visualizes the network traffic as a picture and proposes to transform the network traffic classification problem into an image classification problem. Therefore, the convolutional neural network commonly used in image classification can be used for experiments. The author compares 1dcnn with 2dcnn and concludes that 1dcnn has better performance than 2dcnn in traffic classification.
In another study, Wang Wei [7] preprocessed the data stream, reserved the first R packets of each data stream and the first Q bytes of each packet. Then, CNN and LSTM networks are used to sequentially learn the spatial and temporal characteristics of data packets, and better classification results are obtained than ordinary convolutional neural networks.
Lotfollahi [8] proposed the deep packet technology for the packet level classification system, which takes the IP header and the load of 1480 bytes, a total of 1500 bytes to represent each data packet, labels each data packet, and classifies them by SAE and CNN respectively, showing excellent performance.
Haipeng Yao [9] expressed the data stream as a two-dimensional matrix. Each data stream takes the first n packets and each packet takes the first m bytes, and then uses the capsule network for classification. The author compares the effects of different values of N and m on the classification results, and comes to the conclusion that the classification performance is the best when m = 20 and N = 1100.
Mo Shuang [10] proposed a network traffic classification algorithm based on convolutional attention mechanism network. Firstly, it captures the importance of different bytes by using the attention mechanism for the network traffic, then uses the convolution neural network to learn the characteristic distribution of the traffic, and inputs the learned characteristic representation into the classifier to obtain the final classification result. This method can learn enough information from the network traffic data to ensure the accuracy of classification, and the experiment of public network traffic data set proves the effectiveness of the model.
[bookmark: _Toc20722]3.Research Method
In general, my research methods can be divided into the following two points: (1) by collecting the literature related to traffic classification, summarize and summarize the common problems and research status of traffic classification, and understand the common data analysis and processing technologies and machine learning / deep learning algorithms of traffic classification. (2) By analyzing the prospect of the existing work and the collection of the latest research results in the field of in-depth learning, this paper analyzes the key problems in the field of traffic classification, starts to try to use the latest research results to improve the problems of this paper, explains the improvement effect from two parts of theory and experimental simulation, and then compares it with the existing research from the classification performance and time cost.
From the specific implementation steps of the research problem, my research method can be divided into several steps: data collection, data preprocessing, network model construction, network model training and traffic classification result prediction.
Data collection: in the research question, I will use two public data sets---- USTC-TFC2016 and VPN-nonVPN datasets, both of which are .pcap format of the original network traffic data. The former data set has 20 categories, which are divided into 10 kinds of benign traffic and 10 kinds of malicious traffic. The latter data set has 12 categories, which are divided into 6 kinds of conventional encrypted traffic and 6 kinds of VPN encrypted traffic.
Data preprocessing: preprocessing the original data set into a format that can be directly input into the neural network, which can be divided into the following steps. (1) Traffic filtering: filter out data packets that are useless for classification tasks;(2) Traffic segmentation: use splitcap tool to segment the traffic data according to the flow unit, which is used as the basis of classification task and a single sample; (3) Unify the size of the data packet, cut the too large part, and if the length of the smaller sample is insufficient, supplement 0 to generate a sample of uniform size. (4) IDX file generation: output the generated sample to IDX format file as the input of subsequent feature extraction module.
Network model construction: since we regard the traffic classification problem as an image classification problem, our network model gives priority to convolutional neural network. In the construction process, I will improve based on multilayer convolutional neural network, introduce attention mechanism and MobileNet architecture, and make the model effect take into account accuracy and efficiency.
Network training: input the preprocessed training set data into the built neural network for in-depth learning and classification training, and save the best model.
Prediction of traffic classification results: input the test set divided during data preprocessing into the saved model, and finally output the category through softmax classifier, and then evaluate the classification effect.
[bookmark: _Toc3718]4.Results
At this stage, my research problem obviously has no experimental results, but we can preset some evaluation indexes to evaluate the effect of the experiment. My research problem belongs to the classification problem of deep learning, so we can judge it through the following indicators: Accuracy: the correct proportion predicted; Precision: "correctly predicted as positive (TP)" accounts for all "actually predicted as positive; Recall:" correctly predicted as positive (TP) "accounts for all" should be predicted as positive (TP + FN) "; F1 score: harmonic mean of accuracy and recall. In addition, we can draw the confusion matrix through the tools in Python. In the picture, we can clearly see the number of samples and the correct prediction of each category. Our data is multidimensional in the neural network, but each sample can be projected to a two-dimensional plane using t-sne visualization method, so we can also compare the comparability before and after traffic data classification visually distribute images to roughly evaluate the classification effect.
5. [bookmark: _Toc31009]Evaluation
My research topic is related to network traffic classification. After several development stages, the relatively novel way is the representation learning method based on deep learning, so I also intend to use the method of deep learning for research. Even though this method seems to be the most advanced, the traffic classification network model I established may still have some limitations: for example, the accuracy is still not high enough, the model training speed is slow, etc. Due to the limitation of hardware equipment, I can't use some large convolutional neural networks when training deep learning data, and these large networks can often achieve sufficient feature extraction, and the accuracy is higher than that of small networks. However, the disadvantages of large-scale networks are large computing consumption, long training time and high hardware requirements. Therefore, in my research, even if there are limitations of these objective conditions, I can make up for these limitations through some specific lightweight network improvement methods to find an optimal balance between accuracy and model size.
6. [bookmark: _Toc71039597][bookmark: _Toc4730]Gantt Chart
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