


PNC and PND supporting paper (PNC focused)

According to ACRO Criminal Records Office (2022), the Police National Computer (PNC) is a system used by police forces across the United Kingdom to access criminal records information. The police will often access the system when investigating criminal activities to assist them in their investigations. The storage of this data according to Nelson Solicitors (2022) remains on the PNC for 100 years, these include warnings, cautions and reprimands. This is to prevent someone from committing a crime, getting a warning or caution then it being removed after 20 years. Keeping the data for 100 years will allow the police to build cases against individuals for repeat offences.   
Due to certain crimes such as domestic violence affecting people or putting vulnerable people at risk such as women, or someone that cannot look after themselves due to a disability, the data would need to be shared carefully among different departments (United Nations, 2022, Police Act, 1997). Departments such as the Disclosure and Barring Service (DBS) and the Criminal Records Bureau (CRB) work alongside the police in sharing the relevant information with the people who need it. DBS checks and PNC checks both hold the same information about someone, therefore they work together because their systems are similar, and both understand how they work so information can be shared. The CRB then holds all of the criminal conviction records of a person, they hold this information and can share it with the police if needed during an investigation (CRBDirect, 2022, Northwest Leicestershire, 2008). Part V of the Police Act (1997) provides information regarding a person’s criminal record history to be disclosed to the people under the Act (Department of Health, 2022). This forces the police and other agencies to share the information and not withhold any. 
According to HMIC (2017), the PNC was introduced in 1974 and it has over the years evolved and been enhanced to meet the changing needs of policing in the United Kingdom. Although this was the introduction of the system, the police did not use the PNC, it had to be done through the primary agency, namely the Criminal Records Office (CRO). This office used the PNC on behalf of all U.K police forces and also has the ability to use the specialist functions of the system which was to search specific names in the database to see if there were any convictions against that person. In 1995 the forces were given the ability to put arrests and conviction data onto the PNC and CRO did the specialist function until 2006. So, in 2006, the police forces had the ability to use the system on their own.   
The Home Office (2002) stated that information on criminals and their actions when put on the system is used as intelligence against them. So, if this information is incorrect, it cannot help the police officers who use it. Therefore, it is paramount that the information is both accurate and credible when uploaded to the system so that police officers have no doubts when searching for information on a person. For the data to be kept up to date and protected, there are specific pieces of legislation in place to prevent misconduct and misuse. Examples of the type of data that could be accessed would include criminal records of people, vehicles, driving licences and properties which all may be linked to criminal activity (Bryant and Bryant, 2021). There are two primary laws regarding data protection, these two are the Computer Misuse Act (1990) and the Data Protection Act (2018). Firstly, the Computer Misuse Act (1990) prevent someone who does not have the correct authority to access this data (CPS, 2020). For example, if a police officer is off duty, they do not have the authority to use the PNC for their own use. Secondly, the Data Protection Act (2018) focuses on preventing police officers or certain agencies from disclosing private information to those who do not have access to it. The College of Policing (2022) layout the importance of the code of practice for the PNC. It is primarily to enforce the key concept of the data protection laws and to promote the ethics the police expect their officers and staff to have.
Although there is protective legislation, there have been cases of misconduct regarding the usage of the PNC. An Avon and Somerset police officer was dismissed after using the PNC to do checks on someone they were going to be in a relationship with, the computer misuse led to her being dismissed under gross misconduct because she used the system for her own benefit (ITV News, 2021). Similarly, a Staffordshire police officer used the PNC on six separate occasions over five years for personal reasons which led to her being dismissed due to misconduct, even though she said she did it to protect her children from the people she searched up (Ross, 2018). Bryant and Bryant (2021) give further cases. One was an off-duty officer who was involved in a road incident and used the PNC to do a check on the other person involved in the incident and was dismissed for misconduct. Lastly, in 2013 an officer was sentenced because he persuaded a colleague to conduct a PNC check on a man living in the same house which once again was not in the best interest of the public.
 The future of the PNC system is rather unsure as a new system called the National Law Enforcement Data Service (NLEDS) has been trying to take it over. According to the Committee of Public Accounts (2021), the government tried using the system in 2016 but over a period of 5 years did not seem to be effective and so the program is now underway to be reset and tried again. Channon (2021) echoes the concerns of the National Audit Office and claims that vital information on the PNC system will be at risk if the system changes over to the NLEDS. Therefore, the end of the system is unsure as it can go either way to which one proves to be the most effective and efficient.   





















References

ACRO (2022) Police National Computer services.
Available at: https://www.acro.police.uk/PNC-services#:~:text=The%20Police%20National%20Computer%20 
(Accessed: 08/04/2022) 

Channon, M (2021) ‘Police could lose access to vital information database, warns official report’, Wales Online, September 22. 
Available at: https://www.walesonline.co.uk/news/uk-news/police-could-lose-access-vital-21643777 
(Accessed: 08/04/2022) 

Committee of Public Accounts (2021) The National Law Enforcement Data Programme.
Available at: https://publications.parliament.uk/pa/cm5802/cmselect/cmpubacc/638/report.html#heading-4 
(Accessed: 08/04/2022) 

CPS (2020) Computer Misuse Act.
Available at: https://www.cps.gov.uk/legal-guidance/computer-misuse-act 
(Accessed: 08/04/2022)

CRB Direct (2022) WHAT IS A DBS OR CRB CHECK?
Available at: https://crbdirect.org.uk/what-is-a-dbs-or-crb-check/#:~:text=DBS%20stands%20for%20Disclosure%20and,talking%20about%20the%20same%20thing 
(Accessed: 08/04/2022)  

Department of Health (2022) Police Act 1997.
Available at: https://www.health-ni.gov.uk/articles/police-act-1997#:~:text=Part%20V%20of%20the%20Police,including%20engaging%20in%20regulated%20activity 
(Accessed: 08/04/2022) 

HMIC (2017) Use of the Police National Computer.
Available at: https://www.justiceinspectorates.gov.uk/hmicfrs/wp-content/uploads/police-national-computer-use-acro-criminal-records-office.pdf 
(Accessed:08/04/2022) 

Home Office (2002) Police National Computer Data Quality and Timeliness.
Available at: https://www.justiceinspectorates.gov.uk/hmicfrs/media/police-national-computer-data-quality-and-timeliness-20011130.pdf 
(Accessed: 08/04/2022) 

ITV News (2021) Avon and Somerset police officer sacked after using force database to look up her date.
Available at: https://www.itv.com/news/westcountry/2021-07-06/avon-and-somerset-police-officer-sacked-after-using-force-database-to-look-up-her-date 
(Accessed: 08/04/2022)

Nelson Solicitors (2022) Removal of Police Cautions.
Available at: https://www.richardnelsonllp.co.uk/services-sectors/criminal-defence/removal-of-police-cautions/#:~:text=How%20far%20back%20does%20the,DBS 
(Accessed: 08/04/2022) 

North West Leicestershire (2008) WORKING WITH VOLUNTEERS.
Available at: https://www.nwleics.gov.uk/files/documents/crb_checks_information_summary_sheet/CRB+Check+-+Information+Summary.pdf 
(Accessed: 08/04/2022) 

Police Act (1997) c. 50.
Available at: https://www.legislation.gov.uk/uksi/2002/446/regulation/2/made 
(Accessed: 08/04/2022)

Ross, A (2018) ‘Police officer sacked after looking up partners on force database’, Express & Star, May 22.
Available at: https://www.expressandstar.com/news/crime/2018/05/22/police-officer-sacked-over-misuse-of-database/ 
(Accessed: 08/04/2022)

