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Abstract: 

A critical part of Industry 4.0 is cyber security, which can be defined as the protection of information systems from theft or damage to the hardware, the software, and to the information on them (Siemens, 2022).
 The more we depend on the Internet and related connected technologies, the more we depend on their security.  As such, Industry 4.0 cannot advance without cyber security.  Cybercrimes, have become serious risks to the automotive industry (Tengler, 2020).
  The automotive industries push for autonomous vehicles requires greater connectivity, but that also increases the risks of cyber threats. Cyber criminals seek to exploit human or security vulnerabilities in order to steal passwords, data or money directly, or by the use of ransomware, to deny access to resources, until a ransom payment has been made to remove it. There are also malicious system attacks, digital espionage, and hacktivism (digital activism) which are aimed at destroying or corrupting data as to render the digital systems inoperable or unreliable.










































1.0 Introduction: 

This report is written to cover the requirements of a small, medium sized enterprise (SME) tier1 automotive supplier, with regard to cyber security. It will review current standards and regulatory guidelines and look at the workflow changes required to meet these legal statutes. This report will also review the social and economic effects of these security measures, to enable the industry 4.0 advancements in autonomous transport.
The automotive industry is one of the most highly controlled industrial sectors, with global and national legation, as well as strict industry standards and contracted customer specific requirements (bitsight, 2022)
The automotive manufacturing industry require all tier 1 suppliers to be certified to the International Automotive Task Force's (IATF) 16949:2016 ‘Quality Management System requirements for automotive production and relevant service parts organization’ Standard. This outlines the additional quality requirements to the  ISO 9001:2015 Quality Management System Standard, which is used as a baseline. 
With the advances in industrial techniques and technologies, The IATF organisation regularly release updates to the sanctioned Interpretations for the IATF 16949:2016 standard. The latest Sanctioned Interpretations update SI 23-25 (Fig. 1), considerably increases, the requirement regarding cyber security for all of the automotive industry. 
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Fig.1 Image of sanctioned interpretation outlining new cyber security requirements (IATF 2022)

To ensure compliance with these updated requirements a review of the currently known cyber threats to the automotive industry will be undertaken and current best practice security measures will be researched. A proposal for most effective introduction methods and recommended changes to current standard operating practices will be outlined in the conclusions & recommendations sections of this report.





































2.0 Aims & Objectives: 

The aim of this report is to demonstrate the research conducted with the objective to identify the current cyber threats and increased risks that can apply to the automotive sector, as industry 4.0 techniques and technologies are introduced leading to autonomous vehicles with greater connectivity.

The research undertaken will use the following methods:-

 2.1 Literature reviews

This will be used to develop a greater understanding of cyber threats to the automotive industry and a review of current best practice countermeasures for these cyber threats, also looking at how these countermeasure controls will be regulated to ensure conformity. Type of Literature reviewed include:-

· Legal /Regulatory Websites 
· Industry related standards
· Industry related Publications
· Industry related databases
· Automotive OEM portal data & publications 
· Published research papers 
· Online subject related journal & blogs


 2.2 Research Methods (Type of data collection)

Qualitative Research, in the form of data collection from the current industry standard cyber threat controls and data supplied in the form of datasheet & risk analysis from cyber threat solution providers 

Quantitative Research, in the form telephone conversation & Teams meetings with solution providers technical & sales departments to collect insight as to suitability of control systems.
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3.0 Implementation Methodology: 

It is planned to present Marelli Llanelli plant (MLUK) management with a proposal to introduce the recommended risk mitigation improvements to the IT department







































4.0 Background Research: 

The first task undertaken was to evaluate how big an issue cyber security is for the automotive industry. The initial premise, that the main issue was cyber-attacks on the manufacturing sites and production facilities, but it came as a surprise to learn that the first recorded incident of “carjacking” was when hackers Charlie Miller and Chris Valise, (now called security researchers) shook the automotive industry in 2015 by remotely hacking a Jeep Cherokee driven by reporter, Andy Greenberg (Fig. 2). They hijacked the vehicle over the internet and were able to turn the steering wheel and briefly disable the brakes, and shut off the engine. 

The notorious hack caused Fiat Chrysler, Jeep’s parent company, to recall 1.4 million vehicles and pay $105 million in fines to the National Highway Traffic and Safety. Administration in America. (Greenberg, 2015)
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Fig. 2 Wired (2021)










Table1 shows a list of confirmed vehicle hack information. There are several other unverified reported vehicle hacks

	No.
	Date
	Hacker
	Target vehicle
	How to Hack
	Contents

	1
	15.07
	Charlie Miller/
Chris Valise
	Cherokee Chrysler
	Attacker↔
Mobile Network ↔
Infotainment ↔
CAN bus in a vehicle
	Engine Stop, Steering wheel control, Brake control and Etc.

	2
	15.07
	Sammy Kamkar
	On-Star telematics system (GM)
	Attacker↔
Spoofed WIFI ↔
App in a vehicle
	Stealing private information, remote controlling window/ air conditioner and etc.

	3
	15.08
	Mark Roger/
Kevin Mahaffy
	Model S (Tesla)
	Acquisition root permission through
Ethernet↔
Tesla Network ↔
Apps in a vehicle
	Remote Door open/ close Engine Start/ Stop etc.

	4
	16.02
	Troy Hunt
	Leaf (Nissan)
	Attacker↔
Proxy server ↔
App in a vehicle
	Used vulnerability of using VIN for authentication
→ Attacker in Australia controlling air conditioner of vehicle in UK

	5
	16.06
	Pen Test Partners
(UK)
	Outlander PHEV
(Mitsubishi)
	Attacker↔
WIFI eavesdropping ↔
APP in a vehicle
	Acquisition of secret key used in communication with app in vehicle
→ Attacker light, air conditioner, tracking vehicle position and etc.


Table 1 list of confirmed vehicle hacks

So, this identifies different sources of cyber threats that need to be considered and where protections need to be introduced, to ensure vehicle owner safety (Fig. 3).

The initial cyber threat coming during the manufacture of the vehicle :-
1. Modification to the assembly equipment control systems
2. Being embedded within sub supplier components
3. Being embedded within the traceability systems from the supply chain
4. Modification of any automated process monitoring systems
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Fig. 3 Manufacturing site cyber vulnerabilities

Cyber threats to vehicles are increasing with every new model launched. Increased complexity and connectivity, along with the trend for over the air (OTA) updates of software, gives rise to system vulnerabilities and thus additional sources of cyber threats (Fig. 4). Cyber threat security therefore needs to be a priority as the vehicle on board electrical and electronic systems become smarter, with enhanced functionality.
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Fig. 4 Identified vehicle cyber vulnerabilities. (ITU, 2017)
From 10 years of data analysed by upstream security, a company set up to monitor cyber-attacks, concluded that 27.6% of incidents affecting the cars control systems, which can lead to fatal outcomes (Fig. 5)
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Fig 5 Upstream Security (2018)

As the automotive industry continues its journey towards autonomy and self-driving cars, these cyber threats will increase with the increase in electronic systems within the vehicles (Fig. 6). It is forecasted that by 2030 the cost of the electronic within a vehicle will be 50% of the total cost. 
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[bookmark: _Hlk113799721]Fig. 6 Shale-Hester (2020)

That is the reason cyber security standards are critical, as there is potentially a direct effect on vehicle safety and human life. Several organisations have released standards and guidelines to help regulate this field with information on the key organisation shown below.
The UK government Published guidelines on this subject titled “The key principles of vehicle cyber security for connected and automated vehicles”. 

There are eight principles in “The key principles of vehicle cyber security for connected and automated vehicles” (GOV.UK, 2017)
These apply throughout the manufacturing supply chain, from designers and engineers, all the way up to senior-level executives.

Principle 1 states: Organizational security is owned, governed, and promoted at board level
This means:-
· There is a security program and it is aligned the business objectives
· Accountability is at the board level for product and system security 
· There is an ongoing awareness and training program
· Secure design principles are followed in developing new products

Principle 2 states: Security risks are assessed and managed appropriately and proportionately, including those specific to the supply chain
This means:-
· The business must have the technical expertise so that knowledge and understanding of current and relevant threats is understood & countermeasures introduced
· The business needs to collaborate and engage with others to ensure latest threat awareness is known & understood
· It must be ensured that security risk assessment and management procedures are in place and regularly updated
· Security risks from the supply chains and  sub-contractors are identified and robust controls are introduced

Principle 3 states: Organizations need product aftercare and incident response to ensure systems are secure over their lifetime
This means:-
· There is a plan to maintain security of the product or system over its full lifecycle
· There is an emergency Incident response plan in place and how to return the product to a safe and secure state
· There is an active programme in place to identify critical vulnerabilities
· There is a process in place to ensure the products systems are able to support forensics data analysis to identify causes of any failures

Principle 4 states: All organizations, including sub-contractors, suppliers, and potential third parties, work together to enhance the security of the system
This means:-
· Businesses must be able to prove independent validation or certification, of their security processes and products (e.g. Trusted Information Security Assessment Exchange, TISAX certification) 
· Provide full traceability for all components within the product or system
· Ensure safe & secure interfaces with any external devices


Principle 5 states: Systems are designed using a defence-in-depth approach
This means:-
· There isn’t a single point of failure, which can’t be changed, if compromised
· The security system uses defence-in-depth & segmented techniques
· Controls designed to ensure minimum amount of shared data between components
· Appropriate protection for support systems e.g. Remote and back-end systems, including cloud based servers

Principle 6 states: The security of all software is managed throughout its lifetime
This means:-
· Use of software secure coding practices
· Status of software is known to include firmware version, revision and configuration data
· Systems must be able to  safely and securely update software and return it to a known good state if it becomes corrupt
· Software adopts open design practices and source code is able to be shared where appropriate

Principle 7 states: The storage and transmission of data is secure and can be controlled
This means:-
· Data must be secure and Incoming communications are treated as unsecure until validated
· Personal data is managed securely and where possible, data is sanitised
· Users are able to delete sensitive data

Principle 8 states: The system is designed to be resilient to attacks and respond appropriately when its defences or sensors fail.
This means:-
· The system must be able to withstand receiving corrupt, invalid or malicious data via its external & internal interfaces this includes sensor jamming or spoofing.
· Systems are resilient and fail-safe if safety-critical functions are compromised

[bookmark: _Hlk111910341]In August 2021 ISO/SAE 21434: road vehicles – cyber security engineering standard was released. (ISO, 2021). The Standard Format Layout is shown (Fig. 7) along with the Standards Risk Methodologies (Fig. 8)

The rational for this new global standard being released was:-
· No consolidated cyber security standard for automotive industry
· No industry consensus on how cyber security issues should be addressed 
· No common criteria for vehicle cyber security engineering
· No reference for legislative measures
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Fig. 7 ISO/SAE 21434 (2021)
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Asset: something of value for stakeholder
Damage scenario: adverse consequence due to the loss of a security property
Threat scenario: a negative action whose objective is to bring to a damage scenario  

[bookmark: _Hlk112434222]Fig. 8 ISO/SAE 21434 (2021)

The United Nations Economic Commission for Europe (UNECE) World Forum for Harmonization of Vehicle Regulations WP.29 has recently been updated, and is valid and mandatory for type approvals from July 2022 and the approvals are valid for three years
(UNECE, 2022)

From the research data, it is obvious that cyber security is a critical issue for the automotive industry and as Tom Aldrich, Automotive Supply Chain Cyber Security Consultant explains:
	“Software nowadays is pretty much made up of open-source components. 90% of the code in software was not written by the company you bought it from, software developer nowadays ‘glue’ coding together, make their product.” (Cybellum, 2022)
Felipe Fernandes, Cyber Security Manager at Jaguar Land Rover states: 
         “If you think about a tech company like Google – Android can carry thousands of vulnerabilities. Sometimes it can have big problems if it exposes user data, but you are not going to kill someone because of one vulnerability. Our environment is a little different. We are developing products that are going to be on the streets, at a speed that is not so low – so the mindset is different”. (Cybellum, 2022)

In executive interviews conducted by Deloittes insight series blog, GM’s Jeff Massimilla stated:
“The success of the interconnected automotive ecosystem may hinge on cyber    
security.” (Deloitte, 2019)
Whilst GM’s Kevin Tierney stated 
“Cyber risk tends to lurk in the nuts and bolts of the electrical system and software. 
Therefore, it’s critical that we remain vigilant for cyber threats not only across the 
industry, but also at a very granular level among our tier 2 and tier 3 suppliers.” 
(Deloitte, 2020)

The Reith Lectures 2021 
Professor Stuart Russell - Living With Artificial Intelligence lecture outlines the issue 
cyber-attacks on artificial intelligence referencing the issue of the vulnerability of 
programming autonomous vehicles. (BBC, 2021)

All these industry leaders have identified the risk of cyber threats and vulnerabilities within vehicle systems and there is evidence of cyber-attacks via the following vehicle systems:
· Attacking device via WiFi
· Attacking device via Bluetooth
· Attacking device via media player/USB
· Attacking device via CAN/UDS
· Attacking device via Internet connection
· Attacking device via CarPlay /MirrorLink /Android Auto
· Attacking device via Internet Browser
· Attacking device via physical interfaces + bootloader
· Attacking device via update procedure (OTA)
· Attacking device via web administration system
· Finding Local Privilege Escalation misconfigurations (forcing default resets)
· Finding outdated/vulnerable components (libraries, etc.)

The cyber-attacks are classified under 4 general groups (Transport Systems Catapult, 2017)

• Traditional hacking
· Pen testing
· Vulnerability assessment
· Fuzzing

• Malicious code
· Malware (phishing/virus/worm)
· Compromised/fake apps

• Spoof data and signals
· Replay
· Falsification
· Modi cation
· Side channel

• Denial of service
· Flooding/blinding/saturating
· Jamming
· Cloaking

Cybercrime, including automotive-related cybercrime, is more profitable than the global illegal drug trade at $600 billion annually versus $400 billion as stated in an article by Steve Tengler in Forbes, (2020).

The research shows the best practice cyber security methods involve automotive developers, manufacturers and sub tier suppliers proactively integrating cyber security testing into their development lifecycle. This must start at the design stage and the whole automotive industry must apply countermeasures against cyberattacks, by adding authentication processes and data encryption processes and protocols to harden the vehicle internal communications systems. 

Secure-by-design methods and secure coding practices must be used in the systems development and engineering processes, as shown in (Fig. 9)
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  Fig 9 McKinsey (2022)








The image in (Fig. 10) shows identified vulnerabilities with connected automated vehicle (CAV).
4 Layers of cyber threats have been classed by their distance away from the vehicle and the electronic system being attacked.
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Fig 10 NTT (2021)


 A summary of cyber-attack countermeasures for vehicle systems are listed:
· Secure-by-design and secure coding techniques
· Perform Threat Assessment and Risk Analysis (TARA)
· Common sense, i.e. plausibility of signals and data
· Cryptography and authentication
· Hardening protocols
· Higher speed processing and improved algorithms, out-perform the bad actors
· Good enough security, make it uneconomical for the attacker
· Anomaly/misbehaviour detection
· { Detect anomalous real-world signals
· { IDSs and IPSs on networks and communications
· { Provide situational awareness
· Sensor redundancy
· Sensor and systems data fusion
· Fail-safe sensors
· New types of sensors

The automotive industry as a whole must forgo the usual new technology secrecy and ensure any new cyber security threats are quickly communicated to the whole industry, so countermeasures can be shared to ensure public safety.
“In the cyber world, the vulnerabilities of connected cars are really product defects.” 
(PwC 2018).

The issue of cyber security is now a priority for all car manufacturing OEMs, but as Bruce Schneier explains  
“Security is a hard-to-evaluate feature against a possible future threat, and consumers have long rewarded companies that provide easy-to-compare features and a quick time-to-market at its expense.” (Schneier, 2017)














In response to the raising threats, the European automotive industry has introduced TISAX®, (Fig 11)
	











Fig 11 (TISAX 2022)

TISAX® stands for Trusted Information Security Assessment Exchange. TISAX® and   enables the sharing of information security audit assessments amongst automotive industry members, and provides a common auditing standard for cyber threat risk assessment and enables secure data sharing of sensitive information to registered companies throughout the automotive supply chain.  It was established by VDA (the German association of the automotive industry) and is operated by ENX Association, 
The TISAX® requirements cover virtual, physical and social aspects of information security, specific to the automotive supply chain and requires auditor certification to participate within the system. TISAX® audits can be requested by registered automotive OEM customers to their supply chain and need to be performed for each Site identified. The results are shared with all registered OEM customers and the TISAX approval is valid for a 3 years period (similar to the IATF 16949 Quality Systems certification).

The TISAX® portal list the systems benefits as:-

•Avoids duplication of assessments and allows common recognition of assessment results
•Facilitates renewal of existing supplier contracts
•Provides business development opportunities/ connections thanks to industry-wide recognition
•Addresses automotive-specific requirements and establishes a common level of information security in the industry
•Inspires confidence and trust across the entire automotive supply chain
•Provides efficiencies for both manufacturers and suppliers
(BSI, 2019)


The ENX Association is an organization consisting of automobile manufacturers, suppliers and four national automotive associations. Portal FAQs explains the 3 key control areas :- 
1. Physical security: Zoning concept
2. Access Control: Strong authentication
3. Operations Security: System review

An example of the zoning concept in (Fig. 12) is used by Marelli in its automotive lighting division classed all areas into 3 Zones (Fig 13)

GREEN Zone, this is considered as a Controlled Zone 
An area with technical or controlled safety measures, not freely accessible. 
In the green area there are only identified people. (e.g. Internal car parking).

YELLOW Zone, this is considered as a Restricted Zone
An area with additional safety measures, restrictive, protection of special scopes, with a limited number of persons. 
Confidential information is present in this area. (e.g. R&D offices and some 
laboratories).

RED Zone, this is considered as a High-Risk Zone
	Area with the highest security requirements, protection of sensitive values strictly 
regulated access rights, usually secret scopes. (e.g., Server Room, Prototype Lab, HW Lab, Very High Confidential Room).

An example of site map using Zoning Map is shown below (Fig. 14)

[image: ]
[bookmark: _Hlk113804794]Fig 12 (Marelli, 2019)
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Fig 13 Marelli (2019)
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Fig 14 Marelli (2019)
An example of Access Control – Strong Authentication is shown by the log on page of the Volkswagen, VW group portal, where 2-factor authentication is required for all users image shown (Fig.15)

[image: ]
Fig 15 VAG (2022)


Where a 2nd authentication code is required before access is granted, (also used when logging onto the UWTSD Hwb site using Microsoft authenticator).

An example of Operations Security: System review can be demonstrated by the Marelli IT system review procedure, which defines the requirements and activities for regular technical system audits:

· IT systems to be included in the system review process
· Scope of system review
· System configuration
· Installed software
· Patching level
· User accounts 
· Network configuration
· Firewalling rules
· Schedule of the activities
· Reporting 	




The recently updated Marelli cyber security system is based on the following 6 high level stages
1. Threat Intelligence:
Cyber Threat intelligence aims to identify the threats that will be addressed to the product in field
2. Preparation & Protection:
Preparation aims to reduce the number of attacks and define the process for their management
3. Detection and Analysis:
Detection and Analysis is typically implemented by SW technologies running on-board
4. Risk Assessment:
Engineering methodology to identify, prioritize, and respond to cyber threats through the application of countermeasures that reduce susceptibility to cyber attack
5.  Vulnerabilities Management:
Vulnerability Management aims to identify the security flaws present in Marelli products. This is needed to fasten the Response Phase and properly address the Preparation and Protection phases
6. Security Operation centre (SOC):
Containment, Eradication & Recovery aims to mitigate the attacks and restore state of the system after successful attacks. Post-Incident Activity aims to isolate root causes of security flaws and eliminate them.

[image: ]

Fig 16 Marelli (2019)



The cyber security protocols within Marelli consists of the following documented processes

· Threat Analysis and Risk Assessment (TARA)
An activity aimed to identify and assess the Cyber Security Risks for the system under development

· Vulnerability Analysis and Risk Assessment (VARA)
This groups a series of activities performed cyclically starting from the development phase of the System Development Lifecycle (SDLC).

· Pentesting 
Penetration Testing is focused on exploitation and post-exploitation tasks on the targeted system.

· Fuzzing
Random data is given as an input to the object under test to evaluate its response. This phase is mainly performed by automation tools generating unexpected or random data starting from a valid input: the purpose is the identification of possible unexpected states or faults that can be exploited by an attacker.

Another tool used at the development stage of automotive systems is call Defence In Depth - The application of multiple countermeasures in a layered manner to achieve security.

The defence in depth principle is one of the cyber security core pillars REF Altran
[image: ]
Fig. 17 Altran (2020)

A Defence In Depth cyber security strategy is sometimes referred to as a castle approach because it is similar to the layered defences of a medieval castle with moats, drawbridges, towers, etc.

Another organisation set up to review & cascade latest automotive cyber security is Auto-ISAC and the Auto-ISAC portal has the tag line 
       ‘An industry-driven community to share and analyse intelligence about emerging   
        cybersecurity risks to the vehicle and to collectively enhance vehicle cyber security 
         capabilities across the global automotive industry’ (Auto-ISAC, 2018)



Fig. 18 Auto-ISAC (2022)

In the UK, The Society of Motor Manufacturers and Traders (SMMT) has set up a Cyber Security Task Force, with the remit
 “to consider Cyber-attacks through both wired & wireless vehicle connections 
focussing on protecting the vehicle from internal/outside influence ignoring the 
method through which it is sent i.e. hardening of the vehicle”. (SMMT, 2020)

Generally, the process for finding automotive system cyber vulnerabilities is manual.
This would require research be conducted on various public sources of information on cyber security attacks & identified vulnerabilities. 

From the research undertaken, the websites listed below offer reliable & up to date cyber security vulnerability intelligence:-

	Source
	URL
	Type

	0 Day
	0day.today
	Database

	Cracking
	cracking.org
	Blog

	CVE details
	cvedetails.com
	Database

	Digital Kaos
	digital-kaos.co.uk
	Blog

	Ecu connections
	ecuconnections.com
	Blog

	Ecu edit
	ecuedit.com
	Blog

	ETP
	ecutuningperformance.com
	Forum

	Multiecu
	forum.multiecuscan.net/
	Forum

	JVN
	jvn.jp/en/report
	Database

	Mhhauto
	mhhauto.com
	Forum

	NVD
	nvd.nist.gov
	Database

	Reddit
	reddit.com/r/CarHacking
	Blog

	
	
	


























5.0 Conclusion: 

The growing Connected Automated Vehicles (CAV) industry is faced with a number of emerging cyber security threats across the full supply chain, at sub tier & OEM manufacturing level, and within the connectivity systems being supported by the new industry 4.0 technologies being developed & introduced within new vehicles. All future cyber security vulnerabilities must be evaluated for effects on all vehicles on the road (not just new vehicles). 

The eight stages identified as the best practice for companies to follow are:- 

1. Organizational security is owned, governed, and promoted at board level
2. Security risks are assessed and managed appropriately and proportionately, including those specific to the supply chain
3. Organizations need product aftercare and incident response to ensure systems are secure over their lifetime
4. All organizations, including sub-contractors, suppliers, and potential third parties, work together to enhance the security of the system
5. Systems are designed using a defence-in-depth approach
6. The security of all software is managed throughout its lifetime
7. The storage and transmission of data is secure and can be controlled
8. The system is designed to be resilient to attacks and respond appropriately when its defences or sensors fail.

The complexity of communication & autonomous driving systems now being introduced raises the required skill levels for the cyber security protocols to a level that is currently outside the reach of most sub tier suppliers. There is now a trend for automotive suppliers to enter joint venture contracts with specialist cyber security companies and this trend will only increase with the new technology systems being introduced. (bitsight, 2022)

It has become obvious that a new industrial sector has been born for cyber security and this is going to grow exponentially over the next decade. With industry 4.0 technologies combining with a historical focus on safety within the automotive industry, new technologies security has become critical. Safety & security are now classed together and it is ironic that the German word for safety is Sicherheit, which is also the German word for Security.

With the industry 4.0 technologies being introduced within the automotive industry, it will be interesting to see if there is a balanced partnership between the large technology companies and the automotive OEMs, or if one of these industry behemoths decide to try to take over the other. As outlined in the Deloittes report the future of automotive sales and aftersales will impact current industry trends on OEM revenues and profits until 2035. (Deloitte, 2020)
Who would your money be on Apple vs Toyota or Volkswagen vs Samsung ?

6.0 Recommendations: 

[bookmark: _Hlk113794814]The recommendation for the SME sub supplier in the automotive supply chain would be to outsource any cyber security requirements to one of the many technology companies within that field. Then to ensure compliance to all current and future cyber security protocols and standards by introducing a cyber security champion within the business’ management team, who’s role would be to ensure the latest information on cyber threats is known and cascaded to the product manufacturing & development teams to confirm any required countermeasures are implemented. Also, it is recommended that membership of associations such as Auto-ISAC and SMMT Cyber Security Task Force be implemented as well as signing up to VSOC suppliers such as upstream security
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©) prepare contingency plans for continuity of supply in the event of any of the following,
*: key equipment failures (also see Section 8.5.6.1.1); interruption
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disasters; fire; *; utility interruptions;
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