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[bookmark: _Toc223699679]Abstract
This is a brief summary of what this assignment contains and what is to expect, first is the identification of modern threats where we will be getting the components of threats and how it can affect companies or organisations. Secondly is the modern security policies, where following the protocol is key in order to ensure security measures and show different examples. Thirdly technician mitigation measures, where the following will be shown of different types of measures of mitigation. Proactive monitoring and incident responses, different scenarios on effective and accurate we respond to incidents, unforeseen able circumstances occurring and intentional attacks. Continuous training and awareness are crucial components of personal growth and organizational growth 
[bookmark: _Toc223699680]Introduction 

Today I’ll introducing the cybersecurity policy department for health plus analytics, first I’ll be explaining you the different types of modern threats and types of occurrences that goes into that, particularly how hackers attack with intention or unintentional. We also will be going over on the different types of modern security policies, with different kinds of measures and protocols that must be followed by any means necessary. I will also explain to you the technical mitigation measures, where certain measures will take place and how it operates. Proactive monitoring incident responsive I’ll explain to you the different procedures that takes place when incidents occur and how they respond to such cases. Continuous training and awareness is about the crucial components such as personal and organisational growth so that it can be developed and enhanced.








[bookmark: _Toc223699681]Identification of Modern Threats
Threat is the potential occurrence of an undesirable events that can damage or disrupt the activities of an organization
[image: How Warning Systems Reducing the Impact of Natural Disasters]Natural threats – can be referred to as unforeseen able disasters and hazards or risks that is caused by natural environment, these threats can cause a overwhelming amount of damage and harm to life, environment, properties and everything surrounding it. It’s been studied that natural threats can be gradually or suddenly, affecting human populations including economies and the ecosystems. 
First example can be Geological threats, this is when earthquakes start to shake, due to the tectonic plate movement, which can cause tsunamis and landslides.
Second example is volcanic eruptions which causes affect air travel, ash and the releasing magma and can largely affect habitats. 
Third example is severe weather conditions. This includes things like hurricanes, tornadoes, blizzards and snowstorms. These can affect uproot trees and buildings and the individuals surrounding it.
fire, flood, power cut
Unintentional threats- is things that caused harm but without being orchestrated or deliberately to harm. These threats can be through natural human activities, natural processing or Accidents. Normally things like this are unforeseen circumstances or unintended consequences of actions 
[image: ]
First example is Technology failures, things like software crashes, systems crashes, cybersecurity vulnerabilities that unintentionally disrupt servers and services, data breaches, power grids. 
Second example- is Accidental human errors, such things like a lazy worker or a unskilled admin, inexperienced individual, misdiagnosis that unintentionally harm patients. 
Third example is vehicle collisions and accidents involving car crashes, Train derailments, aircraft accidents and motorcycle accidents. These can cause severe harm to body and can even cause death in some cases.
Economic threats – this is when the financial instability affecting individuals and nations. The economic indicators like GDP, inflation rates, this will cause a large amount of inflation and rising cost of living. This will also develop a global recession. 

First example – fraud, lack of regulations and volatility especially the trade market called Bitcoin, cause a massive effect on markets due to the volatility.
Second example – supply chain disruption things like pandemics or conflict halt production and trade 

accident, lazy, unskilled admin 
[image: Building a Case for PESTLE Risk Monitoring—How to Manage Economic Risk More  Effectively]Intentional threats- these are dangers that rise from individuals that deliberately want to cause harm, exploitation and disruption. Compare to unplanned natural or accidental threats, but these individuals or organisation they plan and execute along with a constructed and detailed motive for their reasoning, such things like financial profit, political gain and ideological objective. 

First example- Hacking is one of the major attacks, they use methods like exploiting software vulnerabilities with different types of tools, they also like to crack passwords with unauthorised logins, which then causes harm that impacts the data breaches, system control takeover, loss of sensitive. 
[image: What is Insider Threat In Cyber Security | Sangfor Glossary]Second example- phishing and social engineering, when they phishing emails meaning creating fake bank emails, SMS Phishing, in other terms means smishing. Voice phishing, in other words means vishing. This happens when the cyber attacker uses AI-generated messages and voice cloning to the scam more convincing, this will also fall into the categories of identity theft and fraud.

 targeted, fired employees, contractors, service providers
[image: Top 5 Internal Data Security Threats and How to Deal with Them | Endpoint  Protector]Internal- this can involve people that are very trusted but abusing their access to damage system, commit fraud, steal data and leak confidential information. These individuals are very dangerous because they deliberately want to cause harm because they are malicious their ways. 


First example- would be financially motivated insiders who use access for their personal gain, and can-do things like transferring money illegally, manipulating payroll systems and assisting fraud schemes.

Second example- is data leaks, sharing confidential information to competitors or to the public which causes unnecessary exposure. 


[image: Cyber Attacks – Security From Internal & External Threats]External – this is carried out by people or organisations that are outside or not a part of the business, governments and individuals. They do this for their financial gain, disruption, espionage and data theft. 


First example- is ransomware attacks, where malware encrypts files and demands payments to unlock them. Causes like spread globally and disrupted hospitals.

Second example- is malware these include things such as viruses, worms, spyware, trojans. Their sole purpose of is that they can steal data through things like this, also spy on users and damage systems.   [1]



 criminals, cyber terrorist, social engineering attacks, phishing attacks, ransomware & mansware, 
[bookmark: _Toc223699682]Modern Security Policies      
The rules and regulations that companies and organisations use to protect their data, systems, and users from constructed attacks and cyber threats. Built for phishing, ransomware, hacking and data breaches. 
Authentication policy – describes methods of identity verification, strong passwords so that it’s not easily debunked, for example, they will minimum length and they will also make it very complex and unique, they will also use expiration date to not to be memorised so they will have to change passwords from time to time 

Network security policy – they will use things like firewalls, anti-malware tool, intrusion detection systems and identification ID this will prevent hackers and cyber criminals from attacking and breaching data and pinging IP addresses. Guest network restrictions will also be used to restrict dangerous individuals.

First example – is VPS usage for remote access so that hackers cannot interrupt data traveling and won't be able to intercept, making it safer to navigate and deliver sensitive information. [2]


[image: What Are Cybersecurity Policies? Types ...]






[bookmark: _Toc223699683]Technical Mitigation Measures 

It is engineered and technology driven by control that eliminate the risks by preventing certain accidents, incidents, minimising their impact and detecting them early, it is known to be used in cybersecurity and data protection. Encryption, firewalls, multi-factor, intrusion detection/prevention systems, regular patching & updates, access controls, data backups and recovery systems these are the few examples which we will come down in detail. 
[image: What is Data Encryption? Types and Best ...]First example- Encryption, it quite literally converts into unreadable and unorganised form this then will enable you to require description key in order to interpret whats being said, this is solely for purpose of protecting confidentiality. 


[image: 3 Types of Access Control: Which is Right for Your Building?]Second example- access control mechanisms, make it difficult to access systems and data based on permission and identity, they use things like RBAC (role-based access control), file permissions and biometric login. 




[image: What Is A Firewall? | Exa Networks]Third example- Firewalls, it basically filters controls incoming and outgoing network traffic, it will start performing things like blocking unknown ip addresses and protecting websites. 




[image: What is Continuous Learning? Principles ...]Fourth example- intrusion detection and prevention systems, this includes things like alerting the admin of suspicious login attempts, this would be IDS. And then IPS automatically blocks a detected attacker from hacking. [3]


Fifth example- Regular Patching and Updating, this will fix the vulnerabilities within the software. It includes things like updating windows and linux, updating routers and also applying security patches to apps. 


[image: Continuous Learning: Key Benefits ...]Sixth example- Data Backup and Disaster recovery, it just basically means data can be restored after a major loss or attack. This includes things like daily back ups, offline backups and disaster recovery plans for systems.
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This is mostly on modern IT operations, cybersecurity, but its about detecting problems very early on and finding ways to respond quickly and minimising the impact before the real effect happens before the users receive inconvenience. Before something breaks you actively watch systems, anticipate and predict failures and have structured responses processes ready. Proactive monitoring goes beyond simple alerts and it’s always before they become serious incidents this is because they must be responsive. 
Example: 
Core Monitor layer, these include infrastructure monitoring, things like CPU, RAM, disk, network. Application monitoring, error rates, dependency failures, 
Network monitoring, it includes things like DNS issues, latency and packet loss, it also includes things like security monitoring, this will unauthorised access attempts and cut out suspicious and shady activity.[4]
Incident response lifecycle, it mostly focuses on detection, triage, containment, investigation, resolution, post incident review. Proactive Monitoring and Incident Response 



[bookmark: _Toc223699685]Continuous Training and Awareness

This is often referred structured effort from individuals or team organised effort, which it often can be improvement in a particular field it’s been commonly known to be used in fields like workplace safety, healthcare, cybersecurity, professional development but the core concept applies globally. It contains certain characteristics like regular sessions, weekly, monthly, quarterly and updated documentation. It also contains complements training; its main priority is making sure individual are alert and conscious of risks and responsibilities, making the best part of practice in their daily activities. 
Example: 
In cyber security they recognise phishing emails, in workplace safety spotting and analysing hazards. Understanding policies and the ethical standards. 
Another example is in terms of awareness complements training is one area they focus on, this is because they have reminders, short updates and briefings, themed initiatives and campaigns
In some cases, they use real life simulations because they can’t use just theory alone. Simulations make it stick, some examples are phishing simulations that mimic real attacks, in some environments they do USB drop test, they also use alerts scams or threats, in some cases to avoid season scams they use certain reminders. 
[5]
[bookmark: _Toc223699686]Conclusion 

To conclude this all I managed to cover the deep core of identification of threats and technical mitigation measures explaining the root causes with examples, I managed to learn the concepts and the procedures that must take place to proceed. The modern policies that I unpacked, I understood the consequences that take place if certain policies don’t take its procedures and I also created a flowchart that explain the step-by-step process of proactive monitoring and incident responses. And for the continuous training and awareness I realised that individuals need to undergo certain training and updates to stay alert so that they don’t receive any rude awakening or incidents that are not manageable to respond or beyond repair. But that’s what I understood from this assignment.
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