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[bookmark: _Toc54775124]NOC Engineer – Experis UK
Salary: £35-38k
Required Experience:
· CCENT/CCNA
· 1 year of commercial experience supporting/deploying/configuring Cisco Catalyst routers and switches

[bookmark: _Toc54775125]IT Service Desk Engineer – 2nd & 3rd Line Engineer – Experis UK
Salary: £25-35k
Required Experience:
· Highly proficient in solid IT Service Desk and Helpdesk level concepts.
· Highly proficient in MS Office 365,
· Highly proficient Microsoft Windows Server / Desktop troubleshooting knowledge.
· Knowledge of Virtualisation, Data Storage & Networking
· Solid operational understanding of service management standards and tools; ITIL V3 Foundation qualified
· Industry recognised qualifications including but not limited to Microsoft Certified (MCSA, MCSE)


[bookmark: _Toc54775126]Search Criteria – Cyber Security

[bookmark: _Toc54775127]Graduate SOC Analyst – Bulletproof
Salary: £23-25k

Required Experience:
· Experience using Firewalls and IDS/IPS technologies
· Experience using SIEM technologies
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The roles that were found, two of them asked for industry standard certifications (CCNA/CCENT), where one role did not specify which was asked for, but any would be beneficial. Some of the terms/certifications that were found I had either not heard of or was vaguely aware. To increase employability and to upskill myself, these terms should be researched to see their relevance within IT and if they are attainable, and how to do so in my own time. 
[bookmark: _Toc54775129]ITIL

‘The ITIL approach provides guidance to organizations and individuals on how to use IT as a tool to facilitate business change, transformation and growth. ITIL advocates that IT and digital services are aligned to the needs of the business and support its core objectives and goals.’ [1]

ITIL is noted on their parent website as being the globally recognised leader in IT Service Management. It is for people who work in IT in any capacity (service desk, team leader, systems administrator etc) to be able to provide guidance to individuals and the organisation in how to use IT as a tool to facilitate business change, transformation and growth. 
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The above technologies are explained in quote from the cited blogpost from Varonis. 

‘Intrusion Detection Systems (IDS) analyze network traffic for signatures that match known cyberattacks. Intrusion Prevention Systems (IPS) also analyzes packets, but can also stop the packet from being delivered based on what kind of attacks it detects — helping stop the attack.’ [2]

By reading this blog post, I have learned that they are both automated forms of threat protection against network packets, which would work by monitoring network packets and comparing them to a database of known malicious packet information/signatures. Where they differ, is that IDS will not execute any action against the packets, and instead simply flags the packets for attention, so that a human operator can choose what action to take against it. An IPS automates the execution of remedial action against the network packets, lessening the human labour cost. IPS is also able to ensure network compliance is met, for example, if only one VPN is allowed as part of the security policy, the IPS can decline any attempt from any other VPN connections.
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‘SIEM or Security Information and Event Management is defined as a complex set of technologies brought together to provide a holistic view into a technical infrastructure.’ [3]

SIEM is explained on this post to normalise and unify the view of security scope of a given infrastructure. This can include dashboards for ease of use, and to map and translate metrics and vendor defined characterisations to one easy to use standard.  
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