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Abstract
Background: FinSure Bank (FSB) is nearly entirely on a cloud-hosted platform as it expands internationally and implements Bring Your Own Device (BYOD) policies, without a single governance model. Purpose: The report proposes a phased, integrated security model based on ISO/IEC 27001:2022, ITIL 4, and Zero Trust Architecture (ZTA). Findings: With the help of a comprehensive A to Z roadmap, FSB can turn its disjointed security posture into a quantifiable, resilient, and GDPR-compliant capability by aligning the governance with the Digital Operational Resilience Act (DORA) and GDPR. The ongoing development of standards is demonstrated to be a strategic requirement as opposed to an administrative liability.
I. INTRODUCTION
In 2026, the global financial sector will be dominated by the fast-moving trend towards cloud-native, distributed banking ecosystems. In the case of a digital-first organisation like FSB — where more than 90 per cent of its infrastructure is hosted off-premises — this agility is a commercial necessity that dramatically increases the area of attack. According to the World Economic Forum (2025), credential-harvesting attacks against financial services have increased by 91% in the previous year, and AI-enhanced phishing has reduced the entry barrier of entry-level threat actors by a significant margin. The FSB is in a critically bad state of its current posture: it lacks an integrated Information Security Management System (ISMS), a formal risk management process, and no formal compliance audits. This fragmentation is a short-term institutional threat because the pressure to integrate BYOD workflows and expand across various regulatory jurisdictions is present simultaneously. Assumptions: FSB is subject to the EU/UK GDPR. There is no existing CISO, but it is suggested. AWS, Azure, and GCP have cloud infrastructure that is shared in shared responsibility models. BYOD is applicable to all employees and subcontractors.
The paper is organised in the following way: Section II is a survey of the relevant frameworks; Section III is the development of the customised governance design of FSB; Section IV critically examines the necessity of the changing standards; Section V is about contingency planning; and finally, Section VI concludes.
II.MODEL AND FRAMEWORK RESEARCH
A. ISO/IEC 27001:2022 Information Security Management System.
The internationally agreed standard of the entire lifecycle management of an ISMS is ISO/IEC 27001:2022. The 2022 update standardises 114 controls into 93 controls, rearranged into four thematic areas, including Organisational (37), People (8), Physical (14), and Technological (34) controls [1]. New cloud security (A.5.23), threat intelligence (A.5.7), and data masking (A.8.11) controls directly apply to the environment of FSB. It is based on the CIA Triad, which is Confidentiality, Integrity and Availability, and is operationalised by a Plan-Do-Check-Act (PDSA) cycle of continuous improvement. More importantly, ISO 27001 is risk-based: the controls should be applied to the context and threat profile of an organisation in particular, but not in general. Additional standards ISO/IEC 27017 (cloud security controls) and ISO/IEC 27018 (PII in public cloud) apply the framework to the infrastructure profile of FSB [2], [3].
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Figure1:ISO/IEC 27001:2022 Plan-Do-Check-Act(PDCA)Cycle
B. ITIL 4 — Service Value System
Whereas ISO 27001 specifies the attributes of security governance, ITIL 4 offers the discipline to operationally provide security as a service that is both consistent and measurable. ITIL 4 proposes a new holistic model, the Service Value System (SVS), that includes five elements: Guiding Principles, Governance, Service Value Chain (SVC), Practices, and Continual Improvement [4]. ITIL 4, as opposed to its predecessor, is co-design oriented and non-prescriptive, which makes it suitable in the changing cloud-native environment of FSB. Most specifically, the following practices are relevant: Information Security Management, which regulates confidentiality, integrity, and availability of information assets; Incident Management, which offers systematic procedures of breach detection and prioritisation; Change Enablement, which integrates the practice of security review into all system changes in direct implementation of ISO 27001 Annex A control A.8.32 [4].
C. Zero Trust Architecture (NIST SP 800-207)
Zero Trust Architecture (ZTA), as formalised by NIST SP 800-207, is based on the assumption that no user, device or network segment should be automatically trusted, regardless of its position with respect to any organisational frontier [5]. It is operationally critical to FSB: the conventional perimeter security paradigm is disintegrated by cloud-first operations, remote force, and BYOD access patterns. ZTA requires that identity and device health be verified continuously, least-privilege access control, and sensitive resource micro-segmentation.
D. Synergistic Integration
These frameworks do not exclude each other but complement each other. The rules are provided by ISO 27001, the governance architecture, the what and why, and ITIL 4 provides the how in the form of consistent, auditable service management. ZTA offers the technical philosophy upon which they are based. The combination of the two forms a compliance-by-design stance where security is incorporated into the operations of FSB as opposed to an afterthought application. The six-function taxonomy of NIST CSF 2.0 (Govern, Identify, Protect, Detect, Respond, Recover) offers a vocabulary that remaps the entire three [6].

	FRAMEWORK
	PRIMARY FOCUS

	SCOPE
	RELEVANCE TO FSB

	ISO/IEC 27001:2022
	Risk‑based ISMS governance
	93 controls across organisational, people, physical, and technological domains
	Establishes FSB’s ISMS, risk methodology, cloud/BYOD control baseline

	ITIL 4
	Service management &continual improvement
	Service Value System, practices, SVC
	Operationalises security as a measurable service (incident, change, SLA)

	ZeroTrust Architecture (ZTA)
	Identity‑centric, perimeter‑less security
	Users, devices, workloads, APIs
	Essential for a cloud-first, BYOD, micro‑segmented banking environment

	COBIT 2019
	Enterprise IT governance
	Governance/management objectives, metrics
	Aligns board‑level oversight with IT/security; supports DORA governance



III. DESIGNED APPROACH FOR FINSURE BANK
	Phase
	Focus
	Key Deliverables
	Timeline

	A
	Governance & Leadership
	CISO appointment, Governance Committee, ISMS scope
	Months 1–2

	B
	Risk Management
	Asset register, risk assessment, threat modelling
	Months 2–4

	C
	Zero Trust Technical Controls
	MFA, micro-segmentation, API gateways, AES-256
	Months 3–9

	D
	BYOD & Remote Access
	MDM deployment, containerisation, JIT access
	Months 4–8

	E
	SLA & Continual Improvement
	KPI dashboards, annual ISMS audit, DORA reporting
	Ongoing


A. Phase A — Governance and Leadership
FSB has the most severe structural weakness, which is the lack of accountability in governance. There are three interventions needed. To begin with, the Chief Information Security Officer (CISO) should be designated as the competent person responsible for the information security programme, and this is the requirement of the DORA Article 5, which mandates financial institutions to designate a member of the management body that has the ultimate accountability of ICT risk [7]. Second, the cross-functional Security Governance Committee (which includes DevOps, Legal, Finance, and HR) has to do away with the silo effect so that board-level policy can make it to operational levels. Third, the scope of the ISMS needs to be documented according to the ISO 27001 Clause 4.3, clearly covering all cloud infrastructure, the mobile banking ecosystem, BYODs, and all third-party ICT providers that have access to systems.
B. Phase B — Risk Management and Asset Inventory.
The ISO/IEC 27001 Clause 8.1 requires organisations to plan and control processes to address security requirements, which is a precondition to having a comprehensive asset inventory. FSB will be required to create a dynamic Asset Register that will list all SaaS, PaaS, and IaaS solutions, including data classification, asset owners, and cloud provider separation, in addition to regulatory requirements.
The formal risk assessment should be performed based on the three-factor quantitative model annually:
Risk Score = Likelihood (1–5) × Impact (1–5) × Velocity (1–3)

The Velocity factor, indicating the rate at which a threat can become a reality and inflict damage, is a modern improvement of the historic binary model, which indicates the fast-paced nature of AI-generated phishing and zero-day API exploits [8]. Risks that exceed the set threshold prompt mandatory treatment plans that are in line with ISO 27001 Annex A controls.

FSB Risk Register (Three‑Factor Quantitative Model)
	Risk
	Description
	L
	I
	V
	Score
	ISO 27001 Control

	R1
	BYOD data breach
	4
	5
	3
	60
	A.5.23, A.8.5, A.8.12

	R2
	Cloud misconfiguration
	3
	5
	3
	45
	A.5.7, A.5.23, A.8.16

	R3
	Insider privilege abuse
	3
	5
	2
	30
	A.8.2, A.8.16

	R4
	Phishing credential theft
	5
	4
	3
	60
	A.5.7, A.6, A.8.5

	R5
	SaaS Third-party compromise
	3
	5
	2
	30
	A.5.19, supplier controls

	R6
	Ransomware on core banking
	3
	5
	2
	30
	A.8.24, BCMS controls


[image: ]Figure:2 Risk Register
C. Phase C — Zero Trust Technical Controls
FSB needs to adopt the zero-trust architecture in place of the old perimeter model. Defences that are defined by NIST SP 800-207 have to be oriented towards users, assets, and resources rather than being based on network boundaries [5]. The implementation of ZTA by FSB will include the following controls:

· Phishing-resistant MFA (FIDO2/WebAuthn) and biometric authentication of all access privileges and customer-facing access - in line with ISO 27001 control A.8.5.
· Role-Based Access Control (RBAC) and Just-in-Time (JIT) provisioning; there is no privileged standing access - compliant with A.8.2.
· Network micro-segmentation that forms closed areas around the central payment engine, with which the blast radius of any breach is located - in compliance with A.8.22.
· API gateways performing OAuth 2.0 authentication, rate limiting, and deep packet inspection of all merchant and internal APIs.
· All data at rest encrypted using AES-256 - in line with A.8.24; TLS 1.3 required for all data in transit - in line with A.8.24.
· SIEM and UEBA solutions with continuous behavioural monitoring and anomaly detection - in line with A.8.16.
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Figure:3 Zero Trust Diagram

Additional Protection Mechanisms
To strengthen the Zero Trust stack, FSB should deploy Data Loss Prevention (DLP) tools to prevent unauthorised data movement across endpoints, email, and cloud storage, supporting ISO 27001 A.8.12. IDS/IPS systems provide real‑time detection and blocking of malicious traffic, complementing SIEM and UEBA (A.8.16). A Web Application Firewall (WAF) protects API-driven services from injection, scraping, and OWASP Top 10 attacks, aligning with A.8.22. Advanced email filtering with sandboxing reduces the success rate of AI‑enhanced phishing attacks, directly lowering the likelihood component in FSB’s risk model.
D. Phase D — BYOD and Remote Access Controls
Symmetric Intelligence (2025) identifies three primary BYOD risk vectors in financial services: malware propagation from personal applications, data exfiltration via consumer-grade cloud sync services, and physical device loss. FSB's response framework comprises: (i) Mobile Device Management (MDM) via Microsoft Intune, enforcing OS currency, screen lock, remote wipe, and application whitelist compliance; (ii) containerisation technology creating a cryptographically isolated work enclave on personal devices, preventing clipboard and screenshot-based data leakage; and (iii) Just-in-Time (JIT) access provisioning, restricting access to sensitive systems to specific tasks and timeframes rather than granting permanent privileges.
E. Phase E — SLA Governance and Continual Improvement
Security governance must be measurable to be improvable. FSB's SLA framework defines the following binding performance targets, aligned with ITIL 4's Continual Improvement component and DORA's operational resilience requirements [4], [7]:

	KPI
	Target
	Escalation Trigger

	System Availability
	99.99% uptime — core banking
	< 99.95% triggers Priority 1 incident

	Incident Response
	Critical incidents resolved within 3 hours
	SLA breach triggers CISO review

	Vulnerability Patching
	Critical CVEs patched within 48 hours
	> 48h triggers risk acceptance process

	Security Awareness
	100% staff training per quarter
	< 95% triggers department escalation

	DORA ICT Reporting
	Major incidents reported within 72 hours
	Any breach triggers regulator notification



F. GDPR Alignment for FinSure Bank
GDPR directly shapes how FSB must design its cloud-first and BYOD-enabled architecture. Article 25 (Privacy by Design and Default) requires that personal data processing is minimised and embedded into system design. The Zero Trust controls proposed in Phase C — including RBAC, micro‑segmentation, and phishing‑resistant MFA — operationalise this requirement by ensuring least‑privilege access and continuous verification.
Article 32 mandates “appropriate technical and organisational measures” to ensure confidentiality, integrity, and availability. ISO/IEC 27001:2022 controls adopted by FSB, such as encryption (A.8.24), threat intelligence (A.5.7), and data leakage prevention (A.8.12), provide auditable evidence of compliance.
Article 33 requires breach notification within 72 hours. This aligns with DORA’s incident reporting obligations and your SLA table, which states: “Major incidents reported within 72 hours.”
IV. CRITIQUE: WHY EVOLVING STANDARDS ARE GOOD PRACTICE
The periodic revision of regulatory standards is frequently characterised as an administrative burden — a recertification cycle that diverts resources from operational activity. This characterisation fundamentally misapprehends the nature of information security governance: in a domain defined by perpetual adversarial innovation, static standards are, by definition, progressively inadequate.
A. Regulatory Evolution as a Response to Threat Landscape Change
The introduction of DORA in January 2025 represents the most significant evolution in EU financial sector ICT regulation since GDPR [7]. Whilst GDPR focused on individual data rights and "privacy by design", DORA mandates "resilience by design" — requiring financial entities and their ICT third-party providers to demonstrate operational resilience through mandatory testing, incident classification, and supply chain risk management. This progression reflects regulators' recognition that systemic financial stability risk now has a significant digital operational dimension.
Similarly, the 2022 revision of ISO/IEC 27001 introduced controls for threat intelligence (A.5.7), cloud security (A.5.23), and data leakage prevention (A.8.12) — none of which appeared in the 2013 edition — directly addressing the attack vectors that have proliferated in the intervening decade. Standards that do not evolve create "compliance theatre": organisations achieve certification against outdated criteria whilst remaining substantively vulnerable to contemporary attacks.
B. Strategic Benefits of Updated Standards
Harmonisation: Updated international standards reduce administrative complexity for multinational institutions. ISO 27001:2022's alignment with other management system standards through the Annex SL High Level Structure enables integrated management systems, reducing audit duplication [1].
Supply Chain Accountability: DORA's Critical ICT Third-Party Provider (CTPP) provisions directly impose obligations on cloud service providers, enabling FSB to enforce security standards throughout its supply chain with the force of law rather than contractual goodwill alone [7].
Trust as Competitive Differentiator: Demonstrable compliance with current global standards constitutes a genuine competitive advantage. ISO 27001 certification and DORA compliance provide externally verifiable signals of security maturity that influence customer acquisition and institutional partnership decisions [9].
C. Limitations and Critical Perspective
A balanced critique must acknowledge that the pace of regulatory evolution creates "compliance fatigue" — particularly for smaller digital banks lacking the compliance infrastructure of systemically important institutions. The coexistence of GDPR, DORA, NIS2 Directive, PSD2, and FCA guidance produces an occasionally contradictory regulatory environment demanding specialist interpretation. Furthermore, regulatory lag — the interval between the emergence of a novel threat and the publication of corresponding guidance — means that even current standards may inadequately address the most contemporary vectors. Neither GDPR nor DORA adequately addresses quantum computing threats to existing cryptographic standards such as RSA and ECC. Institutions such as FSB should therefore treat regulatory compliance as a minimum floor rather than a security ceiling, supplementing mandatory obligations with proactive threat intelligence and participation in sector information-sharing forums such as FS-ISAC.
D. Compliance Fatigue and Strategic Trade‑offs
As the requirements are upgraded to ensure greater security resilience, the compliance burden becomes a far greater hurdle for digital banks like FSB. These small institutions typically don't have as much expertise and internal resources allocated to legal and security, compared to established institutions. PCI-DSS v4.0 (March 2025) exemplifies this, as its stricter scoping rules and continuous testing require a significant investment on the part of all institutions. Larger firms will simply have the resources to invest in what it requires, and they will attain genuine security maturity, while smaller institutions like digital banks will merely attain a certificate .
PCI‑DSS v4.0 illustrates this evolution: stronger authentication, expanded scoping, and continuous testing requirements significantly increase operational overhead. Yet stagnation is riskier — quantum computing threatens RSA and ECC, and neither GDPR nor DORA currently mandates post‑quantum cryptography. FSB must therefore treat compliance as a minimum floor, not a ceiling, supplementing it with proactive threat intelligence and sector collaboration (e.g., FS‑ISAC).
V. CONTINGENCY PLANNING AND BUSINESS CONTINUITY
For FSB, "disaster recovery" must be reframed as ICT Readiness for Business Continuity (IRBC), aligned with ISO/IEC 27031:2025 and integrated with a Business Continuity Management System (BCMS) compliant with ISO 22301 [10], [11]. This ensures ICT recovery capabilities are tested against realistic business disruption scenarios, not merely technical restoration exercises.
Business Impact Analysis (BIA) must classify FSB systems by criticality: payment processing (Tier 1, Recovery Time Objective < 1 hour, Recovery Point Objective 15 minutes); customer data systems (Tier 2, RTO < 4 hours, RPO 1 hour); and analytics platforms (Tier 3, RTO < 24 hours). Immutable, air-gapped backup storage — such as AWS S3 Object Lock — provides ransomware-resistant data protection. An Incident Response Plan (IRP) aligned with DORA Article 18 must be rehearsed quarterly through tabletop exercises, and annual Threat-Led Penetration Testing (TLPT) compliant with DORA Article 26 must simulate realistic adversary scenarios against FSB's most critical systems [7].
VI. CONCLUSION
FinSure Bank stands at a critical strategic inflection point. Its cloud-first architecture and BYOD-enabled workforce are powerful drivers of innovation, but without a unified governance framework, they are equally potent vectors of institutional risk. The "A to Z" roadmap proposed — anchored in ISO/IEC 27001:2022, operationalised through ITIL 4's Service Value System, and technically grounded in Zero Trust Architecture — provides a systematic pathway from FSB's current fragmented posture to one of security maturity. The critical analysis of regulatory evolution has demonstrated that the updating of standards such as ISO 27001 and the introduction of DORA are not administrative burdens but strategic necessities. They supply chain accountability, jurisdictional harmonisation, and consumer trust as co-equal benefits alongside risk reduction. FSB's leadership must treat security certification as a starting point, not a destination: the threat landscape demands continuous security evolution, and the frameworks presented herein provide precisely that capability.
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