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[bookmark: _Toc66384223]1.	Introduction
In this document, all of worksheet 1 is covered including both the practical tasks and the observational tasks. There are included annotated screenshots with evidence of task completed and the observational tasks that are answered at the end of the document. Finally, there are listed references at the end of the document.

[bookmark: _Toc66384224]2.	Server virtual machine.
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Screenshot showing the number of cores set for the server1 virtual machine.
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Screenshot showing the amount of VRAM set for the server1 virtual machine.
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This is showing the name and folder location of server 1 virtual machine.
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Setting 4GB RAM dedicated to the server 1 virtual machine.
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This shows the hard disk file type for server 1 which is VDI.
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Screenshot showing the virtual hard disk file location and size for server 1.
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Image showing network adapter 1 settings for server 1. 
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Image showing network adapter 2 settings for server 1. 
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Screenshots showing the installation of the OS in server 1 virtual machine as well as assigning a password for the administrator account.
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Two screenshots showing the IP addresses being assigned along with the subnet masks.



[bookmark: _Toc66384225]3.	Client virtual machine
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Screenshot showing the naming and location of the client 1 virtual machine.
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This shows the amount of RAM allocated to client 1 virtual machine.
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Screenshots showing the set up for the client 1 VM hard drive. 
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These screenshots show the network settings of the client 1 virtual machine as well as both the IP and subnet mask being assigned.
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These images show the installation of the OS for client 1.

















[bookmark: _Toc66384226]4.1	Type 1 & 2 Hypervisors
One of the main differences between these two hypervisors would be that type 1 hypervisors run directly on the host’s hardware whereas type 2 hypervisors run on an operating system like the other computer programs.

 Type 1 hypervisors are called a native / bare metal hypervisor which means it is installed directly on the hardware of a physical machine [1]. Type 2 hypervisors are called host OS hypervisors which means it is built on top of the operating system, because of this, it has a reliance on the host machines operating system [2].

The main advantage of Type 1 hypervisors is that because it runs independently from the host operating system, any malfunction that occurs will not harm the rest of the system. Type 1 hypervisors are also the more secure option as they do not rely on the underlying operating system. The main drawback of type 1 hypervisors would be the cost.

The main advantage of Type 2 hypervisors is if access to multiple OS’s and variants is required, type 2 hypervisors are a much better option than type 1, type 2 hypervisors are also cheaper than type 1 hypervisors and are easier to install which is why they are commonly used for home labs / test environment.

There are many vendors available for each type of hypervisor, for example, the following are type 1 hypervisor vendors:

VMware vSphere
VMware is industry-leading vendor of virtualization, it is used by many large data centres, because of this, it probably is not cost effective for smaller IT environments which is why if the advanced features this offers, there are free versions which offer limited features.

KVM
KVM (Kernel-Based Virtual Machine) is built into Linux as a functionality. It allows the user to convert the Linux kernel into a hypervisor. KVM is an open-source hypervisor and many times, has been confused with a type 2 hypervisor however, it has direct access to hardware and is a type 1 hypervisor.

Microsoft Hyper-V
Microsoft Hyper-V is a competitor to VMware which offers less features but still includes the core features such as live migration, replication of virtual machines, dynamic memory etc… As well as this, Microsoft also includes a free edition however, this does not have a GUI and other additional functionalities. 

Some examples for type 2 hypervisors vendors would be:
Oracle VM VirtualBox
Oracle VM VirtualBox is a free product that offers enough features for both personal use and for smaller business use. VirtualBox is not resource demanding and is good for both server and desktop virtualization, it supports guest multiprocessing with up to 32 vCPUs per virtual machine.

VMware Workstation Pro / VMware Fusion
VMware workstation pro is designed for the windows operating system, it has a lot of very advanced features and offers seamless integration with vSphere which allows the user to move apps between desktop and cloud environments.

[bookmark: _Toc66384227]4.2.	Subnet masks
Subnet masks are very significant regarding IPv4 addressing as it determines if an IP address can connect to the network. Subnetting is used when an organisation has more devices that can be connected to their network, it can also be used as a form of traffic reduction. Subnet masks are used to identify the range of IP addresses that are making up a subnet or a section of IP addresses on the same network [3]. An example of this would be a subnet being used to identify all machines in a specific building / department. 

[bookmark: _Toc66384228]4.3.	Cloud computing
Cloud computing offers many benefits that are very useful to both organisations and individuals. Cloud computing has recently become very affordable, especially because of the savings you will achieve in the long run, for example, an organisation will save money in project start-ups and have easy access to company data.

 Another benefit of cloud computing would be disaster recovery [4], cloud computing will help provide quick data recovery if an issue arises, this can include anything from natural disasters to power outages. Cloud computing allows easier methods of backing up data which means that an organisation is much more likely to recover their data after a disaster occurs if they use the cloud rather than just local systems as they are more likely to have a closer backup [5]. 

 Finally, cloud computing offers a very convenient way for automatic software updates, cloud-based applications automatically update themselves instead of needing IT staff to manually update which frees up both time and money. 




Although there are many benefits to cloud computing, there are also some drawbacks that can have a real effect on a company / organisation. Cloud computing are Internet based which naturally opens them up to a lot of downtime issues, for example, an outage on Amazon Web Services in 2017 cost publicly traded companies up to $150 million all because of a typo [6]. Of course, these issues are not very frequent however, when they do arise, they can cost a lot of money as certain areas of a company will not be able to operate depending on how much the organisation is dependent on cloud computing. Another drawback to cloud computing would be vulnerability to attack because cloud computing is built as a public service, it is quite easy to gain access as no one at a cloud vendor checks administration skills before giving access to an account as it would be impossible to keep track of the users who are authorized for access.


[bookmark: _Toc66384229]4.4.	Terminologies and their purposes

Firewall

A Firewall is a network security device that is used to monitor incoming and outgoing network traffic. Firewalls are also used to block or permit data packets based on a pre-defined set of rules by the administrator.  The purpose of a firewall is to be a barrier between internal network traffic and incoming external traffic (Internet) to block malicious traffic such as viruses. 
The firewall works by using security rules set by the administrators to guard traffic at ports. Ports allow information from external devices to be filtered to reach a specific area in the system e.g., IP address 172.11.2.5 can reach 172.11.1.5 on port 4. There are also a few other firewalls that can be used such as Proxy firewalls, Network address translation (NAT) firewalls etc…
Windows firewalls is automatically installed onto your PC when you install windows, and it is a stateful firewall. You can manually block specific programs by using windows firewall whether that is for security reasons or personal reasons. Windows firewall allows easy disabling so if you wanted to use your own preferred anti-virus such as McAfee or Norton etc….
Linux firewalls are a bit different to windows firewalls as they are not that convenient to use compared to the windows alternative. The firewall that comes with Linux is built into the kernel itself however, there are firewall distros you can install to help such as IPFire, OPNsense, pfSense etc… These help you set up a fully dedicated firewall easily and save you having to set one up from scratch.

Server management

Server management is having control of servers to perform tasks such as server maintenance, administrative operations, server monitoring etc… It is important to ensure server infrastructure and performance is monitored regularly using various tools available in order to make sure the servers can operate at peak performance. 
Server management cane be broken up to two main categories, software and hardware. When it comes to hardware, it covers the essential parts of server hardware such as the CPU, RAM, Hard drive etc… these are crucial parts of a server that need to be maintained otherwise business productivity would be affected. When it comes to software, there are two main points that need to be considered, these are security and backups. Security is very important as you need to ensure you are keeping all software up to date to avoid any hackers finding exploits to gain access to the systems. Backups are very important as losing data would be disastrous. 
Linux and windows both have different ways of server management where windows server management do not have a steep learning curve and is commonly GUI based however, server core is different and runs stripped of its features such as GUI and instead only includes essential features that are necessary to run the core network. Linux server management is quite different to windows server management as it runs entirely off code as there is no GUI and has a very steep learning curve. Server management can be done “on the fly” on Linux meaning the server would not need to restart after changes were made which is impossible on any windows server. 
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