9 Ensuring integrity
Task 1
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Description automatically generated]
Why are there no cracked passwords?
	No attempts have been made
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Description automatically generated]
There are cracked passwords, list them
· Password1
· 12345
· 123456
· Password
· Password

Task 2
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Description automatically generated]
Verify
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Description automatically generated]
Response signature
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Description automatically generated]
Verify
[image: Shape, rectangle

Description automatically generated]

Next signature
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Description automatically generated]
Verify
[image: A picture containing shape, rectangle

Description automatically generated]

Make your own
	Public key
	bd91d30411c4048358f094867ce6d76963dcfa95896004f59eb240e25eaf6605e5a024ce590a6707
58630d7dfdccdf4bba8c7601a98a682a6b6562f518234a6d49ac23823e6b1dd67809bd6ba54b8d8f
abf6c110570f61e17d24515cd0c9244cbe0fbf1f9287d1d775cf932a0c80a8eb0ac8e6d702ab914e
c2a99264c7e2b0d9

	Private key
	1bfffdfb0be4b805ee8d1a6302efd5c16b4ea8748de5f0d596ab1d8a5211f62fc8caeea4cbe20d75
b8486925c2e70fd44fa98f848f56322c91d057dd7bc33aaac8a5c2598ded4e2a56828b5a60ee5f11
e7b2dac88a5d51c2bb184c1f20a2ddd6c27d457d20dcc8c2dde65b4430d9678a8c05a913e77d53ba
b64048f5ed560d01

	Personal digital signature
	0x5c 0xc8 0xd2 0x7e 0x07 0xea 0x9f 0xea 0x4d 0x22 0xc0 0x73 0x21 0x7d 0x1e 0x1d 0x25 0x1d 0x78 0xdb 0x03 0xa3 0x7e 0xaf 0x0e 0x99 0x24 0xdb 0x51 0x9b 0x5b 0xf6 0x80 0x62 0x34 0xf1 0xa9 0x8c 0x58 0x9e 0xc1 0x28 0xf0 0x84 0xde 0xdd 0xbc 0x1b 0xfc 0x74 0x8c 0xab 0x38 0xd3 0x55 0x17 0xae 0x1e 0xb6 0x9d 0xfa 0x21 0x91 0x89 0xeb 0x5c 0xff 0x15 0x46 0xe3 0xf9 0x83 0xcb 0x4a 0xc6 0xac 0xc5 0x7d 0x4f 0x6a 0x8b 0xa4 0x12 0x7c 0xbb 0xc7 0x8b 0x8c 0x39 0x5f 0x4e 0x24 0x1f 0x2f 0xb7 0xe3 0xeb 0xee 0x32 0x04 0x30 0x3c 0xa5 0x5b 0x76 0xa3 0x5c 0x78 0x5f 0x0d 0xd5 0x29 0xd5 0x09 0x24 0x23 0x2d 0x9e 0xc0 0xdd 0xb6 0x10 0x06 0x8e 0xa8 0x43 0x38 0x98

	Personal digital signature
2
	0x64 0x7e 0xec 0x81 0x0c 0xa6 0x39 0x05 0x3c 0x11 0xa5 0x05 0x75 0x48 0x77 0x14 0x24 0x35 0x16 0x5e 0x1c 0x14 0x8e 0xbd 0xd7 0xee 0xbd 0x21 0xb4 0xf8 0xad 0x5c 0x94 0x27 0x32 0xc7 0xee 0xc9 0xa5 0x04 0xc3 0xbb 0x4b 0x91 0x1c 0xe5 0x41 0x5c 0xc4 0x8a 0x68 0xea 0xc9 0xb6 0x8c 0xf2 0xcc 0xd7 0xd1 0xde 0xb0 0xea 0x2e 0x38 0x68 0xab 0x08 0xc9 0x1b 0x63 0xc2 0xe3 0x54 0xe8 0xb6 0xf0 0x8a 0x7d 0xa0 0x4f 0x50 0xba 0xef 0xd1 0xd8 0x36 0x0a 0x8d 0x64 0xf4 0x04 0x2b 0x80 0xe5 0x2d 0x82 0x44 0x63 0xe0 0x25 0xfa 0x41 0x86 0x72 0x4b 0xc9 0x20 0xfc 0x9f 0xe0 0xea 0x47 0x29 0x53 0x2b 0x6b 0xb7 0xb4 0xe1 0x5e 0x49 0x73 0x47 0x63 0xc7 0x3d 0x3d 0xea



Lab partner signature
What shows up in the text box?
	Robert Jamieson
image6.tmp
BOB





image7.tmp
Directions are at the bottom
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Nitheesh Murugan 101





image1.tmp
/Downloads$ cd john-1.8.6/run
/Downloads/john-1.8.0/run$ sudo ./unshadow /etc/passwd /etc/shadow

cisco@ubuntu
cisco@ubuntu:
> mypasswd
[sudo] password for cisco:
cisco@ubuntu:~/Downloads/john-1.8.0/run$ ./john --show mypasswd
© password hashes cracked, 6 left
cisco@ubuntu:~/Downloads/john-1.8.0/run$ [l





image2.tmp
cisco@ubuntu:~/Downloads/john-1.8.6/run$ ./john --wordlist=password.lst --rules
mypasswd --format=crypt

Loaded 6 password hashes with 6 different salts (crypt, generic crypt(3) [2/64])
Press 'q' or Ctrl-C to abort, almost any other key for status

passwordi (Eric)
12345 (Bob)

123456 (Alice)
password (cisco)

iassword (Eve)




image3.tmp
d94d889e88853dd89769a18015a0a2e6b82b356Fe14F251Fbaf5e2dfOd9F9a94a68a30c428b3%
3362fb3779a497eceaca371007264d7fb9IFb1a97fb621133deS5Fdcbobladed7a31b379216d7925
2f5¢527b9bc63d83d4ecAd1da5chbTB43e8474babc655e9bb6799chba77ad7eafa838296474afc24b
eb9c825b73ebf549

10001

47b9cFde843176b88741d68c F096952950813151058ce462b048791a26e507a1095793c12bacle
09d82213ad9326928cF7¢2350acb19c9819d32d577d666cd7bb8b2bSba629d25ccf72a5ceb8asda
03890684dcdblfe677dffb2c029d8926318eede1b58272af22bda5c5232be066839398242F5352
df58848adad1lal
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RSA Encryptor/Decryptor/Key Generator/Cracker

Directions are at the bottom.
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J2ROTCN 10001

Exponent
(hexadecimal):

e\ E Tl 4769 Fde843176b88741d68C F096952950813151058ed672b048791a26250721095793c12baele
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Directions are at the bottom
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