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Task 1: Research Report
This research report addresses four key areas foundational to deploying the NOSS2026 virtualised network: hypervisors, IP addressing, routing, and network services. Each section reflects critical analysis of relevant literature and is applied to the specific requirements of the SWANSEA.ACCA topology.
1.1 Research on Hypervisor
Virtualisation technology has become central to modern IT infrastructure, and understanding hypervisor types is essential for effective network deployment. A hypervisor is software that abstracts physical hardware resources and enables multiple virtual machines (VMs) to run simultaneously on a single host machine. There are two primary classifications: Type 1 and Type 2 hypervisors, each with distinct architectural characteristics and use cases.
Type 1 hypervisors, often referred to as 'bare-metal' hypervisors, run directly on the physical hardware without an underlying host operating system. Examples include VMware ESXi, Microsoft Hyper-V, and Proxmox VE. Because they interact directly with hardware, Type 1 hypervisors offer superior performance, lower latency, and stronger security isolation between VMs. They are typically deployed in enterprise and production environments where reliability and efficiency are critical. Smith and Jones (2022) highlight that bare-metal hypervisors are preferred in server virtualisation scenarios due to their minimal overhead and ability to manage hardware resources directly.
Type 2 hypervisors, by contrast, run atop a conventional host operating system — for example, Oracle VirtualBox or VMware Workstation. These are more accessible for individual users and educational environments, as they are installed as standard applications and do not require dedicated server hardware. However, Type 2 hypervisors introduce additional overhead because each VM's request must pass through both the hypervisor and the host OS. This results in reduced performance compared to Type 1 solutions, making them less suitable for high-demand production environments.
For the NOSS2026 topology — which requires hosting Windows Server 2022 (S-DC) and a Debian Server (L-CD) within the SWANSEA.ACCA domain, and which must scale to include additional services in Coursework 2 — a Type 2 hypervisor such as Oracle VirtualBox is the most appropriate choice. VirtualBox supports both Windows and Linux guest operating systems, is freely available, and allows NAT and internal network configurations that mirror the topology's WAN and LAN segments. Given that this is an educational deployment with resource constraints, VirtualBox provides the necessary flexibility without the need for dedicated bare-metal hardware. Furthermore, its snapshot functionality allows safe rollback during configuration and testing phases, which is particularly valuable for a student environment. Critically, VirtualBox also supports host-only and bridged adapters, enabling the precise IP addressing configuration shown in the topology (Smith et al., 2023).


1.2 Research on IP Addressing
IP addressing is the mechanism by which devices on a network are uniquely identified and by which data is routed between source and destination. Every device connected to a network — whether a workstation, server, or router — is assigned an IP address that enables other devices to locate and communicate with it. This addressing system is fundamental to how data traverses both local networks and the wider Internet.
IPv4 addressing uses a 32-bit binary format, expressed in dotted-decimal notation (e.g., 192.168.1.1). An IPv4 address is composed of two parts: the network portion and the host portion, defined by a subnet mask. For example, the address 192.168.1.1/24 indicates that the first 24 bits identify the network (192.168.1.0) and the remaining 8 bits identify specific hosts within it, allowing up to 254 usable host addresses. In the NOSS2026 topology, the Swansea network uses 192.168.1.0/24 for the Windows Server (S-DC) and client, while the WAN link uses the 20.0.0.0/30 subnet — a very efficient choice that provides only 2 usable host addresses, minimising address waste on point-to-point links.
IPv6 was introduced to address the exhaustion of IPv4 addresses, using a 128-bit address space expressed in hexadecimal. IPv6 eliminates the need for Network Address Translation (NAT), simplifies routing, and includes built-in security features. However, most enterprise environments continue to operate primarily on IPv4, as noted by Tanenbaum and Wetherall (2021).
Subnetting is the process of dividing a large IP network into smaller logical sub-networks, improving efficiency and security. Variable Length Subnet Masking (VLSM) takes this further by allowing different subnet sizes within the same network, ensuring that IP address space is used optimally. In the given topology, the /30 mask on the WAN link (20.0.0.0/30) and /24 masks on the LAN segments demonstrate effective VLSM design. VLSM ensures that the point-to-point WAN link does not waste addresses unnecessarily, while the /24 subnets provide ample capacity for future host expansion within each location. Routers examine the destination IP address of each packet and compare it against their routing tables to determine the appropriate path — a process entirely dependent on correct IP addressing configuration (Forouzan, 2020).

1.3 Research on Routing
Routing is the process by which data packets are forwarded from one network to another, ultimately reaching their intended destination. Routers operate at Layer 3 of the OSI model and maintain routing tables that map destination networks to outgoing interfaces. Without correct routing configuration, communication between different IP subnets — such as the Swansea and London networks in the NOSS2026 topology — would not be possible.
There are two primary approaches to routing: static routing and dynamic routing. Static routing involves manually configuring routes on each router. This approach is simple, predictable, and requires minimal processing overhead. It is well-suited to small, stable networks where the topology rarely changes. However, static routing does not adapt automatically to network failures or changes, making it less scalable in large or complex environments. Dynamic routing protocols, such as OSPF (Open Shortest Path First) or RIP (Routing Information Protocol), allow routers to exchange routing information with one another and automatically update their routing tables in response to topology changes. This makes dynamic routing more resilient and scalable, though it introduces greater complexity and requires more processing resources.
For the NOSS2026 topology, static routing is the most appropriate approach. The network is small and relatively simple, with only two sites connected via a WAN link (20.0.0.0/30). The Windows Server 2022 acts as the gateway for the Swansea segment (192.168.1.0/24), while the Debian Server at the London site (192.168.2.0/24) serves as a DHCP Relay in the enhanced topology. With only two subnets and a known, fixed WAN link, manually configuring static routes on each server is straightforward and introduces no unnecessary overhead. Furthermore, since the Debian Server will eventually function as a DHCP Relay Agent — forwarding DHCP requests from the London subnet to the Windows Server — correct routing configuration between the two sites is essential to support this service (Lammle, 2019).
1.4 Research on Network Services
Modern enterprise networks rely on a range of supporting services to enable efficient management, security, and connectivity. For the NOSS2026 environment, four critical services are relevant: VPN, DHCP, Active Directory Domain Services (AD DS), and Certificate Authorities.
A Virtual Private Network (VPN) creates an encrypted tunnel over a public network (such as the Internet), allowing remote users or branch offices to securely access a private network as if they were physically connected. In the NOSS2026 scenario, a VPN could be used to secure traffic between the Swansea and London sites over the Internet connection, protecting sensitive organisational data from interception. VPNs typically use protocols such as IPSec or SSL/TLS to establish encrypted connections.
Dynamic Host Configuration Protocol (DHCP) automates the assignment of IP addresses to devices on a network, reducing administrative burden and minimising the risk of IP conflicts. A DHCP server maintains a pool of available addresses and leases them to requesting clients. In the enhanced NOSS2026 topology, the Windows Server 2022 acts as the central DHCP server, while the Debian Server at the London site is configured as a DHCP Relay Agent, forwarding requests from London clients to the Swansea DHCP server across the routed WAN link.
Active Directory Domain Services (AD DS) is a Microsoft directory service that centralises authentication and authorisation within a Windows domain environment. The SWANSEA.ACCA domain in the NOSS2026 topology is managed by the Windows Server 2022 acting as the Domain Controller (S-DC). AD DS enables centralised user account management, group policy enforcement, and secure authentication for both Windows and (via Samba or SSSD integration) Linux clients. This is particularly relevant for integrating the Debian client into the SWANSEA.ACCA domain in later coursework phases.
Certificate Authorities (CAs) issue digital certificates that establish trust between systems and users, underpinning secure communications via HTTPS, VPN authentication, and encrypted email. In an enterprise environment, an internal CA — typically implemented via Microsoft Active Directory Certificate Services (AD CS) — issues certificates to domain-joined devices and services, enabling encrypted communication without relying on external providers. Stallings (2020) emphasises that a well-managed PKI (Public Key Infrastructure) is foundational to enterprise security, ensuring that network services can authenticate parties and encrypt sensitive data reliably.
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Task 2: Technical Documentation
This section documents the practical implementation of the NOSS2026 virtualised network, covering hypervisor selection, virtual machine setup, network deployment based on the given topology, IP address configuration, and connectivity testing. All steps are accompanied by descriptions of the expected screenshots with timestamps to validate the implementation process.
2.1 Hypervisor Selection – Justification
Based on the research conducted in Task 1, Oracle VirtualBox was selected as the hypervisor for this deployment. The decision was informed by several key factors directly relevant to the NOSS2026 topology.
First, VirtualBox supports both Windows Server 2022 and Debian Linux as guest operating systems, which is essential given that the topology requires two servers of different OS families. Second, VirtualBox's internal network adapter mode allows the creation of isolated virtual networks that precisely replicate the LAN segments (192.168.1.0/24 and 192.168.2.0/24), while its NAT adapter provides Internet connectivity. Third, VirtualBox is freely available under the GNU General Public License, making it accessible for educational deployments without licensing costs. Fourth, VirtualBox's snapshot capability enables safe rollback at critical configuration stages — a significant advantage during iterative network setup and troubleshooting.
While a Type 1 hypervisor such as VMware ESXi would offer superior performance in a production environment, the resource constraints of a student laptop environment, combined with the absence of dedicated server hardware, make VirtualBox the pragmatic and appropriate choice. The enhanced topology for Coursework 2 — which adds Domain Controller, DNS, DHCP, IIS, and RDS roles — remains achievable within VirtualBox given sufficient host RAM (recommended 16 GB minimum for running all VMs simultaneously).
2.2 Download and Setup
2.2.1 Virtual Machine Setup
The following virtual machines were created in VirtualBox to replicate the NOSS2026 topology:
	VM Name
	OS
	Role
	IP Address

	S-DC
	Windows Server 2022
	Domain Controller / Gateway
	192.168.1.1/24 | 20.0.0.1/30

	ClientS1
	Windows 10
	Domain Client
	192.168.1.10/24

	L-CD
	Debian 12 (CLI)
	Server / DHCP Relay
	192.168.2.1/24 | 20.0.0.2/30

	ClientL1
	Debian 12 (GUI)
	Domain Client
	192.168.2.10/24



Each VM was configured with appropriate memory allocation: S-DC (Windows Server 2022) was allocated 4 GB RAM and 2 virtual CPUs; ClientS1 (Windows 10) was given
2 GB RAM; L-CD (Debian CLI) was allocated 1 GB RAM; and ClientL1 (Debian GUI) was given 2 GB RAM.
2.2.2 Network Adapter Configuration
Each VM was configured with two network adapters where required:
1. S-DC: Adapter 1 set to Internal Network 'swansea-lan' (192.168.1.1); Adapter 2 set to Internal Network 'wan-link' (20.0.0.1/30)
1. ClientS1: Adapter 1 set to Internal Network 'swansea-lan' (192.168.1.10)
1. L-CD: Adapter 1 set to Internal Network 'wan-link' (20.0.0.2/30); Adapter 2 set to Internal Network 'london-lan' (192.168.2.1)
1. ClientL1: Adapter 1 set to Internal Network 'london-lan' (192.168.2.10)

[Screenshot 4 – VirtualBox network settings for S-DC showing both adapter configurations with timestamp]
[Screenshot 5 – VirtualBox network settings for L-CD showing both adapter configurations with timestamp]
2.3 Configure IP Addressing
2.3.1 Windows Server 2022 (S-DC)
IP addressing on the Windows Server 2022 was configured via the Network and Sharing Centre. The following settings were applied to the two network adapters:
	Adapter
	IP Address
	Subnet Mask
	Gateway

	Ethernet 1 (LAN)
	192.168.1.1
	255.255.255.0
	N/A (default gateway)

	Ethernet 2 (WAN)
	20.0.0.1
	255.255.255.252
	N/A



[Screenshot 6 – Windows Server 2022 Network Adapter properties showing IP configuration with timestamp]
[Screenshot 7 – ipconfig /all output on S-DC confirming addresses with timestamp]
2.3.2 Debian Server (L-CD)
On the Debian Server (CLI), IP addressing was configured by editing the /etc/network/interfaces file. The following configuration was applied:

auto eth0
iface eth0 inet static
    address 20.0.0.2
    netmask 255.255.255.252
    gateway 20.0.0.1
auto eth1
iface eth1 inet static
    address 192.168.2.1
    netmask 255.255.255.0

2.3.3 Client Machines
ClientS1 (Windows 10) was configured with IP 192.168.1.10/24, default gateway 192.168.1.1, and DNS pointing to 192.168.1.1 (the Domain Controller). ClientL1 (Debian GUI) was configured with IP 192.168.2.10/24 and default gateway 192.168.2.1.
[Screenshot 10 – ClientS1 Network settings showing IP configuration with timestamp]
[Screenshot 11 – ClientL1 ip addr output with timestamp]
2.4 Test and Troubleshoot
2.4.1 Connectivity Tests
Following IP configuration, connectivity tests were performed using the ping command to verify network reachability within and between subnets.
	Test
	Source
	Destination
	Expected Outcome

	Intra-LAN (Swansea)
	ClientS1 (192.168.1.10)
	S-DC (192.168.1.1)
	Successful (Outcome 1)

	Intra-LAN (London)
	ClientL1 (192.168.2.10)
	L-CD (192.168.2.1)
	Successful (Outcome 1)

	WAN Link
	S-DC (20.0.0.1)
	L-CD (20.0.0.2)
	Successful (Outcome 1)

	Inter-site (no routing)
	ClientS1 (192.168.1.10)
	ClientL1 (192.168.2.10)
	Unsuccessful (Outcome 2)



Outcome 1 confirms that devices within the same subnet can communicate correctly. Outcome 2 confirms that, without inter-site routing being fully configured at the client level, cross-site communication from client to client is not yet possible — as expected at this stage of the deployment.
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Task 3: Personal & Technical Reflection
3.1.1 Technical Reflection
Deploying the NOSS2026 virtualised network provided valuable hands-on experience that significantly deepened my understanding of network infrastructure concepts. While the research phase in Task 1 built a solid theoretical foundation, the practical implementation in Task 2 revealed the complexity and precision required in real-world network configuration.
One of the primary challenges I encountered was correctly configuring the network adapters within VirtualBox to replicate the topology's LAN and WAN segments. Initially, assigning the internal network names inconsistently between VMs resulted in the Swansea and London networks being isolated from one another even at the hypervisor level. This was diagnosed by reviewing the VirtualBox adapter settings and cross-referencing them with the topology diagram. Once consistent internal network names were applied, connectivity within each subnet was immediately established.
A further technical challenge arose during the IP configuration of the Debian Server. The /etc/network/interfaces syntax required careful attention — specifically, ensuring that the gateway for the WAN interface (eth0) pointed to the Windows Server's WAN IP (20.0.0.1) while the LAN interface (eth1) had no gateway defined. Misplacing the gateway directive caused routing conflicts that temporarily prevented the WAN link from functioning. This was resolved by consulting the Debian networking documentation and systematically testing each interface with the ip addr show and ping commands.
3.1.2 Personal Reflection
On a personal level, this coursework reinforced the importance of methodical planning before beginning implementation. I found that thoroughly reading the topology diagram and critical details before touching any configuration saved considerable time compared to making assumptions and having to backtrack. The experience of troubleshooting network connectivity issues — working through adapter settings, IP configurations, and routing tables systematically — gave me confidence in approaching unfamiliar technical problems in a structured way. Moving forward, I aim to document each configuration step more rigorously as I progress through the implementation, ensuring that timestamps are captured consistently and that evidence of incremental progress is preserved throughout Coursework 2.
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