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[bookmark: _Toc83668508]Task One: Utilising ARP and Routing Tables
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[bookmark: _Toc83668514]Figure 1
The user has produced an ARP table using the command prompt of the PC. 
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[bookmark: _Toc83668515]Figure 2
Figure 2 shows the IPv4 Route Table. 

[bookmark: _Toc83668509]Task Two: Deploy core services (FTP Server) 
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[bookmark: _Toc83668516]Figure 3
Server 2 dashboard showing the user adding Roles and Features as previously done in Server 1. 
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[bookmark: _Toc83668518]Figure 5
Selecting the installation type within the Add Roles and Features page on the Server Manager Dashboard. 
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[bookmark: _Toc83668519]Figure 6
Selecting the Server required to make the additional changes too. The image itself also shows the IP address linked to this server. 
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Figure 7 and 8 shows that the user has added the Web Server (IIS) as a feature to the Server. 
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The user has chosen the following Role Services to be enabled: 
· Performance
· Static Content Compression
· Security 
· Request Filtering
· FTP Server
· FTP Service
· Management Tools
· IIS Management Console
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[bookmark: _Toc83668523]Figure 10
While the installation process is taking place, the dashboard allows the user to see an overview of their previous choices. 
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Right click ‘Tools’, then ‘Computer Management’.
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Adding a New User to the Local Users and Groups Folder.
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Creating the user, and allocating a secure password. 
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The user will make changes in the Internet Information Service (IIS) Manager. 
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An FTP Site is going to be added to the WIN-2K2DA834P83 Server. 
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The FTP Site Information Name and Physical Path is required. 
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[bookmark: _Toc83668530]Figure 17
The user has selected ‘All Unassigned’ IP addresses and Port 21, with no SSL for the Binding and SSL Settings page. 
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Basic Authentication for specified users has been selected. These users will only have Read and Write permissions. 
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[bookmark: _Toc83668533]Figure 20
A Banner message has been input for the first FTP Site. 
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Editing the properties of the ftproot folder in the Local Disk (C:) Drive. 
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Creating a new folder within the ‘ftproot’ folder.

On Client 2 VM: 
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[bookmark: _Toc83668536]Figure 23
The user has created a new folder within the Local Disk (C:) Drive on the Client 2 machine. 
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Within that folder, now called FTPFiles, she has created a text document. 
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The text document created has been called ‘ftpfile2upload.txt’. 
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[bookmark: _Toc83668539]Figure 26
The client 2 machine, which has an IP of 192.168.101.1 now has the Local Directory in the following file path C:\FTPFiles. The command prompt in Figure 26 gives the user this information. 

[bookmark: _Toc83668510]Task Three: Installing and Configuring the Routing and Remote Access Service
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Installing more Role-based or Feature-based add-ons. 
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The user has selected a different server from before, this server is called DC1-NWT.nwtraders.msft. 
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The server roles that she is choosing to install herself are:
· Active Directory Domain Service (Installed)
· DNS Server (Installed)
· Remote Access
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DirectAccess and VPN (RAS) has been selected under role services. 
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An overview of the installation progress. 

[image: ]
[bookmark: _Toc83668546]Figure 33
Here the user is going to configure and enable Routing and Remote Access on the selected server from Figure 29. 
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A custom configuration will be used. 
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LAN Routing has been selected as one of the services to be enabled. 
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Once completed, the user has the option to start the service. 
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The Green arrow next to the DC1-NWT Server Status in Figure 37, shows that the Server is running. 
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A new IPv4 protocol will be created. 
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A new interface will be created within the IPv4 settings. 
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[bookmark: _Toc83668554]Figure 41
The user has used the command prompt to show Server 1 pinging Server 2 on it's PublicNet IP. The command prompt shows that there were 4 packets sent, and 4 packets received meaning the Ping between the two servers was successful and they can communicate with each other. 
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The user is unable to ping from Client 1 as this function has been restricted. 
The author realised she was pinging from the restricted account and when she changed the account to the Admin one, it worked successfully. 











[bookmark: _Toc83668511]Task Four: IP Packet Filtering
[bookmark: _Toc83668512]Filter One: Stopping ‘anyone’ in PrivateNet 1 from Pinging the Router Firewall Service
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Accessing the Routing and Remote Access settings so the user can alter the settings to prevent ‘anyone’ in PrivateNet1from pinging the Router Firewall Service. 
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Editing the properties of PrivateNet1 to make the necessary changes. 
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Adding an IP Filter within PrivateNet1. Adding ICMP to the protocol. 
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Inbound Filters from the PrivateNet1 Network. 
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[bookmark: _Toc83668560]Figure 47
On the Client 1 Virtual Machine, the user has performed a Ping request using the command prompt as before. The ‘ping’ request has failed due to the restrictions that she has just put in place. 
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The Ping request has also failed on the Client 2 machine.  
[bookmark: _Toc83668513]Filter Two: Restrict Access to FTP Service running on Server 2 to only hosts in PrivateNet2. 

[image: ]
[bookmark: _Toc83668562]Figure 49
The user has added in a restriction for the FTP Port, 21, to be disabled on Server 2 for only hosts within PrivateNet2. 
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[bookmark: _Toc83668563]Figure 50
An overview of the Outbound Filters that the user has just put in place. 
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Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ping 192.168.1.161

Pinging 192.168.1.161 with 32 bytes of data:
Reply from 192.168.1.161: bytes=32 time<ims
Reply from bytes=32 timecims
Reply from bytes=32 timecims
Reply from 192.168.1.161: bytes=32 time<ims

Ping statistics for 192.168.1.10:
Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-second
Minimum = @ms, Maximum - ems, Average = 6ms

C:\Users\Administrator>
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[
C: \Users\Client1>ping 192.168.166.1

Pinging 192.168.100.1 with 32 bytes of data:
Request timed out.
Request timed out.
Request timed out.
Request timed out.

ping statistics for 192.168.100.1:
Packets: Sent = 4, Received = O, Lost = 4 (106% loss),

C:\Users\Client1>
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: transmit failed. General failure.
transmit failed. General failure.
transmit failed. General failure.
: transmit failed. General failure.

statistics for 192.168.101.
Packets: Sent = 4, Received

4 (106% loss),

IC:\Users\Client1>
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Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\Administrator>ARP -A

Interface: 192.168.1.160 --- 6xS
Internet Address Physical Address Type
192.168.1.255 FE-FE-FE-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static

Interface: 192.168.100.1 --- 6x6
Internet Address Physical Address Type
192.168.160.255 FE-FE-FE-FE-FF-FF  static
224.0.6.22 01-00-50-00-00-16  static
224.0.6.251 01-00-50-00-00-fb  static
224.0.6.252 01-00-5-00-00-fc  static

C:\Users\Administrators,
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dministr stem32\cmd.o

C:\Users\Administratorsroute print

Interface List

08 00 27 81 d2 ca ......Intel(R) PRO/1006 MT Desktop Adapter

08 00 27 be 01 34 ......Intel(R) PRO/1606 MT Desktop Adapter #2
Software Loopback Interface 1

IPv4 Route Table

Active Routes

Network Destination Netmask Gateway Interface Metric
127.0.6.0 255.0.6.0 on-link 127.0.6.1 331
127.0.6.1 255.255.255.255 on-link 127.0.6.1 331

127.255.255.255  255.255.255.255 on-link 127.0.6.1 331
192.168.1.6  255.255.255.0 on-link  192.168.1.16 281
192.168.1.100 255.255.255.255 on-link  192.168.1.16 281
192.168.1.255 255.255.255.255 on-link  192.168.1.16 281
192.168.160.6  255.255.255.0 on-link  192.168.160.1 281
192.168.160.1 255.255.255.255 on-link  192.168.160.1 281
192.168.160.255 255.255.255.255 on-link  192.168.160.1 281
224.0.6.0 240.0.6.0 on-link 127.0.6.1 331
224.0.6.0 246.0.6.0 on-link  192.168.1.106 281
224.0.6.0 240.0.6.0 on-link  192.168.160.1 281
255.255.255.255  255.255.255.255 on-link 127.0.6.1 331
255.255.255.255  255.255.255.255 on-link  192.168.1.106 281
255.255.255.255  255.255.255.255 on-link  192.168.160.1 281

Persistent Route:
None.

IPv6 Route Table

Active Routes

If Metric Network Destination Gateway
1 33 on-link
5 281 on-link
6 281 on-link
5 281 fe80::6c3c:es8c:adec:ds7/128

on-link

6 281 fe8e::e5d7:6719:9856:7283/128
on-link
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