Assignment 1 – Task1a

There are some essential skills are needed to help with study and employability which will be covered in this task. 

Academic skills can be a range of skills from problem solving and critical thinking to problem solving and collaboration. Copilot [1] states that research and analysis, report writing and project management all help with academic study and especially in cybersecurity. Arxiv [2] has found that project management and communication skills are the most important soft skills when it comes to becoming a security professional. 
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Fig.1 Academic Skills

Employability skills are helpful when it comes to progressing in your career as they will show employers why you would be a good fit for the company. Some skills which are highly desirable and important for a developing career would be reliability, innovation and efficiency [3]. Technical skills and soft skills both play role in improving a person's employability with soft skills being more generic like problem solving and teamwork and technical skills being more specialised towards a cybersecurity career with things like incident response and forensic analysis.
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Fig.2 Essential Skills for Cybersecurity Professionals

Assignment 1 – Task1b
Siri is an AI assistant that is baked into the IOS system and can be communicated with using voice or chat commands [4]. Copilot is the similar to Siri but for Microsoft products and can be integrated into office365 with things like PowerPoint, outlook and excel to help the user perform different tasks within those products [5]. ChatGPT is another popular AI assistant which can be used for general writing or reasoning, helping users’ draft documents or translate text [6]. Amazons Alexa is a more unique kind of assistant as it uses physical devices which respond to voice commands to display and respond with information [7]. Similar to ChatGPT, Claude is a tool that helps in general writing but also is an industry leader in problem solving in a range of things like bug finding in code or summarising research [8]. Google Gemini is the google equivalent of copilot and can be integrated into almost all google services like Gmail, sheets and docs. It can also be used for everyday use with things like answering questions, analysing pictures and helping with decisions [9].
I would use ChatGPT to help me with configuring hardware like routers and switches to help me with my networking career path.
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When I uploaded the document to Turnitin I got a similarity score of 26% however, this was all from my reference list being used by either other students or other articles who used the same references that I did. The main body of my document had no similarity to any other piece of information.
	
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills

	
	

	Using the IEEE standard for referencing, the student has provided multiple different sources that they have used to gather information. However, the student hasn’t used much of a range of sources with most being online articles instead of e-books or journals.
	20
	15

	
	
	

	2. Knowledge and Understanding Skills

	
	

	The student has proven that they have knowledge of referencing and information gathering. They also show understanding of the different skills that are helpful to study and employability. More content might be needed though as the information provided is too short
	20
	13

	
	
	

	3. Cognitive and Intellectual Skills

	
	

	The student has used outside sources to gather information and correctly referenced the sources.
	20
	18

	
	
	

	4. Practical Application Skills

	
	

	The student has used sufficient prompts to use an LLM to produce answers in line with their job role. However the prompts that they have written are short and concise and do not provide all of the details that the AI might need to format a proper response. 
	20
	13

	
	
	

	5. Transferable Skills for Life and Professional Practice
	
	

	The student has structured the answer to the task well and provided images which help to support their arguments and provide a visual for the answers they are giving
	20
	15



I would award this student 74/100 as there is needed improvements like a wider range of references and better prompt writing for the AI but the structure and content of the document is well done and concise.
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Can you also tell me how to configure portsafe and stp on
the router

Ifyou mean PortFast and STP, those are switch features rather than router features. You
configure them on the Cisco switch ports connected to end devices.

PortFast

For a port connected directly to a PC, server, printer, etc.

configure terminal

interface GigabitEtherneto/1
spanning-tree portfast
end

PortFast makes the port transition to forwarding quickly instead of going through the
normal ST listeninglearning process.

BPDU Guard — recommended with PortFast
For end-device ports, Id normally enable BPDU Guard as welt

configure terminal

interface GigabitEtherneto/1
spanning-tree portfast
spanning-tree bpduguard enable
end

This protects against someone connecting another switch to that port. If BPDUs are
received, the port vill be placed into an eror-disabled state.

Enable STP

TP is normally enabled by default on Cisco switches. You can explicity select the STP
mode, for example Rapid PVST+:

configure terminal
spanning-tree mode rapid-pust
end
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Could you help enable ospf protocol on a router

Absolutely. | can walk you through it

If you tell me the router vendor/model or O (for example, Cisco 105, Cisco 10S-XE,
Juniper Junos, MikroTik, Huawei,etc) and the networks/interfaces you want OSPF to
advertis

, | can give you the exact commands.

For example, on a Cisco 105/10S-XE router, 2 basic OSPF setup looks like:

enable
configure terminal

router ospf 1
router-id 1.1.1.1

netuork 10.0.0.0 0.0.0.255 area @
netuork 192.168.1.0 0.9.0.255 area @

end
write memory

Then verify it wth:

show ip ospf neighbor
show ip ospf
show ip route ospf

Ifyou give me your router type, interface IPs, and which interfaces should participate in
OSPF, | can build the configuration for your exact topology.
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Can you tell me how to configure a cisco router to have a
default static route to an isp at ip address 203.0.15.5

Yes. On a Cisco I0S/I0S-XE router, assuming 203.0.15.5 is the ISP next-hop IP, the default
static route is:

o
configure terminal
ip route 0.0.0.0 0.0.0.0 203.0.15.5
end
Then verify it with:
o
show ip route
You should see something similar to:
o

S* 0.0.0.0/0 [1/0] via 203.0.15.5

You can also test the next hop:

ping 203.0.15.5




