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[bookmark: _Toc7345607]Abstract
Asymmetric cryptography is computationally costly, and the performance is affected due to the complex mathematics involved. Research has shown that the security of the RSA algorithm is based upon calculating the factors of large prime numbers is problematic and requires an immense amount of computing power, it also shows that as the key size length grows so does the time complexity of this algorithm increase. This study applies the RSA algorithm and identifies the time complexity of an RSA implementation and compare it amongst other work within the field, primarily observing what happens as the key size length increases and its effect. Developing on existing work within this area, how reliable and future-proof is this algorithm and what external factors may hinder this algorithms vulnerability?
Tests were applied to acquire the data necessary to make a quantitative conclusion, the tests were with participating machines that executed this implementation numerous times which provided an average time for each operation with manipulated variables to measure time complexity amongst different machines to compare. Evaluation of the data gathered demonstrated that an increase in key size length does affect the time complexity of the algorithm across all machines tested. The data evaluated has proven that as variables within this implementation are manipulated, the overall performance of the algorithm becomes impinged. On this premise, it is recommended that external implementations that are widely recognised should be applied for performance and security reasons so that when the key size length grows, the performance it is not impacted as much. Further research is recommended to distinguish additional factors which could strengthen this algorithm and its efficiency.
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[bookmark: _Toc462812551][bookmark: _Toc7345611]Introduction
In recent years, there have been exponential advancements within the technology industry. With this boom of economic and technological growth, it has played a factor amongst mostly all other industries. New technologies are constantly being introduced into society and businesses to make procedures and tasks more efficient and beneficial, with new discoveries comes with security risks, especially considering how confidential data is passed around between entities. 
The report will look at implementing a cryptographic tool using the RSA algorithm, RSA is an asymmetric cryptosystem which takes large prime numbers represented as two keys: Public and Private which are not identical to one another, these keys are used to encrypt and decrypt messages or confidential data across a network between a user and recipient, the algorithm is based upon using very large prime numbers, these numbers are usually generated of a given key size length, this project will allow the user to choose their key size length. As this algorithm is an asymmetric algorithm it is much slower than a symmetric algorithm in comparison, this is due to that asymmetric uses two individual keys whereas symmetric uses just one key, also as the data grows with symmetric encryption the speed increases whereas it is opposite with asymmetric. This is due to the vast complexity of the RSA algorithm as its security is based upon that it is easy to compute one way but much more complex to calculate the inverse, the computing power necessary to calculate the inverse operation of this is vast and non-efficient nearing the point of impossible with the current computing power available, this is what makes the RSA algorithm much more secure than alternative options. As the key size grows the more complex it becomes to crack this algorithm, but as the computing power increases RSA could potentially be at risk of being cracked but at least not for a few years to come.
The focus of this project is to provide a functional RSA cryptographic tool and to measure the time complexity of this implemented algorithm, the implementation will be evaluated by testing the time complexity of this algorithm and how it compares to other implementations within this field of work. It will also cover the varied key size length aspects of the RSA algorithm and what happens when this variable is altered or manipulated and its effect on the data, there will be deliberation on what or how these changes may affect the performance of this implementation along with what occurs when data expands and how it will react.
[bookmark: _Toc462812552][bookmark: _Toc7345612]Aim
The aim of this report is to successfully implement a cryptographic tool with varied key size length using the RSA algorithm. 
[bookmark: _Toc462812553][bookmark: _Toc7345613]Objectives
The objectives will define the specific steps chosen to accomplish the desired outcome:
· Implement a functional RSA cryptographic tool using C# as the preferred coding language and the Mpir.NET wrapper of the MPIR (Multiple Precision Integers and Rationals) library.
· Data will be acquired from testing and comparing them against different machines to conclude the time complexity of this implementation.
· The data gathered will be integrated to establish any correlation between this software and external implementations with time complexity.
This report will be developed using a wrapper that allows the developer access to the MPIR library within the C# language, this wrapper is open-source that is regularly updated and consciously supported by many individual developers. This wrapper will be used for academic purposes only and would not be suitable for real-world use, this wrapper allows the capability of coding C# on a Windows machine as the original library ‘GMP’ is only available on Linux machines.
[bookmark: _Toc7345614]What is going to be covered?
In the following sections, there will be deliberation of the history of the algorithm, how it operates along with alternates avenues of development this algorithm can take. There will be a discussion on the methodologies used for research gathering and development of the software, this will provide reasoning on the chosen methodologies and why there are appropriate for this project. The design and implementation will look at the thought process behind the designing of this software accompanying this project, this section will describe the deliverables and how it was achieved in relation to the methodologies used. After that, there will be an evaluation where there will be a comparison of the time complexity of this implementation amongst different machines and compare the results of this against other external designs in the field. Lastly, the conclusion will summarise everything covered in this project and what the key findings were and if there are any further avenues of research on this topic area.
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[bookmark: _Toc7345616]Introduction
This section will look at distinguished sources and experts within this field of work by analysing published journals and books, which outlines their opinion and concerns pertaining to the RSA algorithm. There will be evidence given that will critically review the work of both sides of the argument and justify their opinions, there will be documentation from published sources that will inquire whether RSA is secure and future-proof as other familiar cryptosystems. As new technology develops and becomes even more relied upon than it already is, there will be a cloud of uncertainty when it comes to how secure certain aspects of personal and confidential data are stored and transmitted, this project will look at the importance of how the RSA algorithm works and its place for future development. There will be research provided on RSA key length and how the length of the keys is important for the security of this algorithm, there will be research looking at the durability of the length of keys and attempts been made on cracking the RSA algorithm. Due to the importance of large key lengths within the RSA cryptosystem, this review will also look at the most efficient ways of factorizing large numbers along with the time complexity aspect of achieving reliable and efficient integer factorization.
There are two types of encryption, asymmetric and symmetric. This report will look at RSA, which is an asymmetric cryptosystem, this type of cryptosystem uses a pair of keys. These keys are split into two methods, firstly public for encryption and secondly private for decryption, both of these keys work in a way such one key is kept private to be allowed to decrypt a received message. Symmetric encryption is where both receiver and sender share the same key to transmit a message, asymmetric encryption is a more recent method of encryption in comparison to symmetric. The reason why asymmetric is more used nowadays than symmetric is primarily on the security aspects of splitting a key into two methods, it is much more difficult to establish a shared key with an individual than it is with using asymmetric encryption, also symmetric encryption would also require the individual to have a key for each individual they wanted to communicate securely with which is not efficient. 
[bookmark: _Toc7345617]The theory behind an Asymmetric Cryptosystem
The theory of an asymmetric cryptosystem was first theorised by James H. Ellis, a British engineer and mathematician working for GCHQ. He considered the possibility of “non-secret encryption”[1] in 1970. He states the idea where a lock and unlock are inverse operations, which allows no transaction of keys between sender and recipient. He conceived that a key could be split into two functions, encryption and decryption where the decryption key would be the inverse of the encryption key. James H. Ellis was influenced by how communications could be protected on the receiver end and how it could be applied. His idea came from two possible papers, Bell Telephone Laboratories journal titled “Speech Privacy Systems”[2] published in 1944 or Claude Shannon infamous paper “A Mathematical Theory of Communication” [3] published in 1948. He concluded that from these papers[2], [3] noise could be applied computationally and mathematically but he could never formulate a way to implement it. As James H. Ellis was unable to implement his theory of non-secret encryption, another British mathematician and cryptographer, Clifford Cocks, who also worked at GCHQ was notified of the existence of James H. Ellis’ work[1]. He developed a basic implementation from James Ellis’ work in 1973[4] which would eventually be called the RSA encryption algorithm[5]. 
[image: ]
[bookmark: _Toc7345692]Figure 1 - Clifford Cocks proposed implementation of James H. Ellis' theoretical method of encryption.[4]
In his paper, he outlines his proposed implementation in which he decided to use prime factorization over a one-way function, As Cocks had a background in number theory he decided to try this method, according to Peter W. Shor[6] every integer n is uniquely decomposable into a product of primes. Multiplying two prime numbers can be considered fast but to do the inverse is very computationally intensive, as it was the 1970s, the technology was not powerful enough, so GCHQ hid it away as it was not considered useful due to these factors. This scheme was also passed onto the NSA, neither GCHQ nor NSA realised the potential of Cocks’ proposed implementation of James H. Ellis’ work. This implementation on James H. Ellis theoretical technique of encryption was hidden until it was declassified by GCHQ on 18 December 1997[7]. Malcolm J. Williamson was a British mathematician and cryptographer who worked for GCHQ like James H. Ellis and Clifford Cocks. During his time at GCHQ, he developed a way to exchange keys over a public channel in his paper[8], this paper builds upon James H. Ellis’ proposed method of encryption[1] regarding no transmitting of confidential information between the two entities: receiver and sender. 
For Clifford Cocks to successfully implement James H. Ellis’ theory of an asymmetric cryptosystem[1], he needed to develop a unique type of one-way function. A one-way function can be considered as a function that is easy to compute every input but mathematically complex to compute the inverse operation unless you have secret information called the trapdoor one-way function in which Clifford Cocks turned to modular exponentiation[4].
  Easy to compute
  Hard to compute
Clifford Cocks’ needed another function that is solely dependent on knowing the modulus , to find this he looked back at work devised by a Swiss mathematician named Leonhard Euler. Euler introduced the phi Function in 1763 [9],[10] even though he had not chosen a specific symbol to represent the function, the common representation of phi function nowadays is the phi symbol [10] which originally came from Gauss’s 1801 disquisition Disquisitiones Arithmeticae [11],[12]. Gauss did not represent the equation using parenthesis, so it was written , therefore, it is known as Euler’s Phi function or Phi function which is represented as . The function tests the breakability of a number, take the modulus  it outputs the positive integers  that do not share any common factor with . The phi function can be considered difficult except in one case (see Figure 2), there is a predictable behaviour pattern where the top line of plotted integers is consistently straight, and these plotted numbers are all prime numbers since no prime numbers have a greater factor than 1, therefore the  of any prime number is .
 [image: ]
[bookmark: _Ref536780942][bookmark: _Toc7345693]Figure 2 - Plot points of two hundred thirty values of  [13]
Malcolm J. Williamson proposed what is now known as the Diffie-Hellman key exchange[14], [15]. Whitfield Diffie and Martin Hellman are American cryptographers who are pioneers of asymmetric cryptography, they discovered an innovative way of distributing cryptographic keys in their infamous paper “New Directions in Cryptography” [14] in which they proposed a solution of distributing keys which were a problem at the time. The method would be known as the Diffie-Hellman key exchange, there is dispute whether it should be called Diffie-Hellman-Merkle key exchange for the separate contribution that Merkle had provided, he first conceptualized of a public key cryptosystem in 1974 but published his findings in 1978 with his paper[16]. Diffie-Hellman key exchange is a proposed method where receiver and sender exchange public keys over a public channel which are public, but the only way for the encrypted messages to be opened is with the receiver and senders’ private key in which are not public, according to Merkle[17], it is impossible that any compromises can occur with the keys before transmitted messages are sent, and that the lifeline of the keys only exists for the duration of the conversation. The benefits are to stop eavesdropping in on a private conversation and being able to access the message with the public information displayed within the public channel boundaries, as the numbers used in the encryption and decryption are vast. From (Figure 30)[18],  shows the steps taken with the Diffie-Hellman key exchange, in the figure it shows the generation of the private keys. In this scenario finding the private keys of  and  as an eavesdropper are mathematically complex as only the public information is visually available to an eavesdropper, nothing within the public channel can be combined to obtain the private keys of the receiver and sender, this problem is called the Solving Discrete Logarithm Problem[6]. Attempting to compute these private primes numbers are mathematically and computationally complex, that even with “state-of-the-art number field sieve algorithms, computing a single discrete log is more difficult than factoring an RSA modulus of the same size”[19]. This problem is the foundation of what makes many asymmetric cryptosystems secure if there became an efficient way of solving this it would make several important asymmetric cryptosystems insecure [20]. 
[bookmark: _Toc7345618]RSA Cryptosystem devised by Rivest, Shamir, and Adleman
RSA is an asymmetric cryptosystem, the algorithm is an acronym which is contrived from the surnames of the designers of the algorithm, Ronald Rivest, Adi Shamir and Leonard Adleman who published their findings in a paper called “A Method for Obtaining Digital Signatures and Public-Key Cryptosystems[5]” in 1978. In this paper they proposed the first publicly available Public-Key cryptosystem implementation, they begin by discussing the theories supporting a public key cryptosystem. They establish that the main objective to accomplish pertaining to an asymmetric cryptographic system is that “the key used to encipher a message can be made public without compromising the secrecy of a different key needed to decipher that message.”[21], RSA cryptosystem is the most common trapdoor permutation, this is a function that is easy to compute one way but incredibly difficult to compute in the opposite direction, it is believed to be as strong as integer factorization[22]. The procedures that RSA performs are slow, hence why RSA is not used for direct encryption but to encrypt keys for symmetric cryptography which work at higher speeds this is due to the vast size of numbers RSA calculates the key length would be greater so will the computation.[23]. After the brief overview of the theory concerning the public key cryptosystem, Rivest, Shamir, and Adleman introduce their proposed implementation of an asymmetric cryptosystem in which they converse about their proposed encryption scheme. The first section of their implementation is where they elaborate on the generation of public and private key pair, in which they state that the generation must follow certain conditions to be applicable, these conditions are at the core of what determines a strong asymmetric cryptosystem.
[bookmark: _Hlk529260842]The RSA cryptosystem has two public attributes which are needed for the public key portion of the algorithm, these are  (modulus) and  (public key exponent) which are positive integers, there is also private attributes  (private key exponent) and  which are also positive integers. The  method is more commonly known as the LCM (least common multiple) or GCD (Greatest common divisor) of all prime factors of . Even though  will be made public,  and  will remain hidden, as  and  are usually random large prime numbers, when , the modulus  becomes public as factoring a number as large as  is extremely difficult and computationally complex, this also hides the possibility of finding  derived from [5].
The calculation of  is decided such that:
(n) and , must be coprime.
[bookmark: _GoBack]If the public key exponent  is assigned as a smaller prime e.g. 3, it has proven to be less secure in certain scenarios[24]. However, if padding is implemented correctly such as the OAEP PKCS#1 v2.1[25], the smaller public key exponents assigned will not affect the overall security of the algorithm. The public key consisting of  is the multiplicative inverse of  and the equation can be calculated as followed . Encryption procedure must be completed in a way with the knowledge that the decryption procedure can only be completed by only knowing the decryption key [26]. The purpose of an encryption method is the process of turning a plaintext message into ciphertext[27]. 
Encryption: )
Decryption: 
The purpose of this is to make the plaintext into a numerical form applicable for encryption[5], this value is usually represented in binary or hexadecimal. The plaintext is commonly denoted as  and ciphertext as  when the receiver acquires the senders’ public key, they can then encode  to a numerical form. The receiver can then compute  using the public key from the sender, to convert  back to the message , the sender can then use their private key exponent  to acquire .
[bookmark: _Toc7345619]Public Key Cryptography Standards
Public-Key Cryptography Standards or more commonly acknowledged as PKCS are principles that promote the application of public-key cryptographic techniques. These standards are there to act as guidelines on how to correctly implement a public-key cryptographic system based on the RSA algorithm. Regarding the numerous PKCS publications by RSA Laboratories, the main documentation of great relevance to this report is the first in the family of PKCS which is PKCS #1v2.1[25] and PKCS #1 v.2.2 [28]. The documentation highlights the following features needed when implementing an RSA cryptographic system:
· Cryptographic primitives
· Encryption schemes
· Signature schemes [28]
[bookmark: _Toc7345620]Cryptographic Schemes
Cryptographic schemes are built on basic mathematical operations called cryptographic primitives, these are considered low-level algorithms which are intended for implementation in hardware and software, they are not used to provide security[28]. The main mathematical operation used in each of the primitives is modular exponentiation which is where one number is raised to the power of another, regarding RSA there are usually four cryptographic primitives which are usually coupled they are: Encryption and Decryption, Signing and Verification. Encryption and Decryption primitive are given rules determining what steps must be taken for the operation to be permitted successful and secure, the encryption primitive produces a ciphertext from a message by using the public key and the decryption primitive recovers the message from the ciphertext using the corresponding private key[28].
[bookmark: _Toc7345621]Encryption Schemes
Encryption scheme contains both encryption and decryption operations, both operations work in tandem to fulfil the needs of an RSA public-key cryptosystem. The encryption and decryption operations as explained in the prior section where the evaluation was given on the original paper of RSA [5] where Rivest, Shamir, and Adleman explain the operations in explicit detail. The PKCS RFC #1 uses the original encryption and decryption schemes suggested by Rivest, Shamir and Adleman, and proposed protocols of how to implement these schemes for operational use and real-life applications. The documentation extracted that two encryption schemes are required when implementing, these encryption schemes are RSAES-OAEP and RSAES-PKCS1-v1_5. RSAES-OAEP and RSAES-PKCS1-v1_5 are both encryption padding schemes which will be covered in more detail further on, in the context of the PKCS, RSAES-OAEP scheme are required for new applications[28] whereas the RSAES-PKCS1-v1_5 is only included for compatibility purposes with existing applications[28].
[bookmark: _Toc7345622]Signature Schemes
Signature schemes are complex mathematical schemes used to verify messages being transmitted between entities, the purpose of performing this action is to grant the recipients of a message to demonstrate the authenticity. “We consider a standard RSA-based signature scheme of the “hash-then-decrypt” variety”[29]. If the message expresses a valid digital signature, it provides the recipient solid ground to believe that this received message is from a known sender and not from a third party. Digital signatures work cohesively with asymmetric cryptography to provide a sturdy layer of validation and security, regarding RSA by itself it is not secure and it is prone to signature forgery, (there are three types of signature forgery which will be discussed in more detail in Section 2.7) “the security of the signature scheme should guarantee that it is difficult for the user to forge a signature of any additional document”[30]. In the PKCS RFC #1, it identifies two signature schemes which are the RSASSA-PSS and RSASSA-PKCS1-v1_5, these signature schemes are recommended for different purposes. The documentation states that for robustness and applied to newer applications RSASSA-PSS is required[28], and that RSASSA-PKCS1-v1_5 is for compatibility purposes only[28].
[bookmark: _Toc7345623]Digital signatures
Digital signatures are a mathematical scheme that provides authenticity and verification between transmitted messages as stated in the previous section. This section will look at how they work in the RSA cryptosystem and the algorithms needed to have an operating digital signature scheme. Since the discovery of a public key cryptosystem, the way messages are secured and transmitted has drastically changed, “An electronic signature must be message-dependent, as well as signer-dependent.”[5]. With digital signatures, once the receiver has received the message they can then verify that the message received is from the original sender, this is achieved by acquiring the decryption key the sender used, the signature can be verified by whoever has the public encryption key. “Signatures therefore cannot be forged. Also, no signer can later deny having signed the message”[31]. Digital signatures can be considered prints by the individual linking them to certain transactions over an electronic platform. It is what associates that individual to a document or message being transmitted. RSA signature and Digital signatures differ slightly, in that RSA signature is a variety of Digital signature just that RSA signature using Asymmetric key algorithm to operate, “The RSA signature scheme is a deterministic digital signature scheme which provides message recovery”[32].
Diffie and Hellman first introduced the idea of a digital signature scheme, they assumed that schemes were available but solely constructed on trapdoor one-way functions[14], the first commercialised digital signature package was introduced by IBM released in 1989 with Lotus Notes 1.0[33]. Many other signature packages were released after RSA was published, some of the more common and popular at the time were Merkle Signatures[34] and Rabin Signatures[35]. Digital signature usually consists of 3 separate functions working in tandem with one another, this allows for the digital signature scheme to operate successfully. The security of the encryption and the signing in regards to the RSA algorithm is “partly dependent on the choice of hash function used to compute the signature.”[36]. These functions noted below are dependent to have an operational and secure RSA digital signature scheme. These functions are: 
· Key generation
· A function that produces a signature from the message 
· A function to verify that signature
The generation of keys is important as each entity involved in the message transaction must create a public key and a corresponding private key (covered in more detail in section 2.2).  The process of signing a message is that the sender must acquire the message and their private key exponent then feed both those variables into the signing algorithm, the purpose of the signing function is “to transform/change the data from its original format to a new protected form”[36]. In this instance,  will represent the message and  will represent the private key exponent. The process of creating a signature is computed is by simple modular exponentiation,  is the signature variable and  will be the modulus. 

The only entity capable of completing this computation is the original sender as they would have all the required information needed to complete this calculation. The sender would be the only individual that has access to the message and private key exponent, once the sender has created a signature they can then encrypt both the message and signature to then send it to the receiver across an insecure public channel.
Lastly, the verification algorithm is modular exponentiation which uses the public information passed across channels, this includes the public-key which will be represented by , the modulus , the signed message m and the signature itself which is . With all this information passed to the receiver, they can then compute the verification algorithm to recover the original message  from the sender.

To determine whether the verification algorithm worked and recovered the correct message, if the returned value is true then the verification is successful. To find this out  then return true, if  then return false. If the returned value is true, then the receiver can deduct two important factors. Firstly, the author of the message had possession of the senders’ key and lastly, the message  had not been tampered with during the transit over the public insecure channel of communication. 
[bookmark: _Toc7345624]Proofs of Correctness
The premise behind proof of correctness is to determine that an algorithm is working accurately and correctly. It is implemented to determine that the outcome is what is predicted and correctly performing no matter the input provided. This section will look at the most commonly used proof of correctness algorithms, as each of the algorithms examined are relevant in the RSA cryptosystem as they prove different aspects of the algorithm to make sure it is working as intended. These algorithms are:
· Fermat’s Litter Theorem
· Euler’s Theorem
· Extended Euclidean algorithm
· Miller-Rabin primality test
[bookmark: _Toc7345625]Fermat’s Little Theorem
Pierre de Fermat was a French lawyer and mathematician who engendered multiple theorems. When talking about Fermat’s theorems there are many to refer to, for this report, there will be evidence given of his Little Theorem. He first discussed the premise of the theorem in a letter to a fellow French mathematician by the name of Bernard Frénicle de Bessy on October 18, 1640, in which he states:
“If  is a prime and  is any integer not divisible by , then  is divisible by ” [37].
The theorem itself was not called ‘Fermat’s Little Theorem’ until a German mathematician named Kurt Hensel stated it in his journal called Zahlentheorie in 1913[38]. Fermat’s Little Theorem regarding the RSA cryptosystem it is also acknowledged as Fermat’s Primality test, the test is implemented for one intended purpose which is to determine the probability that a number provided is prime, this is important for the RSA algorithms as it uses very large prime numbers. 
[bookmark: _Toc7345626]Euler’s Theorem
Euler’s theorem which was devised by a Swiss mathematician called Leonhard Euler in the 18th Century, Fermat’s Little Theorem and Euler’s Theorem work in tandem with one another in the RSA cryptosystem. They are usually combined to be called Fermat-Euler Theorem or Euler’s Totient Theorem. Leonhard Euler was the first to provide working proof of Fermat’s Little Theorem in 1736, the proof was published in 1741 in a book called “Commentarii Academiae scientiarum imperialis Petropolitanae, Volume 8”[39].
Euler’s Theorem states:

This theorem determines that where  is a totient function which computes the number of positive integers that is less than  and relatively prime to . This function is also multiplicative, so that “if  and  are relatively prime, then  = ”[40].
[bookmark: _Toc7345627]Extended Euclidean Algorithm
The Euclidean algorithm is an algorithm first formulated by an ancient Greek mathematician named Euclid, he first discussed his algorithm in the book Euclid’s Elements[41] which consisted of thirteen books. The Euclidean algorithm is an algorithm that takes two positive integers and finds the greatest common divisor (GCD) of those two numbers without a remainder, the Extended Euclidean algorithm is an extension of the Euclidean algorithm which computes the GCD along with the coefficients of Bézout's identity. Extended Euclidean algorithm is extensively used in cryptography, primarily the RSA cryptosystem and influences the encryption method due to the modular multiplicative inverse. Étienne Bézout was a French mathematician who proposed a theorem called Bézout's identity in a book called “Théorie générale des équations algébriques”[42], that if the GCD of positive integers  and  also has coefficients of  and  so that:

[bookmark: _Toc7345628]Miller-Rabin Primality Test
Miller-Rain test is a primality test which determines if a number provided is prime or not, the test was originally discovered by a Russian mathematician named M. M. Artjuhov[43]. It was then obtained by Gary L. Miller, which he states his version in a journal called “Riemann's Hypothesis and Tests for Primality”[44] which he identified that his test was deterministic, but the proof of correctness for this test was not reliable and solely based upon the unproven Riemann hypothesis[44]. Michael O. Rabin had acquired the work of Gary L. Miller on primality testing and adjoined to it by making modifications he created a probabilistic primality testing algorithm[45]. 
Miller-Rabin primality test:
1. Find  where: 
2. Choose  where: 
3. Compute 2
The Miller-Rabin test intended purpose is to determine whether a number provided is prime based on probability, this is usually answered with a yes or no, in the case of RSA due to the large numbers generated the returned values are determined by probability which is presented as 0 not prime, 1 probable prime, 2 definitely prime. Schoof states that “the Miller-Rabin test is not a primality test but rather a ‘compositeness test’, since it does not prove the primality of a number”[46].
Miller-Rabin primality test assures that for all composite numbers is an error rate of below 25%[47], so, therefore, this test will output false 75% if the given number is composite, if it is prime it will output true and continue. If the test was executed 10 times, then the probability of the given number being prime is [47], or  for the number of times the test is chosen to be executed. This test is solely based on the probabilistic result so if the given number is unable to be declared a composite number it will effectively return it as true or probably prime.
[bookmark: _Toc7345629]Prime factorization
Prime factorization is the breakdown of a given composite number into smaller prime numbers, in the context of RSA, influences the security as it solely relies on the complexity of a given composite number which is very challenging to determine the factors of that given number. Factorization of the product of  and  which is  is very difficult, for security purposes you want the prime factors  and  to be extremely vast which means the factors of  are as few as possible. With  and  being large composite prime numbers this would mean that  would have a minimum of four factors, the number of factors  could potentially have is unknown. “Given the factorization of , an attacker can easily construct , from which the decryption exponent  can be found”[48]. 
Factorization is undoubtedly inefficient in its current state, factoring composite prime numbers is trivially easy but just through the vast amount of prime numbers, there are to choose from makes it very difficult to factorize. Shor’s algorithm is a quantum algorithm for factorizing integers efficiently[6], there is no non-quantum algorithm that is capable of factoring composite prime numbers efficiently. Prime factorization is relevant in certain fields, so much so RSA Laboratories issued a challenge on March 18, 1991. The challenges were to determine the complexity of integer factorization, “The challenges consisted of a list of 41 RSA Numbers, each the product of two primes of approximately equal length, and another, larger list of Partition Numbers generated according to a recurrence.”[49]. The challenge of RSA-129 was not part of the RSA factoring challenge but more so in conjunction with Martin Gardener’s Mathematical Games column[50], the RSA-129 challenge in which there were 129 digits (426 bits) was factored on April 1994 by Arjen K. Lenstra et al in which they used 1600 computers over the internet to factor RSA-129[51]. The largest challenge that has been factored so far is RSA-768 which is 232 decimal digits (768 bits). It was factored on December 12, 2009, by Thorsten Kleinjung et al[52], the necessary CPU time spent needed to factor RSA-768 was nearly 2000 years’ worth of computational power[52].
Time complexity is the measurement of the time it takes to compute an algorithm, in the context of RSA this would the factorization of a prime number. Integer factorization is one of the oldest problems in mathematics[53], the difficulty of this dilemma is what the RSA algorithm is solely based on. The complexity of factoring modulus  is incredibly time-consuming even with the most efficient and fastest integer factoring algorithms such as:
· General number field sieve 
· Quadratic sieve[54]
· Dixon’s factorization method[55]
· Pollard’s rho algorithm[56]
[bookmark: _Ref6553221][bookmark: _Toc7345694][bookmark: _Ref172613][image: ]Figure 3 - Time complexity of a 300-digit prime number in 10-digit increments.[57]
The time consumption of factorizing an integer increases the more digits that are appended to it, Figure 3 shows the time complexity in stages when appending 10-digits each iteration and the time it takes to factor a value of a given size in multiples of 10, it shows that to factor a 300-digit prime number using average PC desktop specifications would take roughly 47533186086 years.
[bookmark: _Toc7345630]Attacks
Attacks on cryptosystem are designed and applied to elude the security protocols of that cryptosystem, in this instance RSA. The attacks investigate and identify possible flaws and weaknesses in the code or overall schemes used for that cryptosystem, cryptanalysis is used to find these vulnerabilities which are usually ethically and morally safe but if an unethical attacker found these vulnerabilities they could do serious damage to many individuals and infrastructures. RSA as a cryptosystem is very secure, the attacks are mainly based upon improper use or implementation is the cause for most of these attacks, as Boneh states “twenty years of research have led to a number of fascinating attacks, none of them is devastating. They mostly illustrate the dangers of improper use of RSA”[48]. Attacks can be successful due to poor implementation, some of these attacks are:
· Brute force
· Elementary attacks
· Low private and public exponent
· Implementation attacks[48]
[bookmark: _Toc7345631]Brute force attacks
A brute force attack on an RSA cryptosystem is illogical and infeasible due to the vast size of the numbers. The duration it would take to eventually factor the modulus is very time-consuming and not efficient in any means possible, “as the key space increases, neither Brute Force search nor random search would be practical nor acceptable”[58]. In comparison to the most efficient factoring algorithm which is the General Number Field Sieve(GNFS) works only with composite numbers and large numbers over 110 digits which is ideal in the RSA cryptosystem[59],[60].
[bookmark: _Toc7345632]Elementary attacks
Elementary attacks are attacks which are successful due to improper use or implementation of the RSA algorithm, such as:
· Common modulus
· Blinding
Common modulus attacks are where users will re-use the same modulus , in this attack most users will have the same computed modulus which allows “any user with a valid private exponent can compute the factorization of the modulus, however, this protocol is completely insecure”[61]. Blinding attack primarily targets the signature portion of the RSA algorithm, it is where an attacker intercepts a cipher and replaces that ciphertext with their own ‘ciphertext’ in which once the recipient receives the ciphertext whom they believe is from a known sender will blindly sign that message, from where the recipient will send back the attackers corrupted ciphertext and the attacker will intercept that transmission and is able to decrypt it to retrieve the original sent message. The sender and recipient are oblivious to this attack, “nobody submits any messages to the signer to sign, and in fact the user is supposed to use the signer to compute a signature on a message which the signer does not know”[62].
[bookmark: _Toc7345633]Low private and public exponent
Low private exponent which is , where this exponent has a low value it is vulnerable to attacks. Choosing a low value for  might be done for better decryption scheme performance, “a small  can improve performance by at least a factor of 10 (for a 1024-bit modulus)”[48]. Without knowledge of this type of attack any chance to improve the performance of a system is preferable, a cryptologist by the name of Michael J. Wiener devised an attack that targets a smaller private exponent with continued fraction, he proved that an attacker can find  where  [48]. Low public exponents are used in RSA schemes due to time-consuming operations as you increase the values of exponents to reduce this time, it is common that public exponent  tends to be the smallest value of all the exponents. “The common choices of a public exponent  are  or .”[63], this choice of numbers are called Fermat Primes and are used in RSA for quicker and more efficient modular exponentiation. Low public exponent attack directly targets low and common numbers used for public exponent , some of these attacks are Coppersmith’s Theorem[64] and Hastad’s Broadcast Attack[65] are attacks based on the improper choice of low public exponents.
[bookmark: _Toc7345634]Implementation attacks
Implementation attacks are attacks that target the poor implementation of RSA which do not follow the PKCS[28]. Timing attacks are used by attackers where they can examine the time it takes for certain schemes to be completed, these times vary depending on whether the cryptosystems are altered for performance reasons and dependent on the size of the messages being transmitted can all impact the time. Paul C. Kocher has shown in his paper “Timing Attacks on Implementations of Diffie-Hellman, RSA, DSS, and Other Systems”[66] that measures the time it takes for an operation to be completed allows the attacker to infiltrate and access the private exponent .
[bookmark: _Toc7345635]Padding
Padding in asymmetric cryptography is the preparation of a message before encryption using the recommended ‘Public Key Cryptography Standards’ in this case the PKCS #1 v2.1[25] and PKCS #1 v2.2[28] in which they recommend using RSAES-OAEP which is ‘Optimal asymmetric encryption padding. This is a padding scheme which is often used in tandem with RSA encryption, it was brought to attention firstly by Mihir Bellare and Phillip Rogaway in 1994[67]. In RSA the padding schemes influences the security of plaintext  before encryption, to assume the textbook RSA in which  it would be completely insecure and vulnerable without some added padding to manipulate the plaintext , the padding algorithm of OAEP must be kept secret and unknown to an attacker. 
The premise of using OAEP in RSA is to stop what is called attacks against plain RSA, padding schemes prevent the attacker from influencing the plaintext and manipulating certain mathematical aspects of the algorithm, “It converts any trapdoor permutation scheme into a public-key encryption scheme. OAEP is widely believed to provide resistance against adaptive chosen ciphertext attack.”[68]. OAEP is very secure and reliable when implemented correctly, following the guidelines in the PKCS, it can be considered equally difficult when inverting an RSA function[28], as stated before the randomness of padding must be kept from attackers RSA-OAEP applies , the  is commonly 256, so . The security of an RSA OAEP is entirely dependent on the encryption and decryption primitives[69], if the primitives computed are inadequate the security of the OAEP will be hindered and not as crack-proof as recommended. Padding allows the capability to extend a byte chunk size, depending on the byte size of the plaintext message padding should be applied to the plaintext by appending zeroes to the left of the plaintext so that it is a multiple of the block size, you can avoid padding where the byte chunk size is a multiple of the block size.
[bookmark: _Toc7345636]Existing cryptography
There are many different examples of cryptography implementations for both symmetric and asymmetric cryptography. Firstly symmetric cryptography is split into either stream ciphers or block ciphers[70], the main difference between stream and block ciphers is that stream cipher encrypts bits one at a time whereas block cipher encrypts a block of bits at a time[70].
Types of symmetric cryptography:
· Blowfish
· Twofish
· Advanced Encryption Standard (AES)
Blowfish is a symmetric cryptosystem invented by Bruce Schneier in 1993 where he proposed the cryptosystem in a paper called “Description of a New Variable-Length Key, 64-Bit Block Cipher”[71], Blowfish is publicly available and was devised by Bruce Schneier as a replacement for the aging DES cryptosystem. The cryptosystem uses a 64-bit block size and has a varied key length up to 448-bits[71], it uses the Feistel cipher which is a structure of block ciphers that is iteratively checked, it was created by the German physicist and cryptographer Horst Feistel. Schneier proposed a block diagram of Blowfish using the Feistel cipher structure (Figure 4).
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[bookmark: _Ref536699021][bookmark: _Toc7345695][bookmark: _Ref536699017]Figure 4 - Block Diagram of Blowfish [71]
Since its creation in 1993, there have been many other cryptosystems been created in that time, Blowfish direct successor is Twofish which is recommended by Bruce Schneier for modern applications[72]. Twofish is a block cipher devised by Bruce Schneier in 1998 in a paper called “Twofish: A 128-Bit Block Cipher”[73], the difference between Blowfish and Twofish is that Blowfish encrypts data in 64-bit blocks whereas Twofish encrypts data in 128-bit blocks and Twofish is more compatible with larger keys than Blowfish. Advanced Encryption Standard (AES) or otherwise known as Rijndael[74] developed by Belgian cryptographers by the name of Vincent Rijmen and Joan Daemen who submitted their proposal of a cryptosystem[74] to NIST which is the National Institute Standards and Technology in 2001[75], AES was submitted to NIST during a time where the United States was looking for a new encryption method[76] which the United States Government did adopt[77]. Just like Twofish, AES encrypts data in block sizes in 128-bit and uses varied key sizes. 
Types of asymmetric cryptography:
· DSA
· ElGamal
DSA (Digital Signature Algorithm) was proposed by NIST (National Institute Standards and Technology) in August 1991 and then embraced by FIPS (Federal Information Processing Standards) in 1994[78]. DSA algorithm uses modular exponentiation just like the RSA algorithm although the modular exponentiation works in tandem with discrete logarithm problem[6] in the DSA algorithm. The main difference between RSA and DSA is that RSA algorithm security is solely based upon large prime integer factorization[5] whereas DSA security lies upon the discrete logarithm problem[6].
ElGamal encryption is another asymmetric cryptosystem, ElGamal is based upon the Diffie-Hellman key exchange[14], this encryption was devised by Taher Elgamal an Egyptian cryptographer in 1985[79]. This asymmetric encryption algorithm is based upon the discrete logarithm problem[6] just like the DSA algorithm, whereas RSA and DSA are implemented in similar libraries such as:
· Bouncy Castle[80]
· Crypto ++[81]
· OpenSSL[82]
The ElGamal encryption is implemented using elliptic curves which make it much more efficient when compared to RSA and DSA, just like RSA and DSA algorithms the ElGamal algorithm consists of three methods that make the algorithm operate: Key generation, Encryption, and Decryption. 
[bookmark: _Toc7345637]Conclusion
This section covered the RSA algorithm from its infancy years to where it currently stands, showing the changes made and how the algorithm evolved over the many years since its creation. The algorithm itself has not changed that much since its first discovery but how it is implemented changes depending on the developer, there are many avenues in which to choose from on many areas of the algorithm such as; which standard/guideline should you follow, digital signatures and verification methods, primality testing and the attacks that some poor RSA implementations suffer from and the padding schemes that are available. 
It was important to cover these areas throughout the literature review as these particular aspects of the algorithm constantly change and update as there are frequently new behaviours/methods being formed which can either enhance or diminish the security of the algorithm. The purpose of this literature review was to gain an understanding of the RSA algorithm and how it operates, it was important to research this topic area because of the many avenues this topic can choose, the areas covered will be the main focus point, so it was ideal to understand the logic behind this, which will help with the implementation of the cryptographic tool.
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[bookmark: _Toc7345640]Introduction
This section will look at research methodologies, the methodologies are there to justify the means and methods to gather data or analyse results. Research methods is a broad term, there are many factors in what constitutes a research methodology, the core of a methodology is collecting data and analysis of the collected data but there are many other aspects to consider when choosing an appropriate methodology, the following section will break down what aspects are going to be considered for this project. 
This section will justify the chosen methodology, there will an overview of which methods are appropriate for this project, advantages of the chosen method and problems to avoid of the chosen method. To determine which methodology is most appropriate for achieving the aims and objectives of the project, there will be evidence of working through the research wall and justifying the chosen philosophy, approach and strategies of the research wall. There will be deliberation taken when reviewing the different philosophies, approaches, and strategies that are available and justifying the chosen methodology that is most suitable for this type of report. 
[bookmark: _Toc7345641]Research Methods Overview
Research methodologies are applied to identify the methods used to gather data or analyse results, it is a systematic approach to identify and analyse information on a particular topic area. Methodologies are frameworks which provide a more pragmatic concept to conduct research, using the frameworks an approach the research will provide validity and reliability to the research taken. 
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[bookmark: _Ref2524151][bookmark: _Toc7345696]Figure 5 - Research wall [83]
The research wall provides a compact approach to a research methodology. It is a visual alternative to the infamous research onion[84], the research onion was used to guide individuals developing research by providing a progression concept.
Due to the nature of this report, it will be using quantitative data which emphasises the gathering of data in a numerical format for analysis to be able to produce a conclusion. Quantitative research approaches to empirical inquiry that collect, analyse and display data in numerical rather than narrative form[85], the data collected will be the time taken for the generation of prime numbers comparing them to other reputable sources and machines with different hardware specifications.
[bookmark: _Toc7345642]Research Philosophy
The chosen philosophy for this report is ‘Positivism’ which was invented by Auguste Comte in the 19th century[86], this philosophy is based upon a concept of epistemology and scientific theory that is subject to discourse[87]. The premise of computer science is to provide a conclusion to solutions which conform to conditions of a system, this is positivistic discipline. It is to observe objectively at a topic area and to provide a conclusion, it substantiates research with objective data which gives validity to the research. It asserts that real events can be observed empirically and explained with logical analysis[88].
Positivism will work in conjunction with the quantitative data to provide a precise mathematical summary about the time complexity of the encryption, decryption and key generation, the results and tests can be reproduced which allow consistency throughout the project. It allows an objective approach to representing the data with no personal factors tampering the data, the results can, therefore, be generalised with a Positivistic discipline. Positivism allows an objective perspective with a scientific focus on the project, which is more appropriate for this type of project due to the type of data collected and analysed.
[bookmark: _Toc7345643]Research Approach
The approach that will be adopted for this report will be deductive approach or otherwise coined as deductive reasoning, it is the process of reasoning from one or more general statements about what is known to reach a certain conclusion[89]. This approach was most appropriate for this report as it allows the testing of objectives and providing validity and conclusions from it, the conclusion can be rejected or accepted, it is impossible to accept the premises but reject the conclusion[90]. Due to the nature of this report, a deductive approach is far more appropriate because quantitative data is collected which will be presented in a numerical form and allows conclusions to be made through the deductive approach. The data is used to illustrate what is known and what can be learned through a deductive approach.
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[bookmark: _Toc7345697]Figure 6 - Deductive process in a research approach [91]
A deductive approach is adopted as there is evidence of aims and objectives which will be analysed and thus a conclusion will be made whether the aims and objectives were completed or supported. It allows the researcher to ascertain a hypothesis or objectives from existing research within the field which was covered in the literature review, the research that has been reviewed and dissected allows achievement for the aims and objectives of this report.
This approach is focused on testing the objectives and whether they are attainable, as quantitative data is used this approach is more appropriate and applicable to determine a conclusion that satisfies the objectives or rejects them.
[bookmark: _Toc7345644]Research Strategies
A plan of action is required to achieve the aim, the strategies will help accomplish this. The strategies outline the main components of the research project, it signifies to how the answer or aims of the project will be answered. It will determine and direct the project of what will be completed in order to arrive at a conclusion. For this particular report, the strategies used will be three separate strategies which individually will allow the aims of the project to be achieved but simultaneously arrive at a conclusion by triangulating each outcome of the strategies. 
The first strategy is ‘Experimental’, this strategy allows the researcher to manipulate one or more variable within the umbrella of the software and measure any changes that may happen to other one or more variables, in the context of this report the variable that is adaptable is the key size. Adjusting the key size variable length is done to determine any effects it may have on other variables, this is important as it is important to assess the correlation (relationship) between one variable and another[92]. The measurements taken will be from the changes to the key size length and how the other functions within the RSA algorithm respond, whether the program will execute at all if the variables have been changed from under any perfect circumstances. 
The second strategy is software development which is the process and methodology chosen in which allows the development of the software to be completed, the framework adopted in which allows this will be covered in more detail in Section 3.2. Document review is the literature review which was covered in Section 2, this is a vital section within the research methodology as the document review is there to review work of other individuals in the field and using what has been reviewed as a foundation for the data collection.
[bookmark: _Toc7345645]Any disadvantages?
Due to the nature of the chosen methodology, Positivist approach is based on that everything is measurable, so that “A only occurs when B and C combine, then B can never be A”[93], this can lead to inflexibility which disparages any lateral thinking. This methodology erects pre-determined and limited boundaries on the research, this discourages any lateral thinking which makes it not the best approach to explain why certain instances have happened, there is also the possibility of human interference influencing the approach which is a flaw and may affect the validity and credibility of the data gathered. The researcher for this project will be objective as capable which will undermine and nullify any potential interference of the data, to be as open-minded as possible which will allow a more lateral and objective thought process.
[bookmark: _Ref3057102][bookmark: _Ref3057110][bookmark: _Toc7345646]Development Methodology 
[bookmark: _Toc7345647]Introduction
Software development methodologies are the process of allocating into phases or sprints depending on which methodology is chosen. The reason methodologies are implemented into the software development lifecycle is for many reasons, some of which is to improve overall design and management of product and resources. They are also used to identify and understand early on in the lifecycle what the ideal outcome should be, and the steps required to achieve that outcome, it is also used to identify potential bugs that could appear later on down the development lifecycle. Software development methodologies are different in their own way they still follow suit in the division and allocation of phases or sprints, due to this each methodology usually allocates resources to achieve specified deliverables at the end of each phase. 
Methodologies in modern software development are usually perceived as Agile even though Agile is one of many methodologies that can be used in software development, some other methodologies and frameworks are called Waterfall, Kanban, and Spiral etc., each of these are methodologies but there can be subsets of methodologies which are frameworks based upon the methodologies. Each software development methodologies have their own advantages and disadvantages, this report will be using a subset of Agile methodology which will be SCRUM, this agile framework allows iterative approach to development and establishes deliverables after each sprint. 
[bookmark: _Toc7345648]Why SCRUM?
SCRUM is a software development framework which is based upon the Agile methodology, the framework allows for more flexibility which grants consistent and seamless changes to a continuously updateable development lifecycle. The SCRUM framework is holistic, adaptable and is very different from the traditional software development methods[94] by having daily meetings and dividing works in shorter iterations to reach the goal. It is an iterative and incremental approach to software development, SCRUM applies iterations that are called ‘Sprints’, these sprints are time-boxed approach each one lasting a month at most[95] and during the sprint the development team will have short consistent daily meetings to track progress called ‘daily scrums’[95],[96]. Within these sprints, the team would divide the workload amongst themselves so that it outline and satisfies all manners of the software development lifecycle, planning, analysis, testing, coding, after each sprint the work is reviewed before being presented to the stakeholder[97] for potential improvements or changes for the next sprint. At the end of each sprint, there will be a software prototype that has been tested, reviewed and documented before showing the stakeholder[98]. 
The product backlog is a list of tasks that have been identified and waiting to be done[99], product backlog usually contains any information about the product owners needs such as user stories, use cases, etc.[98]. It is a reassessment of what plans are attempted to be achieved at the end of each sprint, by having this information available to a developer can help the team or developer to stay on path to deliver the software a product owner wants, the product backlog might provide new insights and interconnections to the innovation process[100]. The most important tasks stated on the product backlog are at the top to declare of what needs to be completed first, the product owner in this report is the RSA algorithm[5], the work taken from the product backlog will be the RSA algorithm where the team or developer will continually refer to for each sprint. 
The sprint retrospective is used in SCRUM to reflect back at the work completed so far and for developers to voice their opinions for possible changes and to agree on what tasks need to be completed for future sprints. The retrospective is typically completed by the SCRUM Master who therefore should use varying techniques to facilitate such as silent writing, timelines and satisfaction histograms[101]. These techniques are used by the SCRUM Master to gain a mutual understanding within the team to move forward and take the project to the next level of development and progress. The retrospective in SCRUM is an opportunity for the developer to reflect and confer on what is working and what is not working and agree on changes to try[98],[101]. 
The retrospective should answer three main questions:
· What went to plan in the last sprint?
· What areas or tasks could be improved?
· What did not go to plan
These three questions should be answered after each sprint so that the workflow and continually flow without any unknown or unmentioned issues, this framework allows the developers freedom to decide how the workflow is going to go within boundaries of the product backlog.
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[bookmark: _Toc7345698]Figure 7 - SCRUM Methodology processes [102]
Using SCRUM in the software accompanying this report allowed changes after each sprint, having the flexibility that SCRUM provides allowed for continuous updates after each successful sprint and to identify changes prior to the next sprint start. SCRUM prioritises concise and brief steps into development, after this reviewing the prototype and efficacy of the current schedule, then review the schedule for possible adaptations in regard to the goals of the product and the practices used[103]. The SCRUM sprint approach permitted a more continuous workflow by dividing the workload into smaller, more manageable tasks for a more efficient and thorough development lifecycle. Having constant revisions of the tasks at hand provides a clearer and deeper understanding of what needed to be achieved after each sprint and future sprints, this allowed smoother progress of development of the software associated with this report.
[bookmark: _Toc7345649]Advantages of Agile SCRUM
SCRUM methodology is advantageous in an ever-changing environment, the flexibility that this methodology permit has a greater impact than other linear, stricter methodologies such as Waterfall. SCRUM provides “control mechanisms for planning a release, and then for managing the project’s variables as it progresses”[104].
The advantages that SCRUM provides are:
· A more transparent approach to software development, the numerous meetings allow every individual of the team to be in tandem with one another of what tasks need to be completed by a specified deadline.
· Easy to accommodate and apply changes on the go, or much more frequently and flexible compared to other methodologies. 
· Potential reduction in overall costs, having each entity of the project working together seamlessly can avoid unexpected downfalls of a development lifecycle.
This methodology was implemented for this particular type of software development, as it provided a more beneficial lifecycle compared to other choices of methodology. The reason behind choosing this methodology was that it provided an iterative approach with the flexibility to the planning, this ruled out Kanban framework as this particular framework does not work on time-boxed iterations but is a more continuous flow of development. Kanban provides a continuous delivery whereas SCRUM releases a prototype at the end of each sprint, the author wanted a deadline approaches for a completed prototype, to complete the tasks planned with a dedicated timeslot whereas Kanban provides an ongoing delivery throughout the development lifecycle.
As SCRUM is a very fluid and holistic approach to software development, this excludes Waterfall methodology as a solution due to Waterfalls’ linear and structured approach to development. Where Waterfall must complete each section before proceeding, SCRUM tends to complete sections in sprints and apply change after each sprint, this applies to the requirements of the project which are identified early on with Waterfall and never change whereas SCRUM is adaptable with project requirements and are susceptible to change throughout the lifecycle. Waterfall methodology is a highly structured approach which does not accommodate to change whereas SCRUM allows change, this is why Waterfall was not implemented for this report. The Spiral methodology is derived from Waterfall but applies an iterative approach which sections are broken into multiple parts called phases, these phases are important and knowing when to move onto the next phase is a skill in itself, shifting onto the next stage can be completed even if the prior work is still unfinished. Phases can be finished at any time to address potential problems, usually, an early prototype is completed so users can identify and comment on the work done. Spiral is usually implemented for large scale project due to unknown or challenging deliverables, due to the known deliverables and scale of this project, Spiral was not the ideal methodology.
SCRUM provides fluidity and a holistic approach to software development which are more suitable compared to other available methodologies. The attributes and characteristics of SCRUM are preferable for this project due to its flexibility and iterative approach which allows a more condensed and accurate software development lifecycle. 
[bookmark: _Toc7345650]Potential Disadvantages of Agile SCRUM
SCRUM has concrete benefits in which makes it a great methodology to choose but every methodology has disadvantages. The disadvantages can be avoided or prevented to a certain extent but knowing of the potential disadvantages of a methodology allows a more cautious approach and to be forced to take these disadvantages into consideration when proceeding through the development lifecycle. Due to the continuous workflow of SCRUM and the flexibility of timed sprints, this can have the effect of undetermined or lack of end date of a sprint. This could make available the risk of scope creep, where the number of deliverables gradually increases over time and stakeholders change what functions are wanted. Without determining the specified deliverables early on can impact the scope of the project, Waterfall can prevent this due to its linear and specified end date early on.
Daily meetings within a SCRUM framework can sometimes be tedious and repetitive which therefore can affect individuals and question the morale of the team which leads to frustration that could develop inadequate work for the tasks, meetings should not be a chore for individuals. The meetings should reinforce the tasks defined and track the progress this can cause mistakes, this can be prevented by having fewer meetings so often, make meetings more spread out than the daily meetings SCRUM proposes, Spiral and Kanban are alternate frameworks to fix this potential disadvantage. SCRUM does not have a project manager, it has a SCRUM Master which facilitates the work needed to be during the sprints, having an inexperienced individual facilitating a project can cause break downs in communications along with uncertainty going forward with each sprint. It can be difficult for the SCRUM Master to devise a plan for the sprints without transparent definitions of what the project plans to achieve. A methodology that has a project manager to lead the way and to identify what needs to be completed can prevent this disadvantage for SCRUM.
Like most methodologies and frameworks, they have their advantages and disadvantages but considering SCRUM and other alternatives, SCRUM provides a clearer and more guided path to use during the development lifecycle. It allows a fluid approach and the disadvantages identified above can be prevented and contained, due to the scale of the project and the number of individuals working on this project, if you were to apply SCRUM to a larger team then those disadvantages mentioned above would be more prevalent and problematic.
[bookmark: _Toc7345651]Software used
The software that is going to be used will be constant throughout the development lifecycle, each iteration will contain the same software. The software used for designing and developing the practical work accompanying this report was necessary to fulfil the aims and objectives of this report. The software used was as follows:
· Visual Studio 2017
· Microsoft Project 2013
· Vivify
Visual Studios 2017 is an integrated development environment or IDE was used to code the program, the choice to use this particular IDE is based on familiarity for the developer and the compatibility using a library within Windows 10 in the Microsoft ecosystem. This IDE supports C# which is the coding language that this program was coded under, Visual Studio 2017 is the preferred IDE when coding C# within a Windows operating system this may have differed if another operating system was the preference.
Microsoft Project 2013 is going to be used to provide oversight of what the project schedule will be, dissecting each sprint into how many days and what is planned to be achieved after each sprint. This software allows clear and defined documentation to easily track progress which allows observation at past, current and future tasks of the project. The choice to use Project 2013 is based upon the accessibility and the ability to update the continuous workflow, the software analyses the build schedule, budgets and resource costs of the project into a more detailed overview. The software can dictate the projection of the build schedule and whether what is planned is doable and provides any unlikely mishaps throughout the project, the “what ifs” can be implemented for a more secured plan. Microsoft Project will be used to plan out each sprint with a detailed product backlog of what needed to be achieved and the importance of each task stated in the product backlogs. 
Vivify is an open-source agile management software that provides a more graphical approach to the sprints in the SCRUM framework, the software also corroborates with the Kanban framework. It displays the product backlog, Sprint, and statistical charts, it allows consistent updates through web and mobile application which became very useful for planning and making notes on the go. The software is subscription based so the free version only permits limited use of all its functions and the additional content, it does allow management of the workflow and the premise of using this software was to provide a more detailed and in-depth process of the SCRUM framework for this report, it is easier to visually illustrate the workings of SCRUM in Vivify than in Project 2013.
[bookmark: _Ref4933141][bookmark: _Toc7345652]Libraries and languages used to design and develop
The coding language used for the software accompanying this report was C# as the preferred choice, this was based on the developers’ familiarity with the language which avoided a learning curve if another unfamiliar language was chosen. Developing the software using Visual Studio 2017 and C# was advantageous not only due to familiarity but the built-in debugger and code editor which became very useful when stepping through code and allowing changes instantaneously, C# is type safe which is beneficial as the compiler will validate whilst compiling and notify the developer of any error present.
To be capable of developing the software accompanying this report, a specific library was essential due to the vast length of the numbers used a normal library was incapable of accommodating the length. The library used is Mpir.NET[105] which is a wrapper of the “Multiple Precision Integers and Rationals” or MPIR[106], it is an open source library which branched from the origin library called “GNU Multiple Precision Arithmetic library” or GMP[107]. GMP is compatible with Unix-Like operating system e.g. Linux or MacOS, due to hardware specification of this project which uses a Windows operating system, any Unix-like operating system would not be compatible hence the use of an alternate compatible wrapper Mpir.NET[105] which allows the use of MPIR library in Windows 10 using the C# coding language. As a wrapper is implemented it must be used to its fullest capacity, to achieve this the documentation of the latest MPIR library Edition 3.0.0[108] was studied to fulfil the potential of the library and understand the syntax and how the library incorporates itself within the C# language. 
The reason for using the Mpir.NET wrapper was due to the incompatibilities of the data types situated with the C# library, the integral data types were limited in length which prevented the progress of the software for this report. As the RSA algorithm uses very large integers, a compatible wrapper was implemented to adjust to the large integers needed for the algorithm to efficiently work, this is the reason why this particular wrapper was necessary to develop the software accompanying this report.
[bookmark: _Toc7345653]Conclusion
This section covered the methodologies used to acquire research and the process of how to develop, there was deliberation made on the many different methodologies to choose from for both the development and research standpoints. It was important to choose the correct methodologies for this project and explain the reasoning behind this, by choosing the right methodologies for this project provided the project with a guided path that allowed to be worked upon over time, this helped with the overall project structure and software development areas.
As for the research portion of the project, it was important to determine what approaches, philosophies and strategies were ideal to achieve the best outcome, this project was more development orientated which was more suitable to right-side of the research wall, which used Positivism, by following the desired path in which Positivism is mostly used helped with the choices of the philosophies and strategies. Due to the nature of this project which uses more quantitative data than qualitative data, it was more appropriate to use philosophies and strategies that emphasis numerical quantitative data more than qualitative data. The choices were to use SCRUM as the development methodology after discussing alternative methodologies, this was determined by the developer to be most suitable to achieve the end-goal of a fully functional cryptographic tool, SCRUM allowed a fluidity to the development which encouraged the developer and helped with the overall design of the software.







[bookmark: _Toc7345654]Design & Implementation
[bookmark: _Toc7345655]Introduction
This section will cover the design and implementation aspects of the software related to this project. Throughout this section there will be deliberation on the design ideas and the steps taken to provide that the implementation will be successful, also providing a list of the requirements and how they were to be identified. Code snippets will be included where appropriate to define the importance and functionality, there will be code snippets for the more important implementations of the RSA algorithm such as Encryption, Decryption, and Key generation, by highlighting these areas and describing what each line of code achieves, there is discussion on why the code was coded that particular way and where appropriate what standards were used over others. There will be deliberation of the Miller-Rabin primality test with code snippets and how the test works, how it determines whether a number is prime or not and how the code represents this.
There will be discussion on what occurred throughout each SCRUM sprint with diagrams showing what areas were targeted and how the design was achieved through different stages of the SCRUM lifecycle, there will be reasoning behind what was achieved in each sprint along with any changes that were made through external factors which may have halted the development in some areas.
[bookmark: _Toc7345656]Project requirements
Project requirements are a set of pre-determined conditions that are defined which are to be completed to confirm the succession of the project. The requirements should define the features and attributes of the deliverables for the project, the defined requirements will determine which requirements will be primary and secondary for this project by looking at the functional and technical requirements of the software. The requirements are usually negotiated with the stakeholders and divided into what they need and what they want. Useful requirements must be accurate, unambiguous and adequate for proceeding to the design and development phase of the project, identifying requirements should be done so with this in mind. For the requirements process, an agile approach should be applied but it does not mean that the requirements process must be superficial[109].
The requirements were identified primarily through document analysis which was covered in the literature review (Section 2), looking through previous work and adaptions on the RSA algorithm helped define the requirements needed for the project. Understanding how the RSA algorithm works and what is needed to be considered an RSA algorithm helped with the overall definition of the requirements.
[bookmark: _Toc7345657]Functional requirements
Functional requirement defines a function of the software and describes the behaviour between inputs and outputs[110], it defines what the system should do and provide for the users. Outlines the user experience and what is going to be achieved from the users’ perspective.
Primary
1. Variable key size length must be configurable.
2. The software should encrypt a message.
Secondary
1. Messages of any varied length can be encrypted.
2. The public key and decrypted message should be shown.
[bookmark: _Toc7345658]Technical requirements
Technical requirements are potential issues that must be deliberated to effectively finish a project to completion. This set of requirements should deliberate the performance characteristics of the software, to be judged. 
Primary
1. The project will be built in Visual Studios 2017 using the C# language.
2. Adhere to MPIR standards using their documentation[106].
3. Adhere to PKCS v2.1 and v2.2 standards where appropriate [25], [28].
4. Scalability.
Secondary
1. Privacy must adhere to privacy laws.
2. Compatibility.
[bookmark: _Toc7345659]System models used
To conceptualise how the RSA algorithm operates, a system model was created to illustrate the procedures taken, the model is there to represent different characteristics of a system, its structure and how the system may solve a problem. The model is there to represent different characteristics of a system and the structure of how it may operate. For this report, a Flowchart diagram was used to represent the sequence of steps taken for this implementation of the RSA algorithm.
[bookmark: _Toc7345699][bookmark: _Ref4866913][image: ]Figure 8 - Flowchart diagram of RSA implementation.

When the algorithm compiles in Visual Studio 2017, Figure 8 describes the system and what happens when the program is compiled, this includes the function calls along with any fail safes or safety nets such as ‘Generate Next Prime’ function which allows the program to continue to compile which therefore provides the desired outcome (The message is encrypted and decrypted). Within Figure 8, the processes that are inherently the functions of the algorithm of the implementation are connected via arrows which shows the relationship between the representative shapes and the direction of where the data is travelling, identifying the relationships and the overall system helps with understanding the algorithm without delving into the mathematical operations used. To provide a guided step by step walkthrough of how a system is going to behave under certain circumstances and what the steps are for the desirable outcome.
[bookmark: _Ref5124188][bookmark: _Toc7345660]Problems and successes in coding
During the development of this particular RSA implementation, there were successes and problems that occurred mainly to do with the coding aspects of the implementation, there were many iterative designs to successfully implement certain aspects of the code which will be discussed in this section. As stated in Section 3.2.6, the software accompanying this report was developed using a C# wrapper called Mpir.NET[105] so adjusting the syntax throughout the development phase and learning this new library simultaneously was necessary as it accommodated these large integers used for RSA, merging the Mpir.NET[105] wrapper within the basic fundamentals of the C# language was essential to implement this algorithm.
The first of the successes was developing a function of an own implementation of the Miller-Rabin primality test [43]–[45], due to the importance of primality testing within the RSA algorithm, developing a working primality test would be considered a success in the development of this report. The second success would be key generation, generating an integer of a fixed length especially an integer potentially over 1000 digits long would be very time-consuming so coding a more optimised and less time-consuming method was prioritised which was achieved after many iterative designs. The third success was converting a string message, read from a file to and from multiple different formats and then written to file (e.g. ASCII, decimal, hexadecimal etc.), coding a function that hides a message to and from different formats is cryptography, hiding secrets through communication so to have a function which hides a message through means of communication was considered a success. The last success worth mentioning would be the next prime function created which generates the next prime of a given number, so that chances of a randomly generated number to be prime determines on the number of tests run through the primality test but when the number generated is even or not a prime number then generating the next prime of that original generated number is important to keep the application running.
Even though there was success in applying a padding scheme, this was not an ideal implementation and that in a real-world scenario a class such as RSACryptoServiceProvider [111] would be used to implement an RSA algorithm, using the built-in functions of this class prevents any security vulnerabilities, it also provides functionality which provides to be more secure and compliant application. This is a consistent problem as it is well documented that an own RSA implementation to use in the real world is not secure and that an alternative like RSACryptoServiceProvider[111] mentioned above is much more suitable and secure.
[bookmark: _Toc7345661]Code snippets
The software developed for this report has many different aspects of code developed which can be considered and deliberated but this section will look at primarily at the main functions of what makes the RSA algorithm operate. The RSA algorithm consists of three major mathematical functions which are key generation, encryption, and decryption, these functions are the primary functions, so it was important to review this and provide portions of code snippets of the source code. The code snippets will abide by the Mpir.NET documentation[105], [106] and the PKCS standards[25], [28] where applied.
[bookmark: _Toc7345662]Encryption
The encryption function is a quick computation due to modular exponentiation, which in Figure 9 it shows the code developed to achieve this. This a straightforward computation to code compared to other functions created in this RSA algorithm, though the mathematics behind the code is far more complex as it should be. The encryption function is based upon that it must be easy to compute one way but very complex to compute the inverse operation.


[bookmark: _Ref5135434][bookmark: _Toc7345700]Figure 9 - Encryption code snippet.
[bookmark: _Toc7345663]Decryption
RSA decryption is a slow mathematical computation due to the size of the private exponent , where it is an unavoidably large number. Whilst the public exponent  can be chosen by the user, the private exponent  cannot, where the choice of  can be small or large can depend on the impact and speed of the computation of encryption whereas  is large therefore in comparison to the encryption function, decryption function is much more time consuming due to the large nature of the integers generated. As shown in Figure 10 it provides the code developed for this report, just like previous code snippets it is commented for what each line of code achieves.


[bookmark: _Ref5189619][bookmark: _Toc7345701]Figure 10 - Decryption code snippet.
[bookmark: _Toc7345664]Key generation
It is important to have a strong random number generator for RSA. It must be used to generate  and  variables of the algorithm. For most public-key cryptography algorithms, key generation is vital that it is strong and has no weaknesses as a weak generated number can be exploited by an eavesdropper and if the generated numbers are too close or similar then the attacker could simply guess them directly.



[bookmark: _Ref5120969][bookmark: _Ref5120947][bookmark: _Toc7345702]Figure 11 - Key generation code snippet.
In Figure 11 it shows the code snippet of the key generation function created, the comments reveals indirectly what certain lines of code achieves when it compiles, this particular function is called twice for the  and  variables. As stated in Section 4.4 the capability of generating the next prime of a given number,  or  in this instance can keep the application running and therefore continue with the algorithm, as commented the newly generated ‘NextPrime’ will also be tested the same about of time via the primality test.
Strong and Safe prime numbers
When generating prime numbers, there must be consideration of “safe primes”, a safe prime is where “ where  is prime”[112], safe primes have a relationship with “strong primes” which are prime numbers with special properties, in regards to cryptography these properties are as followed:
·  is a large prime
·  has large prime factors.  for integer  and prime .
·  has large prime factors.  for integer  and prime .
·  has large prime factors.  for integer  and prime . [113].
[bookmark: _Toc7345665]Testing
The testing of this software will be achieved by using probabilistic primality testing which takes the generated numbers of  and  and tests whether they are probably prime or not, for this report the primality test implemented was based off the Miller-Rabin primality test[44], [45]. The primality test is based off probabilistic conclusions in which “If N is prime the algorithm will always correctly output true, and if N is composite the algorithm will correctly output false with probability at least 3/4.”[114], with this that means the theorem guarantees that ¼ of the coprime numbers of  returns true or passes the Miller-Rabin test. Choose a random  then the probability that it passes is ¼, along with choosing the number of iterative tests to be done. Take variable  which is chosen independently and take variable  where  is the probability of passing the test, the probability would  since , therefore, say that .


[bookmark: _Toc7345703]Figure 12 - Primality test code snippet.
[bookmark: _Toc7345666]SCRUM Sprints
Throughout the development of the software accompanying this report, as stated in Section 3.2 this report used an iterative methodology called SCRUM. This section will look at the documentation acquired through each sprint of this report and what has been completed and currently in progress. This software was broken down into 7 sprints which lasted for a month interval at a time except on two occasions where the developer of this software thought there was valid reasoning to shorten this, this will be explained in this section. This was important due to the nature of this report and what could be achieved within this time frame, everything that is completed within the sprint intervals is there to be built upon in future sprints, having a foundation for a feature completed to then be added to is important in the development of this software.
[bookmark: _Toc7345667]SCRUM Backlog
This is the backlog for this report, it shows a list of features that needs to be done within the project. This backlog is both user and technical based, the intention of the software was to allow a varied key size length which the user was allowed to manipulate within the boundary choices made available to them.
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[bookmark: _Toc7345704]Figure 13 - SCRUM Backlog for this report.
The features mentioned in the SCRUM backlog are very broad and not carrying much detail, this would be narrowed down and become more detailed when placed in a sprint.
[bookmark: _Toc7345668]Sprint 1
The purpose of the first sprint was to successfully install a library that would accommodate the vast size of numbers RSA algorithm uses along with setting the foundation for future sprints. The interval for Sprint 1 was 15th October 2018 – 12th November 2018.
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[bookmark: _Toc7345705]Figure 14 - Sprint 1 tasks
This sprints intention was to complete three objectives which were:
· Successfully install the appropriate library for RSA.
· Create a function to calculate modulus.
· Implement the totient function.
After implementing these initial objectives, testing was done to see if they worked with large numbers.
[bookmark: _Toc7345669]Sprint 2
The priority of this sprint was to develop a working prototype in which the variables provided were determined and the outcome could be predicted to a certain extent. To have a working prototype that was a very basic version of the RSA algorithm was the sole purpose of this sprint. This sprint prioritised the coding of the encryption and decryption methods with a working primality test, fortunately, this sprint was successful and allowed time during the sprint interval to develop key generation.
This sprint interval was 13th November 2018 – 10th December 2018
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[bookmark: _Toc7345706]Figure 15 - Sprint 2 tasks
[bookmark: _Toc7345670]Sprint 3
Sprint 3 started on the cusp of the Christmas break. Therefore, more emphasis was put on the literature review than the development. This sprint was limited to 2 weeks instead of monthly intervals, the developer of this software decided this was valid reasoning due to external academic deadlines and prioritising the literature review over the development for the upcoming interim viva.
As this sprint was limited to a 2-week window, the purpose of this sprint was to continue adding new features and to achieve as much within this shorter interval.
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[bookmark: _Toc7345707]Figure 16 - Sprint 3 tasks
The interval of sprint 3 lasted 2 weeks 11th December 2018 – 24th December 2018
[bookmark: _Toc7345671]Sprint 4
This sprint was leading up to the interim viva, so for the development aspects of this project it was important to fine tune everything that has been developed thus far and to prepare the prototype for the interim viva this meant testing the software and making sure it was a working prototype under perfect circumstances such as setting variables and message length etc.
This sprint was also for a 2-week interval which was after external academic deadlines which allowed the developer the time to fine-tune any feature leading up to the interim viva.
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[bookmark: _Toc7345708]Figure 17 - Sprint 4 tasks
The interval of sprint 4 lasted 2 weeks 12th January 2019 – 23rd January 2019, a day before the interim viva was to be held.
[bookmark: _Toc7345672]Sprint 5
This sprint was after the interim viva where feedback was received, the feedback changed the course of the sprints slightly as the prototype created for the viva was too dependent on the Mpir.NET library[105], [106] and too little of the developers’ work. Due to the feedback received, changes were made about how to depend less on the library and more on own development, this sprint was solely based on creating a more independent version of a key generation.
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[bookmark: _Toc7345709]Figure 18 - Sprint 5 tasks.
The interval for this sprint was a duration of a month, after the interim viva and feedback. It was 27th January 2019 – 24th February 2019.
This sprint has very little tasks completed due to the amount of testing required along with making an optimal version of key generation, at some points generating the keys would be very time-consuming so making an optimised version of this was the sole intention and needed to be optimal before moving onto the next sprint.
[bookmark: _Toc7345673]Sprint 6
During this sprint its purpose was to create an independent version of the Miller-Rabin primality test[44], [45] and to create a function which generates the next prime of a given number e.g. , if  is either even or declared non-prime after the primality testing then the next closest prime number will be generated instead to continue the application. Just like the key generation function in sprint 2 that was used for the prototype for the interim viva, it was too dependent on the Mpir.NET library and not an independent version of the primality test. 
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[bookmark: _Toc7345710]Figure 19 - Sprint 6 tasks.
This sprint was between the dates of 25th February 2019 – 25th March 2019.
[bookmark: _Toc7345674]Sprint 7
This is the closest sprint leading up to the deadline of this report, the sole purpose of this sprint is to apply a function that applies padding to the message so that any given message length can be passed through the algorithm without any complications in regard to the message. Padding in cryptography is vital, without padding it is called “Textbook RSA”, due to the closeness of the deadline for this report the padding scheme that has been implemented is the first iteration and therefore it would be possible for this to improve if more time was available.
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[bookmark: _Toc7345711]Figure 20 - Sprint 7 tasks.
The interval of this sprint lasted shorter than a month, this was due to the closeness of the deadline for the project and other areas needed to be attended too, needed to leave sufficient time for testing. The duration of this sprint was 26th March 2019 – 8th April 2019. 
[bookmark: _Toc7345675]Conclusion
This section looked at how the software was developed and implemented, to justify the reasoning behind the development and implementation aspects of the software. Firstly, it was important to identify the requirements of the project as these requirements are there as targets that if completed will ensure that the project has been completed, they tend to work in alignment with the objectives of the project. Secondly, it was important to justify the development of the project with visual representation along with any problems or successes with the development and if these problems would provide any detrimental performance or efficiency to the software. There were code snippets involved that showed how certain aspects of the software work and the importance of their purpose in relation to the RSA algorithm, along with the testing apparatus used to identify the possibility of a given number being prime.
Lastly, there was evidence provided of each individual SCRUM sprint and what was hoping to be achieved by showing the product backlog and the progress in what tasks were completed over the duration of the project, there was evidence of the timeline and how long each task did take and the reasoning behind the time and what was completed in more detail for each sprint that was created.




















[bookmark: _Ref6593881][bookmark: _Toc7345676]Evaluation
[bookmark: _Toc7345677]Introduction
This section will provide an evaluation of results which will be presented using quantitative analysis that will be objectively displayed via numerical data, there will be graphs comparing the time taken to execute the algorithm of different machines with varied key size lengths and file sizes and provide time complexity results. There will be deliberation of the findings and whether the conclusion of the findings is similar to what was expected from the literature review, also whether the aims and objectives were met and what could have been done differently if this project were to be repeated.
[bookmark: _Ref6480402][bookmark: _Toc7345678]Analysis
The following section will look at the planning, conducting and findings of the project, there will be deliberation of the data gathered and observe the findings and how they relate to literature, aims, and objectives of this report. It is important to explain the test procedures to determine the time complexity whilst changing variables and observing the behaviour changes, to determine and measure the time complexity this report will use the “Big O Notation” created by Paul Bachmann[115] and Edmund Landau[116], this a term in computer science that allows to classify algorithms on their run-time as the input size grows[117], due to the objective of allowing a varied key size length this approach seemed most suitable. There will be a comparison made from different machines to see the difference in time when variables are manipulated, and file sizes are varied, this will be visually presented via graphs.
[bookmark: _Ref6213648][bookmark: _Toc7345679]Planning
The approach to gathering the results will be completed using different machines with varied hardware specifications and compile the software for the project on those machines to determine the time difference of each and what impact the hardware has on the compilation time of the software. There will be tests using varied key size lengths and file sizes amongst 3 practical machines which will be shown via graphs and there will be observation from external results of others around the world to see how this software and machines compare.
As for the machines, there will be 3 practical machines which will compile this RSA implementation using Visual Studio 2017, there will be 2 desktop and 1 laptop compiling the code and to measuring the time of each. The practical machines will be identified from A-C, and have varied hardware specifications, there will be machines listed D, E from external sources which will be used to replicate the same tests they have executed to compare the time difference between the implementations and whether hardware specifications had an impact.
	PC Machine
	Operating System
	Processor

	A
	Windows 10 64-bit
	Intel i5-4570

	B
	Windows 10 64-bit
	Intel i7-7700 

	C
	Windows 10 64-bit
	AMD E1-2100 APU


[bookmark: _Toc7345723]Table 1 - Practical participating machines.
These machines are practical machines which the writer of this report has access too, therefore these machines will compile under the conditions of varied key size length and file size whereas the external machines will be tested under their original test.
	PC Machine
	Operating System
	Processor

	D
	Windows Vista 32-bit
	Intel Core 2 1.83 GHz

	E
	Linux platform 
(Kernel 2.4.20).
	733MHz Pentium class


[bookmark: _Toc7345724]Table 2 - External machines.
These machines ‘D’[118] and ‘E’[119] are from external sources which have analysed and noted their time of encryption, decryption, and key generation, the results will be taken and test replicated to see the comparison. Whereas the code for this report has been coded in the C# programming language, the external machines compiled code in different languages, ‘D’ compiled C++ and ‘E’ compiled C. There are many factors to consider regarding the complexity of these implementations, not only hardware but the software/programming languages used as well.
[bookmark: _Toc7345680]Conducting
As stated in Section 5.2.1, there will multiple machines used to compare this RSA implementation, the way the tests are going to be conducted in the 3 practical machines A-C will compile the code accompanying this report changing the key size length each time as for each key size length used there will be 3 files of varying size to see if the file size has any influence on the efficiency of this implementation. The compiled times gathered will be an average consisting of 5 runs of each key size length and file size, this will present a clearer overview of the consistency of the algorithm and a better indication whether the outcomes are reliable. There will be a test including all machines that will illustrate the time taken for both the encryption and decryption methods of a giving varied key size length, comparing the performance of each individual method with provide a clearer view of the difference each method might face as the key size length grows and if it corroborates what was covered in the literature review. 
There will a separate test for machine ‘E’ which will be replicated, the test this machine run was at varied key length but at a 10,000-character file limit so the tests will be executed again under these conditions to check for comparison. When executing the tests the encrypted file will not be printed in the console window as the tests should be replicated as closely as possible to others within the field just like original external tests executed by machine ‘D’[118] and ‘E’[119].
[bookmark: _Toc7345681]Findings
This section is going to provide a visual representation of the findings along with summarising the results and comparing them amongst one another, there will be observations made regarding if any anomalies occurred and where they stemmed from. The results gathered will be acquired from executing each test 5 times and calculating the average time taken for an operation, this is important as it disregards any random errors and provides more balanced and accurate results compared to executing the test just once. The timed results for each operation are available in the Appendix (Figure 31).
The bar charts representing the data will be divided into 2 sections, the first will look at only the practical machines and how they compared, and the second will look at external machines to replicate the same tests and see how the practical machines executing this implementation compare with external machines executing a different implementation.
This RSA implementation with practical machines
This section will primarily look at the practical machines A-C which will be used to compile this RSA implementation, the tests will look at the time taken for each machine to execute the algorithm at different key size lengths and file sizes to monitor whether there are any changes when these variables are manipulated. There will be a separate test for the time taken to for key generation, as the keys can be varied depending on the users’ choice, it is vital to see how much of a difference with regards to time it takes to generate these vast numbers and how much of an impact on the time taken to execute the entire algorithm.

[bookmark: _Ref6397883][bookmark: _Toc7345712]Figure 21 - 512-bit key size length from this implementation only.
Figure 21 shows the time taken executing this RSA implementation using the 512-bit key using those 3 practical machines stated above, observing the data from Figure 21 it clearly shows that the more modern and more powerful CPUs in machine A and B are much quicker than machine C, the data gathered from executing this test shows that the file size does play an impact on the time complexity of this implementation. There was one anomaly in this test which was that machine B executed file size 50KB quicker than a 10KB file, this only happens for machine B, so this is an anomaly so by looking at machine A and C results follow the same trend as the file size grows so does the time taken to execute but this does not occur for machine C, it should not have occurred if by looking at the trend.
Looking at the trendline and exponential growth between 10KB file and 100KB file shows how much of difference occurs as the file size grows, there is not much difference between machine A and B, but as older hardware is used there is a clear indication that hardware has a direct impact on the efficiency of this implementation. 

[bookmark: _Ref6406830][bookmark: _Toc7345713]Figure 22 - 1024-bit key size length from this implementation only.
Observing the data from Figure 22, it illustrates that both machines A and B are similar with machines B getting quicker execution times, this is due to the newer CPU with higher clock speeds and double the number of cores that machine A has. Machine C due to its hardware specifications is providing results that are 550% slower with the 10KB file than its counterparts with machines A and B, this graph follows the same trend as Figure 21 with machines A and B close and machine C not anywhere close. 
The trendlines of the 10KB and 100KB file reveals that there is a steady incline and that hardware affects the execution times, just like Figure 21.


[bookmark: _Ref6411723][bookmark: _Toc7345714]Figure 23 - 2048-bit key size length from this implementation only.
Deliberating both Figure 21 and Figure 22 there is evidence that relates to Figure 23, that when executing the application with a key size of 2048 bit the closer the exponential growth is. As the key size grows so does the time taken to execute, machine A executes roughly 100% slower than its closest counterpart in machine B apart from when executing a file size of 50KB which are similar in the time taken to execute.
This key size length seems to involve many anomalies comparing the prior graphs (Figure 21 and Figure 22) as Figure 23 illustrates many differences with regards to the 50KB file size being quick in some areas for machine A and B and the slowest on average in machine C compared to other file sizes, both 10KB and 100KB file sizes are close where 2048 bit is the designated key size length across all machines. As the trend implies, machine B with the newer hardware executes the application the quickest across all file sizes whereas machine C with the oldest hardware is the slowest across all file sizes.
External participants tests

[bookmark: _Ref6435000][bookmark: _Toc7345715]Figure 24 - Key generation times of different key size lengths.
By observing the data gathered in Figure 24 it shows that even with a less powerful computer, having an optimised key generation implementation is much more efficient and not as dependable on hardware, comparing the key generation implementation from the software in this report against the external implementation for generating keys, the external implementation is 500% quicker in some instances. The times are similar with regards to 512-bit and 1024-bit key size lengths but when generating the larger of the keys 2048-bit there does begin sometime discrepancies.


[bookmark: _Toc7345716]Figure 25 - Time comparison of encryption and decryption.
This test was executed as it allowed the comparison of the practical machines compiling this RSA implementation against an external implementation on external machines. From the external machines D and E, therefore, can conclude that this implementation works much quicker than the implementation used on machines D and E, it provides a clearer indication that hardware has an impact and that this implementation encrypts and decrypts much more efficiently overall in comparison.
It was vital to replicate tests and use external data from sources within this field of research to achieve a grasp understanding of how this implementation compares, even though the data acquired was executed on older hardware it is still relevant to compare and contrast on the outcome and importance of hardware when executing the RSA algorithm.

[bookmark: _Ref6420936][bookmark: _Toc7345717]Figure 26 - 10,000 character at different key size lengths.
Replicating an external test to see how the practical machines compare was the purpose of this test, the test that machine E initially completed was to execute the algorithm to encrypt and decrypt a file containing 10,000 characters. As the data shows in Figure 26, machine E executed a much more optimised implementation than the RSA implementation accompanying this report. The efficiency of executing an algorithm under those times in comparison to the machines executing the implementation with this report is a vast difference, machine E execution times were quicker by nearly double in some instances. 
This is proof that a useful implementation of an RSA algorithm is more important than relying on the hardware, machine E had older hardware than machine A, B and C yet outperformed them in this test.
[bookmark: _Toc7345682]The time complexity of this algorithm
You cannot measure the time complexity of the RSA algorithm as a whole but to measure the time complexity of different implementations of the algorithm, the measurements will look at 3 areas of time complexity which are the encryption, decryption and key generation. There will be graphs looking at these 3 areas with an exponential trendline forecast and see how they would eventually scale as the key size grows with the time complexity using the Big O notation[115], [116].
Encryption

[bookmark: _Toc7345718]Figure 27 - Encryption forecast.
Decryption

[bookmark: _Toc7345719]Figure 28 - Decryption forecast.
Key generation

[bookmark: _Toc7345720]Figure 29 - Key generation forecast.
Time complexity table
	Implementation tested
	Time complexity

	Encryption
	

	Decryption
	

	Key generation
	


[bookmark: _Toc7345725]Table 3 - Time complexity of RSA implementations.
In this table,  is the number of bits in the modulus. 
The Encryption is  as the public exponent  is varied depending on input size given by the user, in some instances the public exponent  is fixed as mandated by FIPS 186[120] which would make the time complexity be , but this implementation allowed the public exponent  to be as vast as modulus  which is stated in PKCS #1 v.2.1[25]. The Decryption is  because the private exponent  in size in digits is very similar to that of the modulus . Key generation is  because as the key size grows so does that key generation implementation along with it, this is dependent on the chosen key size.
[bookmark: _Toc7345683]Did the data back up the literature review?
The data gathered and deliberated in Section 5.2 did back up with the literature review, the results as the variables changed so did the time taken for the algorithm to execute. This is what was covered in the literature review (Section 2), as the key size grows so does the time complexity of the algorithm this was covered in the literature review. This outcome of the results was what was intended after researching this topic area, to have an algorithm in which its security is mainly based upon the key size length. To deliver an outcome of results which would be different from what was shown in Section 5 would be odd and would imply that the algorithm was not implemented correctly, this was not the case.
[bookmark: _Toc7345684]Were the objectives of the project met?
The objectives were met, but some aspects of the objectives were not implemented as optimal as wished, considering the results gathered and the time taken to generate a key within this implementation is far too slow after comparing it with other implementation in the field. Even though the broad objective was met, as for efficiency and overall performance of the algorithm the key generation implementation was not optimal for this algorithm. It works as intended but this particular area should be revisited and improved upon. There are some areas which were developed and are functional, but these implementations are not appropriate or acceptable for real-world use, the key generation and padding functions work but if time was not an issue then these should be re-visited and improved upon.
The development of this software was abided by, completely coded within the C# language and used just one external wrapper which was the Mpir.NET library. As MPIR is usually used within the scope of the C language, to remain with the C# language due to familiarity and to implement a fully functional RSA algorithm with this instead of the desired C language was an achievement.
[bookmark: _Toc7345685]Were the aims of the project met?
The aim was to create an RSA cryptographic tool with varied key sizes, this has been met. This implementation allows the user’ to choose their desired key size length along with their desired public key exponent , the aim was to provide a fluidity to this implementation which allowed the user to have choices in what they could do within the boundaries of the algorithm. Even though the aim was met, after development and testing the software, the analysis deduce that the key generation function developed is not optimal and should be re-visited which therefore would increase performance.
What was hoping to be achieved had been achieved, the development of the RSA cryptographic tool had been made along with testing the cryptographic tool to understand how this implementation compares to what is derived from the literature review had been achieved.
[bookmark: _Toc7345686]Conclusion
There would be many aspects of this implementation and the testing that could have been done differently, the changes would entirely be based upon the premise that a deadline was not necessary. There are many different avenues of tests that could of being executed along with more varied participation of machines, by comparing many more machines provide a more concise decision and pinpoint what areas of the implementation may need to be improved.
This particular implementation must account for the time taken for the user to input their decision, this is what was completed when taking times for each area of this software, having a fixed or bounded value the test would provide more precise results as the developer of this software wanted the user to choose the public exponent  and the key size length which may have affected the time taken, if this were to be done again then having fixed variable values would be better for testing, it removes the human factor and solely focuses on the performance of this implementation.












[bookmark: _Toc7345687]Conclusions and Recommendations
The focus of this project was to develop an implementation based on the RSA algorithm with variable key sizes, after considering and deliberating this algorithm the findings were what was expected. The findings of this project were that this implementation of the RSA algorithm is similar to external implementations within the field, even though this implementation is not secure and not appropriate for real-world use. With the help of the research and development methodologies chosen the aims were achieved, the importance of a development lifecycle and the acquisition of documentation available helped to understand the RSA algorithm and the development of implementing a functional version of this algorithm.
The key findings are that key size has a massive impact on the security of this algorithm, by raising the key size it decreases the likelihood of a successful attack, but the execution time will suffer as it is a trade-off for security. The capacity of the message or data being encrypted had an impact on the execution time within this implementation, as discussed in Section 5. This implementation suffers when applied on older machines or older hardware, it is hardware dependent compared to the external implementations used in this report, the external implementations compiled the key generation aspect much more efficiently in which they used older hardware than this implementation. The research obtained and discussed in the literature review propose that as the key size length grows so should the time to execute, this is what this implementation provided and what was observed.
The research that was acquired throughout the literature review was helpful in understanding the complexity of the RSA algorithm along with the many avenues in which the algorithm can follow, there are many standards available that guide the algorithm so that a correct implementation can be achieved. Researching all the vast documentation available regarding RSA and cryptography as a whole provided a clearer insight on what needed to be prioritised and what areas were crucial to a be considered a successful fully functional RSA cryptographic tool. By thoroughly researching this topic area it determined the route in which the design and development followed, the research had a massive impact on what needed to be done, it influenced the entire project for the better.
This area of research is important due to how much RSA and cryptography are relied upon across many industries, it sometimes goes unnoticed and seems unappreciated to most but has a great deal of impact in many areas. It was important to develop an RSA implementation to compare this implementation against others within the field, even though this implementation that has been created is not suitable for real-world use as explained throughout this report, but created to consider and compare the time complexity of how the RSA algorithm works with a working implementation against external implementation and to demonstrate what the algorithm is capable of within the limit of this implementation.
For further research in this area, it would be appropriate to look at prime factorization and the possibility of quantum computing affecting this area of security. As this algorithm is based upon the difficulty of factorizing a given prime, such that it is difficult to calculate  and  by knowing , its undoubtedly inefficient which makes the RSA algorithm in its current state but with the constant progress of quantum computing this area and many other areas will be affected by the efficiency of a working quantum computer. This would make this algorithm that has impact in many areas across many industries insecure, as stated in this report the work on Shor’s algorithm will play a major part if quantum computing reaches the point where it can be feasibly used then Shor’s algorithm could possibly be applied and that would affect many cryptosystems, it would make RSA obsolete and completely vulnerable.
To conclude, this project developed a successful implementation of the RSA algorithm, it adheres to many standards and allows the user fluidity and freedom to choose and manipulate the data as they please. As the research highlights, as the key size grows so does the time complexity of this algorithm, with adequate testing employed this statement for this implementation appears to be true which is what was expected. There has been a discussion on the importance of RSA along with its future, the likelihood of how long RSA may be reliable as technology and other industries grows. In its current state RSA is reliable and secure, but if quantum computing becomes more viable and accessible then this will not be the case. 








[bookmark: _Toc7345688]Reflection
Throughout the time of writing and researching for this dissertation, there was a realisation that researching this particular was enjoyable. Learning about this vast environment which has a rich history and the amount of work that was done by certain individuals. There are admiration and respect to this work and the masterminds behind it, by researching an area as interesting as this made the research much more enjoyable, the process of exploring a new topic in such great detail was rewarding. Delving into the researching and seeing where you end up is enjoyable, as this topic is so enriched with documentation and fascinating history there were moments where the research strayed off topic as there were so many avenues in which this topic area has been an influence. It was important to ease your mind and have a break, there were moments where momentum just was not there, and this was learned the hard way. By setting yourself goals or daily targets helped with the momentum and slowly the dissertation and word count gradually kept increasing which provided more motivation to continue. By achieving daily, weekly targets would allow such fulfilment and relief, this was rewarded with a break from time to time, completely removing yourself from the dissertation or academic mindset is difficult especially these circumstances with a document holding such high importance to individuals but it was necessary to take a break and to remove yourself from this train of thought for a while, and come back to it with a clear mindset and you’ll feel rejuvenated to continue the hard work.
Leading up to this dissertation there were constant talks of treating a dissertation like a full-time job. This is perfectly fine within the boundaries that are nothing more than a full-time job, you do not want to tire yourself out and constantly work in a period of 8 hours or so at one-time, for this project it helped to work in bursts of 2-3 hours as more than that there was a sense of lack of enthusiasm or motivation to keep on. Spreading time out in a manageable way helped with the overall workload, and it helped created better work in general, spending less time making mistakes and being overall more productive with the time. The more research that was undertaken and acquired provided an observation that there was so much knowledge available and that the understanding of anything was so thin, by reading and trying to understand the documentation available about this topic area was fascinating but there was so much which to comprehend. Knowing that this is the case is so refreshing, knowing that so much knowledge is available and free (for the most part) to just learn. It is remarkable, the conclusion is that there is so much knowledge available and accessible to us that initially it is not understandable, but it gives us the opportunity of us understanding it.
There were moments where self-doubt played an inconvenience, constantly doubting my capabilities and whether this project was more than what was possible. You want to do your best and provide the best work you have ever done but simultaneously thinking whether this topic was achievable or not, whether it is feasible or not played an impact of the mindset. It is inevitable that self-doubt will impact everyone more so in these circumstances, but it was important to just keep working at things, maybe a break here or there helped with re-assuring that this project is possible. With the help of the supervisor, they made sure that everything was progressing and unless they state a concern you should just carry on with the work, by doubting yourself you exaggerate every single aspect of the dissertation, it does affect your mindset, but you must ignore this and keep on working through it. Talking amongst other students and asking them how far they have gone and how much they have written is not ideal. It allows paranoia to either yourself or your fellow students, there were occasions that this was done and every time at least one party felt inadequate. It is difficult to not to ask your fellow students how they are doing with their project as you want to gain a grasp on whether you are on track or whether you have fallen behind, the number of references you have done compared to everyone else. This is not worth it, by leaving yourself open up to being paranoid is not productive in the slightest, you have not got the time to feel that and be productive, it just does not work.
There were more good points than bad for this dissertation, fortunately, to start, the fact that what was hoping to be achieved had been achieved and provided this project with sufficient data from testing to conclude. There were several moments where this project was considered infeasible and underestimating the abilities, after developing a working algorithm the relief of completing that is such a fulfilling experience. This topic area has a lot of documentation to offer, so when writing the literature review there were no worries or last-minute scrambling trying to find the right information or correct references, the research gathering was advantageous. With good points come bad points, a lot of the work done did not make it into the dissertation, by sieving through many different versions of your work and deleting what you initially thought held substance was important, may not have been or you may have accidentally included a reference in the wrong place. You reconsider countless times whether what you are writing is sufficient or not. 
If this project arose again, there would be some changes which would be made. There would be a change in software methodology, after developing through SCRUM it felt clunky and not appropriate for individual development so maybe FDD (Feature Driven Development) would have been more appropriate, even though the software developed for this project is suitable and works as intended maybe FDD would have provided more productivity overall and spared more time to concentrate on other areas such as testing more practical and external machines to grasp a clearer and more deeper understanding on whether this implementation is successful or not. There would be more deliberation about the programming language used for this project, even though C# was used, and it was successful the Mpir.NET library was initially developed for the C programming language, so a use of a wrapper was needed, and this required workaround for the library to work in conjunction with the C# language.
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512-bit Key size length

10KB File	A	B	C	1.51392368	3.2961240200000002	6.5679252200000002	50KB File	A	B	C	2.0064441400000002	2.22385784	13.147694720000001	100KB File	A	B	C	3.18925334	2.7777967600000002	28.9030697	Machines


Compiling time (seconds)





1024-bit Key size length

10KB File	A	B	C	4.4682297000000002	4.5361931000000002	22.40250176	50KB File	A	B	C	5.1719010000000001	3.1038219200000001	23.416234060000001	100KB File	A	B	C	6.79664892	5.4803962000000004	31.713797939999999	Machines


Compiling time (seconds)





2048-bit Key size length

10KB File	A	B	C	36.381259579999998	17.706445219999999	106.03984426	50KB File	A	B	C	18.642466200000001	16.322327059999999	147.17050806	100KB File	A	B	C	42.498678140000003	20.003466079999999	109.2333776	Machines


Compiling time (seconds)





Key Generation

512	A	B	C	E	0.31136032000000002	0.32393741999999998	1.8533532399999999	5.7984000000000001E-2	1024	A	B	C	E	3.347343	2.0581230000000001	8.8420824400000004	0.46599400000000002	2048	A	B	C	E	20.317471579999999	14.761640760000001	93.187507199999999	4.052181	Machines


Compiling time (seconds)





Time taken for encryption and decryption.

1024-Encryption	A	B	C	D	E	6.7535499999999997E-3	5.2086800000000003E-3	4.32658E-2	0.08	7.8851000000000004E-2	1024-Decryption	A	B	C	D	E	4.5923600000000002E-2	3.3694439999999999E-2	0.36377702000000001	1.46	3.3655910000000002	2048-Encryption	A	B	C	D	E	7.5163399999999998E-3	5.1369600000000003E-3	6.6061739999999994E-2	0.16	0.126361	2048-Decryption	A	B	C	D	E	5.4991320000000003E-2	5.1525620000000001E-2	0.31067235999999998	6.08	9.0012860000000003	Machines


Compiling time (seconds)





10,000 characters different key size lengths.

512	A	B	C	E	1.3200783199999999	3.2688918999999999	6.6342352599999996	1.0155259999999999	1024	A	B	C	E	3.7175580400000001	5.4301580999999999	20.334365559999998	3.9104359999999998	2048	A	B	C	E	32.850144360000002	21.54035506	121.6555243	13.179828000000001	Machines


Compiling time (seconds)






A	512	1024	2048	7.1354000000000001E-3	7.4292500000000001E-3	7.5163399999999998E-3	B	512	1024	2048	5.8233E-3	4.32658E-3	6.6061740000000002E-3	C	512	1024	2048	5.7814980000000002E-2	6.0086800000000003E-2	6.53696E-2	Key Size







Decryption Forecast

A	512	1024	2048	4.526608E-2	4.5923600000000002E-2	5.4991320000000003E-2	B	512	1024	2048	4.0893699999999998E-2	3.3694439999999999E-2	5.1525620000000001E-2	C	512	1024	2048	0.27746895999999999	0.30377702000000001	0.31067235999999998	Key size


Time (seconds)





Key Generation Forecast

A	512	1024	2048	0.31136032000000002	3.347343	20.317471579999999	B	512	1024	2048	0.32393741999999998	2.0581230000000001	14.761640760000001	C	512	1024	2048	1.8533532399999999	8.8420824400000004	93.187507199999999	Key size


Time (seconds)
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         static   mpz_t Encryption(mpz_t m, mpz_t e, mpz_t n)                              {                mpz_t W = 0;                mpir.mpz_powm(W, m, e, n);    //Calling power modulus calculation using the message, modulus and public key.                  mpz_t C = W % n;    //calculating remainder of W and modulus which gives us the ciphertext.                  return   C;            }  


oleObject1.bin
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         static   string   Decryption(mpz_t c, mpz_t d, mpz_t n)            {                mpz_t X = 0;                mpir.mpz_powm(X,c,d,n);    //Calling power modulus calculation using the ciphertext, modulus and private key.                  mpz_t M = X % n;         //calculating remainder of X and modulus which gives us the initial message in decimal  format.                  string   h = mpir.mpz_get_string( 16, M);    //converting to base 16 (hex) //Convert Decimal into Hexadecimal.                  string   g =  "" ;  //Ready to write to string.                    for   ( int   i=0; i < h.Length / 2; i++)  //https://codereview.stackexchange.com/questions/97950/conversion - of - hexadec imal - string - to - string                {                    string   hChar = h.Substring(i * 2, 2);    //retrieving a substring from this instance.                    int   hValue = Convert.ToInt32(hChar, 16);       //This for loop converts Hexadecimal into string!                     g += Char.ConvertFromUtf32(hValue);                 }                  Console.WriteLine( " \ nDecrypted \ n \ t"   +  "{0}" , g);    //Prints out the conversion result.                return   g;            }  
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stati c   mpz_t GenerateRandPrimes( ulong   KEY_SIZE)            {                byte [] keySize =  new   byte [KEY_SIZE];                Random r =  new   Random();                int   h = keySize.Length/8;    //dividing the KEY_SIZE length by 8 intially allows the for loop to generate numbers  of a length of 8.                string   s =  string .Empty;                  for ( int   i =0; i<h/8; i++)    //You want the for loop to generate number a length of 8 equivalent of h/8.                 {                    s =  string .Concat(s, r.Next(10000000,99999999).ToString());  //generating a number a length of 8 to String.                }                  byte [] key = Encoding.UTF8.GetBytes(s);  //convert from String to byte[].                int   leng th = s.Length;                uint   count = Convert.ToUInt32(length);  //Convert length of String to  Int32.                  mpz_t j =  new   mpz_t();                mpir.Mpir_mpz_import(j, count, 1,  sizeof (Byte), 0, 0, key);    //mpz_t variables can be converted to and fro m arbitary words of binary data.   This  converts 'j' to an mpz_t data type which holds the generated key.                  bool   v = IsPrime(j);  //Check if 'j' is prime.                  if (v ==  true )  //if 'j' turns out to be a prime number then return it.                {                    return   j;                }                  else   //if 'j' isn't prime do this.                {                    NextPrime(j);  //Call and generate a prime greater than ' j'.                    IsPrime(j);  //Check whether the newly generated 'nextprime' 'j' is  actually prime.                    return   j;                }            }  
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         static   bool   IsPrime(mpz_t n)            {                mpz_t u = 40;  //The amo unt of primality tests going to be run which  determines the accuracy of the test. p = probability therefore p^u(1/4)^u.                  if (n < 2)  //if number is less than 2, it's of no use so return false.                {                    return   false ;                 }                if (n != 2 && n % 2 == 0)  //if number is not equal to 2 and not a  multiplication of 2 therefore removes all positive integers.                {                    return   false ;                }                  mpz_t s =  new   mpz_t();                s = n  -   1;  //to get this far the number must be odd so minus 1 to make it  even.                  while   (s % 2 == 0)  //extract all multiples of 2 from s.                {                    s = s >> 1;  //s right shifted by 1.                }                  for (mpz_t  i = 0; i < u; i++)  //repeat by number of test times.                {                    mpz_t a =  new   mpz_t();                    gmp_randstate_t state =  new   gmp_randstate_t();                      mpir.mpz_urandomm(a, state, n);                    a = a  -   1;                      mpz_t brief =  new   mpz_t();                    brief = s;                      mpz_t x =  new   mpz_t();                    x = a.PowerMod(brief, n);  //compute a^brief MOD n.                      while (brief != n  -   1 && x != 1 && x != n  -   1)  //repeatedly squ are so  that x^brief = (x^brief)^2 = 1.                    {                        x = (x * x) % n;                         brief = brief * 2;                    }                      if (x != n  -   1 && brief % 2 == 0)                    {                        return   false ;                      }                }                return   true ;              }  
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512 10k characters   Machine A  -- > 1.4401161+1.3130595+1.6148625+1.1736463+1.0587072 = 6.6003916     Machine B:  -- > 5.5759261+5.9807229+7.5776251+6.6303050+7.4065972 = 33.1711763     Machine  C:  -- >  2.3230521+3.6011826+4.3456609+2.7774337+3.2971302 = 16.3444595       1024 10k characters   Machine A:  -- > 3.6984328+4.7538139+4.4473932+2.9568495+2.7313008 = 18.5877902     Machine B:  -- >19.0019707+28.5947179+22.0741636+21.6444237+10.3565519 =  101.6718278     M achine C:  -- >  4.3840077+3.7948422+8.5902568+5.4580409+4.9236429 = 27.1507905         2048 10k characters   Machine A:  -- > 35.5631522+16.6930672+46.7521804+22.7792310+42.4630910 =  164.2507218     Machine B:  -- >  113.3629423+132.4496735+147.7091181+128.1336207+86.6222669 =  608.2776215     Machine C:  -- >  23.2746127+16.6188992+30.7553164+15.9957760+21.0571710 =  107.7017753       512 10KB   Machine A:  -- > 1.7379402+1.2743758+1.4839032+1.5756750+1.4977242 = 7.5696184     Machine B :  -- > 5.9241743+6.7749370+6.4728203+6.2843046+7.3833899 = 32.8396261     Machine C:  -- >  3.5876323+3.1671303+4.0393636+2.8081144+2.8783795 = 16.4806201       1024 10KB   Machine A:  -- > 5.7805796+5.0607348+3.9126641+3.7938431+3.7933269 = 22.3411485     Machine B:  -- > 26 .6632647+23.6403354+14.2832089+25.5437513+21.8819485 =  112.0125088     Machine C:  -- >  4.5629493+5.0851722+3.8431565+4.3507482+4.8389393 = 22.6809655  


oleObject5.bin

image27.emf
2048 10KB   Machine A:  -- > 35.5897115+19.9829504+33.9016596+54.0771430+38.3548334 =  181.9062979     Machine B:  -- > 111.5846520+68.7860938+128.257894+87.2451683+134.3254132 =  530.1992213     Machine C:  -- >  16.5525916+15.0133617+9.0890888+35.4093810+12.4678030 =  88.5322261       512 50KB   Machine A:  -- > 2.1752399+2.0799039+1.5607761+1.9113683+2.3049325 = 10.0322207     Machine B:  -- > 13.5070737+12.5797364+15.1127577+12.7144549+11.8244509 =  65.7384736     Machine C:  -- >  2.9497165+3.0549682+1.7083769+1.8818737+1.5243539 = 11.1192892       1024 50KB   Machine A:  -- > 3.7861207+4.9178714+3.4176555+8.6061424+5.1317150 = 25.859505     Machine B:  -- > 18.6520216+22.8361935+38.9086008+16.1357659+20.5485885 =  117.0811703     Machine C:  -- >  2.9030849+2.6252947+4.3879737+2.9571003+2.6456560 = 15.5191096       2048 50KB   Machine A:  -- > 19.1251896+13.4283321+17.4626137+18.1185278+25.0776678 =  93.212331     Machine B:  -- > 36.1301726+220.9725002+136.8267705+144.4481890+197.4749080 =  735.852 5403     Machine C:  -- >  19.9805966+18.4336061+13.1122474+12.7136032+17.3715820 =  81.6116353       512 100KB   Machine A:  -- > 2.4556845+3.6496671+2.3662344+3.6194611+3.8552196 = 15.9462667     Machine B:  -- > 30.7158656+28.7375586+28.8907191+28.1306045+28.0406007 =  144. 5153485     Machine C:  -- >  2.6492008+2.7045625+3.0148246+2.9660527+2.5543432 = 13.8889838  
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1024 100KB   Machine A:  -- > 4.8197994+10.9188041+6.6876584+5.8097550+5.7472277 = 33.9832446     Machine B:  -- > 33.7387764+33.5109978+34.4914387+21.3080536+35.5197232 =  158.5689897     Machine  C:  -- >  6.2831210+5.0818440+6.0805603+4.8934050+5.0630507 = 27.401981       2048 100KB   Machine A:  -- > 14.8540508+24.4732390+42.5761961+61.1958661+69.3940387 =  212.4933907     Machine B:  -- > 79.3329999+130.2646470+185.2004101+71.1346651+80.2341659 =  546.166888     Mac hine C:  -- >  20.4350526+19.8244591+10.9213156+10.6948271+38.1416760 =  100.0173304     512  –   Encryption   Machine A:  -- > 0.0069302+0.0067792+0.0077708+0.0073296+0.0068672 = 0.035677     Machine B:  -- > 0.005532+0.0065352+0.0067528+0.0044426+0.0058539 = 0.0291165     Machine C:  -- > 0.0652373+0.0579933+0.0822420+0.0273192+0.0562831 = 0.2890749     512  –   Decryption   Machine A:  -- > 0.0282366+0.0531421+0.0301158+0.0562605+0.0585754 = 0.2263304     Machine B:  -- > 0.025512+0.043522+0.0309988+0.0554487+0.048987 =      Machine C:  -- > 0 .3165831+0.1268432+0.3127584+0.2743131+0.356847 = 0.27746896     1024  –   Encryption   Machine A:  -- > 0.00751350+0.0072687+0.00778985+0.0073925+0.0071817 = 0.03714625     Machine B:  -- > 0.00500114+0.00584742+0.00458729+0.00320312+0.00299393 =  0.0216329     Machine C:  -- >  0.055210+0.079638+0.052090+0.061201+0.052295 = 0.300434     1024  –   Decryption   Machine A:  -- > 0.0188531+0.0371095+0.0479784+0.0654688+0.0602082 = 0.229618     Machine B:  -- >  0.0312911+0.0341654+0.0317411+0.0245006+0.0467740 = 0.1684722     Machine C:  -- >  0.2857224+0.2813996+0.2846740+0.3678914+0.2991977 = 1.5188851  
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image29.emf
1024  –   Decryption   Machine A:  -- > 0.0188531+0.0371095+0.0479784+0.0654688+0.0602082 = 0.229618     Machine B:  -- >  0.0312911+0.0341654+0.0317411+0.0245006+0.0467740 = 0.1684722     Machine C:  -- > 0.2857224+0.2813996+0.2846740+0.3678914+0.2991977 = 1.5188851     2048  –   Encryption   Machine A:  -- > 0.0075680+0.0077047+0.0085003+0.0078958+0.0059129 = 0.0375817     Machine B:  -- > 0.00484623+0.00596140+0.00542198+0.01022020+0.00658106 =  0.03303087     Machine C :  -- >  0.073885+0.075335+0.058218+0.050315+0.069095 = 0.326848     2048  –   Decryption   Machine A:  -- > 0.0357629+0.0537161+0.0339420+0.0827339+0.0688017 = 0.2749566     Machine B:  -- >  0.0486126+0.0613404+0.0756269+0.0228616+0.0491866 = 0.2576281     Machine C:  -- >  0.1365313+0.4039483+0.3951387+0.3002525+0.3174910 = 1.5533618     Key Generation speeds 512   Machine A:  -- > 0.2425508+0.2308234+0.2781581+0.2628836+0.5423857 = 1.5568016     Machine B:  -- >  0.2928228+0.4582078+0.3473300+0.2754046+0.2459219 = 1.6196871     Machine C:  -- > 1.3338791+0.9585271+4.3476562+1.1059705+1.5207333 = 9.2667662     Key Generation speeds 1024   Machine A:  -- > 2.4699996+3.3171715+5.836415+1.8894656+3.2236633 = 16.736715     Machine B:  -- >  2.1762561+2.9352749+1.1041103+2.8788927+1.1960810 = 10.290615     Machine   C:  -- > 4.4700517+4.3646649+10.8742917+15.0059657+9.4954382 = 44.2104122     Key Generation speeds 2048   Machine A:  -- > 9.8974979+22.4447341+8.8413945+24.6521786+35.7515528 =  101.5873579     Machine B:  -- >  26.4511849+13.3813991+11.6740407+9.1883692+13.1132099 =  7 3.8082038     Machine C:  -- > 93.5884719+57.1518528+78.665981+105.3053554+131.2258749 =  465.937536  
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