Giuseppe Ventimiglia	NOS
Network Operating System and Security

Active Directory Worksheets:
Observational tasks

Submitted in the partial fulfilment for the award degree of
BSC CLOUD COMPUTING
to
University of Wales Trinity Saint David, London

Submitted by:
1805315 Giuseppe Ventimiglia

Under the guidance of:
Terry Walcott
Academic Year 2019/2020

[image: University of Wales Trinity Saint David | TARGETcareers]             


Contents

Worksheet 1: Building the NOS infrastructure using Active Directory.	3
Worksheet 2:  Resource Management in Active Directory:  Users, Computers and Groups	5
Worksheet 3:  Resource Management in Active Directory – Managing Access to Files and Folders, and Controlling Domain User Environments	5
Worksheet 4: Network Administration using DHCP	7
Worksheet 5: Planning and Deploying DNS in the Network Infrastructure	8
References:	11




[bookmark: _Toc39951197]Worksheet 1: Building the NOS infrastructure using Active Directory.


Type 2 hypervisor virtualization has several benefits such as the ability to run multiple, different and isolated virtual machines on the same system, the ability to use the host OS together with virtual instances , the easiness to set up testing environments and the functionality of management consoles.


- A domain tree is a logical container that can contain domains and other objects like user accounts, groups, computers, printers, file shares organized in Organization units (OU)
- A domain forest is a series of domain trees joined by a trusting relationship
- A child domain shares the same namespace as the parent domain and there is a transitive relationship  trust between them
- A parent domain is a collection of child domains that do not share its namespace with other domains within the domain forest.
- An active directory is a directory service that maps all the resources within the network, creating an infrastructure where all these resources can be managed and organized on different levels as shown in the graph below.
                      [image: ]
                          Figure 1 explanations of domain forest, tree, parent, and child (Author, 2020)


- A DC plays an important role in Active directory: It manages the security authentication of the hosts whenever they want to access resources within a domain. 

       [image: ]
         Figure 2 How a Domain controller work (Source: Microsoft, 2010)




· If the DC becomes unavailable, as administrators we can nominate a different secondary domain controller that can manage all the authentication requests. In order to re-establish availability for the primary domain controller it is necessary to troubleshoot the connectivity between the server, domain controller and DNS.
[bookmark: _Toc39951198]Worksheet 2:  Resource Management in Active Directory:  Users, Computers and Groups


The minimum password complexity for modern NOS implementation requires that the user’s account name or full name is not used in the password and the it must include at least three of the five criteria such as uppercase characters, lowercase characters, base 10 digit, any Unicode characters, Non-alphanumerical characters and uppercase characters
Moreover, complexity can be enforced when passwords are changed or created (Dansimp, 2020).

The benefitsof groups can be summarised as follows:
· Ability to put together all users that shares the same characteristics and to control all of them at the same time.
· Improved productivity, manageability, and security with two groups types (Distribution and Security) and three group scopes (Domain Local, global group, Universal group)
No disadvantages have been found.
[bookmark: _Toc39951199]Worksheet 3:  Resource Management in Active Directory – Managing Access to Files and Folders, and Controlling Domain User Environments


According to Sitani (2003), NFTS and share permission are two types of permissions that are employed to control access to data in Windows network environments. NTFS is specifically udopted to control access to data stored in NTFS files systems. The main benefit is that NTFS share permissions affect users and network users, and permissions are applied at each windows login, without considering  where the user is connecting from. Share permissions instead, manage access to network-shared folders, where permissions are applied to all files and folders in the share.

-  NTFS is a method of organizing and managing data on a drive into individual pieces, called files. It stands for “New Technology File System” and it is the successor of FAT32. Comparing the two File systems it is possible to analyse the benefits that have been introduced to the newest file system.
Figure 4 Comparison NTFS and FAT32 (Sitani, 2003)

In AD domain, groups are used to provide users with access to specific resources and to delegate specific administrative permissions.

Group policy is defined as a collection of settings configured by the administrator and is widely used in active directory because of its enormous advantages (Petters, 2014).
Figure 5 GPO Advantages (Sources: Petters, 2014)
Organisational units are defined as a container of users, computers, groups, and other objects that share similar characteristics. 

Figure 6 OU characteristics (Sources: Petters, 2014)
[bookmark: _Toc39951200]Worksheet 4: Network Administration using DHCP


According to Oracle (2012) running a DHCP Server in network infrastructure has three main advantages such as Centralized configuration (1), IP address management (2),  and large network support(3).

1) Different DHCP configurations can be applied to different hosts that can be all managed from a centralized place.
DHCP
Server


3) DHCP Servers can process many multiple requests at the same time thanks to multithreading.
2) IP addresses are assigned automatically without the need to configure each new one manually.















Figure 7 DHCP Advantages (Sources: Oracle, 2012)

- The four stage process described above is called DHCP handshake and involves the following steps:
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Figure 8 DNS Handshake (Rouse, 2019)
4) The server provides the Ip address and complete the request.
1) The client sends a DHCP discover message to the server to receive an IP address.
2) The DHCP server responds offering an available IP address.
3) The client sends a request message to obtain the address from the server.








Figure 9 Explanation of the DNS  handshake (Rouse, 2019)


There are two potential risks associated with the use of the DHCP service:
1 Unauthorized DHCP clients can obtain IP addresses.
2 The DHCP server can change valid DNS source records with incorrect information
[bookmark: _Toc39951201]Worksheet 5: Planning and Deploying DNS in the Network Infrastructure


- A recursive DNS Query is a type of query that requires to be transferred to multiple DNS servers to find a solution to the client’s request. 
- An iterative query process instead, requests and uses the best answer from the DNS server can without contacting other servers.


- Root hint is a list of servers and IP addresses that support servers whenever their recursive queries have no results. 
Root hints process is explained in the following steps:

[image: ]
Figure 10 Root Hints (Microsoft, 2018).



Figure 11 How Root Hints work (Microsoft, 2018)




	The FQDN is Server1.subcontA.nwtraders.msft



Server1.subcontA.nwtraders.msft
Empty string represents the root.
The DNS adds a dot to break the FQDN
msft (Top domain level, under root)
nwtraders. msft 
(sub domain level, 
under msft TDL)
subcontA.nwtraders.msft 
(Sub-domain under nwtraders.msft)
Hostname












Figure 12 FQDN structure (Author, 2020)


- DNS zones are parts of the domain namespace related to a specific entity in which a single manager is responsible for the administrative tasks, the image below shows an example of DNS zones.
	[image: ]
Figure 13 DNS zones (Author, 2020).
	Each zone contains records for the resolution of domain names to IP addresses, that is why they are also called “forward zones”. 

Zones are stored on Name servers together with zone files, text-based files that contain information about the service records.
 An important factor to consider whilst configuring DNS zones is to provide fault tolerance for the primary DNS zone by creating secondary back-up DNS zones:
Indeed, there are three types of zones used for this purpose: Primary, Secondary and Stub.
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2)  Explain the significance of root hints and how this process enables us to resolve names that are not managed (or kept in an authoritative DNS server in our network).


1
A client makes a DNS query to the server for a domain


2
The DNS server forward the query to a different server called forwarder


3
The server has no solution to the query so it uses root hints to look out the IP address of the root server.


4
The forwarder server sends an iterative request to the root server that makes a referral to the "Contoso" server because the domain ends with .com.


5
The forwarder server makes an iterative request to the Com server, but because the domain ends ends with Contoso.com, the  Com server makes a referral  to the Contoso server that hosts contoso.com


7/8
The result is passed to the server and then to the client.


6
The forwarder queries the Contoso server for ftp.contoso.com and the server finds responds successfully



3)  We have a Server called Server1, this server will be hosted in a subdomain called ‘subcontA’ with a root domain called nwtraders.msft, answer the following questions:



(1) What is the exact FQDN for this host?



(2)  Illustrate how the Domain Name System breaks up this FQDN into Host and Domain Namespace.



4)  Explain how DNS Zones are used in DNS, give examples to illustrate the use of multiple zones and how these can be used to manage resource records of domains. What important factors/characteristics do we need to be aware of?



B) Using diagrams explain the significance of Active directory, forests, trees, parent, and child domains



 C) Investigate and document the main roles and responsibilities of an active directory domain controller.


1)    A client login to a computer and the password is hashed.


2) Credentials are passed to the server.


3) The server creates a 16-byte random number that is sent back to the computer.


4) The computer encrypts the random number with the password hash and sends everything to the server.


5) The server communicates username, random number and encrypted password from the client to the DC.


6) The DC uses the username to fetch the hash associated to thr user's password from the Database and encrypts it with the random number.


7) The result is compared with the encrytpted hash and random number stored on the server. If there is a match, authentication is approved



 D) What actions could we take in the event of a Domain controller becoming unavailable?



1) Investigate the minimum password complexity requirements required as part of modern Network Operating System implementations.



2) State the advantages and disadvantages of using Groups in Active Directory.



A) Discuss the two different types of permissions in use within windows network environments.



B) Evaluate the benefits of the NTFS File system in comparison with other network operating system’s file systems.



NTFS
2 TB
16TB
Auto Repair
Yes
Local and Network
Windows 10/8/7 and older


FAT32
32 GB
4 GB
No
No
Only Network
Windows Me/2000 and older


Features
Maximum Partition size
Max Files size
Fault Tolerance
Compression
Security
Compatibility


File System



C)  Identify the main benefits of using groups in an Active Directory domain.



D) Discuss the benefits of using Group Policy and Organisational Units to manage a domain’s resources. 



Time and cost saving


Updates and settings are applied automatically during user's logon or computer bootup, without requiring additonal support


Central location for configuration


Group policies can be applied to specific OU or entire domain from a centralized locaiton


Improved security


Password complexity criteria and expiration date must be met


Ease of management


Resources can be easily managed by using pre-existing group policies



Managemnt


Object are managed more efficiently becuase they are grouped in the same container based on their similarity.


GPO Deployment


Deploy group policy object is also easier because it can be applied to a OU instead than a single object.


Delegation of control


Administrative controls can be shared between memers of the same OU.



1) State some principal advantages of using the DHCP service in network infrastructures. 



2) With the aid of diagrams, explain the 4-stage process involved with assigning DHCP Clients with IP addresses. You should describe the stages that both client and server enter, and the processes involved.



 Benefits of type 2 Hypervisor Virtualisation



3)  What are some of the potential threats/dangers that could occur when using a DHCP Service?



1) Describe how the Recursive Query and Iterative Query Processes resolve DNS Client Requests.
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