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Task 1 – Research in Data Security and Compliance



[bookmark: _Toc236318480]A critical evaluation of zero trust architecture for modern data security and compliance 
[bookmark: _Toc236318481]Abstract 

The expansion of the cloud, remote working, mobile devices, and third-party digital services has reduced the effectiveness of traditional perimeter-based cybersecurity. The zero-trust architecture offers an alternative security approach in which the user’s devices and the application are not automatically trusted because of their location within an organisation’s network. This article critically evaluates the principles, benefits and limitations of zero trust and compares its effectiveness with conventional perimeter-based security. It examines identity verification and least-privilege access, continuous monitoring, and policy-based access decisions as important components of the architecture. The research finds that zero trust can reduce unauthorised access, lateral movement, and attacker dwell time while supporting distributed working environments and regulatory accountability; however, implementation may be restricted by legacy systems, financial cost, incomplete asset visibility, organisational resistance, and technical complexity. The article argues that zero trust should be introduced as a phased organisational strategy supported by effective governance, risk management, and continuous improvement, rather than treated as a single security product [1]

[bookmark: _Toc236318482]Introduction 
For modern organisations, it depends increasingly on cloud platforms, remote employees, mobile devices and third-party suppliers for interconnected information systems; although these technologies improve accessibility and organisational efficiency, they also expand the number of possible entry points available to cyber attackers. Traditional security models were generally designed around a clearly defined corporate network perimeter; firewalls and other gateway technologies were used to separate the trusted internal users from untrusted external networks; however, this distinction has become less applicable, as applications may now be distributed across private data centres, public cloud services and employees’ personal or managed devices 

The zero-trust architecture has developed as a response to this changing environment. The National Institute of Standards and Technology defines zero trust as an approach that removes the implicit trust based only on physical or network location. Access should instead be authorised according to factors such as user identity and the device’s condition, requested resources, behavioural information and organisation policy, and what would happen if a user connected to an internal network that is not automatically considered trustworthy; each access request must be evaluated before permission is provided 

This article evaluates whether zero trust provides stronger protection than traditional protection or perimeter-based security, and it examines the architecture’s main principles, including continuous verification and least privilege access, identity management, and continuous monitoring. It also considers different implementations, such as the difficulties involving the cost of legacy infrastructure, privacy, organisational culture, and technical integration. The article argues that zero trust can make a large improvement in modern cybersecurity by limiting unauthorised access and restricting the attacker’s movement, and its success depends on accurate asset visibility, effective governance, skilled personnel, and a phased implementation strategy; zero trust should therefore be viewed as a continuing security programme rather than a technology that can be purchased and immediately deployed [2]

NIST explain that zero trust removes automatic trust based on network location and requires authentication before accessing resources that are established, and it also presents zero trust as an architectural approach rather than a particular technology product 

[bookmark: _Toc236318483]Traditional perimeter-based security 

Traditional perimeter-based security shows what was developed when most organisations’ systems, applications, and data were located within a controlled corporate network. This approach is often explained as the castle and moat; that is, it is essentially a model because strong security controls are positioned around the network boundary while users and the devices operating inside the boundary receive a greater level of trust. Technologies such as firewalls, virtual private networks, intrusion prevention systems, and secure gateways are used to inspect the traffic entering or leaving the organisation once the user successfully connects to the internal networks; however, they may be granted broad or persistent access to multiple resources 

The model remains useful because the perimeter controls can block unauthorised external connections, filter malicious traffic, and separate internal systems from the public internet; therefore, zero trust should not be interpreted as requiring organisations to remove the firewalls or abandon network security. The main weakness is instead the assumption that network location provides reliable evidence of trustworthiness. The NIST tells us that modern security must shift its focus away from broad network location perimeters and towards the protection of individual resources. This is necessary because cloud services, mobile networking, external suppliers, and remote access have made organisation boundaries increasingly difficult to define [3]

The perimeter security can also become ineffective after an attacker obtains valid credentials or compromises an authorised device once inside the network the attackers may move laterally between system discover sensitive information and increase their privilege before being detected an flat internal can make this movement easier because access decisions  may not be repeatedly assessed similarly an employee contractors or compromised accounts may be present a threat despite already being located inside the trusted environment [4]

The cause of this is that perimeter security remains one component of defence but is insufficient as the organisation’s central security strategy. A modern approach will assess identity and device condition, requested resources, and the risk rather than relying mainly on whether an access request originated from inside or outside the corporate network 

[bookmark: _Toc236318484]Core principles of zero trust architecture 
Zero-trust architecture is based on the principle that no user, device, application, or network connection should be automatically trusted. This shows that zero trust is a collection of security principles that refuse protection on individual resources rather than relying mainly on the organisation and its physical security or network perimeter. Every request to access organisation data or systems should therefore be authenticated and authorised and assessed according to current risk conditions 

A central principle is ongoing verification; traditional security may authenticate a user only when they initially enter the network. In a zero-trust environment, access decisions can be released throughout a session using the identity, location, device security, user behaviour, and sensitivity of the requested resources. For example, one employee using a recognised corporate laptop may be permitted to access ordinary documents but required to complete additional authentication before viewing sensitive customer records, and ongoing verification reduces the risk of a stolen account being trusted for an extended period [4]

Zero trust also applies the principle of least privilege, under which users receive only the minimum access necessary to perform their responsibilities. Permissions should be limited according to job role, resource sensitivity, and the length of time access is required; the privilege of the administrator account has a huge impact and requires particularly strong controls because its compromise could provide attackers with extensive authority. Just-in-time access can further reduce risk by granting elevated permission temporarily rather than maintaining permanent admin access 

Another important part is the assume breach. What it does is that the organisation should design their security controls on the assumption that attackers may be already have gained access to part of the environment; this changes the objective from merely preventing entry to considering the consequences if the network and the application can be divided, which will be called micro-segmentation of the environment into smaller security zones if one of the systems is compromised. Access controls between segments can be restricted to prevent lateral movement toward database admin services and other important assets.

Identity and device security are also essential because strong identity and access management should combine passwords with multifactor authentication, role-based or attribute-based access controls, and regular permission reviews. At the same time, devices should be assessed for factors such as supported operating systems, security updates, and encryption; endpoint status; and whether the employee using an infected or unmanaged device can still be represented, which could be an unacceptable risk.

And finally, zero trust depends on ongoing monitoring and analytics and automated policy; what this essentially means is that the security information from identities, endpoints, and applications can be collected, and the networks should be monitored to identify unusual behaviour and support rapid response to zero-trust-maturity identity devices networks and the application and the data supported by visibility analytics and automation 

These principles provide stronger control over a distributed digital environment, but they are mutually dependent on multifactor authentication alone; for example, you cannot prevent excessive access permissions or movement through an unsegmented network. Effective zero trust therefore requires coordinated governance technology and operational processes rather than implementing one isolated security product in the organisation.[3]

[bookmark: _Toc236318485]Zero trust architecture compared with traditional security models 
The zero-trust architecture represents a large shift from traditional perimeter-based security by replacing trust with ongoing verification, while conventional security assumes that users and devices operating within the organisation’s networks can generally be trusted. Zero trust assumes that every access request presents a potential security risk; consequently, authentication and authorisation decisions are continually evaluated using important information such as the identity, device health, location and behaviour patterns. This approach reflects the realities of modern organisations where employees' applications and data operate across cloud services and remote environments through third parties.

One of the important aspects and strengths of zero trust is its ability to reduce lateral movement following an initial compromise, and under traditional security models, attackers who gain access through stolen credentials or an unpatched vulnerability may move freely across poorly segmented internal networks, but before being detected, high-profile incidents such as the 2017 Equifax breach show how the attackers exploited an unpatched internet-facing application and remained inside the network for an extended period accessing customer sensitive information. And with zero trust, micro-segmentation comes into play, with least-privilege access and ongoing monitoring to restrict movement between systems and reduce the potential impact of a successful attack.[5]

However, zero trust should not be viewed as a complete replacement for traditional security controls; firewalls, intrusion detection systems, virtual private networks, and secure gateways continue to play an important role in protecting organisational infrastructure. Instead, zero trust builds upon these technologies by ensuring that internal users and devices are also subject to continuous security validation; this layered defence strategy provides stronger protection against both external attackers and internal threats.

When it comes to all the advantages, organisations have to be aware that zero trust requires greater investment planning and organisational commitment than traditional security and approaches systems that may not support modern identity management solutions, while the ongoing monitoring can increase operational complexity and generate large volumes of security data requiring analysis; therefore, although zero trust provides stronger protection for modern environments, its effectiveness depends on implementation and ongoing governance improvement rather than the technology alone.[6]

Table 1: Comparison of traditional security and zero trust  

	Security area 
	Tradional perimeter security 
	Zero trust architecture 

	Trust model 
	Internal users are generally trusted 
	no indirect trust every request verified 

	Network design
	Focuses on protecting the network boundary 
	Focus on protecting users’ devices application and data 

	Authentication 
	Usually performed at login 
	Ongoing authentication and authorised 

	User access 
	Often broad or permanent 
	Least privileged and just in time access 

	Lateral movement
	Easier for attackers 
	Restricted through Mirco segmentation 

	Monitoring 
	Periodic or reactive 
	Ongoing monitoring and analytics 

	Suitable environment 
	Office based networks 
	Cloud hybrid and remote working envirmorement



[bookmark: _Toc236318486]Implementation challenges of zero trust architecture

Zero trust provides large security benefits, but its implementation can sometimes be challenging because it requires the organisation to transform both its technological structure and security culture, unlike traditional security solutions that can often be deployed as each product and therefore zero trust is a long-term strategic plan that will involve an ongoing improvement across identity management and network design the process 

Another challenge will be accurate visibility; zero trust depends on the organisation having a complete understanding of their users’ devices, applications, and the data. Without an up-to-date inventory, security policies cannot be applied consistently. What this essentially means is that creating gaps that attackers may exploit, and large companies with multiple department cloud platforms and third-party suppliers frequently struggle to maintain accurate records of all connected assets 

Another challenge will be cost, a major barrier to investing in access management solutions, authentication, and endpoint detection and response systems. The security information needs staff training, programmed technologies, adds up money, and requires skills in cybersecurity design and implantation [7]

And lastly zero trust generates large volumes of security data throughout ongoing monitoring and behaviour all at the same time to improve the threat detection it also increases the operation complexity therefore the organisation try to adopt the phase of implantation strategy and supporting senior management of ongoing staff training and regular security reviews this allows them to not only strength their security but also reducing the disruption to the business and ensuring that the operation of zero trust remains aligned with organisation objectives throughout. 

[bookmark: _Toc236318487]Zero trust security risk and regulatory compliance 


Zero trust can strengthen the organisation risk management by reducing the likelihood that one compromised account or device will provide unrestricted access to sensitive systems. The least privilege model limits users to the resources required for their responsibility, while ongoing verification allows access decisions to be changed when risk indicators appear; for example, an unusual login location, an unmanaged device, or unexpected attempts to access confidential records may result in further authentication or denial of access. This explains that zero trust supports accurate and least-privilege access decisions on a request basis rather than relying on permanent trust 

The ongoing monitoring further supports the accountability principle because access attempts are monitored, policy decisions are enforced, and suspicious activity can be recorded and reviewed. The records ensure that it will help the organisation to investigate the incidents, demonstrate control effectiveness, and identify the weaknesses to require improvement to achieve zero trust; however, it does not automatically create legal compliance in the organisation but must still establish a lawful basis for processing limited data collection, maintain accurate records and manage the retention and responses to personal data breaches.[8]

There are also privacy risk associated with the extensive employee and device monitoring by the organisation; the organisation should ensure that the monitoring is very important, balanced, and clearly communicated; therefore, zero trust should be treated as a security framework that supports regulatory compliance rather than as proof of compliance by itself; its value depends on combining the technical controls with policies government the staff training and regular assessment.

[bookmark: _Toc236318488]Recommendation for organisation 

To maximise the effectiveness of zero trust architecture, the organisation should adopt a phased implementation strategy rather than attempting to replace existing security controls immediately. The priority should be to identify and classify the critical assets, including sensitive data and business applications, establish privileged accounts accurately and identify areas of greater risk 

Zero trust implementation should be supported by strong governance and ongoing employee awareness; this includes training. Senior management should ensure that cybersecurity objectives remain aligned with the organisation’s strategy, while employees receive regular education on phishing and password security, and safe handling of sensitive information is not solely a technical responsibility within cybersecurity but part of the organisation’s commitment to involve people, processes, and technology. By combining these elements, the organisation can be strengthened and evolve to address cyber threats while supporting regulatory compliance and maintaining stakeholder trust.


Task 2 case scenario


Title: Designing a cybersecurity programme in response to the Equifax data breach 

[bookmark: _Toc236318489]Introduction case background 

The 2017 Equifax data breach demonstrates how failures in technical security governance and organisational accountability can combine to create a large-scale cybersecurity incident. Equifax is a consumer credit reporting organisation that stores highly sensitive personal and financial information, and the attackers exploit a vulnerability within it. The Apache framework used by Equifax’s online dispute portal, even though the security update was available, could affect the system and had not been patched effectively, allowing the attackers to gain unauthorised access and remain within the environment for an extended period. The breach resulted in the exposure of personal information belonging to people estimated to be millions, including their names, date of birth, address and security numbers 

When it came to the incident that was not caused solely by one vulnerable application, it revealed wider weaknesses involving asset management, identification patch verification, network segmentation, certification management, security monitoring and executed oversight failures that prevented Equifax from identifying the vulnerability promptly and detecting suspicious activity before large quantities of information were accessed. The scale of the consequences was reflected in a major settlement, under which they had to pay at least 500 million and potentially up to 700 million following the allegation that they failed to take rapid measures to secure their networks [9]

This report will explain how to structure a cybersecurity program, identify weaknesses, and reduce the likelihood and impact of similar incidents. The program covers the organisation’s measures, security policies, risk assessment, regulatory governance and incident management response; the business continues and technical controls it usually uses the NIST Cybersecurity Framework 2.0 to organise cybersecurity activities through the governance functions.
[bookmark: _Toc236318490]1 organisational structure and accountability 

The strong cybersecurity program requires clear leadership, defined responsibility, and effective reporting arrangements. Equifax breaches showed that the technical controls alone are insufficient when security risks are not communicated, monitored or escalated appropriately; therefore, Equifax should establish a governance structure in which cybersecurity is treated as a strategic business responsibility rather than only an information technology issue 

Boards of directors should retain overall responsibility for cybersecurity risk and improvement plans. A dedicated board risk and cybersecurity committee should review the organisation’s security performance and challenge senior management to ensure that sufficient resources are allocated to protect sensitive consumer information. This can lead to leadership accountability and the integration of cybersecurity into enterprise risk management.

The next one is the chief information security officer; mainly, the CISO should lead the cybersecurity programme and report directly to senior executive management and the board committee. This is because the reporting line will be important and gives the CISO sufficient independence to escalate serious risk without concerns being weakened by the operational or the financial importance of the chief information officer; they remain responsible for the performance and are available for its performance and the availability of its technology services while they are working closely with the CISO to ensure that the new system and the infrastructure meet the security requirements.[10]

The operations team is responsible for dividing into specialist teams known as a security operations Centre, which monitors alerts, investigates suspicious activity and coordinates the incident response. A dedicated vulnerability and patch management team will identify weaknesses and apply updates to verify that patches have been successfully applied. The security architecture should design the segmentation and access control and monitoring requirements, while the identity and access control and monitoring requirements are also managed by the identity and access requirement team; they should manage user permissions, multifactor authentication, and privileged accounts.

Next are the data protection officer, the legal team, and compliance staff, who should advise on privacy requirements, breach notification, and the lawful handling of personal information. The internal audit should independently assess whether the policies and controls are operating effectively in the systems. Owners must also be accountable for the risk and connected to the resources under their control.[11]

In the end, this structure creates clear ownership at every level, reduces the possibility that vulnerabilities remain unresolved because responsibilities are unclear, and ensures that significant cyber risks are reported promptly to decision-makers.
[image: ]

The figure demonstrates clear reporting from operational cybersecurity teams to the CISO and ultimately to the risk and cybersecurity committee 


[bookmark: _Toc236318491]2. Policies and procedures 

Equifax should establish formal, enforceable, auditable, and secure processes to ensure that vulnerabilities are identified, prioritised, and resolved. The 2017 breach consistently demonstrated that distributing information about an available patch is insufficient unless the organisation verifies that the vulnerable system has been updated. Each policy should therefore identify responsible owners, measurable deadlines, required evidence, the producers and the consequences for non-compliance.

A central vulnerability management policy should require automated scanning of internet-facing assets at least weekly and internal assets at least monthly the critical system should also be scanned after major configuration changes. Findings should be recorded in a central risk register and assigned to a named system owner. Vulnerabilities should come first every time, using technical severity and evidence of active exploitation, asset criticality, and the sensitivity of the data involved; this will prevent the teams from relying only on vulnerability scores without considering business impact. 

The patch management policy should cover the identification and prioritisation of the testing, installation and verification of the security updates. NIST describes patch management as preventive maintenance that requires patches to be installed, and their successful installation verified across the organisation at Equifax; therefore, independent rescanning after patch deployment should be required, rather than accepting email or verbal confirmation as evidence of completion.[12]

Table 2: Proposed patch management service levels 

	Risk level 
	Internet facing system 
	Internal system 
	Escalation 

	Critical or actively exploited 
	Within 24 hours 
	Within 72 hours 
	Immediate notification it CISO

	high 
	Within 7 days 
	Within 14 days 
	Escalate to system owner after deadline 

	Medium 
	Within 30 days 
	Within 45 days 
	Report in monthly risk review 

	Low 
	Within 90 days 
	Within 90 days 
	Monitor through routine maintenance 



Where the immediate patching could interrupt a critical service, the system owner must submit a documented exception containing the business justification, the risk assessment approval expiry date and temporary safeguards; the compensating controls could include isolating the system or disabling the vulnerabilities service, or restricting access or increasing monitoring exceptions, but these should not become permanent substitutes for remediation. 

Equifax should also maintain an ongoing asset management policy covering the server, the application, and the database cloud service; the software version; data classification, named owners; and the unknown or unsupported assets should be isolated because an organisation cannot patch or monitor technology it does not know exists, and the asset records should be reconciled regularly with the vulnerability scanners, cloud platforms and the network discovery tools. 

Another policy would be a secure software development lifecycle policy. This requires threat modelling, peer code review, dependency scanning, and security testing before production deployment. NIST Secure Software Development Framework is recommended to integrate secure practices into every software development lifecycle, rather than treating security as final testing; third-party components such as Apache Trust should be recorded through a software inventory so that affected applications can be identified rapidly when new vulnerabilities are discovered or disclosed. [13]

And lastly, the monitoring and data protection policy should require centralised logging, encryption, multifactor authentication, least access, and regulated permission reviews; compliance should be measured through completion over time of the vulnerabilities and unauthorised assets logging coverage and security test results. These measures can make the policies enforceable and allow the board, internal audit, and regulators to evaluate whether the controls are operating effectively 

[bookmark: _Toc236318492]3. Governance and strategic alignment


In cybersecurity, programmes must support the organisation’s strategic objectives rather than operate as an isolated technical function, as Equifax's breach demonstrated that cybersecurity failures can result in financial loss, regulatory penalties, legal action and significant damage to the organisation's reputation; consequently, cybersecurity governance should be integrated into enterprise risk management to ensure that security decisions support business continuity customers trust and long-term organisation resilience the NIST cyber security farmwork this provide an effective structure for aligning cyber security. 

The identity function focuses on understanding the organisation’s assets, the business processes, and the risks. Equifax should maintain an accurate inventory of hardware and software, cloud services, and sensitive data to ensure that security controls are applied consistently. Regular risk assessments should identify the critical systems supporting credit reporting and the customer services enabling resources to be prioritised accordingly, based on business impact. [14]

The respond and recover function ensures that incidents are managed efficiently and that business operations can resume quickly following a cyber-attack. Equifax should maintain testing of the incident response plans, the recovery procedures, and secure backup strategies while conducting regular simulation exercises to ensure organisational readiness. 

Table 3: Alignment of the NIST Cybersecurity Framework 

	NIST CSF function 
	Application at Equifax 
	Business benefit 

	Govern 
	Board oversight CISO reporting security 
	Strong accountability and better planning direction

	Identity 
	Assets inventory data risk assessment 
	Better visibility and critical assets 

	Protect 
	MFA encryption access staff training 
	Reduced like hood of unauthorised access 

	Detect 
	Seim EDR ongoing monitoring vulnerable scanning 
	Faster detection of cyber threats 

	Respond 
	Incident response plans investigate communication procedures 
	Reduced impact and quicker containment 

	Recover 
	The disaster recovery secure backups business testing 
	Faster restoration of service and customer confidence 




[bookmark: _Toc236318493][bookmark: OLE_LINK1]4. Risk management and assessment 
Equifax introduces an ongoing risk-based assessment process covering its information, systems and business services, third-party dependencies and sensitive consumer data. The purpose is not simply to create a list of vulnerabilities but to determine which weaknesses could cause the greatest organisation harm and therefore require immediate treatment. The NIST 800-30 explains that the risk assessment should provide senior leaders with the information required to select an appropriate response to identified risks.

When it comes to each risk, it should be evaluated according to its likelihood and the impact using the five-point scale. When it comes to likelihood, consider internet exposure, ease of exploitation, threat intelligence, and the evidence of active attacks. The impact should consider the volume and sensitivity of the information involved, operational disruption, and financial loss and reputational damage. The likelihood by impact produces an initial risk score between 1 and 25. This is because professional judgment remains necessary because a numerical score alone may not reflect the full business context.

Table 4: High-level cybersecurity risk assessment 

	Risk 
	Likelihood 
	Impact 
	Rating 
	Recommended treatment 

	Unpatched internet facing application 
	5
	5
	Critical 25
	Emergency patching and executive escalation 

	Incomplete hardware and software 
	5
	4
	Critical 20
	Automated assets named ownership and ongoing reconciliation 

	Weak network segmentation 
	4
	5
	Critical 20 
	Firewall rules and restricted database access

	Vulnerable third-party software 
	4
	4
	High 16
	Software supplier and dependency scanning 

	Excessive privilege access
	3
	5
	High 15
	Privileged access management and temporary admin permission

	Logging and monitoring 
	4
	5
	Critical 20 
	Alert testing and 24-hour security monitoring 

	Concertation of sensitive personal data 
	3
	5
	High 15
	Encryption data minimisation and access monitoring  




When it comes priority to its highest it should be protected of the internet facing system this is because they can reached direct by external attacker’s important vulnerabilities affecting these assets should be patched or isolated immediately using this evidence of active exploitation will be input prioritising the vulnerability remediation rather than relying only on technical severity scores.

Moving to asset visibility, this should receive equal attention. This is because unidentified vulnerabilities cannot reliably be patched, monitored, or assigned to an accountable owner Equifax investigation identified a weakness involving the identification detection database, as a major aspect, allowing attackers to access and extract personal information.[15]

The supply chain exposure must include the third-party frameworks, cloud services and external service providers. Equifax should maintain an inventory of software dependencies, monitor suppliers for advisories, and require vendors to demonstrate appropriate security practices following treatment; each risk should be reassessed to calculate the residual risk remaining above the organisation’s approved tolerance, and any issues should be handled quickly and escalated to the CISO.

[bookmark: _Toc236318494]5. Compliance incident response and protection controls 

To ensure effective cybersecurity, it must contain regulatory compliance with well-defined incident response procedures and appropriate technical security controls; as demonstrated by the Equifax breach, which demonstrates that delayed detection and weaknesses in governance gradually increase the impact of the attack, the organisation should develop structured processes that enable security incidents to be identified and contained, and the investigation and resolution while the complying with applicable legal and regulatory and obligation.[16]

Equifax should establish a formal incident response plan based on recognised industry standards such as the NIST Computer Security Systems Incident Handling Guide. The plan should define clear responsibility for executive management, the security operations center, the public relations teams and the data protection officer during an incident. Security teams should follow a structured process consisting of preparation, detection and analysis, containment, recovery and post-incident review. Each aspect has its own phase that should be documented to ensure that the lessons learned are incorporated into future security improvements.

Equifax should also implement comprehensive business continuity and disaster recovery plans to minimise operational disruption. The business system should be supported by encrypted backups that are stored securely and tested regularly, and should be supported by exercises. The recovery objective should be supported by encrypted backups that are stored securely and tested regularly throughout the restoration exercise. The recovery objectives should define the maximum acceptable downtime and data loss for essential services, ensuring that the customer’s services can resume quickly following a cybersecurity incident. Another factor will be a simulation exercise involving technical staff and senior management, which should test the organisation's readiness to identify weaknesses before an actual incident occurs.

A strong technical protection control should be reduces the likelihood and impact of future attacks Equifax should implement security information and event management to analysis the security logs from the servers the application and network devices for this solution is known as the endpoint detection and responses essentially to monitor the endpoints for malicious behavior and enable the rapid isolation of compromised devices the automated vulnerabilities is scanning should be identify the missing patches and configuration weakness while the multifactor authentication is least privilege access this is because it should reduce the risk of unauthorised access to critical system.[17]

Encryption should protect sensitive customer information both at rest and in transit, ensuring that intercepted data remains unreadable without authorised cryptographic keys. When it comes to the network, it should further restrict the attacker’s movement between systems. Ongoing monitoring and threat intelligence should improve the organisation’s ability to detect emerging threats quickly.
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