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PROJECT PROPOSAL: INDEPENDENT RESEARCH PROJECT
Working Title
Design and Evaluation of a Secure Cloud-Based Pay-As-You-Go Solar Asset Management Platform for Local Energy Providers in Nigeria
1. Introduction and Background to the Proposed Research
1.1 Background and problem context
Access to reliable electricity remains a serious problem in Nigeria. Many homes and small businesses experience frequent interruptions and must depend on petrol generators, private solar installations or other alternative sources. The Nigeria Electrification Project therefore supports solar hybrid mini-grids and standalone systems as ways of increasing electricity access for households, public institutions and underserved micro, small and medium-sized enterprises [1]. This shows that decentralised renewable energy is becoming an important part of Nigeria’s electricity system rather than simply an emergency alternative. 
Solar equipment, however, requires considerable initial investment. A household or small business may need to purchase panels, an inverter, batteries and other installation components at the same time. Pay-As-You-Go (PAYG) financing addresses this problem by allowing customers to obtain energy equipment after an initial deposit and continue paying in smaller instalments. PAYG platforms commonly combine digital payments with a device-control mechanism, enabling the provider to activate or restrict the equipment according to the customer’s credit [2]. GSMA research shows that mobile payments and connectivity have become important foundations of PAYG solar services across Africa [3]. 
This project proposes a cloud-based software platform through which a customer can pay for a period of solar electricity using Paystack. After Paystack confirms the transaction, the backend will generate a secure numerical token linked to the customer’s device and purchased period. The customer will enter the token into a compatible solar controller to activate electricity. The platform will also record payments and provide simulated information about battery condition, remaining credit and electricity usage.
The project lies within software engineering, financial technology and Internet of Things development. It does not seek to redesign the solar panel or battery. Instead, it investigates how secure software, payments and device information can be brought together to support affordable solar asset management.
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Figure 1
Source: my own illustration developed using Paystack payment-verification guidance, FastAPI architecture, OpenPAYGO token concepts and PostgreSQL database design principles [6], [8], [10]–[12].
Description:
This diagram presents the proposed high-level architecture of the PAYG solar asset management platform. The Flutter-based customer and administrator interfaces will communicate with the FastAPI backend through secure HTTPS and JSON REST requests. Paystack will be used to process customer payments, while the backend will independently verify each transaction before generating a device-specific activation token. PostgreSQL or Supabase will store user, device, payment and token records. The generated token will then be displayed to the customer for entry into a compatible solar controller or simulator.

1.2 Mini critical literature review
PAYG solar is not a completely new concept. Organisations such as M-KOPA and Sun King have already demonstrated that solar products can be supplied through flexible instalments. M-KOPA’s early PAYG model allowed customers to make payments over time while an embedded machine-to-machine system supported remote management [4]. Sun King’s EasyBuy service similarly reduces the initial cost by allowing customers to pay a deposit followed by manageable instalments [5]. These examples demonstrate that PAYG can improve affordability and reduce the financial risk of supplying expensive assets on credit. 
However, existing providers normally operate as complete businesses that supply their own products, financing, installation and customer support. Their systems are not necessarily intended to give independent Nigerian solar installers a shared software platform that can be adapted to different products. The proposed project will therefore investigate an installer-focused platform through which smaller providers can register customers and devices, confirm payments, issue activation credit and review basic asset information.
Connectivity is another important issue. Many PAYG systems use mobile networks to transmit payments and device instructions. Although this enables rapid activation, dependence on a continuous connection may create difficulties in places where data coverage is weak or unreliable. OpenPAYGO Token provides an alternative open-source approach in which a numerical token can be produced by a PAYG platform and entered into a compatible device without requiring that device to maintain a permanent internet connection [6]. The proposed platform will examine how this token model can be connected to a Nigerian payment gateway and presented through a simple web or mobile interface. 
Battery management is also important because batteries are expensive components whose performance decreases through age and use. Aitio and Howey analysed field data from off-grid solar batteries and demonstrated that operational information can be used to predict battery end of life before failure [7]. This suggests that payment information alone is not enough for effective long-term asset management. Combining transactions with state-of-charge, usage and battery-condition information could help providers identify systems requiring inspection or replacement. 
The literature therefore identifies three relevant areas: flexible PAYG financing, offline token-based control and battery-health monitoring. Existing solutions demonstrate each area, but the proposed research will explore how they can be combined in a single, low-cost platform aimed at Nigerian solar installers. The intended contribution is not the invention of PAYG solar itself. It is the design and evaluation of an integrated architecture connecting verified Paystack payments, device-specific activation tokens, transaction records and battery information.

1.3 Rationale
This research is worth conducting because it addresses a practical Nigerian problem through software engineering. Local solar businesses may be able to install equipment but may lack the resources to create their own payment platform, device-management service and monitoring dashboard. A reusable platform could help such providers offer flexible payment arrangements while maintaining accurate records and reducing the risk of activating equipment for unverified payments.
The project will also investigate an important technical problem: how to ensure that a token is generated only after a genuine transaction. Paystack recommends confirming transaction status and amount through webhooks or its verification endpoint before delivering value to a customer [8]. Therefore, the proposed system will not trust a message received from the client application alone. Verification will be completed by the backend before any activation token is issued. 

1.4 Aim and objectives
Aim:
To design, develop and experimentally evaluate a secure cloud-based PAYG solar asset-management platform that integrates payment verification, device-specific activation tokens and simulated battery monitoring for independent solar providers in Nigeria.
The objectives are:
1. To analyse, during weeks 1–4, academic, governmental and industrial literature on Nigerian electricity access, PAYG solar, payment security, offline token systems and battery monitoring, and use the findings to produce a system-requirements specification. 
2. To design and develop, during weeks 5–14, a cloud-based system consisting of a FastAPI backend, PostgreSQL database and Flutter customer and administrator interfaces. 
3. To integrate and test, during weeks 15–18, Paystack transaction verification and secure, device-specific token generation that prevents duplicate token issuance and rejects invalid or underpaid transactions. 
4. To evaluate, during weeks 19–21, the security, reliability, usability and performance of the proposed system using functional tests, malformed inputs, simulated network delays and concurrent requests.

1.5 Expected outcomes and deliverables
The project will produce:
· a working web or mobile customer interface; 
· an administrator dashboard for managing users, devices and transactions; 
· a secure backend API and relational database; 
· Paystack test-payment and server-side verification functions; 
· a device-specific token-generation and validation model; 
· a simulated battery and energy-usage monitoring function; 
· system architecture, database and API documentation; 
· test datasets and an evaluation report; 
· and recommendations for future physical hardware integration.

2. Project Design
2.1 Research and development design
The study will use a design science and experimental software-development approach. Design science is appropriate because the project will produce and evaluate a technological artefact that addresses a defined real-world problem. Alternative approaches were considered. A questionnaire-only study could examine customer attitudes but would not prove that the technical integration is possible. A hardware-led project could test a physical solar controller, but this would place too much attention on electronics rather than the student’s applied-computing pathway. The chosen approach combines secondary research, software development and controlled experimental evaluation.
The work will follow an iterative Software Development Life Cycle. Requirements will first be drawn from the literature. The database, interfaces, APIs and security controls will then be designed. Features will be implemented in small stages, followed by integration, testing and evaluation. Iteration will allow problems discovered during testing to be corrected before the final assessment.

2.2 Data collection and analysis
For Objective 1, secondary data will be collected from IEEE Xplore, ScienceDirect, World Bank publications, Nigerian government materials and official industry documentation. Information will be organised into themes including affordability, payment verification, connectivity, token security and battery monitoring.
For Objectives 2 and 3, development data will include API responses, payment references, generated-token counters, database records and validation results. No real customer payments will be collected; Paystack’s test environment and synthetic user records will be used.
For Objective 4, the system will produce quantitative test data including:
· API response time in milliseconds; 
· successful and failed request counts; 
· transaction-verification accuracy; 
· duplicate-payment rejection rate; 
· valid and invalid token acceptance rates; 
· and system behaviour under concurrent requests and simulated delays. 
Descriptive statistics will include the mean, median, minimum, maximum, standard deviation, error rate and success percentage. Results will be displayed in tables and graphs. Functional requirements will be assessed using pass-or-fail test cases. Security tests will include altered payment references, repeated references, incorrect amounts, invalid device identifiers and malformed input. A small task-based usability evaluation may also be conducted with consenting adult participants, measuring task-completion rates and collecting short Likert-scale responses.
2.3 Development tools
Python FastAPI will be used for the backend because it supports asynchronous request handling, data validation and automatic OpenAPI documentation. Flutter will support customer and administrator interfaces from a shared codebase. PostgreSQL will store users, devices, transactions and token records. Paystack will provide test payments and transaction verification. GitHub will support version control, while Render or an equivalent platform will host the backend.
2.4 Risks, ethics, law and limitations
The main technical risks are fraudulent payment references, repeated use of transactions, token guessing, service outages and loss of database records. Controls will include server-side verification, unique transaction constraints, device-specific keys, token counters, input validation, password hashing, environment variables, audit logs and database backups.
Personal and payment-related information must be handled in accordance with the Nigeria Data Protection Act 2023 [9]. Data minimisation will be applied, and no card details will be stored by the platform. Test users will provide informed consent, may withdraw, and will not be asked to use real financial information. 
There is also an ethical concern around automatically disconnecting electricity. The proposed design will therefore include advance low-credit warnings and a configurable grace period rather than presenting immediate disconnection as the only response.
The project will simulate the solar controller and battery data; consequently, it will not prove electrical safety or performance on commercial hardware. This limitation will be clearly stated. Reliability will be improved through repeatable automated tests, while validity will be supported by matching each test to a stated requirement. The architecture may be generalisable to other PAYG assets, although the findings will initially apply to the selected Nigerian solar context.
3. Resources and Planning
Required resources include a development laptop, Python, FastAPI, Flutter, PostgreSQL, Visual Studio Code, GitHub, Paystack’s test environment, a cloud-hosting service and access to IEEE Xplore, ScienceDirect and university library databases.









Software Development Life Cycle (SDLC) Blueprint

[image: ]

[bookmark: _Toc234580568]Figure 2
Source: my own illustration, based on an iterative Software Development Life Cycle and Agile development approach [13], [14].

2.2 SDLC Lifecycle Mapping
The system execution maps directly to a systematic Software Development Life Cycle (SDLC) blueprint:
1. Requirements Analysis: Processing secondary research data to establish minimum payload constraints for memory-bounded microcontrollers.
2. Design Phase: Establishing relational schema mapping, secure environment variable configurations, and cross-origin resource sharing (CORS) policies.
3. Implementation: Sprint execution using the target programming languages, separating core logic modules from presentation layers.
4. Integration: Implementing secure API hooks to external payment engines.
5. Deployment: Setting up production hosting pipelines.
6. Testing and Evaluation: Performing black-box validation, edge-case network testing, and security auditing against mock injection parameters.

[bookmark: _Toc234580569]2.3 Data Collection Strategy

The data acquisition pipeline is organized across primary and secondary structures to fulfill every project objective explicitly:
Objective 1 (Specification): Secondary data collection via rigorous filtering of IEEE Xplore, ScienceDirect, and official industry protocol documentation regarding cryptographic token algorithms and Nigerian utility payment patterns.
Objective 2 & 3 (Design & Integration): Primary quantitative telemetry data generation. This involves capturing transaction state arrays, server response latencies (measured in milliseconds), HTTP status code distributions, and webhook payload verification responses.
Objective 4 (Evaluation): Stress-testing data arrays collected by piping varied automated boundary test cases (e.g., negative payment amounts, expired references, invalid formatting strings) directly into the API endpoints to measure system resilience and exception logging performance.

[bookmark: _Toc234580570]2.4 Justification of Specialized Technical Tools
The technical selection for this system architecture has been explicitly chosen over alternative historical frameworks to maximize concurrency, safety, and rapid deployment capabilities:
Backend Framework (Python FastAPI): Chose FastAPI over PHP (Laravel) or Python (Flask) because of its native support for asynchronous programming loops (async/await) and automated data serialisation via Pydantic. It provides up to a 300% performance optimization during simultaneous client connections, which is critical for handling large numbers of checking concurrent IoT transactions.
Frontend UI Engine (Flutter Web/Mobile): Chose Flutter over separate native codebases (Swift/Kotlin) or standard HTML/JavaScript. It uses a single compiled codebase to render native performance arrays across both mobile devices and web interfaces via web canvas engines, simplifying multi-channel distribution for users with varying hardware specifications.
Hosting Platforms (Render & GitHub Pages): Used Render for decoupled container execution and GitHub Pages for static web UI application hosting. This configuration separates application logic dependencies from static resource distribution, ensuring that client-side UI availability remains online even during heavy server-side processing spikes.

[bookmark: _Toc234580571]2.5 Risks, Limitations, Ethical, and Legal Considerations
Operating at the intersection of energy provisioning and financial tracking requires managing specific risks, limitations, and ethical responsibilities:
Mitigation of Asset Access Exploits: A critical system risk is malicious token generation or URL parameter tampering where users forge successful payment confirmations. The platform mitigates this by establishing strict, server-side transaction verification. The backend performs a direct handshake with Paystack to confirm funds before issuing a token, eliminating client-side manipulation risks.
Data Protection and Legal Compliance: The platform processes sensitive user information, including personal profiles, payment identification logs, and location metrics. The database design adheres closely to the Nigeria Data Protection Act (NDPA) and general global frameworks (GDPR), using database-level field segregation and hashing user passwords via secure encryption algorithms.
Ethical Asset Disconnection Policies: Remotely cutting off power to a home or small business due to missed payments introduces an ethical dilemma regarding utility access. To address this risk, the software design includes a "Grace Period Protocol" and a "Low Credit Alert System." The client interface alerts the user ahead of time and maintains access to vital low-power circuits for an extended period, preventing total blackouts during minor payment delays.

[bookmark: _Toc234580572]2.6 Generalizability, Reliability, and Validity
To ensure academic validity, the token validation sub-systems are engineered around deterministic cryptographic principles, meaning identical configuration matrices will yield identical validation streams across any compute engine.
System reliability is maintained through comprehensive exception handling routines across the backend API, preventing runtime crashes when third-party gateways encounter service interruptions.
The generalizability of this model remains high: while tuned for solar panel asset financing within the Nigerian economic landscape, the core database design and verification architecture can be repurposed for any lease-to-own product market, including clean water purification machinery or agricultural processing systems.

[bookmark: _Toc234580573]3. Resources & Planning
[bookmark: _Toc234580574]3.1 Resource Requirements
The successful execution of this independent project relies on the following infrastructure components:
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Table 1: Proposed 24-Week Project Plan and Expected Outputs
Description
This table presents the planned schedule for the project over 24 weeks. It divides the work into six main stages, beginning with literature review and requirements analysis, followed by system design, software development, payment and token integration, testing, and final evaluation. Each stage is linked to a specific output to support progress monitoring and ensure that the project is completed within the proposed timeframe.

[bookmark: _Toc234580575]3.2 Project Management and Time Tracking Framework
The 24-week lifecycle of this project follows a strict Agile Gantt schedule to ensure all milestones are met before the final defense:
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Figure 3: Proposed 24-Week Gantt Chart for the PAYG Solar Platform Project
Description:
This Gantt chart shows the proposed 24-week schedule for the project. It divides the work into six phases covering literature review, system design, software development, payment and token integration, system testing, and final documentation. The chart provides a clear timeline for managing the project and monitoring progress against the stated objectives.

Weeks 01–04: Conduct the literature review, analyse existing PAYG solar systems, and define the functional and non-functional system requirements (Objective 1).
Weeks 05–08: Design the system architecture, user interfaces, database schema, and API endpoints (Objective 2).
Weeks 09–14: Develop the FastAPI backend, PostgreSQL database, and Flutter customer and administrator interfaces, while carrying out unit and integration testing during each development sprint (Objective 2).
Weeks 15–18: Integrate the Paystack test-payment workflow, implement secure server-side transaction verification, and develop the device-specific token-generation process (Objective 3).
Weeks 19–21: Evaluate the system through functional, security, load, performance, and usability testing, including tests involving invalid references, duplicate transactions, malformed inputs, and simulated network delays (Objective 4).
Weeks 22–24: Analyse the final results, complete the system documentation and dissertation, and prepare the project demonstration and viva presentation.
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Figure 2: Proposed Software Development Life Cycle for the PAYG Solar Platform
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Description: This diagram outlines the proposed Software Development Life Cycle for the PAYG solar asset management platform.
The process starts from requirements analysis, proceeds through iterative development and payment integration,

moves to deployment using cloud services with CI/CD, and concludes with comprehensive system evaluation to ensure

the platform meets security, reliability, usability and performance requirements.
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Gantt Chart: PAYG Solar Asset Management Platform Project Lifecycle
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