	1
Networks and Cyber Security Essentials	8
Networks and Cyber Security Essentials
Ieuan Jones
















Contents
Abstract	3
NIST Cybersecurity Framework	4
Nmap and Wireshark	5
WannaCry	7
TeleRat	8
Whaling	9
Pharming	10
Topology	11
Figure 1:	12
Figure 2:	13
Figure 3:	13
Software and hardware to enhance network security	14
Appendix	15
References	17











[bookmark: _Toc160614835]Abstract
The Cyber kill chain was derived from a military model by Lockheed Martin. Originally established to identify, attack, engage and destroy a target. In the Reconnaissance stage the attackers will usually use methods and assess the situation from outside of their target to identify weak spots. The Intrusion stage is all based on what they find in the reconnaissance phase, The intrusion phase is often where they use malware and other security vulnerabilities. The Exploitation phase is where the attackers exploit the vulnerabilities and could deliver a malicious code onto the system, to get a better foothold. The Privilege Escalation stage is when they hit a wall and need to get more privileges on a system to get access to more data and permissions, this is why they usually escalate their privileges to an admin level at this stage. The Lateral Movement stage is where attackers can move across to other systems and accounts to gain more leverage: whether that’s higher permissions, more data or greater access to systems. The Anti-forensics stage is where the attackers are working on covering their tracks and will often lay false trails, compromising the data and cleared the logs to confuse and slow down the forensics team, this is so that the cyberattack is done successfully. The DoS stage (Denial of Service) is used to disrupt normal access for users and systems, this is to stop the attack from being monitored, tracked, or blocked. The Exfiltration stage is where the attackers are getting the data out of the compromised systems. [1]
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The NIST Cybersecurity Framework provides organizations with a way to manage cybersecurity risks. By following its guidelines companies can identify and evaluate and prioritize threats to digital assets and personal data. This allows the input of proper safety measures to mitigate risks effectively. Designed to be adaptable and scalable. The framework can assist organizations of all sizes and industries. The framework enables the businesses to align efforts. Share best practices and threat intelligence to better secure digital assets and personal data. It promotes continuously improving security through regular evaluation of policies and procedures to address emerging vulnerabilities. Using this adaptive 
approach to cybersecurity helps organizations safeguard digital assets and personal data against rising threats. Overall, the NIST Cybersecurity Framework is a valuable guide for enhancing cyber resilience and protecting digital assets and personal data. [2]
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Nmap and Wireshark are both information gathering software’s. Nmap is a powerful network scanning tool that allows attackers to discover hosts, services and open ports on a target network. Attackers can use Nmap to conduct a comprehensive scan of the target network, identifying active hosts, determining which services are running on those hosts, and detecting open ports. Nmap can also provide information about the operating systems running on the target hosts, which can help attackers tailor their attacks to exploit known vulnerabilities. Wireshark is a network protocol analyser that captures and displays network traffic in real-time. Attackers can use Wireshark to capture and analyse network packets flowing across the target network. By analysing network traffic, attackers can gain insights into the network architecture, identify potential security weaknesses, and uncover sensitive information such as usernames, passwords, and other credentials transmitted in plaintext. Wireshark can also help attackers identify unusual or suspicious network behaviour, such as unauthorized connections or unusual traffic patterns, which may indicate the presence of security vulnerabilities or ongoing attacks. In summary, Nmap and Wireshark are essential tools for attackers during the reconnaissance stage of a cyber-attack, enabling them to gather valuable information about the target network and identify potential vulnerabilities that can be exploited to gain unauthorized access or launch further attacks.

[image: 1-3]
This is Nmap. This image shows a scan done, this shows which ports are open or closed or filtered, as you can see there are 4 open ports which could all possibly be used to infiltrate a network. Nmap is exclusively on Linux operating systems and is unavailable on windows. Nmap is a lot different to Wireshark and provides many other means of reconnaissance. Such as being able to scan network ports, and Ip addresses of specific machines. Wireshark can be used to get these Ip addresses [3] 
[image: A screenshot showing a packet capture in Wireshark]
This is Wireshark, Wireshark is the most used packet sniffer in the world, Wireshark can do 3 main things every packet sniffer can do. Packet capture, Filtering and Visualization. This could helps users dive into the network and even allows people to visualize entire conversations and network systems [4]
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WannaCry is an infamous ransomware that capitalizes on vulnerabilities in Windows operating systems to propagate across networks. By abusing the EternalBlue exploit, specifically, it infiltrates unpatched systems and moves laterally. When the machine is infected WannaCry encrypts critical files and demands ransom payments in Cryptocurrency to decrypt them. Organizations can mitigate risks through measures like regularly patching systems and segmenting networks and blocking suspicious protocols and fortifying email security and training users and backing up data. Applying the MS17-010 patch protects systems by resolving the Windows vulnerability WannaCry specifically targets. Another thing companies can do is update software, firewalling Server Message Block traffic and isolating internal networks, filtering emails and educating staff make networks less vulnerable. Also, if the company has been maintaining offline backups this enables restoring data without paying ransoms. A multi-layered defense is key against the threat of ransomware attacks. [5]
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A TeleRat is an android trojan horse that was discovered by security experts at Palo Alto Networks. This TeleRat uses a Telegram Bot API (Application Programming Interface) to communicate with the command-and-control server to exfiltrate data. The TeleRat Malware will create two text files on the computer. One being named telerat2.txt, and the other being named thisapk_slm.txt, the first file is a text file containing all the device’s information, the second file contains a Telegram channel and a list of commands.  Once this malware is installed it will use the malicious code by sending a message containing the date and time to a Telegram Bot by using its API. This TeleRat can grab contacts, location, what apps you have installed. It can also physically interact with the phone, by making it vibrate, turning it off and setting the wallpaper. It exfiltrates the data by using a sendDocument API method from Telegram. The ways to prevent from getting the android malware would be to educate people on what the risks of downloading apps and files from third party applications and encourage them to only install stuff from official and trusted sources, such as the google play store or the apple store. Other ways of preventing this would be to implement a security solution that could scan apps and then block malicious apps from being installed onto the phone. [6]
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Whaling is a phishing attack where the target is senior executives where they exploit social engineering techniques to deceive them into performing actions which could lead to financial losses and data breaches. Ways to prevent these risks from whaling attacks would be to give awareness training to employees especially the executives to show them the signs of whaling attacks, some signs would be urgent fund transfers or requests for sensitive information and emails from untrustworthy sources. Another way would be to put in some sort of verification for financial transactions or sensitive action requests which would encourage people to get verification for the requests. Multi-factor authentication could be another way for accessing the systems containing the important information which would add another layer of protection. [7]
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Pharming is a phishing attack where criminals would redirect the users attempt in accessing a website to a different one or a fake one. These fake sites are designed to make victims think their putting in their credentials into the website they think they are putting them in, this could be passwords and account numbers and maybe even credit card details if it’s an online payment platform like PayPal. Pharming works by exploiting the process on how internet browsing works. When the user types in a websites address, it needs to be converted into an IP address by the DNS server for a connection to continue. In another technique called DNS poisoning the hackers will manipulate the DNS table in a server which would cause multiple users to get redirected to fake sites which would then increase the number of victims. When a DNS server is infected it can corrupt the DNS entry to other servers and even other devices. The hacker could sell your data on the dark web.  Ways to prevent a pharming attack would be to use a secure DNS protocol like DNSSEC which is a Security Extension this would be to ensure authenticity of responses from the DNS. Also spoofing and tampering with DNS records would be prevented. You should encourage website owners to use HTTPS, this would encrypt transmitted data between the user and the website they are visiting. This ensures confidential information from being leaked. You should choose a reliable Internet Service Provider; a good ISP would filter out the suspicious redirects to pharming websites. Users should also be educated on not opening links or open attachments from unknown people. This would be an extra line of security to avoid malicious malware in general and not only a pharming scam. Users should get trusted personnel to change the default settings on their router, this could be to change the standard password to a more sophisticated and stronger password, users should also regularly update the router. People should also use anti-malware and antivirus solutions that are up to date. Such as Kaspersky Total Security which works 24/7 to secure devices and data [8]
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[image: A computer screen shot of a computer program
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This VLAN shows all the available ports. This is so that I can see if there are any ports that are not working.
This Figure also shows that I have eliminated single points of failure as I have multiple switches which are all connected. Eliminating single point of failures means that I can redirect traffic if one switch goes down. And the network would still work if a switch went down
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This figure shows that I have made a trunk mode. The trunk mode means I can connect switches together through identified ports, This shows that ports 1 are in trunking mode
[bookmark: _Toc160614845][image: A screenshot of a computer
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This figure shows that I have renamed the VLAN. Renaming the VLAN lets you establish which router is which when working on it.
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Ways to enhance the security would be to add a firewall. Firewalls are an essential security device for networks as they monitor and control traffic coming in and out of the network based on predetermined rules. Firewalls act as a barrier between the internal network and external networks when the external ones aren’t trusted such as the internet. This is to prevent unauthorized access and protect against a variety of cyber-attacks. More ways would be to implement Intrusion Detection and Prevention Systems (IDS and IPS). The IDS would be able to detect and respond to malicious activity on the network and the IPS would actively block or mitigate the threat based on set rules. VPNs are for creating secure and encrypted tunnel over the internet. Which allows users to securely access and transfer data between untrusted networks and helps protect sensitive information from interception. Antiviruses and Anti-Malware Software are essential for endpoint security, with a combination of both Antivirus and Anti-malware software would help detect, prevent  and remove malicious software. This software would scan files and the systems activity continuously. The users could also use a Network Access Control (NAC). The NAC controls access to authenticate and authorise users connecting to the network. By using all these to increase the strength of the security for your network. The network will be very secure and it would mitigate a lot of cyber security risks.
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admin@ip-172-26-0-73:~$ nmap scanme.nmap.org

Starting Nmap 7.40 ( https://nmap.org ) at 2020-07-22 02:48 UTC
Nmap scan report for scanme.nmap.org (45.33.32.156)

Host is up (0.078s latency).

Other addresses for scanme.nmap.org (not scanned): 2600:3c01::f03c:91ff:fel8:bb2f
Not shown: 995 closed ports

PORT STATE SERVICE

22/tcp open ssh

25/tcp filtered smtp

80/tcp open http

9929/tcp open nping-echo

31337/tcp open Elite

Nmap done: 1 IP address (1 host up) scanned in 2.40 seconds
admin@ip-172-26-0-73:~$ I




