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Abstract

The report attached is looking into an organisation’s decision to consider the use of Bring Your Own Technology (BYOT)* in the workplace.  It will explore BYOT use within the global economy, alongside the advantages and disadvantages that such an introduction could have on an organisation’s network.  Whilst exploring the organisation’s needs it will also address the importance of a robust User Acceptance Policy within the workplace, as well as the need for good basic security against some of the undesirable affects BYOT can introduce into the workplace.  Drawing together findings that will aid the decision as to best practice when implementing the use of BYOT into the organisation.



















* Please note that the term Bring Your Own Technology and Bring Your Own Device are similar and for the purpose of this report we will be using Bring Your Own Technology.
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[bookmark: _Toc532819640][bookmark: _Toc534891054]1 – Introduction

There are more demands being put on companies to introduce or allow both employees and customers access to the internet and cloud services whilst on their sites.  In 2013 there was an estimate in a report that there would be 10 billion devices in the world by 2018 [1].

Hyper-fort is a consultancy company that specialises in energy.  The company uses cloud services to provide Information Technology (IT) services to both staff and customers.  Estimations put the cloud usage at about 95% and, with a large online presence, it is important to ensure that this system is kept safe whilst allowing employees and customers to benefit from a more diverse but secure workplace.

This report has been commissioned with a view to understanding the advantages and disadvantages of allowing staff and customers to bring their own devices or technology (BYOD or BYOT) and how the use of their own technology impacts the security of the data kept within such an organisation as Hyper-fort.  

With the understanding behind BOYT it is anticipated that a framework can be developed with a view to producing a comprehensive security policy to allow the use of BYOT in the workplace.



[bookmark: _Toc532819641][bookmark: _Toc534891055]2 – Research of Bring Your Own Technology (BYOT)

BYOT describes a company policy that allows employees to bring their own personal devices (smart phones, laptops, tablets) to their workplace and to then use those devices to access company data and applications.  This idea of staff using their own devices is becoming increasingly popular within the workplace as it allows the employee to stay connected on social media whilst in the workplace and vice versa.  This also allows for a more blended work/life balance that is craved by the new and upcoming workforce.	Comment by Simon Downes: 
Expand the scope of reference sources consulted to improve the quality of research based tasks. This paragraph gives you the opportunity to source multiple references, don’t be afraid to over reference and use sources in text. This is a recurring theme throughout the assignment
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Figure 1 – Image of Logicalis Research from 2012 into the growth of BYOT [2]
A study back in 2012 that was undertaken by Logicalis with Ovum suggested that the larger areas of growth in the BYOT were within the emerging high growth countries/markets (such as Brazil, Russia, India, United Arab Emirates (UAE) and Malaysia) where there was a significantly higher percentage of people using BYOT within the workplace. [3]
There appears to be a couple of reasons why these high growth emerging markets have a higher uptake in the use of BYOT:
· In emerging markets, the infrastructure to provide corporate mobile devices is not available.  Therefore if a device is available and can help with the job it is used despite it being owned by the employee , [3];
· Secondly, it appears that there is a better level of comfort around blurring the lines between work and home life when compared against more mature markets.  This suggests a much more flexible work ethic in terms of work hours and the keenness to accept their own devices as work tools [3].
[image: ]

Figure 2 – Graphical representation of the % of people who BYOT to the workplace [3]
When determining whether or not BYOT is worth considering, it is always worth considering all of the issues that would benefit a company as well as any issues that need to be looked and addressed to ensure the correct decision is made.




[bookmark: _Toc534891056]2.1 Advantages of BYOT 

Some of the key benefits to BYOT include:
· Productivity Gain – Gains in productivity can be seen to be increased number of working hours, improving employee efficiency during working hours and by placing technology in hands that would not normally use it [4];
· Cost Savings – An important benefit to the employer is the cost savings that are associated with employees using their own technology.  If an employee brings their own device to work, it is assumed that they bear the upfront cost of the device along with the costs associated with upgrades and possible new software [5];
· Employee Satisfaction – BYOT is increasingly being seen as a way to attract and retain employees.  Some organisations have also introduced funded BYOT schemes so as to attract new graduates into what would otherwise be low paid entry level positions [4];
· Technology Familiarity and Flexibility – Employees tend to be more familiar with their own technology and keep up to date with the latest trends, irrespective of the device.  Allowing freedom of choice can be of benefit to the employee as this could allow them to use Apple products as opposed to Microsoft products only [5].

[bookmark: _Toc534891057]2.2 Disadvantages of BYOT

Some the concerns or downfalls to BYOT include:
· Cost for the Employee –The flip side of cost savings to an organisation is the fact that there will be a cost to the employee.  Which could lead to upgrades not being maintained as the devices will be used more consistently;
· Device Disparities – As with any devices that are purchased by individuals it would be their choice as to what software is included or not included.  This could lead to some employees having less capable devices compared to others they work alongside;
· Security – As with any system, there is always going to be some issue around security of the devices.  A survey carried out by Trustwave revealed 90% of vulnerabilities that are common to desktop computers are also concerns with mobile devices.  Showing data leakage, Distributed Denial of Services (DDoS) and malware being the most challenging threats [6].

[bookmark: _Toc534891058]2.3 Other Considerations

Other considerations that should be taken into account include things like:
· Asking the employees what their thoughts are with regards to BYOT as this will help determine the appetite for such a policy;
· Understanding if employees are willing to engage in some form of agreement with regards to BYOT to the workplace as there has to be a mutual understanding of expectations with regards to quality devices and any security and risks;
· Understanding the use of Mobile Device Management (MDM) systems to help network teams to control, manage and monitor access to mobile devices.  These devices can be both corporate and employee owned devices.  Features of any good MDM would/should include:
· PIN Enforcement;
· Consistent Standard and Support;
· Jailbreak/Root Detection;
· Tracking and Monitoring;
· Data Encryption;
· Data Loss Prevention;
· Data Wipe;
· Remote Access for Trouble Shooting;
· Application Tunnels.
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3 – Issues to be Addressed with BYOT

There are a number of issues that need to be looked at and addressed once the decision has been made to introduce BYOT to the workplace.
Firstly, there is the legality of protecting data that may be stored within systems in the workplace.  In the United Kingdom (UK) there are a number of pieces of legislation that have been laid out to protect data; the most recent pieces of legislation being the Data Protection Act (2018) and the General Data Protection Regulation (2016).  See Appendix 1 for a more comprehensive list of Regulations [7, Pg 16].
Once the issues around legislation have been determined it is usual for a company to start looking at any policies or procedures that may be required or amended.  There is usually always a need for more than one policy to reference something as complex as a BYOT to the workplace simply because it covers use of technology, personal data, the users/employees themselves, security of the devices and data.
The first policy to be considered would be a policy that is clear around what is acceptable use of BYOT, for example an Acceptable User Policy [8].  This policy should provide clear guidance on the users/employees’ responsibilities and accountability so as to avoid any misunderstandings.  As with any good policy there needs to be an element on audit as well as ongoing audit checks to ensure compliance to the policy is being adhered.
Other policies that may need to be considered or could be impacted by a BYOT implementation could include:
· Information Security Policy – Ensuring that the three key principles of Information Security are upheld which are confidentiality, integrity and availability;
· Mobile Working Policy – Providing employees with the ability to work offsite with access to any relevant information services.  Users must consider and, where possible, mitigate any risks associated with their “unprotected” environment;
· Disciplinary Policy – Understanding the severity of breaches in security and misuse of an organisations property, be it tangible or intangible property.
As part of the construction of policy making for an organisation there will be a need to consider what data is stored, how might it be accessed and who should be able to access the data.  Irrespective of where the data is held (devices, servers or even a cloud network), it is the responsibility of the organisation to ensure its safety and therefore take appropriate measures to safeguard it.
Safeguarding data can take the format of controlling access with strong passwords (preferably alphanumerical), Personal Identification Number (PIN) or data encryption; or perhaps a combination of all three.  It could be that the user has to use a bit locker to access a device, followed by password and an encryption key to get to the data itself.  Allowing devices to timeout after a set amount of time automatically could reduce the risks of accidental access.  Everyone at one time or another will have gone to make a cup of tea, forgetting to lock their device down beforehand.  Another consideration is appropriate segregation of duties with regards to data as accidental deletion could be a disaster for an organisation, especially in light of the Freedom of Information (FOI) Act which only allows a set amount of time for data to be become available.
Another aspect of data security that needs to be carefully considered with regards to a BYOT implementation is data leakage. Data leakage is where data has leaked as a result of access to the organisation’s data anywhere/anytime by employees [6].  Unfortunately, an organisation has no control under BYOT to prevent this from occurring.  The author of this report was a potential victim of such data leakage a few years back (see appendix 2 for full letter).  The first they knew was when a letter came in the post advising of a stolen laptop which contained their data.  Clearly the decision was made to advise people of the potential risk and so a procedure would have been followed as laid out within one of the Ministry of Defence (MOD) policies.
Another area of concern with regards to BYOT would be Cyber threats such as DDoS and Malware attacks:
· DDoS Attack is an attack that is co-ordinated on the availability of services of the target system or network and is launched indirectly through many computer systems simultaneously [6]: 
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Figure 3 – A DDoS Attack via cloud system [9]
· Malware Attack is where a malicious piece of software affects both mobile and corporate applications.  This type of attack usually corrupts or renders the data inaccessible.  It usually comes in the form of an attachment to an email that is clicked in error or by visiting an infected website.
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[bookmark: _Toc534891061]4.1 Data Flow Diagram for User Access

When considering the implementation of a BYOT system there is a need to understand what level of access users are going to require.  This applies to everyone, from employees to account users and visitors:
[image: ]
Figure 4 – Data Flow Diagram for implementation of BYOT Access

[bookmark: _Toc534891062]4.2 Three Layer Hierarchical Model

When thinking of systems and how they fit together it is worth considering the principles around the three layer hierarchical model that were established by Cisco.
It divides the system into three distinct levels as can be seen in the diagram below:
[image: ]
Figure 5 – Three Layer Hierarchical Model [10]
· Core Layer – The core layer is expected to provide the system with high-speed switching;
· Distribution Layer – Acts as the intermediary between the core and the access layer providing routing and security in the form of Access Control List (ACL);
· Access Layer – is where the users sit and with their devices connecting through access switches.

[bookmark: _Toc534891063]4.3 Security

It is very important to understand how BYOT may impact on existing systems and therefore the need to be more vigilant around securing both the physical and network environments.
To protect the physical there will be a need to ensure that devices are protected.  Whilst it is not always possible to be in a room 24 hours a day, it may worth considering Closed Circuit Television (CCTV) in high risk areas. It is also important to secure your server areas as these contain your database storage and ACL within your Distribution layer.  This can be done with locked rooms with access only with card readers or biometric readers (not configured in Packet Tracer; door keeps unlocking).	Comment by Simon Downes: 
This is not necessary here. You could cover this in a single line during the initial outline of implementation. State that the software has limitations thus meaning you do not need to explain.
There could also be log in sheets at reception to record any visitors.  This would help identify any potential causes if there was a security breach.  There are other physical securities that could be considered such as security guards and dogs but this would depend on the nature of the business and the necessity for that level of security.
There are some simple security measures that can implemented quite quickly and effectively with regards to network security, such as encrypted passwords, shutting down any open ports and ensuring access to the correct access points. There is also installing firewalls and Virtual Private Network (VPN) access for those that work away from the office (not configured in the accompanying packet tracer diagram).

[bookmark: _Toc534891064]4.3.1 Access Points

[image: ]
Figure 6 – Screenshot of an Access Point within the network
As can be seen in the screen shot above the Service Set Identifier (SSID) has been assigned.  Sometimes nicknamed the network name, it allows relevant devices to connect to it.  Especially when there are multiple networks available in the same area.
It can also be seen that the authentication has been set to Wi-Fi Protected Access v2 Pre-Shared Key (WPA2-PSK), which is the highest level of encryption that can be used without a RADIUS server.
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With switches and routers there is the ability to set passwords and close any unused and open ports to ensure that users cannot gain access by simply plugging into the network.  Below are some of the commands that were used within Cisco Packet Tracer to close ports administratively and to protect any ports that were exposed if the network cable was pulled out of the socket.
Switches Code Example
Enable access with the CLI environment:
Switch>enable
Switch#conf t

Set up password encryption and use secret to set up the password “class” :

Switch(config)#service password-encryption
Switch(config)#enable secret class

[bookmark: _Hlk534827773]Set up password on the console port(s) of the switch:

Switch(config)#line con 0
Switch(config-line)#password class
Switch(config-line)#login
Switch(config-line)#exit

Set up password on the terminal lines of the switch:

Switch(config)#line vty 0 15
Switch(config-line)#password class
Switch(config-line)#login
Switch(config-line)#exit

Shutdown any fast ethernet open port(s) on the switch that are currently unused:

Switch(config)#int range f0/9-24
Switch(config-if-range)#shutdown

Switch(config-if-range)#exit

Shutdown any gigabit ethernet open port(s) on the switch that are currently unused:

Switch(config)#int range g0/1-2
Switch(config-if-range)#shutdown

Switch(config-if-range)#exit



[bookmark: _Hlk534828529]It is also always worth noting that by placing a banner at the start of any access to a switch, as soon as someone presses enter, it helps to provide a legal aspect:

Switch(config)#banner motd #
Enter TEXT message. End with the character '#'.
=============================================================
UNAUTHORISED ACCESS IS PROHIBITED
=============================================================#

Switch(config)#exit

Router Code Example
Enable access with the CLI environment:
Router>enable
Router#conf t

Set up password encryption and use secret to set up the password “class” :

Router(config)#service password-encryption
Router(config)#enable secret class

Set up password on the console port(s) of the router:

Router(config)#line con 0
Router(config-line)#password class
Router(config-line)#login
Router(config-line)#exit

Set up password on the terminal lines of the router:

Router(config)#line vty 0 15
Router(config-line)#password class
Router(config-line)#login
Router(config-line)#exit

It is also always worth noting that by placing a banner at the start of any access to a switch, as soon as someone presses enter, it helps to provide a legal aspect:

Router(config)#banner motd #
Enter TEXT message. End with the character '#'.
=============================================================
UNAUTHORISED ACCESS IS PROHIBITED
=============================================================#

Router(config)#exit



When looking at network systems, it is always important to secure any open ports on switches and routers whilst also ensuring that all devices are password protected with secret encrypted passwords.  This stops other users from accidently viewing what passwords are being used within the system as well as accessing the system.  It is worth noting that in the event of an unsavoury person managing to pull out a cable and accessing one of your networked computers it may also benefit the company to assign the Media Access Control (MAC) addresses to relevant switches, routers and access points this adds an additional layer of unwarranted access, also known as “sticky”.  This term of sticking the MAC address to the port of the relevant devices ensures a permanent link between the two devices and cannot be unconnected by simply removing the cable.

[bookmark: _Toc534891066]4.4 Resilience and Failover

There is also a need to ensure failover resilience in case any part of the system does fail.  As the company relies heavily on being a cloud based global organisation there would be nothing worse than not being able to access data in another part of the world due to hardware failure.   As can be seen in the diagram below there are additional switches, routers, access points and servers that cross communicate and can be used independently should one of them fail:
[bookmark: _Toc532819647][image: ]
Figure 7 – Screenshot of main and crossover (failover) paths

[bookmark: _Toc534891067]5 – Findings
There is certainly a lot to think about with regards to the concept of bringing your own technology or devices to work.  There are many discussions to be had around how to implement such policies as well as the need to look at governance and compliance.  Ernst and Young (EY) have, in the past, provided a rather interesting “Eight Steps to Secure and Improve your BYOD Programme” [1] (Appendix 3) which certainly helps give a quick and easy overview of things that may need to be consider when going through the process.

It is also worth noting that there are a lot of MDM systems to be looked at and considered.  Such a system will help with the need to have strategies around:
· Managing the brand devices;
· Managing the various operating systems;
· Access to various applications on users’ devices;
· Controlling what happens to access on devices that are lost, stolen or failed;
· Cancelling users’ access to the corporate systems if the user leaves.
An overview of the market leaders in MDM Systems is can be seen below:
[image: ]
Figure 8 – Graphical representation of how some of the MDM Software are performing [11]

There is one issue that cannot really be resolved with looking at procedures, polices, compliance, implementations and governance; the “blending of work and home life”.  This is down to the individual and therefore cannot be controlled as everybody has their own reasons for working the way that they do.  The answering of emails while eating breakfast or checking a report whilst on a beach holiday means that, irrespective of whether the employee is physically at work or not, they are mentally at work and this could have negative effects on already strained relationships and make it appear that work is the most important thing in an employee’s life.
However, there are potential positive trade-offs for choosing this type of working such as being flexible with work tasks and work hours, freeing up time for non-work tasks in the work day. 






[bookmark: _Toc534891068]6 – Conclusion

There is certainly a lot to think about when looking at BYOT to work.  There is certainly proof that BYOT can benefit the workplace in a number of ways, with device familiarity, cost savings and increased productivity.  This also appears to be helping the new emerging economies to increase their growth in an ever changing world and understand how they are achieving this would certainly be worth looking into further.  
Like any implementation there needs to be good ground work with regards to how best to do something.  This ground work includes ensuring a comprehensive and robust policy, along with good basic level of security to avoid unwarranted attacks within the organisation.  
Looking at potential MDM software is a must area to look into to aid the implementation of BYOT into the workplace.  However, there are so many to choose from as could be seen in Figure 8.  It would be considering looking at the ones that perform and provide the better satisfaction in the first instances.  These MDMs would initially include as they appear to be the current leaders [11]:
· Jamf Pro;
· Kace;
· Microsoft Enterprise Mobility;
· Cisco Meraki Systems;
· Airwatch.
There are other articles that could prove useful in the research for a good MDM system as when comparing them everyone will have their own opinions, so it would be of great benefit to look at setting up a task and finish group to explore the different options and gauge opinion on the users of the software:
· https://www.pcmag.com/article/342695/the-best-mobile-device-management-mdm-software
· https://financesonline.com/mobile-device-management/

Another possible area of research could be to draw up a list of approved devices that employees could choose from so control is still maintained by the organisation, whilst giving the user some control of what their preferred device is to use.

· 
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[bookmark: _Toc534891071]Appendix 1 – List of Legislation to Protect Data

Computer Misuse Act (1990) 
Electronic Communications Act (2000)
Obscene Publications Act (1964) 
The Safeguarding Vulnerable Groups Act (2006) 
The Safeguarding Vulnerable Groups Act 2006 (Controlled Activity) (Wales) Regulations (2010)
Copyright (Computer Software) Amendment Act (1985) 
Malicious Communications Act (1988) 
Human Rights Act (1998) 
Data Protection Act (2018) 
General Data Protection Regulation (2016) (“GDPR”)
Freedom of Information Act (2000)
Equality Act (2010)
Terrorism Act (2006)
Copyright Designs and Patents Act (1998)
Privacy and Electronic Communications Regulations (2003)
Regulation of Investigatory Powers Act (2000)
Data Retention and Investigatory Powers Act (2014) 
Lawful Business Practice Regulations (2000)
Communications Act (2003)


[bookmark: _Toc534891072]Appendix 2 – Copy of Letter in Reference to a Potential Data Leakage
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[bookmark: _Toc534891073]Appendix 3 – EY Eight Steps to Secure and Improve your BYOD Programme
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[bookmark: _Toc534891074]Appendix 4 – Glossary of Technical Acronyms

AAA – Authentication, Authorisation and Accounting
ACL – Access Control List
AES – Advanced Encryption Standard
DHCP – Dynamic Host Configuration Protocol
DNS – Domain Name System
EAP – Extensible Authentication Protocol
FQDN – Fully Qualified Domain Name
IP – Internet Protocol
LAN – Local Area Network
MAC – Media Access Control
NTP – Network Time Protocol
POP2 – Post Office Protocol 3
SFP – Small Form-factor Pluggable
SFTP – Secure File Transfer Protocol
SMTP – Simple Mail Transfer Protocol
SSH – Secure Shell
[bookmark: _Hlk534891747]SSID – Service Set Identifier
TCP – Transmission Control Protocol
WEP – Wired Equivalent Privacy
WLAN – Wireless Local Area Network
WPA2 – Wi-Fi Protected Access v2
WPA2 PSK – Wi-Fi Protected Access v2 Pre-Shared Key
WPA2 RADIUS - Wi-Fi Protected Access RADIUS Server
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Research-informed Literature 
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]The research utilised throughout the report mainly comes from online resources, try to identify academic journals and white papers. The correct use of the IEEE referencing throughout for images and text based sources. (Grade mark: 86.67%)
	[bookmark: totalRIL]15
	[bookmark: markRIL]13

	
	
	

	2. Knowledge and Understanding of Subject
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]This report is very well structured each section clearly defined and presented, the images are also clear and legible. The use of the correct referencing model also lends itself to the layout. (Grade mark: 93.33%)
	[bookmark: totalKUS]15
	[bookmark: markKUS]14

	
	
	

	3. Analysis
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]This report is well written and the analysis throughout is very well thought out. However the lack of multiple sources does not allow the author to give justification to conclusion. Remember even knowledge previously known needs to be sourced and referenced to give context within the report. (Grade mark: 75.00%)
	[bookmark: totalANA]40
	[bookmark: markANA]30

	
	
	

	4. Practical Application and Deployment
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]The simulation is very well thought out and deploys a number of security elements, the introduction of SSH would have increased the mark. The Implementation is also very well explained within the report. (Grade mark: 80.00%)
	[bookmark: totalPAD]20
	[bookmark: markPAD]16

	
	
	

	5. Skills for Professional Practice 
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]The report is well laid out and follows the IEEE format. With the exception for the comments contained within the report and some very minor changes this is a good effort. (Grade mark: 90.00%)
	[bookmark: totalSPP]10
	[bookmark: markSPP]9

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]82%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	



[bookmark: _GoBack]
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Eight steps to secure and improve your BYOD program

Here are steps organizations can consider to help grow confidence among employees and provide reassurance
to stakeholders that information security won't be needlessly imperiled by the use of employees’ devices.

Create a strategy for BYOD with a business case and a goal statement
T e e
comparies to expore inovative s to emponer thir workforce and drivegreater producivy.

Involve stakeholders early through the formation of a mobility group
A cross business mobiity group will el t ve the needs of the busines. The group could consist of execuives, R, legal,
support, I and potentiallyrepresentaives fo ke user roup. An effective way of generating powerful usage case s to model
oy theiifescenarios that envision how mobity wil eas the everyday work ituation o key employee groups. Estabising ey
Success factors wil elp the oroup to measure the success of the implementation and mold t moving forverd.

Create a support and operations model

3 'Using the scenariosformed by the mobily group, dentfying and quantiying costs and benefis, will elp bulld the overall
business case for BYOD. Ensure that idden costs such a increased data bills and support expansion e considered, together with
potential advantages such s increased recruitng successrates with younger demographics.

Analyze the risk
By utilzingthe usage cases, you should assess the ata sored and processed in the evices, as wel s the access aranted for the
devices to corporat resources and apps. Payingspecial attetion toscenarios that are more likey for motile devices,such asa.
Jost or stolen device, il help focus the effot. Incorporate geooraphicallyrelevant data and privacy laws, and consider the impact
of the moble woridorce traveling to countries with data importfexport restrictions.

Create a BYOD policy
Creatingaflexibl but enforceable polc s key to ensuring tha t ffecivlyImitsisk o the organizaton. The BYOD palkcy
Shouid complement ctherinformation security and governance plcie, and shoud provicethefallowing o the ser:

2 General secutty requirements for moble dvices
1 Authentcaton (passcode/PIN) requirements.
 Storagefransmisson encryption requirements

[ il
) Usageretrictons for mobll devices
1 Company labity
Righs to monitor, manage and wipe
1 Support model
) Leading practicesfor mobik daa usage on nternationa ravel
1 Acceptabe use (fdiferent from the normal acceptabe use polcy)

Implementing an MOM soltion, orother containerfocused management utites, wil reatly help the organization i managing

6 Secure devices and apps.
‘and securing the devices. The poliies on the device or within managed containers should be defined by the isk assessment..

Test and verify the security of the implementation
Periorm security testing an review of the mplemented solution. Assessments should be performed using an ntecrated testing
approach combining automated toolsand mancal penetraion testing, and preferablyutfzing a trusted tird prty that
has a proven track record assessing mobl deployments. We would recommend assessing the implementation a5  whole and
st devices, apps and the management solution together. I aditon, it i important o tes th frastructural changes that are:
performe o llow mile devices o connect o the enterprise network, such as Wi deployments or VPN endoints

Measure key performance indicators of the BYOD program, and use this as means to continually improve the program. Use direct

Measure success, ROl and roll-forward lessons learned
fl=——x=—rr—





