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1. [bookmark: _Hlk513916278]Subject.
This document will outline the key points of the new General Data Protection Regulations (GDPR), and how they will affect the Dragon Office Supplies company in how it used and stores employees and customers data. 

2. Background.
On the 14th April 2016 the General Data Protection Act (GDPR) was approved by the EU Parliament after four years of preparation and debate. It will be replacing the 1995 Data Protection Act, and come the 25th May 2018, which is the enforcement date, every organisation needs to be in compliance with the new regulations or risk heavy fines. 
The aim of the GDPR is to have standardised data protection laws throughout all members of the EU, this is to ensure that all citizens from member countries have a better understanding of how their data should be kept and used by organisations. It will also make it easier for them to raise complaints should any arise, even if the data is being held by an organisation which is not in the country the complainant is located. (privacytrust, 2018)

3. Analysis. 
Below are the key points and how they will affect the company:
I. Increased Territorial scope.
This is “ arguably the biggest change to the regulatory landscape of the data privacy comes with the extended jurisdiction of the GDPR, as it applies to all companies processing the personal data of data subjects residing in the union, regardless of the company’s location” (eugdpr, 2018). Although seen as the biggest change, this may have little affect on the company as its largely dealing with non-member dealings, and how they offer goods and services, and monitor the data subjects within the member countries. 
II. Penalties.
Under the new GDPR there are two tiers of administrative fines: 
1) Up to €10 million, or 2% annual global turnover  - whichever is higher. 
2) Up to €20 million, or 4% annual global turnover – whichever is higher. 
 In addition to the increase of penalties and fines the Information Commissioners Office (ICO) also has other corrective powers and sanctions to help enforce the GDPR. “These include issuing warnings and reprimands; imposing a temporary or permanent ban on data processing; ordering the rectification, restriction or erasure of data; and suspending data transfers to third countries” (itgovernance, 2018). If the new regulations are not complied with this could mean that the reprimands towards the company could be severe, possibly loosing all the data that the company currently holds, in addition to heavy fines. This would also have a detrimental effect on the customer as they may lose trust as the companies’ reputation is damaged. 

III. Consent.
The key point of consent is that of “consent must be obtained in a manner that is distinguishable from other matters. It must cover all processing activities carried out for the same purpose or purposes  and where processing has multiple purposes, consent must be given for all of them” (Wessing, 2016). Under the new legislation all consent, and terms and conditions must be given in a legible form that is clear to understand. It must have the purpose for any data processing and when customers must have the opportunity to withdraw consent with ease, even after it has been given. 
[bookmark: _GoBack]Dragon Office Supplies must review the way in which their terms and conditions and any other ways they may have to request consent to ensure that all can be easily understood and have a clear outline of how they store and why they collect the data they will be obtaining. They must also implement if not already done so a way in which all customers or employees have an easily accessible way in which to withdraw any consent given.
IV. Breach of notification. 
With is change in the GDPR all organisations will have to have protocol in place in case a breach of data occurs, if such event does happen then the breach will have to be notified within 72 hours of the event first being noticed. Data processor will also be required to notify their customers without delay, as the breach could be a risk for the rights and freedoms of individuals. By making sure there is sufficient protocol in place, the breach of data can be dealt with effectively and without hesitation, and there will be a lesser risk of further action taken towards the organisation.   
V. Rights to access.
Under the GDPR individuals have the right to know whether an organisation is holding data on them, they have the right to access that data and the right to know how that data is being processed, and the reasons for. Upon request the controller must comply within one month and must use reasonable efforts to verify the identity of the individual making the request but should not retain any of the gained information (Bird, 2018). Organisations will need to implement a system where all data held on individuals can be accessed with ease by the person responsible, and that all requests are dealt with a measure of importance in the form of a free ‘copy of personal data undergoing processing’.  
VI. Rights to be forgotten. 
The right to be forgotten is a way in which customers or individuals can have all information help on them removed from the system within a month of the request being submitted. Organisations will need systems that allow this and procedures in place to ensure all requested information is effectively deleted. Organisations may also be able to implement anonymisation techniques so that information held cannot be linked back to any individual and therefore not fall under the right to be forgotten request. (Davey, 2018)
VII. Data portability. 
To comply with this key point all organisations will need to successfully incorporate a measure in which all the data held can be easily received by the individual upon request, “in a structured or commonly used and machine readable format” (pwc, 2018). It must also be possible to transmit the data to another controller without any hindrance or loss of data. 
VIII. Privacy by design. 
The GDPR requires that all companies and data controllers have technical and organisational measures such as pseudonymisation in place, and that controllers must only process data that is necessary to what they need and store it only as long as it is necessary to do so. This is to protect individuals so that data can not be linked back to any one individual. (Davies, 2017)


IX. Data protection officers.
 As of the 25th May 2018 a data protection officer will need to be appointed within every organisation who processes or stores a significant amount of data whether it be from employees or customers. They are to monitor the data subjects on a large scale and also where the “entity conducts large scale processing of ‘special categories of personal data’, like that which details race or ethnicity” (Lord, 2017).

4. Cautionary notes. 
If all the necessary amendments are not in place by the 25th May 2018 when the GDPR becomes enforceable, organisations will be at risk of potential penalties and possibly fines. It may also result in the loss of customers as they may feel that their data not being handled correctly. 

5. Recommended action. 
To best prepare for these changes it would be recommended that a full review on all platforms in which data is handled be completed. By doing this it will be better understood what systems and protocol is needed to ensure that the organisation is up to regulation standards. It is also recommended that all staff have training on what these new regulations will mean and the detriment it may caused if they are not adhered to. 
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