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[bookmark: _Toc196316123][bookmark: _Toc196395756]What is Fault Tree Analysis?
Fault tree analysis is a process that provides a systematic approach to identifying ways in which a system can fail, the data captured is extremely useful to an organisation as it can be used to help strengthen products or processes and prevent failure. It was first throughout the early 1960’s by H.A. Watson at Bell Laboratories to help identify any areas of weakness within the Minuteman intercontinental ballistic missile system. [1] The process of Fault Tree Analysis involves generating fault tree diagrams which highlight key areas of interaction between potential faults, subsystems and Lines of Defence (LoDs) that prevent failure. [2] 
[bookmark: _Toc196316124][bookmark: _Toc196395757]How do fault tree diagrams work?
A fault tree diagram is usually based upon a singular event which can be called the “Top event”. Working from the top event backwards, all contributing events or procedures that could cause failure are identified. Each event that needs to occur for the incident to take place is separated by either and/or logic gates. And gates require all the corresponding events to take place whereas or gates only require at least one of the events to take place. [1] The difference between and/or gates is shown below in figure 1.
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[bookmark: _Toc196395764]Figure 1 - And/or logic gates
Probability values are assigned to events within fault tree diagrams to provide a quantitative probability level. These values are defined by factors such as historical data, professional judgment and data provided by simulation software. A qualitative approach can also be taken which uses keywords such as low, medium and high to define the probability level for a given event. [3] The probability values can then be used to calculate the overall probability of the top event occurring. This is done by determining whether events are connected with an and/or gate. If a series of events are connected with an and gate, then the probability values of each are multiplied together a shown below in equation 1. 
[bookmark: _Toc196398807]Equation 1 - Calculating probabilities from an and gate
Overall probability = P (A) x P (B) x P (C)…
Where A, B, C… = Events 
On the other hand, if a series of events are connected with an or gate then the probability values of each are multiplied together as before in equation 1 above but this value is instead subtracted from all the values added together. This can be seen in equation 2 below.
[bookmark: _Toc196398808]Equation 2 - Calculating probabilities from an or gate
Overall probability = P (A) + P (B) + P (C)… – P (A) x P (B) x P (C)…
[bookmark: _Toc196316125][bookmark: _Toc196395758]Fault tree analysis – Making a cup of tea
[bookmark: _Toc196395767]Table 1 - Probabilities of events
	Event
	Probability

	Tea availability
	0.8

	Coffee availability
	0.9

	Chance of leaky kettle
	0.1

	Chance of water supply failure
	0.01

	Kettle reliability
	0.99

	Plug in operation reliability 
	0.7

	Switch on reliability
	0.7

	Mains supply failure chance
	0.01

	Cup availability
	1

	Cup reliability
	0.7

	Milk availability
	0.9

	Milk freshness
	0.8

	Sugar availability
	0.6

	Sweetener availability 
	0.9




[bookmark: _Toc196316126][bookmark: _Toc196395759]Standard operability calculations
The below fault tree diagram uses probability values based on Bill’s standard ability to plug in and switch on the kettle and his ability to select a cup.
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[bookmark: _Toc196395765]Figure 2 - Fault Tree Diagram 1 (Standard Operability)
To calculate the probability of power reaching the heating element within the kettle the following calculations were carried out.
[bookmark: _Toc196398809]Equation 3 - Probability of power to element (And gate)
Probability of Power to element
= P (A) x P (B) x P (C) x P (D)
= P (Plugged in) x P (Switched on) x P (Mains supply) x P (Kettle ok) 
= 0.7 x 0.7 x 0.99 x 0.99 
= 0.480
To calculate the probability of sugar successfully being added to the cup the following calculations were carried out.
[bookmark: _Toc196398810]Equation 4 - Probability of sugar (Or gate)
Probability of Sugar
= P (A) + P (B) – P (A) x P (B)
= P (White) + P (Sweetener) – P (White) x P(Sweetener)
= 0.6 + 0.9 – (0.6 x 0.9)
= 0.96
[bookmark: _Toc196316127][bookmark: _Toc196395760]Reduced operability calculations
The below Fault Tree Diagram incorporates Bill’s reduced ability which is 75% of normal to plug in and switch on the kettle. His ability to select a cup also drops to 90% of normal. The areas affected by Bill’s reduced ability have been highlighted in red below.
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[bookmark: _Toc196395766]Figure 3 - Fault Tree Diagram 2 (Reduced operability)
To calculate Bill’s reduced ability to plug in and switch on the kettle the following calculations were carried out.
[bookmark: _Toc196398811]Equation 5 - Reduced ability (Plug in and switch on kettle)
Reduced ability 
= Standard operability ÷ 100 x 75
= 0.7 ÷ 100 x 75
= 0.525
To calculate Bill’s reduced ability to select a cup the following calculation was carried out.
[bookmark: _Toc196398812]Equation 6 - Reduced ability (Select cup)
Reduced ability
= Standard operability ÷ 100 x 90
= 0.7 ÷ 100 x 90
= 0.63

To calculate the probability of power reaching the heating element within the kettle the following calculations were carried out.
[bookmark: _Toc196398813]Equation 7 – Reduced probability of power to element (And gate)
Probability of Power to element
= P (A) x P (B) x P (C) x P (D)
= P (Plugged in) x P (Switched on) x P (Mains supply) x P (Kettle ok) 
= 0.525 x 0.525 x 0.99 x 0.99 
= 0.270
[bookmark: _Toc196316128][bookmark: _Toc196395761]Human factors
The probability of an event occurring is grossly influenced by human factors. Multiple aspects such as stress, distraction, fatigue can cause a human to make mistakes which can affect how well the human can carry out a task. Understanding how human factors can influence a process or procedure is vital so that compensatory measure can be implemented to reduce the overall severity and likelihood of a failure. [4]
[bookmark: _Toc196316129][bookmark: _Toc196395762]Conclusion 
In conclusion, using fault tree analysis processes and calculations discussed throughout this report, Bill had approximately a 20% chance of making a satisfactory hot drink with milk and sugar whilst at standard operability levels. However, when Bill’s ability to plug in and switch on the kettle drops to 75% of normal and his ability to select a cup drops to 90% of normal then his overall chance of making a satisfactory hot drink with milk and sugar is approximately 10%.
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