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INTRODUCTION
Computer Forensics is method of investigating an electronic data to detect and prevent from any crimes. It is the practice of analyzing and collecting digital data in legally accepted way.
Computer forensics is any sort of legal issues which computer is involved. For example, analyzing hard drive or network data 
To find any traces of hidden files to support legal issues. [1]
The computer forensics are mostly use by the military, Government agencies, Law firms, Criminal prosecutors, academia, Data recovery firms, Corporations, Insurance companies and by Individuals.

There are different types of computer forensics, 
· [bookmark: _Hlk3808081]Network forensics – which monitors and analysis network-based activities to find any trace of cyber-attacks.
· Mobile Device Forensics – which analysis the sim cards, smartphones, GPS devices tablets and gaming consoles to check any kind of suspect activities.
· Digital Image Forensics – To examine the digital photographic images to check or prove the metadata of the image files to find its history.
· Memory forensics – To make image of random-access memory (RAM), Hard drives or any removeable drive to analyses or recover any electronic data for evidence.
· Digital Video/Audio Forensics – Analysis and evaluation video recordings and sound recordings whether its been modified from original recording.

This report provides research aspect on various tools used in each type of computer forensics and a case study based on real-world scenario.

The case study is, a terrorist attack was planned to bomb the Mason International airport at Fiji. The terrorist planned to fly from Heathrow International Airport London. The terrorist was shot dead by police at Heathrow airport. The terrorist carried a dell laptop running windows XP and the laptop was in standby mode.

This Dell Laptop need to analyze to find any important evidence related with the case using computer forensics method.   

RESEARCH ON TOOLS USED FOR COMPUTER FORENSICS

Computer forensics tools are Graphical User Interface (GUI) or command-line to perform a certain task. Tools are built for the purpose of user friendly. There are many tools available for computer forensics, this report contains mostly used computer forensic tools. There is open source tool, in which the source code is opened to public and closed source tools which source code is not published to public.

File systems

File system is the format of data structure in which files organized or partitioned. There file system used for Compact Disk (CD), Digital Versatile Disc (DVD), Blu-ray Disc (BD), Hard drives and Flash drives. File system is the database, which contains physical location of the data and its data. These data organized in folders, which is called directories. [2]

Most of the evidences are searched in file system, evidence can be found anywhere in file system, file system is analyzed to find files, recover deleted files and to find hidden files. The non- volatile storage is organized into volumes. Volumes stores collections of data that user or application can write and read. Volume consist of two concepts, which is partitioning and assembly. Partitioning is dividing single volume in to multiple volumes and assembly is combining multiple into one larger volume. Volume is common contents of file system, database or temporary swap space, temporary swap space is mostly used by Linux systems. Volume is mainly analyzed to find file system and other electronic data located and to find for any hidden data.

EnCase
Encase is forensic tools which is widely used investigation, this software is windows based and can obtain information and analyze information data. The encase is capable of analyzing the these formats HFS+, NTFS, FAT, Ext2/3, UFS, JFS, Reiser and JFS. AIX LVM and Microsoft windows dynamic disk supported to EnCase software. EnCase is capable of gathering information like view all graphical contents, key word searches, recovering deleted files , listing files and directories and identifying unknown files using hash database.
The EnCase has got its own scripting language called EnScript. Many tasks can be automated using EnScript. NTFS encrypted files can decrypted using Add-on module support and local disk suspect data can be mounted.  

ProDiscover

ProDiscover  allows file systems like NTFS, Ext2/3, FAT, UFS and windows dynamic disk. This ProDiscover tools is based on local and network based tools. This tool is supported only in Microsoft windows for obtaining and analyzing computer data. It can recover the deleted file, lookup using keywords, unknown files are discovered using has database.
ProDiscover source code can be analyzed to see performance of the tool under purchased license. 

Access Data Forensic Toolkit

Forensic Toolkit (FTK) is also windows platform based software, which analyze and obtain data. Forensic Toolkit supports these formats type Ext2/3, NTFS and  FAT. This forensic toolkit is specialized is searching application-level analysis. Creating sorted index in the file system makes the individual search are faster. Forensic toolkit can view or analyze different file types and many email formats are supported. Forensic toolkit is capable of viewing file and directories in file system, fetch the deleted files, keyword searches, fetch all the graphical contents like images, it has the function of identifying unknown files using hash database and forensic toolkit has tools for password recovery and decrypting files. Forensic toolkits got ability to provide searches on different kinds of file characteristics. 


The Sleuth Kit and Autopsy

The Sleuth Kit (TSK) is based on Unix systems, The Sleuth Kit is command -line analysis tools. The Autopsy is graphical user interface (GUI) of TSK. The sleuth Kit and Autopsy can analyze the file system of FAT, Ext2/3, UFS and NTFS file systems. The Sleuth Kit and Autopsy can create timeline of file’s activities, it can view directories and files, can search files using keyword search and uses hash database to find unknown files.

ASR Data SMART

SMART is Linux-based tools which was developed by Andy Rosen. Andy Rosen developed it for Expert Witness and it is called now EnCase which is windows based tools. SMART has an advantage of analyzing many files system of Microsoft and Linux based systems. It can analyze file systems of Reiser, JFS, HFS+, UFS, Ext2/3, NTFS, FAT and CD-ROMS.
SMART can filter images and files by search, deleted files can be recovered, it can list all graphical content and uses hash database to find unknown files. [3]  

There are different kinds of data in the modern hard drive, like Operating System (OS), games, applications, backups, Operating System meta data’s, boot blocks, virgin block which is start-up software, allocation table and files attributes, user files and directory blocks. These different kinds of data which is user stored or computer generate files, which have different levels of data acquisition and analyze.

	Level of analysis 
	Search Types 
	Description

	0
	Normal Files
	The File System contains information’s of file attributes, file names and contents of files. These files can be accessed by directly. 

	1
	Temporary Files
	The temporary files are Web browsing cache files, spooler files of the printer, application help request files.  These files are not deleted from the system automatically. These remains unless user delete them.

	2
	Deleted Files
	The hard disk blocks is not over written, when the files are deleted from file system. The file references is removed from the directory instead. logically erased not physically. These files can be recovered using tools.

	3
	Retained Data Blocks 
	When the data is recovered from the hard drive, recovered data are not belonged named file. In this level, information of slack space, virtual memory and the data of the level 2 can be obtained which are partially overwritten. Most of the formatted disk’s are recoverable using advanced forensic recovery tools.

	4
	Vendor Hidden Files
	Vendor Hidden Files only can be accessed by particular vendor commands. Bad-Blocks are managed using blocks and drive’s controlling programs in this level 4. 

	5
	Data Overwritten
	The overwritten data could be recovered using advance forensic tools in this level.



These various level of data recovery in the hard disk, these could be recovered using the tools or manually with understanding of hard drive function and system functions. [4]




Recovery of deleted lost files

UFS Explorer

UFS Explorer is multi-platform software which supports operating system (OS) like Microsoft Windows, Linux and Mac OS. This tool is commercial tool developed by SysDev Laboratories. The UFS Explorer supports multiple filesystem like NTFS, exFAT, HFS, ReiserFS and EXT.   

Diskinternals Linux Recovery

Diskinternals Linux Recovery tool is developed by Diskinternals, Diskinternals is free tool, which supports Microsoft Windows. EXT2, EXT3 exFAT, FAT, NTFS, HFS and ReiserFS are supported file system. [5]

Binwalk

[image: /var/folders/r6/359d6v9n76n21jynk9wk83p80000gn/T/com.microsoft.Word/WebArchiveCopyPasteTempFiles/binwalk.png?zoom=2&w=687&ssl=1]

Binwalk tool is very powerful tool which searches executable code and embedded files. Binwalk tool used mainly in dealing with Image files. This tools extract information hidden in firmware images. This tool is supported in Unix-based systems and written in programming language called python using libmagic library.

Bulk Extractor 

[image: /var/folders/r6/359d6v9n76n21jynk9wk83p80000gn/T/com.microsoft.Word/WebArchiveCopyPasteTempFiles/blk%2Bex.png?zoom=2&w=687&ssl=1]
Bulk Extractor full out information like Credit Card information’s, URL, E-mail Addresses and etc. Bulk Extractor is used for disk images, files and directories. Partially corrupted files can be recovered using this tool and compressed files can be recovered. Bulk Extractor have the feature of creating the word list on obtained data. This tools can be used to recover password and decrypt files. This tools Unix based platform.

Chkrootkit
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Chkrootkit tool is used in capturing live boot settings and check for rootkits installation. This can find any binaries modifications made to rootkit. Chkrootkit tool is capable of obtaining deep information about temporary deleted files, logs deleted details and string replacement like quick and dirty strings. Chkrootkit tool is Unix-based system.

Foremost 
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Foremost is open source tool, which can obtain data from formatted drives. It recovers the data but the file name may not be recovered. Foremost uses referencing header and footer list when the directory information is not present. This tool was developed by special agent of US Air Force. This tool is Unix-Based tool.

Galleta 
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Galleta puts cookies information into a format that could be exported in to spreadsheet for analysis. Galleta can arrange obtained data into easy readable for forensic analysis. Galleta is Unix-based System.


Hashdeep
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The Hashdeep is used to analysis the hashes, MD5 hash and SHA-256 hash are focused mainly. Hashdeep verifies the existing files has been modified or replaced, missing or match files. Hashdeep do repeated hash calculations with multiple algorithms. Hashdeep is Unix-Based System.

Volafox 
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This tool is written in programming language called python and Mac OS X operating system based. The Volafox is used for memory analysis. This tool can analyze, if any malicious programs, malware or any other virus programs loaded in to system memory.

Volatility
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Volatility is the most popular forensics tool, which is used in analyzing  computer Random Access Memory (RAM). RAM is volatile memory which losses data loaded into it when the power is switch off or when computer is turned off. Volatility can be used in various memory dump. This tools can support 64 bit architecture and 32 bit architecture in Windows and  Linux operating system. Volatility can analyze crash dumbs, raw formats and hibernation files. It can provide information about machines run state. Sometimes the password or decrypted files are stored in Random Access Memory, it easy to obtain and analysis those file quickly rather than doing additional analysis to obtain those information’s. [6]

 
Multimedia forensics

The multimedia Forensics is analyzing file audio, video and photos for any evidence. The types of photo formats are tif, bmp, png and jpg. The types of video and audio formats are flv, avi, mp4, wma, mp3 and wav.

PhotoRec

[image: Photorec.png]

PhotoRec is one of the powerful carving tool used for recovering multimedia file, PhotoRec is not only used for recovering multimedia files, it can recover other type of supports files formats. PhotoRec is capable of running in multiple platform like Windows, Linux and Mac OS. The PhotoRec can inspect all existing block in hard drive. [7] The supported file system analysis are HFS+, Ext2, Ext3, Ext4, exFAT, NTFS and FAT. PhotoRec is open source tool, which can work with different medias such as CD-ROMS, Memory stick, smart media, MMC and memory cards. [8]

Foremost
[bookmark: _GoBack]Foremost Linux based tools which need configuration for process the carving. The process of carving is done by finding header files and footer files. [7] The Foremost can work on image files, created using dd command, EnCase and Safeback. Foremost is developed by Air Force Office of Special Investigation, United States and The Center for Information Systems Security Studies and Research. [9] 

Defeating anti-forensics techniques
Network forensics
Web application forensics
Database forensics
Email forensics
Mobile forensics
Event/Log analysis/correlation
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Usage: /usr/sbin/chkrootkit [options] [test ...

options:

dir
dirl:dir2:dirN

show this help and exit
show version information and exit

show available tests and exit

debug

quiet mode

expert mode

exclude known false positive files/dirs, quoted,
space separated, READ WARNING IN README

use dir as the root directory

path for the external commands used by chkrootkit
skip NFS mounted dirs
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foremost version 1.5.7 by Jesse Kornblum, Kris Kendall, and Nick Mikus.
$ foremost [-v|-V|-h|-T|-Q|-q|-a|-w-d] [-t <type>] [-5 <blocks>] [-k <size>
[-b <size>] [-c <file>] [-0 <dir>] [-i <file

- display copyright information and exit
- specify file type. (-t jpeg,pdf ...)

- turn on indirect block detection (for UNIX file-systems)

- specify input file (default is stdin)

- wWrite all headers, perform no error detection (corrupted files)

- only write the audit file, do not write any detected files to the disk
- set output directory (defaults to output)

- set configuration file to use (defaults to foremost.conf)

- enables quick mode. Search are performed on 512 byte boundaries.

- enables quiet mode. Suppress output messages.

- verbose mode. Logs all messages to screen
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Usage: galleta [options] <filename>
-d Field Delimiter (TAB by default)
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hashdeep version 4.4 by Jesse Kornblum and Simson Garfinkel

$ hashdeep [OPTION]... [FILES]...

-c <algl,[alg2]> - Compute hashes only. Defaults are MD5 and SHA-256
legal values: mds,shal,sha256, tiger,whirlpool,

-p <size> - piecewise mode. Files are broken into blocks for hashing
-r - recursive mode. ALl subdirectories are traversed
-d - output in DFXML (Digital Forensics XML)

<file> - add a file of known hashes
- audit mode. Validates FILES against known hashes. Requires -k
- matching mode. Requires -k
- negative matching mode. Requires -k
- in -m mode, displays which known file was matched
and -X act like -m and -x, but display hashes of matching files
- compute estimated time remaining for each file
- silent mode. Suppress all error messages
- prints only the bare name of files; all path information is omitted
- print relative paths for filenames

-i/-1 - only process files smaller than the given threshold
-0 - only process certain types of files. See README/manpage
v - verbose mode. Use again to be more verbose

-d - output in DFXML; -W FILE - write to FILE.

-j <num> - use num threads (default 4)
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volafox: Mac 05 X Memory Analysis Toolkit
project: http://code.google.com/p/volafox
support: 10.6-8; 32/64-bit kernel
input: *.vmem (VMWare memory file), *.mmr (Mac Memory Reader, flattened x86, IA-32e
usage: python /usr/bin/volafox -i IMAGE [-0 COMMAND [-vp PID][-x PID][-x KEXT ID][-x TASKID]

options:

-0 CMD Print kernel information for CMD (below)

-p PID : List open files for PID (where CMD is "lsof")

-v print all files, including unsupported types (where CMD is "lsof")

-x PID/KID/TASKID : Dump process/task/kernel extension address space for PID/KID/Task ID (where CMD is
ps*/"kextstat"/"tasks")

COMMANDS :

system_profiler : Kernel version, CPU, and memory spec, Boot/Sleep/Wakeup time
mount : Mounted filesystems

kextstat : KEXT (Kernel Extensions) listing

ps : Process listing

tasks Task listing (& Matching Process List)

systab Syscall table (Hooking Detection)

mtt : Mach trap table (Hooking Detection)

netstat : Network socket listing (Hash table

lsof : Open files listing by process (research, osxmem@gmail.com
pestate show Boot information (experiment

efiinfo EFI System Table, EFI Runtime Services(experiment
kevehairara e e e e rvnting keychain(Lion. ML)





image8.png
Volatility Foundation Volatility Framework 2.6

Usage: Volatility - A memory forensics analysis platform
options:
-h, --help list all available options and their default values
Default values may be set in the configuration file
(/etc/volatilityrc)

--conf-file=/root/.volatilityrc
User based configuration file
, --debug Debug volatility
--plugins=PLUGINS Additional plugin directories to use (colon separated
info Print information about all registered objects
cache-directory=/root/.cache/volatility
Directory where cache files are stored
--cache Use caching
--tz=TZ Sets the (Olson) timezone for displaying timestamps
using pytz (if installed) or tzset
f FILENAME, --filename=FILENAME
Filename to use when opening an image
--profile=WinXPSP2x86
Name of the profile to load (use --info to see a list
of supported profiles)
-1 LOCATION, --location=LOCATION
A URN location from which to load an address space
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Binwalk v2.1.1

Craig Heffner, http://www.binwalk.org

Usage: binwalk [OPTIONS] [FILE1] [FILE2] [FILE3

Signature Scan Options:
-B, --signature

-R, --raw=<str>
-A, --opcodes

-m, --magic=<file>
-b, --dumb

-1, --invalid
-

-y, --include=<str>

Extraction Options:
-e, --extract

dd=<type:ext:cnd>
matryoshka

-d, --depth=<int>

-C, --directory=<str>
-j, --size=<int>

<int>

Scan target file(s) for common file signatures
Scan target file(s) for the specified sequence of bytes
Scan target file(s) for common executable opcode signatures
specify a custom magic file to use

Disable smart signature keywords

show results marked as invalid

Exclude results that match <str>

only show results that match <str>

Automatically extract known file types

Extract <type> signatures, give the files an extension of <ex
Recursively scan extracted files

Limit matryoshka recursion depth (default: 8 levels deep)
Extract files/folders to a custom directory (default: current
Limit the size of each extracted file

Limit the number of extracted files

Delete carved files after extraction

Carve data from files, but don't execute extraction utilities
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bulk_extractor version 1.6.0-dev
Usage: bulk extractor [options] imagefile
runs bulk extractor and outputs to stdout a summary of what was found where

Required parameters:
imagefile - the file to extract
or -R filedir - recurse through a directory of files
HAS SUPPORT FOR EO1 FILES
HAS SUPPORT FOR AFF FILES
-0 outdir - specifies output directory. Must not exist.
bulk extractor creates this directory

options:
i - INFO mode. Do a quick random sample and print a report
-b banner.txt- Add banner.txt contents to the top of every output file
-r alert_list.txt - a file containing the alert list of features to alert

(can be a feature file or a list of globs)
(can be repeated.)
-w stop_list.txt - a file containing the stop list of features (white list
(can be a feature file or a list of globs)s
(can be repeated.)

-F <rfile> - Read a list of regular expressions from <rfile> to find
-f <regex> - find occurrences of <regex>; may be repeated

results go into find.txt
-q nn - Quiet Rate; only print every nn status reports. Default 0; -1 for

-s frac[:passes] - Set random sampling parameters




