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FINAL GRADE

58/100

KHBJ PHP Report
GRADEMARK REPORT

GENERAL COMMENTS

Instructor

WEBSITE

Database structure and design - There are several
tables presented although I think only 4 are in use
(admincreds, weapons, placeoforigin, weaponstype).
Suitable normalised, types and lengths selected are
suitable 10 /10

Range of PHP demonstrated - 30/50

Good use of populated pull-down menus on insert

Login is OK, but you need to manage it a bit better
across your site - for example make sure that nobody
except the person logging in can access pages such as
insertweapon.php - it is possibly to get to it via the
URL. 

Search is quite complex showing fairly extensive
joining and searching more than one field - well done.
Consider including some search fields where the user
has more guidance on what to search for - I wouldn't
have known I could search for countries if I hadn't
seen them in your database.

Cannot find anything on edit/delete

Some validation of login fields.  Needs validation on
insert- allows you to insert a blank weapon.



Prepared statement used on search, could also be
used on insert (see below)

Overall integration of website - Always use
index.php or home.php as your first page, so that the
website runs without needing to search for the correct
file.

For usability, would be helpful not to see the Login
form again once the user is logged in - this is
confusing.

Layout is a bit basic. You could have used an include
for the top and bottom styling of your site - this would
make it easier to change the look of the site at a
future point

5.5/10

REPORT

Investigation/analysis of two security issues -
SQL Injection has been considered , but a second
issues has not been. 6/15

Mitigation of security issues in your site - One
prepared statement has been used. You don't
seem sure where prepared statements would be
needed - it is anywhere where user input is used
to input to a database - so would include insert
and edit. It is not always about malicious intent, it
can be about preventing inadvertent errors (such
as Mr O'Brien containing a single quote) No
second issue considered 6/15

General Comments: All academic reports should
be structured with  an introduction and conclusion
- a short one would be OK here given the low word
count 
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