Comparison of the IoT Platform Vendors, Microsoft
Azure, Amazon Web Services, and Google Cloud,
from Users’ Perspectives

Aina’u Shehu Muhammed
Department of Computer Science
Kano State College Of Education & Preliminary Studies
Kano, Nigeria

ainaushehu@gmail.com

Abstract— The largest Internet of Things (IoT) cloud platform
vendors are Microsoft Azure, Amazon Web Services, and Google
Cloud. These companies are known as the big three, and have all
agreed to join the IoT domain and concentrate on improving the
services on their IoT platforms. While these platform descriptions
are extensive, users are constantly experiencing difficulties in
making the right choice of which platform to use, between the
three. This paper presents a comparison of the big three, using the
constraints of hubs, analytics, and security. The study also
provides some recommendations as to which IoT cloud platform
vendor is more ideal, notwithstanding the limitations of the study.
In view of these results, users will be able to more confidently select
vendors, based on their demands and goals.

Keywords— the Internet of Things, loT platform, Microsoft
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I. INTRODUCTION

The Internet of Things (IoT) is one of the fastest-growing
technologies. Like it or not, it is proving to be revolutionary. The
exponential growth of the number of devices connected to the
internet is changing our world. The IoT analytics report in [1]
found that many organizations have adopted IoT as their
digitalization strategy. This is because of the enormous potential
of connected IoT technology and the continuous advance of its
effective use in the design of many brands [2].

According to the webpage in [3], the IoT is a network of
different devices that are connected to the internet, which
interoperate with each other in order to exclude human
involvement in regular operations. The IoT can also measure
and analyze the parameters of their own state, the environment,
or other devices, to provide information for system users. As the
IoT is becoming something of a nebulous concept, more devices
and software are being used and added. In view of this, our study
presents a comparison of the IoT cloud platform vendors,
Microsoft Azure, Amazon Web Services (AWS), and Google
Cloud, from users’ perspectives.

The comparisons presented in this study are based on the
constraints of the hubs, analytics, and security of the three IoT
cloud platform vendors. Accordingly, section II of this study
presents the literature review, while section III is a detailed
discussion of the Microsoft Azure, AWS, and Google Cloud
platforms. The research design and results are described and
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presented in sections IV and V, respectively. Finally, section VI
contains the conclusion, as well as the recommendations of this
study.

II. LITERATURE REVIEW

As the IoT has introduced many new perspectives, in terms
of the modern computing and storage model, several studies,
such as the comparative analysis in [4], the descriptive study in
[5], and the experimental work in [6], have been conducted in
the past. For example, the report of Toran, in [4], presents a
comparison of different IoT platforms. The study used the
Sigfox device to test the development of different IoT
architectures. The IoT platforms used in the study were AWS,
IBM Watson, Microsoft Azure, and thethings.iO. Data
processing and visualization were two constraints used in the
study. The study classified the platforms according to the
following criteria: ease of connection, case of analysis,
flexibility, and services.

The descriptive study, by Nakhuwa and Champaneria [5],
described different IoT platforms. Among the IoT platforms that
were discussed in the study were Google Cloud, IBM BlueMix,
ThingWorx, Microsoft Azure, ThingSpeak, Zetta, Nimbits, and
AWS. In addition to this, the differences between the IoT
platforms and middleware were highlighted in the study. The
major conclusion of the study was that all of the listed platforms
are well-known solutions for IoT development. However, the
study suggested ThingWorx and Microsoft Azure as the most
promising of the platforms.

Another study, by Sayyed et al. [7], with the title: “An
Investigation of Microsoft Azure and Amazon Web Services
from Users' Perspectives”, highlighted how cloud computing is
a promising technology that can deliver utility computing
concepts. The study investigated Microsoft Azure and AWS,
based on user interest, resources, and usage type. The work
considered six indices, namely (1) pricing, (2) availability, (3)
confidentiality, (4) secrecy, (5) tier account, and (6) service level
agreement, as the comparison constraints. The study found
Microsoft Azure to be more suitable when the user was
interested in pricing and availability, while AWS was more
suitable when the user was interested in the tier account.
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In [8], Sikeridis et al., during their study on taxonomy and
public cloud infrastructure, vendors observed a lack of universal
common ground with regard to terminology, the functionality of
services, and billing models. The research identified this lack of
common ground as an important gap for researchers to consider,
due to the exponential growth of cloud service providers. The
study presented four dominant cloud services and provided a
taxonomy of their services.

Srinivas and Badrinarayana [9] presented a comparison of
Microsoft Azure and AWS in their work, entitled “Microsoft
Azure v/s Amazon AWS Cloud Services: An Appropriative
Study”. The study identified Microsoft Azure and AWS as clear
cloud services market leaders. While the study highlighted how
choosing between the two is a difficult task, it also provided
some guidelines that will assist users in making the decision of
which cloud service provider to choose.

Similarly, another comparison of Microsoft Azure and
AWS, by Prashant and Pranay [10], noted the two cloud
providers as market leaders. The study compares the service
features offered by Microsoft Azure and AWS with respect to
the IoT platforms. The study concluded that both service
providers use their own set of selections with regard to the
protocols used, software development kit, and security features.
However, the study recommended Microsoft Azure to the users,
citing that it provides all the protocols available in AWS, with
the addition of support for advanced message queuing protocol.

The work of Zambonelli [11] discussed how the general
software engineering principle is missing in [oT systems
development and applications. The paper attempted to create a
framework that could represent a guideline for new IoT oriented
software engineering disciplines.

Another study, by Danbatta and Varol [12], provided a
comparison between the wireless technologies of Zigbee, Z-
Wave, Wi-Fi, and Bluetooth, which are used in IoT home
automation. The comparison considered the following criteria:
power usage, order, price, simplicity, scalability, and
interoperability. The aim of the specified criteria was to provide
the readers with sufficient knowledge to make the right selection
of wireless technology. The study found Z-wave to be the most
effective, based on the set criteria.

In the work of Salman and Jain [13], the different IEEE,
IETF, and ITU technology standards were discussed. While the
discussion centered on management and security protocols, it
also included communication, routing, and networks. The
network discussion included a review of the session layer
protocols of the networking stack that are being developed
specifically to meet the IoT networking requirements. The paper
provided a comprehensive survey of IoT protocols and
categorized the standards, based on their different operation
layers, such as data link layer, network routing standards,
encapsulation layer, session layer, and management standards.
Finally, the paper included a comparison between the IoT
protocols and provided recommendations on how to choose
between them.

The field study of Guth et al. [14] highlighted how the IoT
is now receiving much more recognition than expected, and how
there is a need to connect the real world with the technology.

The study suggested that, to realize the interconnection, there is
a need for the real world to be analyzed and converted into
systematic data. Furthermore, this data must be translated into
instructions that can be read by the actuators. The study also
explained how the heterogeneity of the IoT platform is the main
cause of the various principles and methods that ultimately result
in comprehension issues. This problem of comprehension
usually happens immediately after implementation until the
choice of suitable counter measure. The study solved the
problem using IoT reference architecture that depends on the
OpenMTC, Site-Where, and AWS IoT platforms. The work
used this reference architecture to compare one proprietary and
three open-source IoT platforms.

The IoT platform vendor comparative analysis, presented by
Tower [15], consisted of a document that was completed by 16
different IoT platform vendors. The author was able to conduct
extensive desktop research of over 300 powerpoint and video
presentations, and websites. The study argued that Microsoft
Azure and AWS were the leading platforms in the market. The
study further stated that there was no common platform pricing
structure, platforms showed a horizontal approach with regard
to the end users’ market, and the customers were afraid of
vendor lock-in situations.

III. THE INTERNET OF THINGS PLATFORM VENDORS

With reference to the IoT platform vendors, the big three are
Microsoft Azure, AWS, and Google Cloud. According to the
comparison of these three vendors, presented in the report of
[16], all of them are significantly investing in their IoT
platforms. AWS was identified as having the major package in
the cloud services race. AWS offers a number of services,
ranging from cloud storage to comprehensive development
tools. While AWS is more expensive than the other two vendors,
it has the largest market share among all cloud service providers.

Devices connected to the Amazon AWS represent a device
shadow. These devices can communicate with applications
running in the cloud, using hypertext transfer protocol, message
queuing telemetry transport, and WebSockets. The website
article in [17] states that many of the world's largest IoT
applications are running on the AWS platform today. Microsoft
Azure is another member of the trio that offers cloud services,
such as mobile application services, storage, messaging
platforms, and virtual machines. It is reported to be the second
largest IoT platform in the market by both [16] and [17]. Azure
IoT Hub, Azure loT Edge, Azure IoT Central, and Azure loT
Solution Accelerators are the four key features that comprise the
Microsoft Azure platform.

Google Cloud completes the big three. Like the other two,
Google provides a wide range of cloud services, from machine
learning engines to document-oriented database services, as
highlighted in [17]. It is also noted that Google is trailing its
counterparts in terms of market share. The key features available
from Google include Cloud IoT, Cloud Pub/Sub, and Cloud loT
Edge.

IV. RESEARCH DESIGN

There are several IoT cloud vendors, such as those presented
by Klaauw in [18]. However, the report in [19] highlighted that,
although there are many different types of IoT platform vendors,
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the problem is how to compare them according to the users’
needs. This is because the system users may differ in their
purpose, capacity, or financial capability.

In this study, we compared the three leading IoT cloud
vendors in the market, Microsoft Azure, AWS, and Google
Cloud. We compared them using the constraints of their
individual hubs, analytics, and security. To achieve these
comparisons, a literature review was conducted to understand
the various features of these IoT vendors' technologies.

The search criteria in this study was limited to published
journal articles and scholarly materials like those in [6] and [14].
Even so, webpages that contain relevant information about the
three IoT platform vendors were also included. However, the
inclusion criteria for this study was restricted to only materials
that presented an experimental, survey, or comparative analysis
of IoT cloud platform vendors. In addition, all materials must be
those that were published in English and within the last four
years (between 2015 and 2019). Materials that were published
before 2015, or were not published in English, were excluded
from this work. This exclusion condition was applied to all
materials, regardless of whether they were experimental, survey,
or comparative analyses of the loT cloud platform vendors.

The use of inclusion and exclusion criteria is important in
academic research, because it helps us to produce more reliable
results. This study provides pseudo-code for the inclusion and
exclusion criteria according to their description, as we discussed
earlier. Furthermore, it is possible for one or two inclusion or
exclusion criteria to have a positive or negative impact on the
study, as highlighted by Namirimu, in [20]. Figure 1 shows a
complete pseudo-code for our inclusion and exclusion criteria.

1. Initialize search.

2. Is the material about Microsoft Azure,
Amazon AWS, or Google Cloud platform
vendors? If yes, GO TO 3, otherwise GO
TO 8.

3. Is the material an experimental, survey, or
comparative analysis? If yes, GO TO 4,
otherwise GO TO 8.

4. Is the source of the material a journal,
conference paper, or scholarly material? If
yes, GO TO 5, otherwise GO TO 7.

5. Was the material published between 2015
and 2019? If yes, GO TO 6, otherwise GO
TO 7.

6. Include material and GO TO 8.
7. Exclude material and GO TO 8.

8. If there is any other material, GO TO 1,
otherwise GO TO 9.

9. Stop.

Fig. 1. Pseudo-code for inclusion and exclusion criteria

For every item of literature, all retrieved citations were
entered into the Mendeley library. Titles and abstracts were
screened for relevance, based on the predefined eligibility
criteria, and full-text articles for eligible abstracts were reviewed
for inclusion. Finally, a comparative analysis of results, based
on the constraints of the study, was performed.

V. RESULTS AND DISCUSSION

The results show that all three of the IoT cloud platform
vendors warranted selection. However, if the user was interested
in tools that allowed ease of connectivity, or simplified device-
cloud and device-device communication, then AWS was the
better option as it provided more hubs, as shown in Table I.

TABLE 1. COMPARISON OF I0T CLOUD PLATFORM VENDORS
ACCORDING TO AVAILABLE HUBS

Hubs Microsoft
Azure

IoT Core v v

Google

AWS Cloud

Greengrass v

IoT Hub v

IoT Device J
Defender

IoT Edge v

IoT Device J
Manager

In a situation where the user was interested in analytics, such
as data visualization, data storage, data log monitoring, and
device-cloud messaging, then Microsoft Azure was the better
choice, as it had more options than the other two. This is shown
in Table II.

TABLE II. LIST OF ANALYTICS SERVICES FOR
10T CLOUD PLATFORM VENDORS

Microsoft Google
Azure AWS Cloud
Azure .

Monitor Cloud Watch BigQuery
Power BI Quicksight Stackdriver
Azure Amazon App Engine
Storage Kinesis pp Eng
Azure . Compute
Events Hubs 1T Analytics Engine
Stream
Analytics

Another variable that may interest the user is security, i.e.,
device to cloud connection. In this scenario, both AWS and
Google Cloud were considered to be a good option. These two
platforms provided more security, when compared with
Microsoft Azure, as shown in Table III.
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TABLE III. COMPARISON OF I0T CLOUD PLATFORM
'VENDORS ACCORDING TO SECURITY SERVICES

Security

Service
TLS for
device-cloud v N4 N4
encryption
JSON Web
Tokens
On-device
X.509
Certification v N4 N4
and Private
Keys
IAM Users and
Groups
Amazon
Cognito N4
Identities
RSA and
Elliptic Curve

Microsoft
Azure

Google

AwS Cloud

v v v

VI. CONCLUSION

User choice of IoT cloud platform vendor between
Microsoft Azure, AWS and Google Cloud depends on the needs
and interests of the users. In terms of market share and hub
connectivity, AWS has the highest market share, device-device,
and device-cloud hub connections.

Microsoft Azure has several tools, especially data
visualization tools, as shown in Table 2. Even though AWS has
the highest number of hubs and Microsoft Azure has the most
tools, the Google Cloud platform is also reliable.

With regard to the IoT applications, it is evident that Google
needs to progress, in order to compete with AWS and Microsoft
Azure. However, it is necessary for them to develop suitable [oT
applications that will fulfil the users’ requirements. This study
concluded that AWS is the ideal IoT cloud platform vendor as it
meets all the user requirements in terms of hub connectivity,
analytics, and security services.
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