Abstract
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Nowadays, with the development of information, the business of various organizations has been digitized in large quantities. For an enterprise, how to ensure its overall information security, guarantee the availability, completeness and secrecy of information systems, avoid leaking information, protect the intellectual property rights of enterprises, and maintain the core interests of enterprises is very important in the current situation. This paper introduces and compares the NIST SP800 standard, DSMM security model and ISO27001 standard through research and analysis of related literatures to understand the features of each standard and the procedure of corporate risk management. The features of these standards and the procedure of enterprise risk management were presented separately. At last, this paper uses the ISO27001 standard to help Coffee Blend company build information security mechanisms based on its security posture. 
1 Introduction
As we all know, information security is closely related to the development of information technology, but information security management mainly considers not only technical issues, nor is it limited to the scope of computer or network information security. Comprehensively and systematically plan and implement information security management, apply the principle of "seven points of management, three points of technology", strengthen the management of information security, and establish an information security management system that meets the requirements of standards. way. The effective implementation of information security management needs to rely on certain standards to guide. Many institutions have studied and formulated information security standards. This paper researches the ISO27001 standards, the NIST SP800 standards and DSMM security model based on survey and analysis of the related resource. Through learning, I understand the establishment process of information security management system. 
Coffee Blend Company is under great pressure to allow both staff and customers to access the company's network/resources using their personal devices, and it is also concerned about the protection of billions of dollars’ worth of intellectual property. Considering the information security management situation of the company, with reference to the international advanced information security management practice experience, combined with the true situation of the enterprise and the country's requirements for hierarchical protection work, a series of information security assurance system that meets the requirements of the ISO 27001 international standard will be established, which will effectively integrate management, technology, operation and maintenance, etc. On the one hand, increase the overall information security level of the firm and maintain the continued operation of the company's business and keep the core competitiveness of the company.



2 Research of security frameworks
2.1 Research of NIST SP800
SP 800 (SP, Special Publications) started in 1990. It is a great deal of technical guidance documents related to information security published by the National Institute of Standards and Technology (NIST), in order to provide a separate information technology security publication for NIST. The logo is only provided as a reference method or experience and is not mandatory for federal government departments. The SP 800 series mainly focuses on some hot research about computer security, and introduces the guidelines, research results and cooperation with industry, government, and scientific research institutions of ITL Information Technology Laboratory in computer security. At present, the NIST SP 800 series has published more than 100 documents about the formation of information security management system, security awareness training and education, and security control measures. While the NIST SP 800 series is not a formal legal standard, the actual work has become a de facto standard and an authoritative guide widely accepted by the US and international security circles. The NIST SP 800 series has become the main standard and reference material to guide the construction of information security management in the United States.
SP 800 30 (Information Technology System Risk Management Guide) introduces the steps and methods of risk assessment and supplies a series of methods for developing an effective risk management process to help organizations better manage the risks faced by IT-related businesses. It includes guidance on definitions and practices for risk assessment and avoidance in IT systems, providing information for selecting appropriate security controls. SP 800-39 (Information Systems Risk Management) is the main document of a series of FISMA-related security standards and guidelines published by NIST, which provides A series of meaningful improvement suggestions were put forward. This document is intended to provide guidance on procedures for the operation and use of integrated, organization-wide federal information systems to manage information security risks, including the organization's operations, organization evaluation. SP 800—60 Rev. 1 (mapping various information and information systems to Guidelines for Security Categories) follow FISMA's guidance and propose guidelines for categorizing information and information systems according to various possible potential security impacts, helping federal agencies map different security impact levels to: (1) Information (such as confidential information, medical information, private information, financial information, contract sensitive information, trade confidential information, survey and research information); (2) Information systems such as task evaluation system, task support system, administrative management system.
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Figure 1. Structure of SP800-39
2.2 Research of DSMM
The data security maturity model (data security maturity model, DSMM) focuses on four main functions related to data security: organizational construction, personnel capabilities, system processes, and technical tools, and rates the data security capabilities of organizations. Thus, the organization itself and its partners can evaluate data security functions, find gaps, make data security functions in a narrowed manner better, and help them use it as one of the risk assessment criteria for data sharing.
There are five maturity levels of the model, which are informal execution (level 1: random, reactive security process), plan tracking (level 2: active, informal security process), well-defined (level 3: formal process), quantitative control (level 4: safety process is controllable), continuous improvement (level 5: safety process is adjustable). According to the data lifecycle of the electronic data in the organization, the model defines the data security process area and the generic security process area unique to each stage of the data lifecycle. Data security process areas specific to each stage, including data collection, data transmission, data storage, data processing, data exchange, and data destruction, the specific data security process areas of each stage. The main process of data security area of the data life cycle, which is based on each life cycle, for example, compliance management, procedures and policies. The gradual assessment of the degree of maturity of the organization's data security guarantee function in this standard is related to a stepwise evaluation method published by the general practices of data security functions at each maturity level, and the basic data security practices and data specific to each stage. The main stage of the implementation of common security fundamental practices throughout the life cycle is assessed. 

2.3 Research of ISO27001
ISO 27001 information security is not only a technical issue. It is also a management issue, and corresponding management standards have been issued internationally. Among them, ISO 27001 is one of the most important standards about international information security management. It is based on the information security management standard KS7799 formulated by the British Standards Institute (BSI) in February 1995. BS7799 is the most widely used information security management standard. ISO/IEC 27001 defines the basic requirements and methods for establishing an information security management system (ISMS). The design of this standard is ensuring that sufficient and appropriate security controls are established in the organization, through effective control measures to protect the organization's information assets, enhance the confidence of stakeholders including customers, and enhance the organization's reputation. The ISO 27001 standard takes a process method to build, operate, implement monitor and review the information security management system to keep the normal operation of the system and make continuous improvements to continuously improve the organization's information security management level. 
The information security management system is an organic whole composed of factors such as gaps, regulations, processes and resources that must be shaken in real information security theory. Effective information security management needs to clarify the specific goals and scope of management, flow and resources. Activities, personnel and responsibilities, resources and conditions, etc. Under the current situation, enterprises can expand based on ISO 27001, adding or highlighting four security domains: information security education and training, security of external partners, encryption control, inspection, review supervision and auditing. How to build your own information security management system of 15 areas, that is, enterprise ISMS, as shown in Figure 2. The expanded enterprise information security management system will be more complete, comprehensive and reasonable.
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Figure 2. Security domains of ISO27001
3 ISMS based on ISO27001
3.1 Analysis of Coffee Blend's security system
Coffee Blend is one of the world's most popular blends. The company shows a wide presence worldwide. The company uses cloud services and provides IT services to staff and customers. Nearly 95% of the company's network is estimated to be wireless based. To promote its activities, the company also has large online presence and social media presence. Both staff and customers can access the company's network / resources using personal devices. The main concern of the company is the data security of staff and client. The company is also interested in protecting intellectual property worth billions of dollars. So, the company need a safety management system to protect data. 
The security issue of the coffee blend can be classified into three categories, according to the above. (1) There is no hierarchical management system to guarantee information security, and there are, meanwhile, no restrictions on access rights to sources at different levels of employees and clients. (2) A large amount of user and employee data is stored in cloud service storage, and some social media data needs to be used to carry out activities, and cloud service data needs to be securely managed.  (3) The company's core intellectual property information data needs to be protected.

3.2 Establishment of ISMS
If we want to develop the information security management, firstly we should build an information security management system. Adopting an ISMS should be a strategic decision for an organization. The process of establishing an enterprise ISMS should be based on risk management. By establishing a complete set of documented management systems, including policies, strategies, program documents, operation manuals, records, etc., implement them in the form of PDCA in the organization to control risks to the organization. acceptable level. The organization's design and implementation are affected by organizational needs and objectives, security requirements, adoption processes, and organizational scale and structure. These factors and systems that support it are constantly changing. Organizations must establish, implement, operate, review, maintain, and make documented ISAS considering the risks of facing the entire business activities.
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Figure 3. PDCA model for ISMS process
Specifically, the security system includes the following five parts. (1) Four corporate security standards. Information security: the protection of corporate business data and information integrity, confidentiality involving state secrets and industry-sensitive information. System security: ensure the security of the main peach operating system, database system, network system and application system. Physical security: The environmental security, equipment security and storage medium security related to the enterprise information system are fully guaranteed. Operation safety: mainly refers to the operation of various operators, daily monitoring, and maintenance in production and operation in compliance with the requirements of standardized operations, and the system is stable and reliable. (2) ISMS refers to the establishment of an enterprise information security management system that emphasizes continuous identification of risks and continuous adoption of control measures to reduce risks to an acceptable level for the organization. This is the idea of PDCA. Then carry out risk assessment and grade protection. (3) Construct information security assurance systems. Security policy assurance system: establish corporate security policy and guidelines, clarify the management's expectations and commitments to information security, describe methods for effective management of corporate information resources, and stipulate personnel security operations Processes and planning, determine system configuration specifications, usage strategies. Security organization guarantee system: establish an organization that completes the organization's security goals and establish a cross-departmental information security management committee, security working group, and third-party service organization. Safe operation guarantee system: establish a regular safe operation and maintenance mechanism, including full operation monitoring system, problem handling, and change management. The key point is to establish a safe operation problem handling system to form a complete operation guarantee solution, and to solve the safety problems that have been operated in a comprehensive, accurate and rapid manner, emphasizing the safety of the execution process. Security technology guarantee system: apply advanced and mature technical means and products to reduce security risks, including security product support and configuration analysis, anti-virus, strengthening security domain and network access control, unified monitoring and management platform, unified identity authentication and Authorization management platform, etc. Emergency recovery guarantee system: the development of business disaster recovery plan and disaster recovery plan, which includes the establishment of data disaster backup center, emergency plans for various business systems and IT systems, and its goal is to control the development of the situation and ensure the safety of life and property. Return to normal production and operation status. (4) Adopt two kinds of supervision measures, safety inspection: safety inspection is generally carried out by the information security management departments, periodic inspections help timely discovery of information security from information security policy and strategy implementation, and from technology, personnel, and process perspectives. It is also conducive to improving employees' safety awareness and maintaining the continuous operation of business. IT audit, make sure the information security measures of the work are complete.

3.3 Risk Evaluation
Risk assessment is the basis for the establishment of information security management system and the basis for hierarchical protection work. Risk assessment is the process of identifying and analyzing various risks. The process of risk assessment is generally to first evaluate the value of information assets from the three aspects of confidentiality, integrity and availability, and then from the vulnerability of the assets themselves and the threats they face. On the one hand, assess the possibility of threats exploiting vulnerabilities and the size of the impact, and finally calculate the size of the risk through a certain visual calculation relationship. As shown in Figure 4, according to ISO 27001 risk assessment requirements, risk identification and risk assessment are implemented through two processes.
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Figure 4. Risk Evaluation Procedure
3.4 Level protection
The basic content of the security level protection of information systems is to protect information and information systems by level, to respond and deal with information security incidents by level, and to manage information security products by level. The core is the hierarchical protection of information and information systems. For example, employees and users of Coffee Blend Company at all levels, as well as data related to the company's intellectual property, adopt different levels of information protection. The purpose of protection is to prevent information and information systems from being damaged, that is, to protect the privacy, completeness and availability of information. A reasonable protection method should be established based on risk assessment. Hierarchical protection divides enterprise information systems into multiple levels and puts forward specific requirements for each level. Enterprises carry out specific protection work on information systems in accordance with the requirements of graded protection. 
Level protection is applied to the macro level. This is a large-scale, fine protection, a kind of "baseline integrity" applied to the overall grasp and management of information security by industry officials. It is the need of information system security level protection to classify information security management of performance security technology secretaries. This is very important for large enterprises, such as coffee, which has a large number of users and employees all over the world. Putting these complex data at the same level will cause great confusion and waste of resources.
4 Conclusion
In the era of big data, information technology is developing rapidly, and information security is becoming more and more important. This paper researches and analyzes three information security standards and information security models, learns the basic process of establishing an information security system, and designs an information security management system based on the ISO27001 standard, combined with the actual situation of the CoffeBlend company, including four parts as follows, security analysis, security framework establishment, risk evaluation, level protection. With the explosive growth of information data in the future, information security technology should also be updated accordingly. I believe that there will be more complete standards in the future to protect the information security of individuals and enterprises.
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