




Contents
Contents	1
Abstract	2
Introduction	2
Related Work	2
(University of Wales Trinity Saint David, 2019)	4
Problem Formulation	6
Implementation	7
Results/Findings & Discussions	11
Conclusion	11
References	11



[bookmark: _Toc536743569]Abstract


[bookmark: _Toc536743570]Introduction
The proliferation of mobile Internet devices such as laptops, tablets, smartphones, mobile phones, PDAs and even Satnavs is called IT consumerism. Because people use these mobile devices to connect to the Internet to make payments for services, email, blogging, social interaction, shopping, entertainment, research etc, there is immense pressure on IT managers and IT policy makers in corporate environments to allow employees, senior staff, and even clients of the companies to access their corporate networks using their personal mobile devices.
As an IT Security Consultant hired by hyper-fort, the task of the assignment is to develop a comprehensive BYOT (Bring your own technology) framework which will include all the security measures that aid in the protection of user’s devices. The employee is responsible for recommending guidelines on a comprehensive security policy that covers all aspects of its enterprise network, including online and offline resources. 
In order to successfully solve the problem presented, the security policies must be thoroughly analysed to prevent the internal and external attacks plus threats that could occur in the network. BYOT is an issue because it presents security risks to the users and could potentially suffer data loss. The best way to tackle the problem is to analyse the list of security issues that occur and distinguish the best solutions that adhere to the policy of the company. The solution which provides the best security and countermeasures from security breach will be implemented into the policy.
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  The topics of interest that will be analyzed include:
· The pros and cons of BYOD 
· BYOD frameworks
· Cybersecurity Safeguards
· Mobile device management and software
· User policies 
 [1] Advantages of BYOD include increased worker satisfaction, up to date devices, increased productivity and increased engagement in the workplace to help productivity. It is welcoming to new businesses because they can reduce the amount of capital needed for equipment and any events organized on the company’s site would also benefit from the policy because making a network available to visitors would aid collaboration. [2]. Some employees have been found to act with the BYOD system and have decided to take the matter into their own hands. [1] This source states that some staff are getting increasingly frustrated with their equipment the company provides, which has driven the popularity of the concept BYOD. The reason why some staff are dissatisfied is that their equipment runs slow because of outdated software and management tools. Another benefit to consider is that devices provided by business help the employee save on their internet costs by connecting to the office VPN and give them flexibility for the usage whether it is for work or personal use. [4] Most businesses provide their employees with laptops as well as the employee most likely to own their own devices which causes security problems as there is likely to be some transference between the devices using cloud services and thumb drives which decreases security according to the report. [2] Another problem stated from the same source is that the resources being used such as antivirus software and data back-up processes conflict with the employee’s jobs that cause delays.[1] This presents a list of reasons why the system could be a problem and cause potential disadvantages. Some of the problems include unhappy staff paying for their own equipment that will affect their income. According to a recent survey on the flip side [2] “managers anticipate that supporting BYOD will impose new costs on the IT department with the biggest financial burden created by new security measures, supporting additional devices and improving network coverage”. It is also stated that beyond the financial issue, the complexity of configuring access privileges for the mass number of devices will place additional burden on the IT department. A solution to this problem which is suggested by the same source “Damovo UK” recommends putting in place a mobile device management process to establish centralised access privileges and setting up corporate stores of centrally sanctioned apps. A worrying factor which has been stated is that most organisations have BYOD usage guidelines in place, the research found that more than on third of organisations (39 per cent) have not implemented such guidelines. This invites security issues and risks which is why it is so important to have a policy implemented so anyone with access to the system know what is allowed and what is not acceptable.
BYOD is a good concept but does come with its drawbacks. All users can not be monitored constantly and the usage out of company hours can cause security issues. It is therefore essential that a policy is put into place to protect users. According to [8] the guidelines to ensure an organisation is ready to handle security threats that BYOD present include:
· Determining the designation of devices to employees.
· Establish a robust security policy across devices.
· Identifying what apps are allowed.
· Determine who owns what data and apps.
· Have an employee exit strategy.

Cybersecurity safeguards rely on computer security which introduces three key objectives [9]:
· Confidentiality
· Integrity
· Availability

“Confidentiality prevents the disclosure of information to unauthorized people, resources and processes. Another term for confidentiality is privacy”. Organizations need to train employees about best practices in safeguarding sensitive information to protect themselves and the organization from attacks. Methods used to ensure confidentiality include data encryption, authentication, and access control.

Protecting Data Privacy
“Organizations collect a large amount of data and much of this data is not sensitive because it is publicly available, like names and telephone numbers”. 
Other data collected, though, is sensitive. Sensitive information is data protected from unauthorized access to safeguard an individual or an organization. 

Principle of Data Integrity
· Integrity is the accuracy, consistency, and trustworthiness of data during its entire life cycle. 
· Another term for integrity is quality. 
· Methods used to ensure data integrity include hashing, data validation checks, data consistency checks, and access controls. 
Need for Data Integrity
· The need for data integrity varies based on how an organization uses data. For example, Facebook does not verify the data that a user posts in a profile. 
· A bank or financial organization assigns a higher importance to data integrity than Facebook does. Transactions and customer accounts must be accurate. 
· Protecting data integrity is a constant challenge for most organizations. Loss of data integrity can render entire data resources unreliable or unusable.
Integrity Checks
· An integrity check is a way to measure the consistency of a collection of data (a file, a picture, or a record). The integrity check performs a process called a hash function to take a snapshot of data at an instant in time.

Data availability is the principle used to describe the need to maintain availability of information systems and services at all times. Cyberattacks and system failures can prevent access to information systems and services.
· Methods used to ensure availability include system redundancy, system backups, increased system resiliency, equipment maintenance, up-to-date operating systems and software, and plans in place to recover quickly from unforeseen disasters.
· High availability systems typically include three design principles: eliminate single points of failure, provide for reliable crossover, and detect failures as they occur.
Organizations can ensure availability by implementing the following:
1. Equipment maintenance
2. OS and system updates
3. Test backups
4. Plan for disasters
5. Implement new technologies
6. Monitor unusual activity
7. Test to verify availability
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Cryptology is the science of making and breaking secret codes. Cryptography is a way to store and transmit data so only the intended recipient can read or process it. Modern cryptography uses computationally secure algorithms to make sure that cyber criminals cannot easily compromise protected information. This is a good way of keeping data private as only those for who the information is intended can read and process it. [14]
SSL (Secure socket layers) is a standard security technology for establishing an encrypted link between a server and a client typically over a web server or e-mail. It allows sensitive information such as credit card details and login credentials to be transmitted securely. SSL gives users added security for data that they access which can be used on mobile devices. Most specifically, SSL is a security protocol. Protocols describe how algorithms should be used. In this case, the SSL protocol determines variables of the encryption for both the link and the data being transmitted. [11]  
Mobile device management software has helped the rise of BYOD and is a key tool for IT administrators to 
secure and enforce policies. It optimizes the functionality and security of mobile devices within the enterprise while simultaneously protecting the corporate network. It relies on endpoint software and a server that lives in a data center. The IT administrators configure policies through the MDM server management console, and the server then pushes those policies over the air to the MDM agent on the device. The agent applies the policies to the device by communicating with application programme interfaces built directly into the device operating system. Modern MDM products support not only smartphones but also tablets, Windows 10 and macOS computers and even some internet of things devices. The practice of using MDM to control PCs is know as unified endpoint management. [10] 

 [10] Common mobile device management feature includes:

· Device inventory and tracking.
· App distribution and/or an enterprise app store.
· Remote wipe.
· Password enforcement.

[11]The benefits of MDM include:

· Regulatory compliance
· Supports BYOD
· Remote management of users and devices
· Controlled device updates
· Application control
· Security policy enforcement
· Automated device registration
· Provide for backup data and restore of corporate data

The best MDM software available at this present time are [12]:
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Judging by the details of each different services, the best features are:
· Information protection
· Identity-driven security
· Scalable endpoint configuration
· Automatically apply networks policies by device type
· Analyse network activity with automatic reporting
· Quick configuration
· Real time MDM deployment
· Policy compliance
· Protection against web threats
· Password manager to handle site logins
· Cross platform support
· File synchronization and sharing
· Supports large-scale deployment
· App compliance monitoring
· Risk assessment and response
· Data management
· E-mail Wi-Fi & VPN configuration
· User friendly, easy to use
 
  According to [13] the top 10 guidelines for a secure work environment are:
· Jailbroken and rooted devices are not allowed
· Devices must be protected by screen lock passwords
· Require enrollment in the corporate MDM, MAM, or MCM
· Devices must be regularly updated with latest OS and patches
· Business data and personal data must be kept separate
· Corporate data should be encrypted
· Custom profiles for each device type and manufacturer
· Require VPN (Application or device) for connectivity
· Require periodic re-authentication
· Prevent offline access
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  The main problem with BYOD is the security issues that it presents that could be harmful to the company/employees. It has been established that some of the security issues are [6]:
· Increased risk of security data
· Exploits vulnerability
· Mixing personal and business data
· Poorly cared for device
· IT infrastructure 
Another predicament with BYOD is the risks that leave users exposed to attacks. Some of them are  [6]:
· Local exposure
· Data leakage
· Data loss
· Public exposure
· Insecure usage
· Malicious apps
· Rogue apps
· Cross contamination
· OS-specific security customization
· Inside attacks

Having knowledge of the potential risks and threats can help address what needs to be included in the policy and the best way of implementing security protocols. 
Here are some of the advantages and disadvantages [17]
BYOD Advantages
· 1. Reduced Costs: Although not every organization will see cost savings from a BYOD program, many organizations will save money because they don’t have to purchase devices for each employee. Plus, employees are generally more likely to take better care of their own devices, which saves money on repairs. Organizations that purchase smartphones with voice and data plans for their employees may benefit from additional cost savings.
· 2. Increased Employee Satisfaction & Productivity: Another advantage of BYOD programs is increased employee productivity. This is due to the fact that users are more comfortable and familiar with their personal devices. Employees can take full advantage of their device and its features because they are an expert at navigating the device. Generally, employees will be more satisfied because they have the opportunity to select the device that they prefer, rather than having one selected for them. Plus, employees are more likely to check their email and work at night if they are on their own devices.
· 3. Increased Flexibility: Another advantage of BYOD programs is the flexibility that they offer. They offer new mobile workforce opportunities, as employees can work anywhere at any time. With increased flexibility, organizations are more likely to attract more top-performing employees.
BYOD Disadvantages
1. Security: One of the biggest challenges of BYOD programs is the issue of security. Employees will be accessing sensitive information on their personal devices, managing security on personal devices can be difficult. When a company owns the device, they can dictate how the device will be used by blocking certain websites and monitoring activity if necessary. One security-related challenge is ensuring all of the personal devices are protected from malware, especially if they are connecting to the Internet from private and public locations all over the world.
2. Supporting Various Devices: When companies own their devices, they have the benefit of selecting a small number of devices to support. This makes it significantly easier on the IT department because they can become familiar with the devices. With the need to support various devices and operating systems, companies may need to increase their IT staff for additional support. It can also be more difficult to quickly and efficiently download software updates and security patches on various devices.
3. Scalability: Another challenge of the BYOD program is the issue of scalability. Many employees use multiple personal devices, and many organizations simply don’t have the network infrastructure required to handle all of the extra traffic.
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 After analyzing the research, the best approach for the BYOD system and mobile device management must include all the best elements and features that has helped it become a success. The type of data that will be retained from mobile device connecting to the system is the sensitive data such as logins and personal information that the company has about their employees. The security measures will need to put into place to protect the vulnerable data to reassure the Staff and company from any exploitation.
 Data leakage is a threat to the company considering the devices can still be used out of office time, so this requires a security measure. The best solution would be to use SSL (Secure socket layers) that protects sensitive information transmitted over the internet and the use of anti-virus software to be constantly monitoring devices for any potential security breaches.   
 
Hyper-fort BYOD policy

Acceptable use
· The company defines acceptable business use as activities that directly or indirectly support the business of Hyper-fort.
· The company defines acceptable personal use on company time as reasonable and limited personal communication or recreation, such as reading or game playing.
· Employees are blocked from accessing certain websites during work hours/while connected to the corporate network at the discretion of the company.
· Devices may not be used at any time to:
· Store or transmit illicit materials
· Store or transmit proprietary information belonging to another company 
· Harass others
· Engage in outside business activities
· Employees may use their devices to following company owned resources:
· E-mails
· Calendars	
· Contacts
· Documents 
· Hyper-fort has a zero-tolerance policy for texting or emailing while driving and only hands-free talking while driving is permitted.

Device & Support
The following devices are supported:
· iPhone (3GS, 4, 4S, 5, 5C, 5S, 6, 6 Plus, 6S, 6S Plus, SE, 7, 7 Plus, 8, 8 Plus, X, XR, XS, XS Max)
· Android (Samsung, LG, Google, Moto, G7, V40)
· Windows (Acer, Archos, Microsoft Lumia, Nokia Lumia)
· Blackberry (Porsche design, Key2, Motion, Priv, Bold, Curve, Passport, Q10, Classic)
· All tablets/2 in 1, including iPad (1, 2, 3, 4, 5, 6, Mini, Air, Air 2, Pro), Microsoft Surface Pro, Huawei MediaPad M5 Pro Samsung Galaxy tab, Lenovo Tab 3, Amazon Fire HD, Google Pixel C, Asus ZenPad 3S 10,) 
· Mobile devices must use the following operating systems: Android 2.0 or later or Apple iOS 3.1 or later.
· Connectivity issues are supported by IT; employees should contact the device manufacturer or their carrier for operating system or hardware-related issues.
· Devices must be presented to IT for proper job provisioning and configuration of standard apps, such as browsers, office productivity software and security tools, before they can access the network.

Security
· In order to prevent unauthorized access, devices must be password protected using the features of the device and a strong password is required to access the company network.
· The company’s strong password policy is: Passwords must be at least six characters and a combination of upper- and lower-case letters, numbers and symbols. Passwords will be rotated every 90 days and the new password can’t be one of 15 previous passwords. 
· The device must lock itself with a password or PIN if it’s idle for five minutes. 
· Rooted (Android) or jailbroken (iOS) devices are strictly forbidden from accessing the network. 
· Smartphones and tablets that are not on the company’s list of supported devices are not allowed to connect to the network. 
· Smartphones and tablets belonging to employees that are for personal use only are not allowed to connect to the network. 
· Employees’ access to company data is limited based on user profiles defined by IT and automatically enforced. 
· The employee’s device may be remotely wiped if: (1) The device is lost or stolen. (2) The employee terminates his or her employment. (3) IT detects a data or policy breach, a virus or similar threat to the security of the company’s data and technology infrastructure. 


Reimbursement
· Hyper-fort will/will not reimburse the employee for a percentage of the cost of the device (include the amount of the company’s contribution), or Hyper-fort will contribute X amount of money toward the cost of the device.
· Hyper-fort will a) pay the employee an allowance, b) cover the cost of the entire phone/data plan, c) pay half of the phone/data plan, etc.
· Hyper-fort will/will not reimburse the employee for the following charges: roaming, plan overages, etc.

Expectation of Privacy 
Hyper-fort will respect the privacy of your personal device and will only request access to the device by technicians to implement security controls or to respond to legitimate discovery requests arising out of administrative, civil, or criminal proceedings.  This differs from policy for Hyper-fort provided equipment and/or services, where employees do not have the right, nor should they have the expectation, of privacy while using equipment and/or services.
 
Risks/Liabilities/Disclaimers
· In the event IT must remote wipe a device, all data on the mobile device will be lost, including personal data. It is the employee’s responsibility to take additional precautions, such as backing up email, contacts, photographs, media files, etc.
· The company reserves the right to disconnect mobile devices or disable services without notification.
· Lost or stolen mobile devices must be reported to the company immediately. Employees are responsible for notifying their mobile carrier upon loss of a personal mobile device.
· If an employee suspects that unauthorized access to company data has taken place via a mobile device, they must report the incident to the company immediately.
· The employee is always expected to use his or her mobile devices in an ethical manner and adhere to the company’s acceptable use policy as outlined above.
· The employee is personally liable for all costs associated with his or her mobile device.
· The employee assumes full liability for risks including, but not limited to, the partial or complete loss of company and personal data due to an operating system crash, errors, bugs, viruses, malware, and/or other software or hardware failures, or programming errors that render the mobile device unusable.
· Hyper-fort reserves the right to take appropriate disciplinary action up to and including termination for noncompliance with this policy.

User Agreement 
I acknowledge, understand and will comply with the above referenced security policy and rules of behavior, as applicable to my BYOD usage of Hyper-fort services.  I understand that business use may result in increases to my personal monthly service plan costs. I further understand that reimbursement of any business-related data/voice plan usage of my personal device is not provided.

Data flow diagram





Mobile Device Management  
   The mobile device management selected would need to suit the business needs and covers all aspects that let employees freely use their device but bear in mind certain restrictions that come with a BYOD policy. It must protect its users from cybercriminals who might try to retrieve important data. The best software on the market now is a service called Intune from Microsoft. [17] It includes key features such as:
 Highlights:
· Mobile device & app management
· Advanced Microsoft Office 365 data protection
· Integrated PC management
· Integrated on-premises management
· Identity & access management
· Information protection
· Identity-driven security
All the features are exactly what would be needed to help a business have a successful BYOD environment. 

[bookmark: _Toc536743575]Results/Findings & Discussions
 After analysing the research and the potential solution to the scenario presented, it seems that BYOD is still on going with the development and adjusting to suit certain business types. According to [17] BYOD was first established in 2009 and became more mainstream in 2010 which would suggest that as technology and businesses have progressively been changing so have the policies which makes the concept quite a mind field and the need to adapt to suit a company’s needs. Some company’s find that BYOD can be a disadvantage because of the cost of the maintenance and possible security breaches that can be a massive inconvenience causing loss in productivity. The stage when an disgruntled employee leaves their position could be difficult with the sensitive information of the business that they could possess could jeopardise the company.          






[bookmark: _Toc536743576]Conclusion
BYOD seems to be split by businesses who have not fully decided whether the policy is beneficial or a burden and financially unstable. From some of the research BYOD seems to need all lot of maintenance which can cause a strain on the business with the other issues that they face. The constant monitoring or employees could be overwhelming with the amount of staff that are in the company and the problem of a staff member leaving the business might cause a dilemma. Future considerations would include how to adapt the BYOD system for new and up and coming technology, how to better monitor employee ensuring that they and the business are kept safe during their internet access. An option by [20] suggests that a hybrid system could be put into place that would give employees the option to have a company owned device or use their own personal devices. This allows organizations to provide devices for employees who may need to access sensitive data; employees who aren’t likely to access sensitive data may be able to use their own device without increased security risks.
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