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[bookmark: _Toc89803050]Introduction
In this report we will examine in detail the protection of information assets, the varying levels of the protection and response to various security incidents, we will also look at designing a reasonable and consistent security system which will have the proper intrusion detection and reporting features. For this, the report is broken into 2 different sections. The first section will be based on the research aspect and the second section is based on the designing of the consistent and reasonable security system. The report is further broken into sub-headings this will allow for further ease of reading and can be found in the table of contents.
The report is used for design of policies, the compliances, and the Organisation Structure that the company, FlowTech, will adhere to. Before that there must be research done on the task.



[bookmark: _Toc89803051]Research
For this section of the report will cover the research of security technologies, and security frameworks. Each will be below as subheadings and can be navigated to by the table of contents.
[bookmark: _Toc89803052]Security Technology
Security technology comes in many forms, it is typically seen and used as a means controlling the information that enters a network while also preventing people from accessing data that they should not have access to. [1][2] For this we shall look at the means that companies such as FlowTech. We will look at firewalls and Intrusion Detection Systems. For now, we will discuss further about the topic of Security Technology.	Comment by Carlene Campbell: Avoid writing in the first person (use of ""I"", ""my"") in academic writing unless you are writing a reflective evaluation.

Reference(s):http://www.quickanddirtytips.com/education/grammar/first-second-and-third-person?page=all, http://www.wikihow.com/Write-in-Third-Person
[image: ]Figure 1. [1]
The figure above is a flowchart essential to understanding the importance of the information gathered for the company in question.
First step: This is the step that is the most important as it involves reading policies among other important documentation. It also involves the creation of flow charts. These Flow charts mark the varying communication from the users, administrators, and servers. [1]
Second step: This is the step that involves the company’s information classification policies. It will be required that the information in this step is assigned a value, this value is then put into different categories, and also these values will be seen again later in fifth and sixth step. [1]
Third step: This step is the simplest but also the most complicated. This is because this the statistics of the company. How many employees are there etc. It also encompasses the behaviours of the employees, among other things. There are many potential errors on this, including natural disasters, technical issues but also human acts, human acts however are also rather interesting because there are non-malicious and malicious acts. To gather human behavioural information there are 3 major ways, questionnaires, interviews, and action research. [1]
Fourth step: This step is the step that allows the company to know if their security investments were worth it. They do this through a series of Security Matrices. These matricies cover 4 main fields, perimeter, defence capability, availability and reliability, coverage and control, application risks. The end result will be seen during the fifth step.[1]
Fifth step: This step is the building of a stochastic Petri net model. This model is a set of actions that the resources or users must do. The model is made from information provided from the second step, third step and fourth step. [1]
Sixth step: Using the results from the fifth step the company is able to see the costs for information security. Seeing which is tangible and intangible, they are then able to build a general idea what to do next for their information security. [1]

For this next part we will cover Firewalls and Intrusion Detection Systems. Both Firewalls and Intrusion Detection Systems work well together, however they are not independent of their controls, in a sense the 2 need each other. [2] Firewalls are used as a means of preventing external attackers from gaining access to the company’s files. However, that leaves the inside or the internal attackers able to attack and send data out. This is where the Intrusion Detection System would come into play as it would detect any signal coming in. This would then act as a deterring system as it would make attackers less likely to send data out as it would detect it. [2]

[bookmark: _Toc89803053]Security Frameworks
For this section of the report will focus on Security Frameworks, or more specifically ISO 27000. The reasoning on homing in on this one particular standard is because it seems to be able to fit into the context that the company requires. As this standard will improve the quality of various information security management. [3][4][5]
Before diving into the ISO27000 standards, it is first important to understand what exactly Security Frameworks are. And to understand that we need to understand why we need them. In simple terms a Security Framework’s purpose is to have organisations follow standards, guidelines, and policies. [6] All Frameworks come with how they should be used, or recommendations, however no greater detail is added beyond that. [6] We require these Frameworks as a means to keep order and have staff to stick to the guidelines of a company, policies and the standards of the company.
ISO27000 standard can be used in varying places such a library system where there are users connecting to the servers from a remote location. [3], Since the company FlowTech is concerned about cloud storage we can apply the logic that libraries do, to the company.

[bookmark: _Toc89803054]Research conclusion
While not a vast amount of research has been performed, the next step of designing for FlowTech has enough research to go on. This making the job of designing the appropriate Organisation structures, the necessary policies, Compliances and Risk management easier to achieve. 





[bookmark: _Toc89803055]Design
In the previous section (Research) we had researched into the various security features, security technology and security framework. For this section of the report, we will discuss the design of Organisation structure, Policies, and Compliances. After each section will be a discussion behind these documents and why they would help the company FlowTech.
[bookmark: _Toc89803056]Organisation StructureCEO
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Systems admin
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Figure 2.
This is the structure of the organisation FlowTech. The structure of the organisation will help immensely going forward. The reasoning for this is because we are now able to understand who has power where, and how they might be impacted through the changes.
In the figure above we can see a pyramid structure to the company FlowTech. Beginning from the top we can see that the CEO is there. The CEO has the most power in the company and no matter what decision that is made the CEO must approve that decision. Below the CEO are three more positions, those being the CFO, CIO, COO.	Comment by Carlene Campbell: Write abbreviations out in full on first use.
The CFO is in charge of the finances of the company, the CFO has influence in how the company uses its finances. The CIO is in charge of seeing the staff, processes and technology, they will ensure that everything is up to the standard of the company and that the goals of the company are pursued. The COO is seen as the second in command as they will have direct contact with the CEO, the COO will also have a role of ensuring that the company’s administrative and operational functions are on going. Below these three is the CISO, VP-Systems, and VP-Networks.
The CISO oversees the security of the business. This task ranges from ensuring staff don’t misuse data or worse steal it, to investigating and dealing with security breaches. VP-Systems roles are to monitor the system of the company for any faults, this can be something as simple as keeping the system online. VP-Networks, this is as simple as monitoring the network role but may also include various other tasks involving the network. The roles below these on the pyramid are Security mgr (manager), Systems mgr, and Network mgr.
The Security mgr will ensure that the assets of the company as well as the staff of the company are safe. They will also develop and implement various security based standards, as part of this role they will also ensure that the staff members of the company comply with the security based standards. Systems mgr are the supervisors of the IT systems. They will monitor the software and the hardware requirements that are needed for the company as such they oversee the information security, the budgets and they will implement the technology as and when required. Network mgr have 2 roles, the first is the implementation of the company’s network, the second is the training of staff. It is important to not but not entirely necessary for FlowTech, that the network manager may need to manage 2 networks and not just the one. The roles below this one are the admin roles for Security, Systems and Network.
Security admin roles are to install, administer as well as troubleshoot security solutions for the organisation. The security admin will also ensure that the network is secure from threats such as unauthorised access, they will also troubleshoot any access issues. System admins have the role of supporting, maintaining and installing the servers. They may also be required to do some scripting or light programming, they may also need to respond to service outages, or systems-related project management. Network admins have a responsibility to maintain the company’s network, they must also resolve any problems that may arise in the network. The final roles of the pyramid are Security tech, System tech, Network tech.
Security techs job in this is to monitor the network and to ensure that all work is done under safe conditions. Systems techs have a role of supporting the many staff members of the company, they do this by attending any computer related issues a user may have. Finally, the Network tech role. This role is to monitor the operations of an organisations network on a day-to-day basis. They will also maintain and fix any network related issues. 

[bookmark: _Toc89803057]Policies
In this section we will discuss the various Policies the company FlowTech may use. The policies we will discuss in this section of the report is Bring your own device, Remote Access, Incident response, and Disaster recovery/business continuity.
Bring your own Device: This Policy would entail that employees may use their own devices in the business network. The way that FlowTech may use this policy would be that they will allow employees use their own laptops, smartphones and various other personal devices. This would ultimately save the company needing to buy phones and laptops for their employees. The biggest concern would become the security, thus, it would become reasonable for each device to be registered by Security tech and have it approved by the Security admin.
Remote Access: This policy, in the current situation of a pandemic, has become one of if not the most important policies in the list. The policy would allow access to the company’s server from a remote location. This is significant not only because of hybrid working from home and working at the company’s office but also for those who are unwell but still have work to do. There is of course a security of individuals accessing the server unlawfully or unnecessarily however, with the introduction to this policy the company FlowTech will be able to tell who is accessing maliciously and who is not.
Incident Response: This policy details how a company should deal incidents that would have a major impact on the company. Examples of this would be if there was a data breach or a hack. This policy must be updated annually. This is vital for FlowTech, because as they grow they will get more attempted hackers and attempted attacks in general. Due to this, the first port of call as their Incident Response policy expires should be to double down and renew it as soon as possible.
Disaster Recovery/Business Continuity: This Policy is one of the most important polices to have and it is because it is their recovery plan, if say a natural disaster happens or if in the event that a hacker succeeds and leaks the information from the company, the company can then refer to the Disaster Recovery/Business Continuity policy as a means of how to bounce back. Just like the Incident Response policy, this policy also needs annual updating. This is also vital to FlowTech, as customers may require their data immediately, so if FlowTech has a disaster they can jump back to their feet and offer their services immediately.

[bookmark: _Toc89803058]Compliances
For this section of the report we will look at the various compliance laws that apply to FlowTech and why they apply to FlowTech. For this we will be looking at the GDPR, PCI-DSS.
GDPR: The General Data Protection Regulation is a compliance that every business that deals with data of any kind must be aware of and must adhere to. Failure to comply with the Regulation will be faced with a fine of up to£17.5 million, or if it is higher then 4% of annual Global turnover. FlowTech with not only their employees but also the customers must without question adhere to GDPR. GDPR also covers health data of employees, as FlowTech may need to store data about their staff illness/disabilities.
PCI-DSS: Payment Card Industry Data Security is a compliance consisting of major card brands and was brought around in 2006. The purpose of the compliance is to reduce fraud. The fine for breaking PCI-DSS  range from £4,000 and £80,000. The company FlowTech may apply to this as they may charge for their services. If they do charge for their services, then FlowTech must under every circumstance adhere to this compliance.
[bookmark: _Toc89803059]Design conclusion
From the design, FlowTech can now begin making their policies and adhering to the compliances, both of them ultimately helping the company. Policies help mitigate attacks, or bounce back from an attack, and allow the staff access the necessary documents from their homes, or indeed in the office with their own device. The Organisation Structure will allow them to constantly have a pecking order of sorts allowing them to know who to report to and how to get a situation under control.



[bookmark: _Toc89803060]Conclusion
In conclusion of the report. The research, while not in large number, was and is enough to see the design through. As stated in the Design conclusion, FlowTech may use the proposed organisation structure, policies and the compliances that they must adhere to as they will. 
At the beginning of the report it was discussed that the report would be broken into different sections one for research and the second for the design of the system. Both of those goals have been achieved.
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                 MARKING CRITERIA AND STUDENT FEEDBACK



This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.

	[bookmark: assessmentComponent]Common Assessment Criteria Applied  (Assignment 1)
	Marks available
	Marks 
awarded

	1. Engagement with Literature Skills
Extent of research and/or own reading, selection of credible sources, application of appropriate referencing conventions.
	
	

	[bookmark: feedbackRIL]Your work has shown that you have done research.  You have use credible sources, however, far more research with critical analysis needed.   (Grade mark: 45.00%)
	[bookmark: totalRIL]20
	[bookmark: markRIL]9

	
	
	

	2. Knowledge and Understanding Skills
Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]See comment above, to demonstrate your knowledge and understanding more work needed to be done. (Grade mark: 45.00%)
	[bookmark: totalKUS]10
	[bookmark: markKUS]4.5

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have done both tasks. Your   Both tasks need critical discussion. Your introduction and your conclusion need improvement.  Your introduction should give a background to the work along with some general research information of the subject areas preferable from peer reviewed articles to enhances your work. Task 2 was written in a general sense and not really discussing how it relates and impact the case study company. Your conclusion should summarize your key areas of the report, you should not introduce any new discussion within it.    (Grade mark: 48.00%)
	[bookmark: totalANA]25
	[bookmark: markANA]12

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Organisation chart provided.  Other relevant diagrams/chart/table could have been used in areas discussed.  (Grade mark: 48.00%)
	[bookmark: totalPAD]25
	[bookmark: markPAD]12

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]You have not used the IEEE report format. Your report require formatting.  Your writing style need improvement.  All acronyms need to be spelt out. (Grade mark: 47.50%)
	[bookmark: totalSPP]20
	[bookmark: markSPP]9.5

	
	
	



	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]47%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
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