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AIM(S)
· To analyse the security of an Internet/intranet system, including the transmission of data, with regard to internal and external threats.

LEARNING OUTCOMES
Upon the successful completion of this module, the student should be able to demonstrate the ability to:

1. Demonstrate systematic understanding of security policies and measures to mitigate internal and external attacks and threats in a network.

INDICATIVE CONTENT
· Network security and principles
· Developing a comprehensive network and self-defending networks
· Security policy, standards, guidelines and procedures
· Authentication, Authorisation, and Accounting
· Firewall technologies
· Fundamentals of cryptography
· Intrusion detection system and intrusion prevision system
· Web and database attacks – attacking webservers, category of risk, vulnerabilities of Web Servers and applications, permissions, SQL injections, attacking tools
· Database Vulnerabilities – locating databases on the network, database server password cracking, locating vulnerabilities in databases
· HTML – Vulnerabilities, analysing suspicious sites, MSO4-040 threats

LEARNING AND TEACHING STRATEGY
The majority of factual material will be presented in lectures using hand-outs, guided reading and use of internet and intranet material as required.
Tutorial classes will concentrate on the technical design 
Laboratories will be used to allow students to gain network and internet security skills with the aid of lab equipment and appropriate software such as VM virtualbox, Kali, Nmap, Packet tracer, Wireshark, SAINT, Nessus, System tools, etc.

The allocation of teaching to deliver the module is:

	Activity type
	Hours
	Percentage

	Scheduled learning
	30
	30%

	Independent learning
	70
	70%

	Placement learning
	0
	

	TOTAL
	100
	100%



ASSESSMENT
Description of each assessment component and its weighting, together with an example for new forms of assessment:

Assessment Component 1 – Coursework -100%
Produce a written report that investigates various security measures to mitigate internal and external attacks and threats in a networking infrastructure.

Exemplar: ‘A Systematic Research of Security and Policies for Internet and local/remote networks.’

Assessment Summary
	Activity type
	Percentage

	Written
	0%

	Coursework
	100%

	Practical
	0%

	TOTAL
	100%
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