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ANSWER THREE QUESTIONS 
 

Q1.  

 

a. Web applications provide an interface between end users and web servers.  

i. Construct the seven layer vulnerability stack for web applications. 

(10 marks) 

ii. Describe briefly any three command injection attacks. 

(6 marks) 

iii. With the use of a flow diagram outline a web application Pen Testing. 

(9 marks) 

 

 

Q2. 

 

a. Imagine you are working on the National Health Service (NHS), Wales security team 

and you realize that an unauthorized system has successfully connected to the wireless 

access point. All you know at the outset is the IP address of the wireless system.  Figure 

1 shows the network diagram.  

 

FIGURE 1 

 

You have used the Paros session tool to collect session data on all interface of the 

firewall/gateway.   

 

The Session Data below is collected from the DMZ segment of figure 1.  
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i. Sate the IP address the Attacker used to have access to other systems; this should 

be evident in the scan result. 

ii. From your understanding about session hijacking explain the scan result of the 

attacker movements. 

(13 arks) 

 

b. Steganography is a technique that can be used to hide files or malicious code. Name 

and discuss some types of steganography 

(12 marks) 

 

Q3.  

 

a. Compare and contrast symmetric and asymmetric cryptography. 

(10 marks) 

b. “Cryptography is ‘generally’ considered to be the broadest security technique 

available.”  Explain what this statement means with respect to the principles of 

information security. 

(5 marks) 

c. Argue some of the advantages of using DES encryption over asymmetric encryption. 

(10 marks) 

 

 

Q4. 

 

a. You have been commissioned to conduct a real life penetration testing on 

http://cupstc.com or http://tocomex-forensics.com. Explain the types of pentests you 

would carry out on these websites.  Diagrams may be used.  Your solutions should 

include the following: 

i. List of vulnerabilities that you want to targeted at the websites. Defend your 

choice. 

ii. At least 5 attack tools that you will be using and briefly tell their purposes. 

iii. Outline your penetration testing in a few steps, say 1-4. 

iv. Briefly explain the difference between Penetration Testing and vulnerability 

Assessment. 

v. Give a brief description of your contingency plan before commencement of 

penetration testing. 

          (25 marks) 

           

 

 

Diwedd/End 
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