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[bookmark: _Toc223699679]Abstract
This report presents a comprehensive cybersecurity framework developed for HealthPlus Analytics (HPA), a healthcare technology company that processes sensitive patient data for hospitals and clinics across the United Kingdom. Following a series of security incidents, including a ransomware attack and unauthorised access to cloud-stored patient records, HPA leadership identified an urgent need to strengthen its security posture and ensure compliance with the UK General Data Protection Regulation (GDPR) and NHS Digital Security Standards.
The report identifies key internal and external threats facing the organisation and proposes a set of security policies aligned with ISO 27001 and the NIST Cybersecurity Framework. It further outlines technical mitigation measures, a proactive monitoring and incident response plan, and a staff training and awareness programme designed to embed a culture of security across the organisation. The findings demonstrate that a layered, policy-driven approach to cyber security is essential to protect patient data, maintain regulatory compliance and safeguard HPA long-term reputation.
[bookmark: _Toc223699680]Introduction
Cybersecurity has become one of the most necessary functions in today’s world, both for millions of individuals and for companies and organizations alike. Many businesses do not have strong security systems in place, which makes the majority of them vulnerable to attacks. HealthPlus Analytics (HPA) is a company that manages different types of patient data across the United Kingdom. Recently, the company experienced several serious problems, including unauthorised access to cloud-stored patient data and a ransomware attack targeting its analytics servers. An additional concern is the fact that employees are using personal devices to access corporate systems, which further increases the risk of a security breach. This report aims to identify the main threats facing HPA and propose a comprehensive security framework to protect the confidentiality, integrity and availability of sensitive patient data, in line with UK GDPR and NHS Digital Security Standards.
[bookmark: _Toc223699681]Identification of Modern Threats

External Threats 

Ransomware is one of the most dangerous threats facing HPA. This type of malware encrypts company files and demands a ransom payment in exchange for restoring access. This threat is particularly concerning for HPA because the company has already experienced an attack of this kind, and the patient data it manages is used daily by hospitals across the UK. Any disruption to this data could have serious consequences for patient care. 

Phishing attacks involve fraudulent emails designed to trick employees into revealing password or downloading malicious software. This is one of the common methods used by cybercriminals to gain access to corporate systems and represents a significant risk for HPA staff.

Unauthorised access to cloud-store data is another threat that HPA has already faced. Attackers exploit weak passwords or poorly configured systems to access sensitive patient records without permission, putting the company at risk of violating UK GDPR regulations.

DDoS attacks involve sending enormous volumes of fake requests to a server until it crashes, causing the company’s systems to become completely unavailable and disrupting services for hospitals that depend on HPA’s data.

Internal Threats

The use of personal devices is a growing concern within HPA. Employees frequently use their own phones and laptops to access corporate systems. These  may contain malware or lack the necessary security updates, creating vulnerabilities in the network.

Insider threats refer to employees, whether disgruntled or simply careless, who leak or steal patient data either intentionally or accidentally. This type of threat is particularly difficult to detect and prevent.

Human error remains one of the most common causes of data breaches. An employee may send confidential information to the wrong email address or leaves a session open on a shared computer, inadvertently exposing sensitive data.

Weak passwords are also a significant risk. Many employees use simple passwords such as “12345” which can be guessed by attackers within seconds, giving them easy access to corporate systems. 

[bookmark: _Toc223699682]Modern Security Policies 
In response to the identified threats, HealthPlus Analytics (HPA) must adopt a comprehensive set of security policies aligned with internationally recognised standards, including ISO 27001, the NIST Cybersecurity Framework, and the UK General Data Protection Regulation (GDPR). These policies provide the formal governance structure required to protect the confidentiality, integrity and availability of patient data across the organisation.

The first policy to be implemented is an Access Control Policy. This policy mandates the use of Multi-Factor Authentication (MFA) for all staff accessing corporate systems and establishes Role-Based  Access Control (RBAC), ensuring employees can only access data necessary for their specific job function. This directly mitigates the risk of unauthorised access to cloud-stored patient records, a vulnerability HPA has already experienced (Technology, 2018) [1].

A Data Protection and Encryption Policy is equally essential. All patient data must be encrypted at rest using AES-256 and in transit using TLS 1.3. This policy ensures compliance with the UK GDPR principle of data security by design and by default (Office, 2021) [2], reducing the risk of data exposure in the event of a breach.

HPA must also introduce a formal Bring Your Own Device (BYOD) Policy. Given that employees regularly use personal devices to access corporate systems, all such devices must be enrolled in a Mobile Device Management (MDM) solution. This enables the organisation to enforce security configurations, deploy updates remotely, and wipe data from lost or stolen devices.

An Incident Response Policy is required to define the procedures that must be followed when a security incident occurs. This includes clear escalation procedures, defined roles for the incident response team, and compliance with the UK GDPR obligation to notify the Information Commissioner Office within 72 hours of becoming aware of a personal data breach.

Finally, a Password Management Policy must be enforced across the organisation. All staff must use passwords of minimum of 12 characters, incorporating upper- and lower-case letters, numbers and special characters. The use of a company approved manager must be mandatory to prevent the reuse of weak credentials.
Together, these policies form the governance foundation of HPA cybersecurity framework, establishing clear expectations for all employees and reducing the organisation exposure to both internal and external threats.
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Beyond policy development, HPA must implement a range of technical controls to actively reduce its exposure to cyber threats. These measures address both the external attack vectors and the internal vulnerabilities identified in the previous section.
To protect the network perimeter, HPA should deploy a Next-Generation Firewall (NGFW). Unlike traditional firewalls, NGFWs perform deep packet inspection and can identify and block malicious traffic in real time. Including ransomware payloads and command-and-control communications (Systems, 2023) [3] from compromised devices. This is particularly relevant given the ransomware attack HPA has already suffered.

Endpoint Detection and Response (EDR) software must be installed on all devices access to corporate systems, including personal devices enrolled under the BYOD policy. EDR solutions continuously monitor endpoint behaviour and can automatically isolate a compromised device before the threat spreads across the network, significantly reducing the impact of insider threat and malware infections.

To address the risk of unauthorised cloud access. HPA must implement Cloud Security Posture Management (CSPM). This tool continuously scans cloud environments for misconfigurations and access control weaknesses, alerting the security team before attackers can exploit them. Given that HPA already experienced unauthorised access to cloud-stored patient data, this measure is a critical priority.

Network segmentation should also be introduced to isolate systems containing sensitive patient data from the general corporate network. By dividing the network into separate zones, the organization limits an attacker’s ability to move laterally across systems following an initial breach, containing the potential damage of any future incident.

Finally, HPA must establish a formal patch management process, ensuring that all operating systems, applications and security tools are updated within 48 hours of a patch being released, and within 24 hours for critical vulnerabilities. Many cyberattacks exploit known vulnerabilities for which patches already exist, making timely update one of the most cost-effective defences available (Centre, 2021) [4].

Collectively, these technical measures create a layered defence strategy, commonly referred to as defence-in-depth, which ensures that if one control fails, others remain in place to protect the organisations systems and data. 
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Implementing security policies and technical controls is insufficient without a robust mechanism for continuously monitoring the environment and responding effectively when incidents occur. HPA must establish a proactive monitoring strategy underpinned by clear incident response procedures.

The foundation of HPA monitoring capability should be a Security Information and Event Management (SIEM) system. A SIEM aggregates log data from across the organisation network, endpoint and cloud services, correlating events in real time to detect anomalous behaviour that may indicate a breach or an ongoing attack. This provides the security team with centralised visibility across all systems and significantly reduces the Mean Time to Detect (MTTD) threats (NCSC, 2021).

Alongside the SIEM, an Intrusion Detection System (IDS) should be deployed to monitor network traffic for known attack signatures and suspicious patterns. Together, these tools form  the core of HPA Security Operations Centre (SOC), which should operate on a 24-hour basis to ensure threats are identified at any time of day.

When an incident is detected, the response must follow a structured six-stage process: Detect, Analyse, Contain, Eradicate, Recover and Review. In the containment phase, affected systems must be isolated immediately to prevent lateral movement. Following eradication, clean backups must be used to restore services, minimising operational downtime. The final review stage is critical to identify lessons learned and strengthen defences against future incidents.
In terms of compliance, HPA is legally obligated under the UK GDPR to notify the information commissioner Office within 72 hours of becoming aware of a personal data breach (Office, 2021) [2]. The incident response plan must therefore include a clear communication protocol to ensure this deadline is consistently met.
To measure the effectiveness of the monitoring programme, HPA should track key performance indicators including a Mean Time to Detect (MTTD) of under one hour and a Mean Time to respond (MTTR) of under four hours, with monthly review meeting to assess progress against these targets.
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Technical controls and security policies alone cannot fully protect an organisation if employees lack the knowledge and awareness to recognise and respond to threats. Research consistently shows that human error remains one of the leading causes of data breaches globally (Business, 2023) [5]. Therefore, HPA must implement a structured and ongoing training programme to ensure all staff understand their responsibilities and can actively contribute to the organisation security posture.
All new employees must complete a mandatory cybersecurity induction before being granted access to any corporate system. This four-hour section should cover the fundamentals of cybersecurity, an overview of HPA security policies, GDPR obligations, acceptable use of devices, and how to recognise and report a potential security incident. This ensures that every member of staff begins their role with a baseline level of security awareness.
Given that phishing remains one of the most common attack vectors targeting organisations, HPA must run monthly simulated phishing campaigns. Employees who interact with a simulated phishing email should receive immediate feedback and targeted awareness training. This approach has been shown to significantly reduce susceptibility to real phishing attacks (Centre, 2021) [4] over time. On a bi-annual basis, all staff must complete refresher training on incident reporting procedures, ensuring they know how to escalate a suspected breach within one hour of detection. For the IT and security team, quarterly role-specific training should be provided, covering advanced topics such as threat analysis, SIEM operation and forensic response techniques. 
Finally, an annual GDPR and compliance module must be completed by all staff, reinforcing their understanding obligations in the event of a breach.
By embedding security awareness in the organisational culture through regular and varied training HPA can significantly reduce the risk of incidents caused by human error and ensures sustained compliance with UK GDPR requirements.
[bookmark: _Toc223699686]Conclusion

This report has demonstrated that HealthPlus Analytics faces a significant and evolving cyber security challenge. The combination of sensitive patient data, cloud-based infrastructure, personal device usage and a growing threat landscape creates a high-risk environment that requires an immediate and structured response.

The proposed framework addresses this challenge through five interconnected pillars: the identification of internal and external threats, the establishment of clear security policies aligned with ISO 27001 and UK GDPR, the implementation of technical mitigation measures based on a defence-in-depth approach, a proactive monitoring and incident response plan, and a continuous staff training programme to reduce the risk of human error.

[bookmark: _Toc223699687]Together, these measures will significantly strengthen HPA security posture, reduce the likelihood of future breaches, and ensure the organisation meets its legal obligations under UK GDPR and NHS Digital Security Standard. It is recommended that HPA prioritises the immediate deployment of MFA, EDR and staff phishing awareness training, with a long-term goal of achieving ISO 27001 certification within twelve months.
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