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Social engineering tricks people into paying money to criminals, sending information they shouldn't transmit, installing software they shouldn't download, visiting websites they shouldn't visit, and other blunders that jeopardise their security or that of their organisations. These are just a few instances of social engineering: an email demanding updated credit card information from what appears to be a reliable vendor, a menacing voicemail purporting to be from the IRS, and an offer of riches from a foreign potentate. Social engineering is frequently referred to as "human hacking" since it targets human weaknesses rather than flaws in technical or digital systems. Cybercriminals frequently employ social engineering techniques to gather the kinds of personal information they need for identity theft, such as login credentials, credit card numbers, bank account numbers, and Social Security numbers. With this information, they can make purchases with other people's money or credit, apply for loans in other people's names, apply for other people's unemployment benefits, and more. However, a social engineering attack could also be the precursor to a more significant strike. For instance, a hacker might coerce a victim into giving a login and password, and then use those details to infect the victim's employer's network with ransomware. Cybercriminals are drawn to social engineering because it allows them to access digital networks, devices, and accounts without having to engage in the challenging technical labour of breaking cybersecurity protections like firewalls and antivirus software. [1]
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The aim of this project is to investigate human vulnerabilities in a social engineering aspect of home computer networks in a simulated environment, then show mitigation strategies to these attacks. 
[bookmark: _Toc131861629][bookmark: _Toc131941151]Objectives
· Research and review current social engineering attack vectors including attack and mitigation software tools. 
· Create a virtual home network and attack machine in a sandboxed environment. 
· Identify appropriate software to run the attacks.
· Run suite of social engineering attacks (i.e. Social Engineering Toolkit) 
· Analyse results 
· Deploy mitigation strategies either via software or training. 
· Run same suite of attacks.  
· Compare results.
· Set recommendations and guidance for home users. 
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According to ISACA's State of Security 2021 report, social engineering is one of the reasons why network breach occurs most frequently nowadays. It's also one of the most expensive: according to IBM's Cost of a Data Breach 2021 research, firms paid an average of USD 4.47 million for data breaches brought on by social engineering assaults.[1]
Using the SMART acronym Objective-style[2], [3] it was deemed appropriate to set the goals as follows:
Specific - tools to set the experiment in progress predominantly on the attacking Kali machine.
Measurable – using a Kali Linux attack virtual machine with various tools set to record the traps from the target Windows virtual machine.
Achievable – due to the constraints of these attacks working in a sandboxed virtual environment and to the ethical problems that would arise from how real social engineering tricks happen, the result of this means it provides only an approximate showing of real-world results.
Relevant – As the Authors degree is in Computer Networks and Cyber security and with a large number of people still working from home since the pandemic, Social Engineering has been used far more than simple phishing emails.
Time Specific – Due to the author being in poor health, the time to complete these tests along with reporting on the results and mitigation strategies has meant that a larger scope of work would be impractical.
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Phishing is the most widespread of all social engineering practices, phishing is normally done in 2 manners. Firstly, Mass phishing, often known as spam phishing, is a common attack that targets numerous victims. These assaults are impersonal and aim to victimise any gullible person.[4]
Spear phishing and, consequently, whaling target specific users using tailored information. Top-value targets like celebrities, senior executives, and high government officials are the focus of whaling attacks. Cybercrime can be seen as a business with nefarious motives. However, the ultimate goal of every cybercriminal is to get money from the work, just like any other commercial unit. A new commercial opportunity may be seen in the COVID-19 epidemic when cybercrime is seen from this angle. These hackers are thrilled by this exceptional chance since the pandemic is driving more people online, boosting the pool of potential victims.[5]
According to Google estimates, the majority of SEAs are now conducted as phishing attacks through emails or websites.[6]

Baiting attacks, Physical breach attacks, Pretexting attacks, Quid pro quo, DNS Spoofing and cache poisoning and watering hole are all further Social Engineering types which will be further dealt with in the final report.
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[bookmark: _Toc131941155]Research onion
The research onion was developed by Saunders et al. (2007) in order to describe the stages through which the researcher must pass when formulating an effective methodology, a vital section to consider when writing a dissertation.  First, the research philosophy requires definition. This creates the starting point for the appropriate research approach, which is adopted in the second step. In the third step, the research strategy is adopted, and the fourth layer identifies the time horizon. The fifth step represents the stage at which the data collection methodology is identified. The benefits of the research onion are thus that it creates a series of stages under which the different methods of data collection can be understood and illustrates the steps by which a methodological study can be described.[7]
Qualitative research is a method of inquiry that aims to understand the meaning and context of social phenomena through observation, interviews, and analysis of texts. It is used to gain an understanding of underlying reasons, opinions, and motivations.
Quantitative research is a method of inquiry that uses measurable data to formulate facts and uncover patterns in research. It is used to quantify attitudes, opinions, behaviours, and other defined variables.
The main differences between qualitative and quantitative research are the methods used to collect data and the types of data collected. Qualitative research collects non-numerical data such as words, images, and observations while quantitative research collects numerical data such as statistics and percentages.
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 The first aspect is to read as much background research on new and existing social engineering trends and most widely used software. Secondly, an attack strategy is designed while collecting data for attacks, look for best scenarios to avoid these attacks again and form mitigation strategies, run labs a second time using mitigation strategies, report on how successful strategies worked.
It was deemed safest with no ethical issues to run these tests in a virtual network. The 2 best known sandboxing environments are Oracle VirtualBox[8] And VMware workstation[9] As VirtualBox is a known quantity with the user, this was deemed to the best choice.
For the ‘attack’ computer, a VM running Kali Linux[10], with initial tests being run in Social Engineering Toolkit (SET)[11]. With further experimentation, other alternative tools may be employed. The target virtual machines will be running on Windows 10 and Windows 8.
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All data collected will be on a virtual ‘attack’ machine running on Kali Linux, screen grabs and video of software running will provide evidence of successful or unsuccessful attacks.
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Comparison of results before and after mitigation put in place. After tests are complete it is highly likely that the means to avoid social engineering would be with basic security training.

[bookmark: _Toc131861635][bookmark: _Toc131941159]4.4 Risks & Limitations

As the labs are carried out in a sandboxed VM environment, risks are minimal, however due to this exact reason, it’s difficult to get a full picture of how successful in real world scenarios the mitigation strategies are. It was deemed sensible to conduct the labs on the authors home PC, as that avoided complications regarding issues of running ethically vague problems.
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The labs are conducted in a virtual machine setup to avoid the issues regarding ethics. If one were to carry these labs out with fellow students, a waiver would need to be signed. This has the added effect of making the subjects of the attacks look for any attacks more than they normally would, which in itself would create inaccurate data.
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Above is the Gantt chart showing the expected dates for each component to be completed.
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· PC with adequate RAM and HDD space to allow for smooth running of the virtual computers.
· Oracle VirtualBox software
· Kali Linux virtual machine
· Windows 10 virtual machine
· Windows 8 virtual machine
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