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Element 1
Task 1

Research
0S1 7 layer and 4 layer models with reference to the network design.

Two reference models often used in network design are the TCP/IP (Transmission Control
Protocol/Internet Protocol) model and the OSI (Open Systems Interconnection) model.

osil TCP/IP
[ Application Layer 1 [ ‘
Presentation Layer Application
Session La Layar
sl Good comparison
Transport Layer — Transport Layer diagram
Data Link Layer } Network
Physical Layer Access Layer
\ J — »

Figure 1 - OSlvs TCP/IP {Geeks for Geeks, 2023) Correct citation

The OSI model is a conceptual framework that divides the operations of a computer or
communications system into seven abstraction levels. Every layer has a distinct function and offers a
common interface for system-to-system communication. The OSI model's seven levels are as
follows:

Layer 1 is the physical layer, the physical transfer of data across the network medium is handled by
this layer. It contains physical interface, electrical signal, cable, and connection standards.

Layer 2 is the data link layer. Within a local network segment, error detection and correction as well
as node-to-node communication are handled within the layer. It covers protocols including MAC
(Media Access Control) addresses, Ethernet, and Wi-Fi.

Layer 3 is the network layer, it enables end-to-end communication between several subnets or
network segments. It manages packet forwarding, addressing, and routing.

Layer 4 is the transport layer, the layer ensures that data is reliably transmitted between hosts. Its
functions include segmentation, reassembly, flow control, and error recovery.

Layer 5 is the session layer, the layer sets up, manages, and terminates communication sessions
between applications. It is responsible for session establishment, maintenance, and synchronisation.

Layer 6 is the presentation layer, the layer handles data formatting, encryption, and compression to
ensure efficient transmission. It converts data to a format that the application layer understands.




Finally layer 7 is the application layer, the layer delivers network services directly to end users or
applications. It comprises protocols for email, file transfer, web browsing, and other application-

level operations. (Geeks For Geeks, 2024) 0SI 7 layer model is identified

The TCP/IP paradigm is a simple, four-layer conceptual model that is widely used in modern
networking, particularly on the Internet. It is built on protocols created for the ARPANET project and
serves as the foundation for today's Internet. The TCP/IP paradigm consists of four layers:

Layer 1 is the Network access layer or link layer, as with the first two layers of the OSI architecture,
the link layer handles physical and data-link layer functions. It includes both the physical and data-
link levels from the QSI paradigm. - Encapsulation (What is it and how does it work).

Layer 2 is the internet layer, the layer it enables end-to-end communication between several
subnets or network segments. It offers routing and addressing capabilities for packet switching
across various networks.

Layer 3 is the transport layer, the layer ensures that data is reliably transmitted between hosts. It
assures consistent data transfer between hosts and offers end-to-end communication capabilities.

Finally layer 4 is the application layer, The application layer incorporates features from the OSI
model's session, presentation, and application levels. It delivers application-level services and
interfaces to end-user applications. (Geeks for Geeks, 2023) Good points included

Broadcasting

Broadcasting is a computer network communication process that allows one sender to communicate
data or messages to several recipients at the same time. In broadcasting, the sender (or source)
sends a single message, which is received and processed by all devices in the network segment or
broadcast domain. This communication process is widely used in local area networks (LANs) and is
required for a variety of network activities and services.

Unicast is the communication between a single sender and a single recipient.
Multicast refers to communication between a single sender and multiple selected recipients.
Broadcast allows for the communication from one sender to all devices in a network segment.

(lonos, 2023) Good points included, but the problem with broadcasting is not covered.

Port allocation (ports are software and are allocated to protocols. Explain this).

In networking, a port is a communication endpoint that allows several applications and services to
share the same network interface. Each network communication between devices includes both IP
addresses and port numbers, which work together to direct data to the appropriate application or
service on the target device.

Port numbers are 16-bit unsigned integers that range from 0 to 65535. They are separated into three
ranges. Well-known ports (0-1023): Reserved for system services and regularly used protocols. For
example, HTTP uses port 80, HTTPS uses port 443, while FTP uses port 21. Registered ports (1024—
49151): The Internet Assigned Numbers Authority (IANA) assigns certain applications or services
upon request. They are widely utilised in client-server applications and protocols. Dynamic or private
ports (49152-65535): Client apps can use these ports to connect temporarily. When an application
opens a network connection session, the operating system dynamically allocates these resources.

Software ports are identfied and explained




When an application or service attempts to establish a network connection, it provide a source and
destination port. For outgoing connections, the operating system usually chooses an available source
port from the dynamic port range (49152—-65535). The protocol or service being contacted
determines the destination port (for example, HTTP uses port 80). For inbound connections, the
server application or service specifies the destination port, while the client's operating system
selects the source port at random from the dynamic port range. (Harber, 2021) 5,4 example




Task 2

The network comprises three routers, three switch-boards, and three computers: two stationary PCs
and one laptop. The routers are connected using serial lines, and each router is connected to a
computer using a switch board via LAN.

Classc
Net address 192.168.2.0
gateway Address 192.168.2.254
initial Device Address 192.168.2.1

Table 1- Closs C LAN Network

Class B
Net address 170.22.0.0
gateway Address 170.22.0.254
initial Device Address 170.22.0.1

Table 2 - Class B LAN Network

Class A
Net address 102.0.0.0
gateway Address 102.0.0.254
initial Device Address 102.0.0.1

Table 3 - Class B LAN Network

Task 3

Static Routing configuration

Routers
RO | 10.0.0.1
R1 | 10.0.0.2
11.0.0.1
R2 |11.0.0.2

Table 4 - Routers for LAN Network
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¥ Routerd - m] x
Physical Config cLul Attributes
GLOBAL :
- éE&-i-Hg-; Static Routes
.VhlgorirthmVSEI:IEings | Network | |
_ ROUTING _ wask | |
I Static | Next Hop |
RIP il |
INTERFACE Add |
FastEthernet0/0
FastEthernet/1
Serial0/0 MNetwork Address
Serial0/1 102.0.0.0/8 via 10.0.0.2
VS'V-EriaID.r‘VZ 170.22.0.0/16 via 10.0.0.2
Serial0/3
| Remove |

Figure 3 - Router 0 config




? Router - a

Physical Config cu Attributes
—

10S Command Line Interface

Tl O et e iy e o P AL iTEmean e
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/0, changed state to up

$LINEPROTC-5-UPDOWN: Line protocol on Interface Serial(d/2, changed state to up

Router>en

Routergconf t

Enter configuration commands, one per line. End with CNIL/Z.

Router (config) $do show ip route

Codes: C - connected, § - static, I - IGRP, R — RIP, M - mobile, B - BGP

- EIGRP, EX - EICRP external, O - OSDF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - Is-Is, L1 - IS-1IS level-l, L2z - IS-IS level-2, ia - IS-1S5 inter area
* - candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is directly connected, Seriald/2
102.0.0.0/8 [1/0] via 10.0.0.2
170.22_0.0/1€ [1/0] via 10.0.0.2

152_1€8.2.0/24 is directly connected, FastEthernet0/0

Good evidence

0w om o

Router {config)$
Router(config)?
Router{confiqg)$
Router {config)$
Router {config)$
Router (config)
Router (config) $
Router (config) #
Router (config)

Ctri+F6 to exit CLI focus Copy Paste

[ Top

T T

Figure 4 - Router 0 CLI




¥ Router!

Physical Config CLI
E———

GLOBAL
Settings
Algorithm Settings |
ROUTING |
Static
RIP
INTERFACE
FastEthernet0/0
FastEthernet0/1
Serial0/0
Serialo/t
Serialo/2
Serialo/3

Fanivalent INS Fammands

Figure 5 - Router 1 config

Attributes

Static Routes

Network |
Mask [

Next Hop |

Add

i Network Address

: 170.22.0.0M16 via 11.0.0.2
|

|192 168.2.0/24 via 10.0.0.1

Remove




? Routerl

Physical Config cu Aftributes
—

105 Command Line Interface

Routerrenable
Routerg
Routergconfigure terminal
Enter configuration commands, one per line. End with CNIL/Z.
E Router (config) g
< Router (config) #
Routericonfig)$# conf t
8Invalid hex value
P Router (config) #conf ¢t
%Invalid hex wvalue
Router{config) $
Router (config) gen
% Ambiguous command:
Router (config) $conf ¢
§Invalid hex value
Router (config) #do show ip route
Codes: C - connected, § - static, I — IGRPF, R — RIF, M - mobile, B - BGP
D - EIGRP, EX — EIGRP external, O — OSPF, IA - OSPF inter area
N1l - OSPF NS55A external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, EZ - OSPF external type 2, E - EGP

en

mom s

# - pandidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is directly connected, Seriald/2
11.0.0.0/8 is directly connected, Seriald/3
102.0.0.0/8 is directly connected, FastEthernetl/0
170.22.0.0/1€ [1/0] wvia 11.0.0.2

192.1€8.2.0/24 [1/0] via 10.0.0.1

mwmaona

QDuterlconfig)ﬂ

i - IS-IS, L1 — IS-IS level-1, L2 - IS5-IS5 level-2, ia - IS-IS intear area

Ctri+F8 to exit CLI focus

[ Top

Figure 6 - router 1 CLI




¥ Router? — O

Physical Confi cul Attributes

GLOBAL )
L Er Static Routes
Settings
Algorithm Settings Network |
ROUTING Mesk |
Static —_— |
RIP ™
INTERFACE Add
FastEthernet0/0
FastEthernet0/1
Serialo/0 | Network Address
Serialo/1 |182.168.2.0/24 via 11.0.0.1
Serial0/2 |
oY c 102.0.0.0/8 via 11.0.0.1
Serial0/3
Static routing tables are correct
Remove

Equivalent I0S Commands

THTETTECE = ) =THTE-TT O

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0d/2, changed state to up

Router>enable

Routers

Routergconfigure terminal

Enter configuration commands, one per line. End with CNIL/Z.
Router (config) §

Router (config) #

[ Top

Figure 7 - Router 2 config




¥ Router2 - El X
Physical Config CLI Aftributes
—
10S Command Line interface

32K bytes of non-volatile configuration memory. ~
€3488K bytes of ATA CompactFlash (Read/Write)
Press RETURN to get started!
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/0, changed state to up
LLINK-5-CHANGED: Interface Seriald/2, changed state to up
SLINEPROTC-5-UPDOWN: Line protocol on Interface Seriald/2, changed state to up
Routerrenable
Routerg
Routergconfigure terminal
Enter configuration commands, one per line. End with CNIL/Z.
Router (config)
Router (config) #do show ip route
Codes: C - connected, § - static, I - IGRP, R - RIP, M - mobila, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IR - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i = IS-I8, L1 - IS-IS leavel-l, L2 - IS-IS level-2, ia - IS-I§ inter area

¥ — pcandidate default, U - per-user static route, o — CDR

P - periodic downloaded static route
Gateway of last resort is not set
c 11.0.0.0/8 is directly connected, Serial0l/2
5 102.0.0.0/8 [1/0] wia 11.0.0.1
c 170.22.0.0/1€ is directly connected, FastEthernet0/0
s 192.1€8.2.0/24 [1/0] wia 11.0.0.1
Router (config) 8| V;
Ctri+F& to exit CLI focus Copy Paste

Figure 8 - Router 2 CLI . .
This needs a heading
Fire Last Status Source Destination Type Color Time(sec) Periodic Mum Edit Delete

@ Successful PCO PC1 ICMP . 0.000 N o (edit) (delete)
@ Successful FC1 PCO ICMP . 0.000 N 1 (edit) (delete)
<> Successful PCO PC2 ICMP . 0.000 ] 2 {edit) (delete)
@ Successful PC2 PCO Pl 0,000 N 3 (edit) (delete)
[+ Successful PC1 pc2 ICHP . 0.000 N < (edit) (delete)
@ Successful PC2 PC1 ICMP 5] 0.000 N 5 (edit) (delete)

Good test results

Figure 9 - Successful configuration test
The test demonstrates the comms in both directions for all devices with no failures. This test
uses the ping command in packet tracer where a packet is transmitted from one device to

another.




Task 4 - Configure the 3 routers for dynamic routing using RIP

¥ Routerd

Physical Config CLI Aftributes

I0S Command Line interface

Router>en

Routergconf t©

Enter configuration commands, one per line. End with CNTIL/Z.
Router (config) grouter rip

Router (config-router) gver 2

Router {config-router)$192_1€8_2.0

% Invalid input detected at '~' marker.

Router (config-router) $net 192 _1€8.2.0
Router (config-router)gnetld 0.0.0

% Invalid ipput detected at '~' marker.

Router (config-router)gnet 10.0.0.0

Router (config-router)fnet 170.22.0.0

Router {config-router)$-~2Z

Routers

$5YS-5-CONFIG I: Configured from console by console

Routerfcont ¢

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #¢router rip

Router (config-router) $ver 2

Router (config-router)$net 192.1€8.2.0 Good evidence
Router {config-router)$net 10.0.0.0

Routez (config-router)$net 102.0.0.0

Router (config-router)$-2Z

Routers

%SYS5-5-CONFIG I: Configured from consocle by console

Ctrl+F6 to exit CLI focus Copy

[ Top

Paste

Ll

Figure 10 - router O RIP




¥ Router — ]

Physical Config CLI Aftributes
ti)

10S Command Line interface

Router>en

Routergconf t©

Enter configuration commands, one per line. End with CNIL/Z.
Router (config) #router rip

Router (config-router) gver 2

Router (config-router) $l01.0.0.0

% Invalid input detected at "'~' marker.

Router (config-router) $net 101.0.0.0
Router (config-router) $net 10.0.
Router (config-router) gnet 11.0.
Router (config-router) §~Z
Routerg

%5YS-5-CONFIG I: Configured from console by console

=]

0.
0.

Routergconf ©

Enter configuration commands, one per line. End with CNTIL/Z.
Router (config) #router rip

Router (config-router) gver 2

Router (config-router) gnet 102.0.0.0

Router (config-router)gnet 10.0.0.0

Router (config-router)gnet 11.0.0.0

Router (config-router) fnet 170.22.0.0

Router (config-router) #net 158.1€8.2.0

Router (config-router) §~Z

Houterg

3SYS-5-CONFIG_I: Configured from console by conscle

Cirl+F6 to exit CLI focus Copy Paste

[ Top

Figure 11 - router 1 RIP




¥ Router2

Physical Config CLI Attributes
e

10S Command Line interface

Router con0 is now available

Press RETURN to get started.

Router=en

Routergconf t©

Enter configuration commands
Router (config) #router rip
Router (config-router) gver
Router (config-router) #net

Router (config-router)$~Z
Routerg
4SYS-5-CONFIG_I: Configured

17
Router (config-routex)fnet 11.0.
Router (config-router)$net 102.0.0.

., one per line. End with CNTL/Z.

from conscle by console

Cirl+F8 to extt CLI focus

[] Top

Copy

Paste

Figure 12 - Router 2 RIP

Routing Table for Router

Type Metwork Port

110000/8  Serial2

R 11.0.0.0/8 Serial0/2

Next 3
Hop IP Metric
- 0/0

10.0.0.2 1201

S 102.0.0.0/8 -— 10.0.0.2 10
S 170.22.0.0116 — 10.0.0.2 1/0
c 192.168.2.0/24 FastEthernetd/0 — 0/0

Figure 13 - router O table




Routing Table for Routerl

Next n
Type Network Port Hop P Metric
C 10.0.0.0/8 Serial0/2 - 0/0
C 11.0.0.0/8 Serial0/3 — 0/0
C 102.0.0.0/8 FastEthernet0/0 — 0/0
s 170.22.0.0116 — 11.0.0.2 1/0
S 192.168.2.024 — 10.0.0.1 1/0
L
Figure 14 - router 1 table
1
Routing Table for Router2
Next :
Type Network Port Hop IP Metric
R 10.0.0.0/8 Serial0/2 11.0.0.1 1201
c 11.0.0.0/8 Serial0/2 - 0/
s 102.0.0.0/3 —— 11.0.0.1 10
c 170.22.0.0/116 FastEthernetd/0 — 0/0
S 192.168.2.0/24 — 11.0.0.1 1/0
RIP tables are correct
]
Figure 15 - router 2 table
Heading needed
PDU List Window n
I)Fina “Last Sﬁtus [ éuurce | l:'..issii'l:.atk;n | Type | an;r | '.I'm'n:(seé) . PerlDdl: [ Num .-E.di Delete ]
o Successtul PCO PC1 cuP il 0.000 N 1] (edit) (delete}
@ Successful PC1 PCO ICMP 0.000 N 1 (edit) (delete)
@ Successful PCO PC2 ICMP . 0.000 N 2 (edit) (delete)
=Y Successful pC2 PCO cuP 0.000 N 3 (edit) (delete)
@ Successful PC1 pPc2 IcMp . 0.000 N 4 (edit) (delete)
o Successful PC2 PC1 ICMP . 0.000 N 5 (edit) (delete)

Good test results

Figure 16 - successful router rip test




Task 5

Dynamic addressing across networks using DHCP

Router R1is configured as the control router and routers R2 and R3 are configured without the

helper address for dynamic addressing using DHCP.

[ Top

¥ Routerd O
I Physical Config CLI  Aftributes
——
10S Command Line Interface
Router (config-router)f
Router (config-router)#~2Z
Routerf
$5Y5-5-CONFIG_I: Configured from console by conscle
Routergen
Routergconf ¢
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #net 152.1€8.2.0 255.255.2585.0
% Invalid input detected at '~' marker.
Router (config) #ip dhecp pool netl
% Invalid input detected at "' marker.
Router (config) #ip dhcp pool netl
Router (dhcp-config)#net 152.1€8.2.0 255.255.255.0
Router (dhcp-config) #default-router 152.1€8.2.3254
Router (dhcp-config) #dns—server 192_1€8.2.254
Router (dhcp-config) gexit
Router (config) #
Router (config) $ip dhcp pool net2
Router (dhcp-config)$net 102.0.0.0 255.0.0.0
Router (dhcp-config) #default-router 102.0.0.254
Router (dhcp-config) §dns—server 102.0.0.254
Router (dhcp-config) $exit
Router (config) g Good evidence
Router (config) §ip dhcp pool net3d
Router (dhcp-config) $net 170.22.0.0 255.255.0.
Router (dhcp-config) ¢default-router 170.22.0.
Router (dhep-config) ¢dns—server 170.22.0_254
Router (dhcp-config) gexit
Router{config) g
Router (config)
Ctrl+F8 to exit CLI focus Copy Paste

Figure 17 - Router 1 DHCP Config




Test DHCP without Helper Address configuration

¥ pco - (] X

Physical Config Desktop Programming Aftributes
e

iguration

Interface FastEthernetl
IP Configuration
® DHCP (O Static DHCP request successul
IPv4 Address
Subnet Mask 255 255 285
Default Gateway 192.160.2.254

DNS Server B2 254

Figure 18 - PCO DCHP config

PCO sets configuration dynamically

L e - [m] X

Physical Config Deskiop Programming Aftributes

Interface FastEthernetl

IP Configuration

@) DHCP O Static DHCP failed. APPA is being used.
IPv4 Address 169.254.62.158

Subnet Mask 285 255.0.0

Default Gateway

DNS Server

Figure 19 - Figure 19 — PC1 DCHP config w/o helper address

® pc2 - | *

Physical Config Deskiop Programming Aftributes

Interface FastEthernetd
IP Configuration

(® DHCP (O static DHCP failed. APIPA is being used.

Pv4 Address 69.254 219
Errors are

identified

Subnet Mask

Default Gateway

DNS Server

Figure 20 - Figure 19 — PCO DCHP config w/o helper address




Incorrect address setting for PC1 and PC2, resulting in a default address. This is because the router
requires the helper address to communicate across the network. The helper address is the control

\ .
router's serial port (10.0.0.1). Good explanation

Configure DHCP helper address for Router 1 and Router 2 for cross network comms

¥ Routerl = a X

| Physical Config cu Aftributes I
—

I0S Command Line Interface

Router conl is now available

Press RETURN to get started.

Router>en

Routergcont t©

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #int £0/0

Router (config-if)$ip helper-address 10.0.0.1

Douter (config-if)4 i
Router (config-if) gexit Good evidence
Router (config) 3[

Ctrl+FE to exit CL| focus Copy Paste

[ mop

Figure 21 - Router 1 with DHCP helper address configured
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I 105 Command Line Interface

Cisco Internetwork Operating System Scftware

IOS (tm) C2€00 Software (C2€00-I-M), Version 12.2(28), RELEASE SOFTWARE (£c5)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 198€-2005 by cisco Systems, Inc.

Compiled Wed 27-Apr-04 15:01 by miwang

Cisco 2€21 (MPC8€0) processor (revision Ox200) with 2535%52K/8152K bytes of memory
Frocessor board ID JADOS1SOMIZ (4252851458)

MB8€0 processor: part number 0, mask 49

Bridging software.

X.25 software, Versieon 3.0.0.

2 FastEthernet/I 802 .3 interface(s)

4 Low-spesd serial (sync/async) network interface(s)

32K bytes of non-volatile configuration memory.

€3488K bytes of ATR CompactFlash (Read/Write)

Press RETURN to get started!

SLINEPROTO-5-UPDOWN: Line protoccl on Interface FastEthernet0/0, changed state to up
SLINK-5-CHANGED: Interface Seriall/2, changed state to up

RLINEPROTO-5-UPDOWN: Line protoccel on Interface Serialld/2, changed state to up

Roucer=en

Routerdconi ©

Enter configuration commands, one per line. End with CNTL/Z.

Router (config)#int £0/0

Router (config-if)#ip helper-address 10.0.0.1

Router (config-if)$

Roucer (config-if) exit GOOd ev/dence

Rnu:e:icanfiq!ﬂ

Ctri+F8 to exit CLI focus Copy

[ Top

Figure 22 - Router 2 with DHCP helper address configured

Test dynamic addressing with helper address configured in Router 1 and Router 2

¥ pcy -

Physical Config Deskiop Programming Aftributes

Interface FastFthernetl
IP Configuration

(®) DHCP O static DHCP request successful
IPv4 Address 102.0.0.1
Subnet Mask 255.0.0.0

Default Gateway

DNS Server

Figure 23 - PC1 DHCP With helper address
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Physical Config Deskiop Programming Aftributes
e

Interface

FastEthernetl
IP Configuration

(® DHCP O static DHCP request successful.

IPv4 Address 1702201
Subnet Masgk 255.255.0.0
Default Gateway 170

DNS Server

Figure 24 - PC2 DHCP With helper address
The test shows that devices PC1 and PC2 on routers 2 and 3 are now configured dynamically.

Address exclusion configuration using Routerl as control device

Router>en

Routergconf t

Enter configuration commands,
Routerx (config) $§ip dhcp
Router (config)$ip dhcp
Router (config)gip dhecp
Router (config)$ip dhcp
Router (config)$
RCuter{:cnfzg)d

Good evidence of confi

line.
192.
102.
192.
170

one per
excluded-address
excluded-address
excluded-address
excluded-address

i

Good test with
errors cleared

Furition

Ctri+F6 to exit CLI focus Copy Paste

O Top

Figure 25 - Router 0 with address exclusion config

Test for excluded addresses

® pcp

Physical  Config  Desktop  Programming  Aftributes
RN T,

Fasittherneil

Interface

IP Configuration

@ DHeP O static DHCP request successful
Pvd Address
Subnet Mask

Default Gateway 192.168

DNS Server 19

Figure 26 - PCO successful test for excluded addresses
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Physical Config Desktop Programming Attributes

IP Configuration

Interface FastEthernet0 v

IP Configuration

(® DHCP O Static DHCP request successful
IPv4 Address

Subnet Mask 255.0.0.0

Default Gateway 102.0.0.254

DNS Server 102.0.0.254

11 NP S " -

Figure 27 - PC1 successful test for excluded addresses

¥ pc2 — (m] x

Physical Config Deskiop Programming Attributes
R el

Interface FastEthernet0 b
IP Configuration

(® DHCP O static DHCP request successful
IPv4 Address 170.220.11

Subnet Mask 255.255.0.0

Default Gateway 170.22.0.254

DNS Server 170.22.0.254

Good test showing the excluded
addresses. First 10 addresses are
excluded

Il P Fimasmbivem

Figure 28 — PC2 successful test for excluded addresses

The test proves that the excluded addresses form 1 to 10 in each LAN has been successful and this
means that addresses for specific controllers can be kept static and not be affected by the DHCP
dynamic addressing protocol.Good explanation

The final test to show the running configuration of the routers
Results of testing can be found in appendix  Good set of router reports showing all configurations

Evaluation
Using study into the layout of those activities, the task of using multiple routing methods and IP
classes might be conducted.

Static routing was investigated, in which each device and router must be manually setup via the
terminal. The RIP dynamic routing allowed many devices to be routed significantly faster, and the
router could be configured remotely as long as the router's IP address was known. Dynamic Host
Communication Protocol (DHCP) is more difficult to configure on the router, but once configured,
the connected devices do not need to be configured because an IP address is allocated to them
automatically. This type of routing also allows specific addresses to be omitted from the automatic

assignment of addr to devices. . . . .
sslgnmen esses CVICES- Good observation. This is because the RIP routing method allows alternative

routing paths to be selected automatically.




Element 2

Introduction

This element builds upon the knowledge and skills utilised during element 1 to create a new network

with CIDR/27, CIDR/30, VLAN, and ACL. Throughout this element, CIDR/28 will be utilised to gaina Requirements
better grasp of how CIDR works and how it is implemented in a larger network using RIP routing.  jdentified

Network design using CIDR/28 subnetting London

The network will be triangular, connecting three routers in Rome, Paris, and Londin. There will be six

different networks: three LAN networks and three WAN networks. The LAN networks are the

connections between routers and PCs, whereas the WAN networks are inter-router networks. Good point made

1 2
g Fa0 192.168.2.32 - net addresss 192.168.2.48 - net addresss
PC-FT 192 168.2.46 - gateway - 192.168.2 62 - gateway
PC1 Rome 192.168.2.78 - s00 80 192.168.2.93 - s00 )
FaOrz 192.168.2 94 -s01 192.168.2.108 - 501 Fa0 >C-PT
PL1 Paris
— Fa0/2 Fall0 gy, ® Se0nt Se0/0 o =

" g 4
Se0/0 seon U™ raon Faor1
- ey SW Fa0/2

WEHomm Router Ros outer Paris

8 & Sell 596
64 Ayt
e
=, &y A
FC-PT 25 PC-PT
PC2 Rome Pk o0 PC2 Parie
Fabi0

182.168.2.16 - net addresss
192.168.2.30 - gateway
Fa0/3 192 168.2.77 - =00
. 1921682 110 - s01

Excellent work. Port allocations and net
addresses are identified

[o— ] r A
PC-PT PC-PT
£ London PC2 London

Figure 29 - Network design using CIDR/28 subnetting
Networks subneting CIDR/28
LAN Networks 1,2 and 3
CIDR/28 London Network 3 Lan address 16 [192.168.2.16]

Subnet mask 1 1(1|1|0|0 | 0|0 255255255240 /28

0 |[0|0|0|0|0 0|0 |Notused

Net addr 16 0 0(0[1|0|0|0|1|Lowesthostaddri17




Net addr 16 0 0|0|1]|0|0|1]|0 | Nexthostaddri18

Default gateway 0 |[0(0|1|1|1 1|0 |Fastethernet0/0 addr30

Broadcast 0 0(0|1|1|1|1]|1)]|Broadcast3l




CIDR/28 Rome Network1 Lanaddress 32 [192.168.2.32]
Subnet mask 1 1 (1 (1|0 |0 |0 |0 |255.255.255.240 /28
0 0|0|0|0|0 0|0 | Notused
Net addr 32 0 0|1 |0 |0 |0 0|1 |Lowesthostaddr33
Net addr 32 0 01 |0 |0 |0 |1 |0 | Nexthostaddr 34
Default gateway 0 0|1 |0 |1 |11 |0 |Fastethernet(Q/0 addr 46
Broad cast 0 01|01 |1|1 /|1 |Broadcast4?
CIDR/28 Paris Network2 Lanaddress 48 [192.168.2.48]
Subnet mask 1 1(1(1|0|0|0|0| 255255255240 /28
0 0O|0|[0|0|0|0 |0 | Notused
Net addr 48 0 0(1[1|0|0|0 |1 | Lowesthostaddr49
Net addr 48 0 0|1|1]|0|0|1]0 | Nexthostaddr 50
Default gateway 0 0|1|1]|1|1]|1]O0 | Fastethernet0/0 addr62
Broadcast 0 O(1 1|1 |1|1]|1)]|Broadcast63
WAN Networks 4,5 and 6
London - Rome Network &6 Network address 64
London Router 0 1|/0(0|1|1]|0 /1| Serial0/0addr?77
Rome Router 0 1|/0(0|1|1]|1] 0| Serial0/1addr?78
Rome - Paris Network 4 Network address 80
Paris Router 0 10|11 |1]|0 |1 |Serial0/0addr93
Rome Router 0 1 (0 (1|1 |1]|1 |0 |Serial0/0addr94




Paris —London Network 5 Network address 96

Paris Router 0 1|10 |1 |1|0 |1 | Serial0/1addr109
London Router ] 1|1 (0|1 (1|1 |0 |Serial0/1addr110
‘ Good work here. Address schema is identified for /28
RIP Routing fied f

Rome (config) gconf t

%Invalid hex value

Rome (config) g¢router rip

Rome (config-router) $ver 2

Rome (config-router)$net 152 _1€8.
Rome (config-router) $net 152.1€82.
Rome (config-router)$net 1592.1€8.
Rome (config-router) $exit

Rome (config) $~2

Romeg

%SYS-5-CONFIG_I: Configured from console by console

.32
.E4
-80

Good evidence

[ S

Figure 30 - RIP Routing config for Rome

Routing Table for Router Rome n
[ Next )
‘ Type Network Port Hop P Metric
R 192.168.2.16/28 Serial0/0 192.168.2.77 12011
|c 182.168.2.32/128 FastEthernet0/0 — 0/0
|
:LE R 192.168.2.48/28 Seriald/ 192.168.2.93 1201
c 192.168.2.64/28 Seriald/0 .- 0/0
Se0
= 192.168.2.80/28 Serial0/1 — 0/0 T'_"
e
R 192.168.2.96/28 Serial0M 192.168.2.93 1201 2out
(;R 192.168.2.96/28 Serial0/0 192.168.2.77 1201 p
0¢
T T

Figure 31 - Routing table for rome




London (config) #router rip

London (config-router) gver 2

London (config-router) gnet 192.1€8.2.1¢€
London (config-router) §.1€8_2.

% Invalid input detected at '~' marker.

London (config-router) gnet 152.1€8.€4

% Invalid input detected at '“' marker.

London (config-router) f§net 192.1€8.2.€4

London (config-router) $net 152.1€8.2.5¢

London (config-router) gexitc

London (config) g

London (config) #end

Londong

£5YS-5-CONFIG_I: Configured from console by console

Figure 32 - RIP Routing config for London

-
Routing Table for Router London
-
Type Network Port Hr:T:x:P Metric
C 192.168.2.16/28 FastEthernet0/0 — 0/0
J R 192.168.2.32/28 Serial0/0 192.168.2.78 12011
] R 182.168.2.48/28 Serial0/1 192.168.2.109 120/1
1 c 192.168.2.64/28 Seriald/0 —_ 00
R 192.168.2.80/28 Serial0/1 192.168.2.109 12011
R 192.168.2.80/28 Seriald/0 192.168.2.78 1201
C 192.168.2.96/28 Serial0/1 —_ 0/0

Figure 33 - Routing table for London

Paris(config) §router rip

Paris (config-router) $router rip

Paris (config-router)$ver 2

Paris({config-router)fnet 192.1€8.2.48
Paris(config-router)$net 15952.1€8.2.5€
Paris(config-router)g$net 152.1€8.2.80

Paris (config-router) fexit

Paris (config)$~Z

Parisg

£SYS-5-CONFIG I: Configured from console by console

Figure 34 - RIP Routing config for Paris




Routing Table for Router Paris

— -
Next .
Type Network Port Hop IP Metric
R 192.168.2.16/28 Seriald/1 192.168.2.110 1201
I‘ R 192.168.2.32/28 Seriald/0 192.168.2.94 1201
i c 192.168.2.48/28 FastEthernetd/0 — 0/0 b
MR 192.168.2.64/28 Seriald/0 192.168.2.94 1201
ne
R 192.168.2.64/28 Seriald/1 192.168.2.110 1201
RIP tables are correct
c 192.168.2.60/28 Serial)/0 - 0/0
1(‘. 192.168.2.96/28 Seriald/1 —_ 0/0
Fi 35 - Routing tabl, Pati: .
igure outing table for Paris Heading needed here
PDU List Window n
Fire Last Status Source Destination Type Color Time(sec) Periodic Num Edt
@ Successful PC1 Rome PC1 Paris ICHP - 0.000 N U] (edit) |
<@ Successful PC1 Rome PC1 London ICMP . 0.000 N 1 (edit)
@ Successful PC1 London PC1 Paris ICMP . 0.000 N 2 (edit)
3 Successiul PCZ Rome PC2 Paris ICMP 0.000 N 3 (edit)
@ Successful PC2 Rome PC2 London ICMP - 0.000 N 4 (edit)
@ Successful PC2 London PC2 Paris ICMP l. 0.000 N 5 (edit)
< Good test results 3|

Figure 36 - Testing table for RIP routing (successful)




CIDR/27 and CIDR/30
CIDR/27 is used for LAN networks, which require fewer networks but typically have alarge number

of devices per network.

CIDR/27 Networks 1,2 and 3

Subnet mask

1

1

255.255.255.224

0

0

Not used

Net addr 32

Lowest host addr 33 Rome 1

Net addr 32

Next host addr 34 Rome 2

Net addr 32

Highest Router addr 62 Rome Router

Net addr 64

Lowest host addr 65 London 1

Net addr 64

Next host addr 66 London 2

Met addr 64

Highest Router addr 94 London Router

Net addr 96

Lowest host addr 97 Paris 1

Met addr 96

Mext host addr 98 Paris 2

Net addr 96

Highest Router addr 126 London Router

CIDR/30 Networks 4,5 and 6

Good address schema for /27

Subnet mask

1

1

255.255.255.252

0

0

Mot used

Net addr 4

Lowest interface addr 5 Rome serial 0/0

Net addr 4

Highest interface addr 6 Paris serial 0/0

Net addr 8

Lowest interface addr 9 Rome serial 0/1

Net addr 8

Highest interface addr 10 London serial 0/0

Net addr 12

Lowest interface addr 13 London serial 0/1

Net addr 12

Highest interface addr 14 Paris serial 0/1

Good address schema for /30




Romegen

Homegconf t

Enter configuration commands, one per line. End with CNTL/Z.
Rome (config) §router rip

Rome (config-router) $ver 2

Rome (config-router)fnet 152.1€8.
Rome (config-router) fnet 152.1€8.
Rome (config-router)fnet 152.1€8.
Rome (config-router) $~Z

Rome#

%SYS-5-CONFIG_I: Configured from console by console

[ S &
[ S
(8]

Figure 37 - Rome CIDR/27 and CIDR/30 CLI

London>en

Londonfconf t

Enter configuration commands, one per line. End with CNTL/Z.
London (config) #router rip

London (config-router) §ver 2

London (config-router) gnet 152.1€8.2.€4

London (config-router) gnet 152_1€8.2.8

London (config-zrouter) gnet 192.1€8.2.12 Good evidence for RIP routing for CIDR /27 and
London (config-router) §~2 /30
Londong

%SYS-5-CONFIG_I: Configured from console by console

Figure 38 — London CIDR/27 and CIDR/30 CLI

Paris>en

Parisgconf ¢

Enter configuration commands, one per line. End with CNTL/Z.
Paris (config) #router rip

Paris (config-router) §ver 2

Paris (config-router) $net 152_1€8.2
Paris (config-router)$net 1592.1€8.2_4
Paris(config-router)$net 192.1€8.2.1
Paris (config-router)$~2

Parisg

%SYS-5-CONFIG_I: Configured from conscle by console

Figure 39 — Paris CIDR/27 and CIDR/30 CLI




jars
r

Routing Table for Router Rome

! Type  Network Port H'i:x;, Metric
] c 192.168.2.4/30 Serial0/1 — 0/

C 152.168.2.8/30 Serial0/0 — 0/0

R 192.168.2.12/30 Serialo/1 192.168.26 1201

(o 192.168.2.32/27 FastEthernet0/0 — 0/0

R 192.168.2.64/27 Serial)/0 192.168.2.10 1201

R 192.168.2.96/27 Serial0f1 192.168.26 12001

v

Figure 40 - Routing Table for Router Rome
: Routing Table for Router London n
i Type  Network Port H’:z’?p Metric

R 192.168.2.4/30 Seriald/

R 192.168.2.4/20 Seriald/0 192.168.2.9

C 192.168.2.8/30 Seriald/0 —

c 192.168.2.12/30 Serial0/ —_

R 192.168.2.32/27 Seriald/0 192.168.2.9

(o 192.168.2.64/27 FastEthernetd/0 —

R 192.168.2.96/27 Serial0/

192.168.2.14 1201

1201

0/0

0/0

1201

0/0

192.168.2.14 1201

T —

Figure 41 - Routing Table for Router London




Routing Table for Router Paris

il
Next
Type Network Port Hop IP Metric
c 192.168.2.4/30 Serial0/0 —_ 0/0
R 1921682830 Serial0/1 192168213 1201 |
R 192.168.2.8/30 Serial0/0 192.168.2.5 1201
c 192.168.2.12/30 Serial0/1 - 0/0
R 192.168.2.32/27 Serial0/0 192.168.2.5 1201
Routing tables are correct
R 192.168.2.64/27 Serial0/1 192.168.2.13 1201
c 192168 2.96/27 FastEthernet0il — 0/0
S
Figure 42 - Routing Table for Router Paris
Heading needed
Fire Last Status Source Destination Type Color Time(sec) Periodic Nur
@ Successful PC2Lon... PC1 Paris ICMP . 0.000 N
[=3 Successful PC2 Paris PC1 London ICMP 0.000 N
=3 Successful PC2 Rome PC1 London icCMp . 0.000 N
[+ Successful PC2 Lon... PC1 Rome ICMP . 0.000 N
[+ Successful PC1 Rome PC2 Paris ICMP . 0.000 N
[=3 Successful PC1 Paris PC2 Rome ICMP . 0.000 N
Good set of results
< >
Figure 43 - Successful RIP routing test for CIDR/27 and CIDR/30
VLANS London Router/Switch for CIDR/27 sub netwaork
FastEthernet 0/0.1 1 1 (1|1 1|0 | Netaddr64 i/faddr94
FastEthernet 0/0.2 0 1 (1|1 |1 |0 | Netaddr128i/faddr 158 "
Additiongl address
PC1 London 1 0 |0 |0 |0 |1 |Netaddr64hostaddr65 identified|
PC2 London ] 0|0 (0|0 |1 | Netaddr128hostaddr129

Good address schema for Vian with Inter-Vian
routing gateways




Il T e ————— e

Londongshow ip int brie

e e mmmmmmm =2

[ Top

Figure 44 - London route ...

Interface Ib-Lddress OK? Method Status Protocol
FastEthernet0/0 unassigned YES manual up up

hernet0/0.2 192.168.2.94 YES manual up up

hernet0/0.3 192.1€8.2.158 YES manual up up

hernet0/1 unassigned YES NVBAM administratively down down
Seriald/0 192.1€8.2.10 YES manual up up
Seriald/1l 192.168.2.13 YES manual up up
London$

Good evidence

Ctrl+F6 to exit CLI focus Copy Paste
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London$show vlan

VIAN Hame Status Poxts
1 default active Fa0/l, Fal/4, Fal/5, Fal/é€
1 Fa0/7, Fad/8, Fad/s, Fal/1l0
[ Fa0/ll, FaO/l2, Fa0D/13, Fa0/l4
1 Fa0/15, FaO/l€, Fa0d/l7, Fa0/l8
Fa0/18, Fa0/20, FaO/2l, Fa0/22

s Fal/23, Fa0/24
1 2 vlian2 active Fao0/2
3 vlan3 active Fa0/3
4 1002 fddi-default active
1003 token-ring-default active GOOd ew‘dence
1004 fddinet-defauls active
d 10068 crnet-defaulc active
| VIAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
i 1 enet 100001 1500 - - = = o a (1]
! 2 enet 100002 is00 - = = = = 0 o
3 enet 100003 1500 - = = = = o 1]
1002 £ddi 101002 1500 - =% = = = Q L1}
1003 == 101003 is00 - = = = = o 1]
1004 fdnet 101004 1800 - = = iees - 1) L1}
1005 trmet 101005 1500 - - = ibm - 1) 1]
VLAN Type SAID MTUO Parent RingNo BridgeNo Stp BrdgMode Transl Transl

Primary Secondary Type Paorts

Londong

Londongconf t

Snter configuration commands, one per line. End with CNTL/Z.

London{config) $int £0/24
London (config-if)#switchport mode trunk

London (config-if)#
SLINEPROTC-5-UPDOWN: Line protocol on Interface FastEZthermet0/24, changed state to down

SLINEPROTO-5-UPDOWN: Line protocol om Interface FastEthernet(/24, changed state to up
~g

Londong

%5Y5-5-CONFIG_I: Configured from console by conscle

Londongshow interface trunk

Port Hode Encapsulation Status Hative wlan

Fal/24 on 802.1g crunking 1

Port Vlans allowed on trunk

Fa0/24 1-1005

Port Vlans allowed and active in management domain

Ctrl+F6 to exit CLI focus Copy
[ Top

Figure 45 - London switch vian config

Vlan running config can be seen in the appendix




Network utilizing vlan

The VLAN will be configured on the Paris router from network 2. The VLAN networking is created
and tested using CIDR/27 and CIDR/30. The premise of VLAN networking is to connect two distinct
networks to the same port of a router via a switch. First, PC1's IP address is changed to one of the
accessible networks in CIDR/27.

The new IP address is 198.169.2.96, with the default gateway 198.169.2.126.

1 2

192.188.2.32 - net addresss 152 1862 96 - net addresss

192168262 - gateway 182 168 2 126 - gatewsy

19216825 - 300 18216826 - 800

1921882 9 -501 1521662 14 - 301 i
4 [ %aitd
4 * Pana

G pe—
Senst

Seln

Rauter Paris sw Fanz

PCJ’;
Se0r PC1 Para
3
3
oy The Vian port allocation and
et trunk with gateways .94 and .158
is not included in this diagram.
Fal/z4
Fal Fali2 Loy
PCFT 02 . PCPT
PC1 Landan STnndan PC2 London
Figure 46 - Network with vian
Parisren
Parisgshow ip route
/ Codes: C - connected, § - static, I — IGRPF, R — RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, NI - OSPF NSSA external type 2

El - OSPF external type 1, EZ - OS5PF external type 2, E - EGP

i = 1I5-1I§, L1 - IS-15 level-l, L2 - 15-1S level-2, ia - I5-I5 inter area
* - gandidate defaulc, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

192.1€8.2.0/24 is wvariably subnetted, 7 subnets, 2 masks

c 152.1€8.2.4/30 is directly connected, Seriald/0
R 152.168.2.8/30 [120/1] wvia 152.168.2.13, 00:00:10, Seriald/1l
[120/1] via 152.1€8.2.5, 00:00:28, Serial0/0
C 152 1€8.2.12/30 is directly connected, Seriald/1
R 152.1€8.2.32/27 [120/1] wvia 192_1€8.2.5, 00:00:28, Serial0/0
R 152.168.2.64/27 [120/1] wvia 152.1€8.2.13, 00:00:10, SerialO/1
c 152.168.2.9€/27 is directly connected, FastEthernet0d/0
R 192.1€8.2.128/27 [120/1] via 192.1€8.2.13, 00:00:10, Serial0/1l
Pazistl v
- Ctrl+F& to exit CLI focus Copy Paste
[ op

Figure 47 - IP route as shown form Paris router




Ping tests to prove vlans circuits

¥ pC1 London = O X

Physical Config Desktop Programming Aftributes
e

ICommand Prompt

mmand Line 1

Ping statistc

P ets:
/A
Minimum = imum = l4ms, Average = llms
Figure 48 - Test from PC1 Paris host to London vlan 2 PC1 London
¥ pC1Rome = [m| X
Physical Config Desktop Programming Attributes
mmand Prompt
-
A

Figure 49 - Test from PC1 Rome to PC2 London Good test over Vlans.

London router running config can be seen in the appendix
Paris router running config can be seen in the appendix

Evaluation

The use of CIDR networks and VLANs have been demonstrated by creating and thoroughly testing
the networks to ensure that every portion and component functions as expected. The knowledge
gained will be utilised in the next element.




Element 3

VLAN implemented on a switch

The purpose of this element will be to implement a network component with hardware that allows a
terminal to configure and control an industrial device such as a PLC via a WAN network. The device's
connectivity and security will then be tested with the proper protocols.Good points

Network confiquration Terminal
IP - 192 168 265

Mask - 255 255 255 224
Gateway - 192 168 2%
VLAN 2

Network Terminal v.-i Cicso 2600 Router

26200 Trunk Gateways

LondenRouter | FOD2-121882%  Trunk gateways are
Siemens PLC Web Server FO0/0.3 - 192.168.2 158 .

P - 1921682130 configured

Mask - 255 255 265 224 Cisco 2950 Switch

=,
G"':“;“ -192168.2158 ooy F0/1 for Trunk Network
Siemens PLC

Excellent work here. Port allocation
A PLC Terminal and Vlan addresses are identfied

PC-PT IP - 192 168.2129
PLC Terminal Mask - 255 255 255 224
Gateway - 192 168 2 158
VLAN 3

Figure 50 - Network Topology

The hardware used for the physical testing are as follows
Laptop PC's x 2

Siemens PLC

Cisco 2600 router

Cisco 2950 switch

Figure 51 - Set - up for physical test
The Vlan configuration can be found in the appendix of the switch and the router

Once the switch and the router had been configured, the connections could tested using ping tests
via command prompts. Pinging from 192.168.2.65 to 192.168.2.130 and vice versa.




This should have a heading

ration

thernet adapter Local firea Connection:

Connection—specific DNS S
IF Address " e Bty

Defauit Gat euay isi:ies

\Docunents and Settings\Administratordping 192.168.2.138
ging 192.168.2.138 with 32 bytes of data:

s bytes-32 cime=Zms
: bytas-33 time<ima 11
-138: bytes=32 time<ims IT

for 192.168.2.138:
= véd = st = 1 B -
ailiseston S
ximun = lel. Average =

“Documents and Settings“Administrator:

Figure 52 - Ping test on physical system

Select Command Prompt

IPva

Subnet Mask . . .B ; '

Default Gateway . . . . . . . . . : 102 Network ping tests across Vlan from

\Users\Leila>ping 192.168.2.130 host

nging 192.168.2.130 with 32 bytes of «

oLy from 192.168.2.130: bytes=32 time
192.168.2.130: byte .! tlme':lm

1y from 192.168.2.130: byte
‘:_Eli’f from 192.168.2.130: bytes= 32 time= 1n|J TTL=30

168.2.138: il
igznecewed = 4, Lost = @ (&% loss),
n milli-seconds:
ms, Average = ims

bing statistics for
packets: Sent =

hpproximate round trip times ;
Minimum = @ms, Maximum =

|
a>ping 192.168.2.65
32 bytes of data:

users\Leil

gmg 192 .168.2.65 with

st timed out tes=32
g.2.65: b’tes-n by
32 time=1ms

=127
Fime=2ms TTE
ins TTL=127

192,16
TTL=127

65; by
from 192.168. 2. 1
Reply from 192.168,2.65¢ bytes

statistics for

ping
Figure 53 - Ping test on physical system

Firstly a new project was created and the web server was configured as shown below.

- ==
4 Properties [.I.Infu il Diagnostics
General | 10tags | System constants | Texts

Cycle - |~
Communication load Web server
System and clock memory

General
Genefal A
Automatic update [ 4 Activate web server on this module
User management - ) permit With HTTPS .
e delid peges e Good evidence
Advanced

Automatic update

User interface inguages

Figure 54 - PLC webserver Activation




\_ General i 10 tags || System constants Texts

* Web server sl o Aaerrat
v

General
Automatic update
User management
~ User-defined pages
User interface languages
Time of day
w Protection & Security
. Access level o

Files with dynamic content

Fragment DB Start number.

L]

Figure 55 - File extensions added for the program

Web DB number:

= | bt himl: js

333

e 334 ]

Good evidence of yerver files in PLC

Here, the file extensions are.html,.htm, and.js. Other file extensions that can be used are .json.

HTML- Hypertext Markup Language.

HTM - An acceptable abbreviated variant of HTML. Both extensions are permitted.

.js - JavaScript (e.g. jQuery, ajax)

.json - JavaScript extension library.

On PLC models less than 1500, the.js file is typically not recognised. As a result, the .js programme
can be incorporated in HTML or HTM files using .json.

Graphic extensions, such as.png and.gif, can also be inserted in ajax scripts. The LEDs are PNG

pictures.

The default tags for motor control and monitor were then created:

efault tag table
Name Data type
a Motor Speed PWM Word
< Mator RUN Bool
< Mator PYM output Bool

Figure 56 - Default tags for motor

The tags in the webdata [DB1] datablock were

<.

11 Motor_PWi Int

Figure 57 - webdata tags

|3 4 = web_ok Int

Figure 58 - webdata tags

The Motor drive PWM function is in the main part of the PLC program:

| Address
%QW1000
%I04
%Q1.1

then created:

Good explanation of program files




¥  Network 9:
HDB11
“CTRL_PWM_DE*
CTRL_PWMA
EN i
265 BUSY —iFzlse
*Local~Pulse_1" P sTaS S
Wo.4
“Matar RUN" ‘
—— F——— e Program blocks to drive DC motor from web browser
¥  Network 10:
MOVE
EN —
%QwWn 000 “webdata®
*Motor Speed 3 ouT) — Motor_PWM
BT —

Figure 59 - Motor PWM function

In the main function block add the web server as shown below.

WEB contrl vian » PLC_1 [CPU 1212C AC/DC/RlY] + Program blocks » Main [0B1]

Devices

+ ERlddss . cOEBEBr a2 HEftcaad 08 &7 6 5

~ _] WEB contrl vian [~
B Add new device ] A o7 = T
#h Devices & networks
~ (@ PLC_1 [CPU1212C ATIDU,
Y Device configuration
% Onfine & diagnostics >  MNetwork 1:
= g Program blocks .
B Add new block
A e
» gl System blocks waww
v [ Technology objects EN END
v laj External source files 333 —{CTRL_DRB RET_VAL|— #0k
* la PLCtags
5 showall tags . .
I Add rewing abi Good evidence of web server function

22 Nafault tan tahle 1181

~ Block title: “Main Program Sweep (Cyele)

block. This is the most important block
Figure 60 - main function block

The web server is now configured and is ready for web pages to be downloaded.

The index .html page with the http:// source for the Motor Switch.htm page was then downloaded
as shown below.




Lycie
Communication ... AUserFiles
System and clock ...

- Web server

General
Autematic up...
Usermanage...

al -

Figure 61 -

Once the page was ready, the web data blocks were generated to download the web pages on the

PLC server. Good point

The VLAN gateway ip address (router gateway) was set up in the PLC as shown below.

gateway net address set

Figure 62 - VLAN set-up

Testing the dynamics of the PLC web server over the VLAN Network.
Via the PLC webserver the speed of the motor was adjusted and the dynamics were observed to
check the connections of the network.

Firstly the DC motor was observed running with 20% PWM duty cycle selected and motor run status
on:

Figure 63 - 20%PWM speed




@ &l 222 [T

i Name Address Display format Monitor value
*Motor Speed -..[i2}[ %QwW1000 Hex [+] 1680014
*Motor RUN® %10.4 Bool [®] TRUE
“webdata® Motor... DEC+i- 20

Figure 64 - Watch Table

Good test evidence

Figure 65 - Motor running at 20%

The motor was observed changing speed as the speed was adjusted remotely from the web client.

Evaluation

This final part demonstrated that a simple HTML programme and two.png files may accurately  Good point
depict the conditions of a PLC. The element was created as a prototype with the PLC adjacent to the

PC, but in a real-life application, with some security in place, the PC and PLC might be on opposite

sides of the planet. That is the underlying notion of Industry 4.0, which is now being developed. In

theory, all equipment in Industry 4.0 can be connected and communicate with one another, offering

far more feedback from production and increasing the possibilities for self-diagnosis. What is more

essential is that all of that communication occurs across an Ethernet network, allowing it to be used

in a wider range of applications, as demonstrated in this part 3. Future PLC system development and

Java script implementation could enable the usage of complex web pages with capabilities

comparable to or greater than HMI screens. And, with proper security, it could be connected to the

global network and accessed and monitored from anywhere in the world. Good points made. The advantages of

Vlan could have been included.
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Appendix

Router O test

Router>en
Router#show run
Building configuration...

Current configuration : 1455 bytes
version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
hostname Router

ip dhep excluded-address 192.168.2.10
ip dhep excluded-address 102.0.0.1 102.0.0.10
ip dhep excluded-address 192.168.2.1 192.168.2.10
ip dhep excluded-address 170.22.0.1 170.22.0.10
ip dhep pool netl

network 192.168.2.0 255.255.255.0
default-router 192.168.2.254

dns-server 192.168.2.254

ip dhep pool net2

network 102.0.0.0 255.0.0.0
default-router 102.0.0.254

dns-server 102.0.0.254

ip dhep pool net3

network 170.22.0.0 255.255.0.0
default-router 170.22.0.254

dns-server 170.22.0.254

no ip cef

no ipvé6 cef

interface FastEthernet0/0

ip address 192.168.2.254 255.255.255.0
duplex auto

speed auto

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

interface Serial(/0

no ip address

clock rate 2000000

shutdown

interface Serial(/1

no ip address

clock rate 2000000

shutdown

interface Serial0/2




ip address 10.0.0.1 255.0.0.0
clock rate 2000000

interface Serial0/3

no ip address

clock rate 2000000
shutdown

router rip

version 2

network 10.0.0.0

network 102.0.0.0

network 170.22.0.0

network 192.168.2.0

ip classless

ip route 102.0.0.0 255.0.0.0 10.0.0.2
ip route 170.22.0.0 255.255.0.0 10.0.0.2
ip flow-export version 9

line con 0

line aux 0

line vty 0 4

login

end

Router 1 Test

Router>en
Router#tshow run
Building configuration...

Current configuration : 1012 bytes
version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
hostname Router

no ip cef

no ipv6 cef

interface FastEthernet0/0

ip address 102.0.0.254 255.0.0.0

ip helper-address 10.0.0.1

duplex auto

speed auto

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

interface Serial0/0

no ip address
clock rate 2000000




shutdown

interface Serial(/1

no ip address

clock rate 2000000
shutdown

interface Serial(/2

ip address 10.0.0.2 255.0.0.0
interface Serial(/3

ip address 11.0.0.1 255.0.0.0
clock rate 2000000

router rip

version 2

network 10.0.0.0

network 11.0.0.0

network 101.0.0.0

network 102.0.0.0

network 170.22.0.0

network 198.168.2.0

ip classless

ip route 170.22.0.0 255.255.0.0 11.0.0.2
ip route 192.168.2.0 255.255.255.0 10.0.0.1
ip flow-export version 9

line con 0

line aux 0

line vty 0 4

login

end

Router 2 test run

Router=en
Router#show run
Building configuration...

Current configuration : 948 bytes
version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption
hostname Router

no ip cef

no ipvé6 cef

interface FastEthernet0/0

ip address 170.22.0.254 255.255.0.0

ip helper-address 10.0.0.1

duplex auto

speed auto

interface FastEthernet0/1




no ip address

duplex auto

speed auto

shutdown

interface Serial0/0

no ip address

clock rate 2000000
shutdown

interface Serial0/1

no ip address

clock rate 2000000
shutdown

interface Serial(/2

ip address 11.0.0.2 255.0.0.0
interface Serial0/3

no ip address

clock rate 2000000
shutdown

router rip

version 2

network 11.0.0.0
network 102.0.0.0
network 170.22.0.0

ip classless

ip route 192.168.2.0 255.255.255.0 11.0.0.1
ip route 102.0.0.0 255.0.0.0 11.0.0.1
ip flow-export version 9
line con 0

line aux 0

line vty 0 4

login

end

London vlan switch running — config

London>en
London#show running-config
Building configuration...

Current configuration : 1141 bytes

version 12.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

hostname London

spanning-tree mode pvst

spanning-tree extend system-id

interface FastEthernet0/1




interface FastEthernet0/2
switchport access vlan 2
switchport mode access
interface FastEthernet0/3
switchport access vlan 3
switchport mode access
interface FastEthernet0/4
interface FastEthernet0/5
interface FastEthernet0/6
interface FastEthernet0/7
interface FastEthernet0/8
interface FastEthernet0/9
interface FastEthernet0/10
interface FastEthernet0/11
interface FastEthernet0/12
interface FastEthernet0/13
interface FastEthernet0/14
interface FastEthernet0/15
interface FastEthernet0/16
interface FastEthernet0/17
interface FastEthernet0/18
interface FastEthernet0/19
interface FastEthernet0/20
interface FastEthernet0/21
interface FastEthernet0/22
interface FastEthernet0/23
interface FastEthernet(/24
switchport mode trunk
interface Vlanl

no ip address

shutdown

line con 0

line vty 0 4

login

line vty 5 15

login

end

London router running-config

London>en
London#show running-config
Building configuration...

Current configuration : 859 bytes

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec




no service password-encryption
hostname London

no ip cef

no ipv6 cef

interface FastEthernet0/0

no ip address

duplex auto

speed auto

interface FastEthernet0/0.2
encapsulation dot1Q) 2

ip address 192.168.2.94 255.255.255.224
interface FastEthernet0/0.3
encapsulation dot1Q 3

ip address 192.168.2.158 255.255.255.224
interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

interface Serial0/0

ip address 192.168.2.10 255.255.255.252
interface Serial(/1

ip address 192.168.2.13 255.255.255.252
clock rate 2000000

router rip

version 2

network 192.168.2.0

ip classless

ip flow-export version 9

line con 0

line aux 0

line vty 0 4

login

end

Paris router running-config

Paris#show running-config
Building configuration...

Current configuration : 675 bytes

version 12.2

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

hostname Paris

no ip cef

no ipv6 cef




interface FastEthernet0/0

ip address 192.168.2.126 255.255.255.224
duplex auto

speed auto

interface FastEthernet0/1

no ip address

duplex auto

speed auto

shutdown

interface Serial0/0

ip address 192.168.2.6 255.255.255.252
interface Serial0/1

ip address 192.168.2.14 255.255.255.252
router rip

version 2

network 192.168.2.0

ip classless

ip flow-export version 9

line con 0

line aux 0

line vty 0 4

login

end

Element 3 Vlan config

Switch>enable

Switch#conf't
Switch(config)#vlan 2
Switch(config-vlan)#name vlan2
Switch(config-vlan)#exit
Switch(config)#vlan 3
Switch(config-vlan)#name vlan3
Switch(config-vlan)#exit
Switch(config)#"Z

Switch#show vlan

Good evidence of router reports

W T report on vian config////TTTITTTITTIGY

Switch#conf t
Switch(config)#int f0/2

Switch(config-if)y#switchport mode access




Switch(config-if)#switchport access vlan 3

Switch(config-if)#exit

Switch(config)#int f0/3
Switch(config-if)#switchport mode access
Switch(config-if)#switchport access vlan 3

Switch(config-if)#exit

Switch(config)#int f0/4 Good evidence of Vlan and Inter-Vian config

Switch(config-if)y#switchport mode access
Switch(config-ify#switchport access vlan 2
Switch(config-if)#exit

Switch(config)#"Z

Switch#

Switch#show vlan

M report shows vlans with port config////1111111H11111]
End of VLAN configuration

Inter VLAN routing

Switch config:

Switch#conf t

Switch(config)#int f0/1

Switch(config-if)#switchport mode trunk

Switch(config-if)#"Z

Switch#

Switch#show interface trunk Trunk comms channel is set

I report shows trunk config/////1111111]
M1 might have to show this again after router config/////////1/111/1/i/

Router config:




Router>enable

Router#conf t
Router(config)#int f0/0
Router(config-if)#no shutdown
Router(config-if)#exit
Router(config)#int f0/0
Router(config-if)#no ip address

Router(config-if)#exit

Router(config)#int f0/0.2

Inter-Vlan routing is set
Router(config-subif)#encapsulation dot1Q 2
Router(config-subif)#ip address 192.168.1.94 255.255.255.224
Router(config-subif)#no shutdown

Router(config-subif)#exit

Router(config)#int f0/0.3 Inter-Vlan routing is set
Router(config-subif)#encapsulation dot1Q 3
Router(config-subif)#ip address 192.168.1.158 255.255.255.224
Router(config-subif)#no shutdown

Router(config-subif)#exit

Router(config)#"Z

Router#tshow ip interfaces brie
M freport int status for 0/0.2 and £0/0.3//////1//1/111
Router#fshow run

Wi T ranning config for router//////11111111111




2119714

GRADEMARK REPORT

FINAL GRADE

GENERAL COMMENTS

/100

PAGE 1
PAGE 2
PAGE 3
Text Comment. Good detailed table of contents
PAGE 4
PAGE 5
Text Comment. Good extensive table of figures
PAGE 6
Text Comment. Good comparison diagram
Text Comment. Correct citation
PAGE 7

Text Comment.

Text Comment.

Text Comment.

covered.

OSI 7 layer model is identified

Good points included

Good points included, but the problem with broadcasting is not



Text Comment. Software ports are identfied and explained

PAGE 8
Text Comment. Good example
PAGE 9
PAGE 10
Text Comment. Diagram includes port allocation but no net addresses are included.
PAGE 11
Text Comment. Good evidence
PAGE 12
PAGE 13
PAGE 14
Text Comment. Static routing tables are correct
PAGE 15
Text Comment. This needs a heading
Text Comment. Good test results
PAGE 16
Text Comment. Good evidence
PAGE 17
PAGE 18
PAGE 19

Text Comment. RIP tables are correct

Text Comment. Heading needed

Text Comment. Good test results



PAGE 20

Text Comment.

Good evidence

PAGE 21
Text Comment. Errors are identified
PAGE 22
Text Comment. Good explanation
Text Comment. Good evidence
PAGE 23
Text Comment. Good evidence
PAGE 24
Text Comment. Good test with errors cleared
Text Comment. Good evidence of configuration
PAGE 25
Text Comment. Good test showing the excluded addresses. First 10 addresses are
excluded
Text Comment. Good explanation
Text Comment. Good set of router reports showing all configurations
Text Comment. Good observation. This is because the RIP routing method allows
alternative routing paths to be selected automatically.
PAGE 26

Text Comment.

Text Comment.

Text Comment.

Requirements identified

London

Good point made



Text Comment

. Excellent work. Port allocations and net addresses are identified

PAGE 27
PAGE 28
PAGE 29
Text Comment. Good work here. Address schema is identified for /28
Text Comment. Good evidence
PAGE 30
PAGE 31
Text Comment. RIP tables are correct
Text Comment. Heading needed here
Text Comment. Good test results
PAGE 32
Text Comment. Good address schema for /27
Text Comment. Good address schema for /30
PAGE 33
Text Comment. Good evidence for RIP routing for CIDR /27 and /30
PAGE 34
PAGE 35

Text Comment.

Text Comment.

Text Comment.

Text Comment.

Routing tables are correct

Heading needed

Good set of results

Additional address identified



Text Comment.

Good address schema for Vlan with Inter-Vlan routing gateways

PAGE 36
Text Comment. Good evidence
PAGE 37
Text Comment. Good evidence
PAGE 38
Text Comment. The Vian port allocation and trunk with gateways .94 and .158 is not
included in this diagram.
PAGE 39
Text Comment. Good test over Vlans.
PAGE 40
Text Comment. Good points
Text Comment. Trunk gateways are configured
Text Comment. Excellent work here. Port allocation and Vlan addresses are identfied
Text Comment. Good prac setup image
PAGE 41
Text Comment. This should have a heading
Text Comment. Network ping tests across Vlan from host
Text Comment. Good evidence
PAGE 42

Text Comment.

Text Comment.

Good evidence of server files in PLC

Good explanation of program files



PAGE 43

Text Comment. Program blocks to drive DC motor from web browser

Text Comment. Good evidence of web server function block. This is the most important

block
PAGE 44
Text Comment. Good point
Text Comment. Good evidence of Vlan gateway net address set on PLC
PAGE 45
Text Comment. Good test evidence
Text Comment. Good point
Text Comment. Good points made. The advantages of Vlan could have been included.
PAGE 46
Text Comment. Limited sources used
PAGE 47
PAGE 48
PAGE 49
PAGE 50
PAGE 51
PAGE 52
PAGE 53
Text Comment. Good evidence of router reports
PAGE 54

Text Comment. Good evidence of Vlan and Inter-Vlan config



Text Comment. Trunk comms channel is set

PAGE 55

Text Comment. Inter-Vian routing is set

Text Comment. Inter-Vlan routing is set

GRADING FORM: CSG-RUBIC

IWAN GRIFFITHS

RESEARCH-INFORMED LITERATURE

[

y" Research includes good points relevant to
requirements. Problem with broadcast is not
covered.

Encapsulation is not included.
Limited ref sources.

KNOWLEDGE AND UNDERSTANDING

4/10

(

y‘ E1. Diagram of networks does not include net

addresses. Headings missing to identify content.

There is evidence of configuration for static and
dynamic functions.

Explanations of dynamic functions are good and
demonstrate a good understanding. 6/10

E2. Headings missing in some parts with testing.

Good set of reslts with /28 and evidence.

19/30




Vlan port allocation and gateways not included in
schematic diagram.

Evaluation does not cover the significant points.
Vlan test methods are good. 6.5/10

E3. Vlan diagram includes all the details with good
evidence included.

Prac is explained with good points made.

Good test methods used.

Evaluaton ha good points. 6.5/10

ANALYSIS

[

y" E1. test evidence is included and explained. The 1 7/25
tests are successful and in a good order. Evaluation
has good points. 3.5/5
E2. The test results prove the operation of the
network for all CIDR arrangements. The VLAN is
developed from the final CIDR design and tests
prove the configuration. Headings missing to
identify content.

Limite evaluation. 6.5/10

E3. Practical VLAN test evidence is provided and
indicate the correct functioning of the network.
The PLC functions are tested but with no evidence
directly from the PLC for browser matching. A
reasonable evaluation. 7/10

PRACTICAL APPLICATION AND DEP.

[

y‘ E1 - Implementation has been carried out,
however address schema table evidence is 1 3/20

missing. Testing procedure tested every device in
every direction and proved successful. 3/5
E2 - Implementations for CIDR are successful.



Network was further developed for VLAN
configuration. 3/5

E3 - The practical network has been successfully
implemented and tested. The PLC router test
evidence is included. 7/10

SKILLS FOR PROFESSIONAL PRAC.

[

y"’ Report is in good order with good content. Some 1 1 /1 5
headings missing which do not spoil the report.
Good use of appendix.



