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[bookmark: _Toc66349599]Introduction

Following on from Worksheet 1 where 4 virtual machines were created, 2 servers and 2 clients this report follows Worksheet 2 where roles are assigned to Server 1, Active Directory is installed and configured with computers, users and groups. The report identifies various domain roles such as DNS, DHCP etc and the advantages these roles provide when managing objects. Finally, the report research’s access control using best practices approaches such as RBACs and also recommendations suggested by Microsoft on AGDLP and AGUDLP using nested groups to manage permissions to resource.



1. [bookmark: _Toc66349600]Task 1 – Active Directory pre-requisite

1.1. [bookmark: _Toc66349601]Task 1 a – Confirming details

As per worksheet 1, Virtual Server 1 running Windows 2019 Data Centre with desktop experience already has the statically configured with an IP addresses, no DNS (Domain Name Service) and firewall turned off. Evidence shown in figure 1 and 2 below.
[image: ]
Figure 1 – Windows Server 2019 – Server 1 IP addressing
[image: ]
Figure 2 – Windows Server 2019 Firewall Settings
1.2. [bookmark: _Toc66349602]Task 1 b – Renaming Server

Before enabling active directory services along with DNS the name of the device is important.
The device is named as per the task specification as evidenced in figure 3. Server1 has now been renamed to DC1-NWT.
[image: ]
Figure 3 – Server 1 system properties

2. [bookmark: _Toc66349603]Task 2 – Active Directory

Enabling Active Directory is a simple task as the Operating system offers an option led interface. At the start of the wizard a pre-requisite screen is displayed. Below are the recommended pre-requisites.
· The Administrator account has a strong password
· Network settings, such as static IP addresses are configured
· The most current security updates from Windows Update are installed.
From the above pre-requisites above 1 and 2 have been configured however 3 hasn’t been. When virtual box was configured, the network interface option ‘Internal Network’ was configured. This option sandboxes the virtual machine from the host system and therefor the virtual machine has no access to the internet to download any critical security updates. 
Following the on-screen prompts to install Active Directory Domain services and then promoting the Server to the role of Domain Controller take a few minutes before the virtual machine restarts itself.
[image: ]
Figure 4 – Successful Installation of Active Directory

[image: ]
Figure 5 – Evidence of DC1-NWT identified as the Domain Controller
Active Directory has a list of folders or containers. Each container has a purpose. The Domain Controller container holds the Domain Controller Servers. In this instance DC1-NWT is stored here.

3. [bookmark: _Toc66349604]Task 3 – Creating User objects

Active Directory allows the creation of users which will then be able to access their resources on any domain connected computer. By default, all users are stored in the Users container.

3.1. [bookmark: _Toc66349605]Creating a new user

Microsoft provide a minimum password complexity document which provides useful information when creating user accounts [1].
The Domain Administrator account password was set to N3tW0rk1
[image: ]
Figure 6 – Domain Admins Group

A fail-safe domain administrator account is created and added to the domain admins groups. 
Name – Peter Evans
Username – NWT-PE
Password – P@ssw0rd

A standard user was created – 
Name - Micky Mouse
Username – NWT-MM
Password – P@ssw0rd

Both accounts are stored with the Users container.
4. [bookmark: _Toc66349606]Task 4 – Object attributes

A user account, groups, computer and server are all objects within an Active Directory. Figure 7 displays the object Domain Users which is a group. The user objects within this group are assigned domain user permissions which has limited permissions within the domain. The user Mickey Mouse that was created earlier is a member of this group as per figure 7 below.

[image: ]
Figure 7 – Standard user account, Domain User.




[image: ]
Figure 8 – Logon restrictions
Active Directory allows the administrator to create polices which standardises user or computer configuration. It also offers individual configuration such as an option to limit the hours/days in which a user is able to log into domain connected computers. Figure 8 shows the configuration which the blue boxes displaying permitted logon hours and white boxes displaying denied logon hours.
[image: ]
Figure 9 – User cannot change password


5. [bookmark: _Toc66349607]Task 5 – Adjoining the Domain and Testing Login

5.1. [bookmark: _Toc66349608]Joining a Computer to the Domain

Active Directory figure 10 below confirms there are no Computers currently joined to the Domain, the computers container is empty.
[image: ]
Figure 10 – Empty Computers Container in Domain – nwtraders.

5.2. [bookmark: _Toc66349609]Client Computer

Client 1 – WS1-NWT object is created in Active Directory under the computers folder.
The Windows 10 Client 1 virtual machine is renamed to WS1-NWT to match the Computer that was created on Active Directory.
The DNS settings on the PrivateNet1 adapter were set to 192.168.100.1 which is the address of Windows Server 1 – DC1-NWT. DNS services were installed in the previous Worksheet.
Using Advanced system settings on WS1-NWT the domain name was entered which then prompted for a Domain Administrator to authorise the host to join the domain. WS1-NWT was successfully joined shown in Figure 11 below.
[image: ]
Figure 11 – Client 1 (WS1-NWT) Successfully connected to Domain nwtraders.msft

Using a non-administrative domain account – Micky Mouse was used to verify that the user was able to log onto WS1-NWT Client 1 PC. Figure 12 below displays the successful login.
[image: ]
Figure 12 – Non-Administrator account logged into WS1-NWT client 1 PC.
Logging into Windows Server 1 – DC1-NWT using a non-administrative account was blocked as evidenced in Figure 13
[image: ]
Figure 13 – Non Administrator account blocked from logging into DC1-NWT.

6. [bookmark: _Toc66349610]Task 6 – Obervational Tasks

6.1. [bookmark: _Toc66349611]DNS.
DNS or Domain Name System can be compared to the phonebook of the Internet/Network. People tend to remember names rather than strings of numbers such as a phone number or IP address [2]. DNS is a database of domain names with corresponding IP addresses. 
When a user enters a URL such as www.google.com into a web browser the device will use a DNS query to resolve its IP address. The process of the query involves 4 stages which Shue, Kalafut [3] categorise them as, resolver, root server, TLD server and authorative server.
DNS Recursor – The Recursor is the middleman of DNS. The initial query or requests gets sent to the Recursor. If the Recursor doesn’t hold the information of domain name with associated IP address (cached) it will forward the request also called a forward lookup to a Root Nameserver.
Root Nameserver – The root nameservers are controlled by ICANN [4] and contain globally well-known IP addresses which in turn at the highest level are managed by IANA and distributed in blocks to regions around the world [4]. There are 13 root name servers which hold records for the root zone. The root zone is “.” After the .com. in domain names i.e. www.google.com. However the “.” Is generally implied rather than explicit which isn’t always included by users. The Root nameserver can’t resolve the full domain name i.e. www.google.com , however it knows a nameserver that knows about .com and therefore forwards the query to that name server which is called a TLD nameserver.
TLD Nameserver – The top-level domain servers for .com can’t resolve the full query of www.google.com but it knows of a server which has a record for google.com. It therefore forwards the request to this name server or next level domain server. There are 1058 TLD nameserver globally.
The next level domain server finally has a record of the associated IP address to google.com. A domain registrar holds and maintains the records for google.com and can resolve the address www.google.com to an IP address.
Authoritive Nameserver – the final stage in resolving a domain name. The authoritive server is responsible for marking the query as authoritive which responds to the original query and validating it as complete. The information is then sent back to the originating recursive name server where it replies to the host which initiated the DNS query. Figure 14 shows the steps to resolve a query.
[image: How does a DNS query work? | Total Uptime®]
Figure 14 – DNS Resolving steps
Figure 15 below displays a wireshark tcp capture of a DNS query. No 1 – 4 show the source host 192.168.15.214 sending a query to 50.207.245.2 which is a DNS server for Comcast cable communication. No 5 – 8 show the response from the Comcast DNS server. From this capture we see that the misconception of a single DNS query for a single webpage is false, the initial query is for 4 names to be resolved however this continues a number of times to resolve the most basic of web pages.  
[image: ]
Figure 15 – WireShark TCP dump of a DNS query. 
The above process describes a forward DNS lookup, i.e. a query for an IP outside of the local network. If a host needs to resolve a local device to an IP then the process is called a reverse lookup.
Reverse Lookups – DNS also allows devices on the local network to resolve names to local IPs. For Windows devices in a domain environment the reverse lookup zone is created on the DNS server which then registers the Netbios name of the local hosts to an IP address. 
Netbios is the name of the device which is imbedded within the TCP\IP Packet, this allows communication outside of its sub network using UDP and TCP protocols. A netbios registration takes place on a Windows device at start up to ensure it is unique on the network. Netbios was developed by Sytek Corp in the 1980s with the help of IBM and later adopted by Microsoft as their standard [5].
6.1.1. [bookmark: _Toc66349612]DNS Conclusion
DNS is crucial to the Internet, without each component easy to remember names wouldn’t be resolvable to IP addresses. DNS is also crucial to internal networks and Active Directory Services. Active Directory uses netbios names and without an internal DNS server any internal hosts would be unable to resolve the netbios names to IP addresses. This becomes even more important with sub networks where reverse lookup zones are required for hosts to resolve names across internal sub networks. 

6.2. [bookmark: _Toc66349613]Critical Roles

Windows Server OS offers several Roles and Features for an enterprise environment. Along with Active Directory, two other roles are DHCP and Print and Document Services.
[bookmark: _Toc66349614]6.2.1. DHCP

DHCP is dynamic host configuration protocol which is an optional networking server included with Windows Server based on the client/server principle. The service is used to manage and lease IP addresses to devices connect to the network. 
Once configured the DHCP server holds a pool of IP addresses which devices connected to the network can request. If a device is removed from the network and the lease time expires the IP is returned to the pool. 
DHCP relies on queries and responses. When a client is joined to the network it will send a broadcast packet out known as a DHCP DISCOVER. A DHCP server receives the message and responds directly to the host with an offer message containing a pool IP known as a DHCP OFFER. The host responds accepting the offer and finally the DHCP server acknowledges that the host has accepted the offer known as DHCP ACK. The IP database is updated with information such as the hostname and mac address [6].
[image: DHCP server Archives - Fiber Optic Equipment Solutions]
Figure 16 – DHCP assigning procedure

Benefits of using a DHCP server.
Centrally managed IP addressing, rather than assigning static address to each network device and having to memorise and recall what device has what address. DHCP offers a central pane of glass to manage IP addressing for the network or a large number of subnetworks. 
Define DHCP options from central location, assigning the default gateway, DNS servers, NTP servers boot options etc are done in one place and propagated to any device connected with an IP assigned from the DHCP server.

[bookmark: _Toc66349615]6.2.2. Print and Document Services.

Print and Document Services offers a central location to manage network attached printers. This service allows the domain administrator to install network printers onto a single server then share that printer to multiple hosts [7].
Benefits this provides to an enterprise is similar to AD and DHCP. 
It provides a central location to mange all network printers from installation to changes and maintenance.
Using Group policy preferences allows the administrator to remotely push printers to domain connected devices. 
Using a group policy will allow administrators to manage access using active directory groups. For example, providing users in a single department to access only their department printer.
Monitoring and maintenance, notifications can be configured to alert administrators when toner is low, paper jam or other maintenance is required.
Along with the print services mentioned above the same role/feature offers a similar service to centralise scanning documents via a network scanner. 
[bookmark: _Toc66349616]6.2.3. Conclusion
These roles and features offered by Windows Server OS is an additional tool in the network/enterprise administrator to simplify and manage systems remotely while offering easy expansion while maintaining control. 
[bookmark: _Toc66349617]6.3. Access Levels

Administrators of a Domain environment implement certain server features and roles to help them in managing an estate of users and devices. Accessing or changing certain features or a high privilege account in the wrong hands could be disastrous to all objects in a domain. If an administrator account was compromised, they would have access to all objects, this is why Microsoft among other vendors suggest the least-privilege administrative model [8]. This is often referred to as RBAC – Role-Based access control.
Microsoft’s guide to implementing least-privilege accounts describes different roles. They categorise the roles as Enterprise Admin, Domain Admins and Basic Administrators running from highest administrative privileges to lowest [9]. However, the roles can be further broken down into roles, for example a domain admin may not be required to manage DHCP or DNS or folder and file shares. When installing the DHCP feature in Windows it automatically creates a DHCP Administrator and DHCP user group with default permissions for DHCP management.
[image: ] 
Figure 17 – DHCP ACL list for Active Directory.
The importance of the least privilege model provides security. As mentioned, a threat actor that has access to an account with the highest level of privilege would give that person full access to the domain environment. Therefore, the recommended approach of creating roles and only adding an account to that role to carry out the task and once complete the account should then be removed limits the exposure. This does pose an issue as Ma, Li, Lu et al [10] discovered in their research. They found that enforcing and managing a least privilege model in a large enterprise environment was difficult, often administrators would add them selves to various groups to elevate their privileges but never remove themselves. 

[bookmark: _Toc66349618]6.4. AGDLP AGUDLP

AGDLP and AGUDLP stand for Account, Global, Domain, Local, Permissions. The U in AGULP adds the Universal security group.
These 2 acronyms are used to manage user permissions or role-based access controls in a domain environment. User accounts are always changing, rather than managing permissions based on each user for various resources, groups are created. Adding and removing users from groups is more manageable. The permissions are stored centrally in a database which simplifies group membership and control.
There are 3 types of domain security groups, Global security groups and Domain local security groups and universal groups. Global security groups are used to group functions or roles within a domain, for example a domain administrator or DHCP administrators’ group would be classed as a global security group. The global groups are only relevant to the domain it is in and can only contain users or computer objects from its own domain, think of it as a group for accounts. A domain local security group can contain universal, global, and local groups from its own domain only as well as users and computer objects, think of it as a resource group to set permissions. Finally, universal groups can contain users, computers, and groups from any domain in its forest, permissions will span all domains. 
With the basics above in mind AGDLP can be used to nest different groups within other groups to span all domains in a forest.  Figure 18 below is a demonstration of how the nest groups across domains could work. 
User A is a member of Global Group A – Could be Department A
User B is a member of Global Group B – Could be Department B
Domain Local Group – gives access to a share called Department A & B.
Universal group allows permissions to be shared across domains in the same forest.
[image: ]
Figure 18 – Domain Security Groups
The AGDLP and AGUDLP models are a guide for best practises when it comes to nested groups within an Active directory without compromising security. Figure 18 shows the users are a member of a global security group which in turn is a member of a domain local security groups. The domain local group is used to provide the permissions to the resource. The benefits of the Universal group is twofold, security and ease of management. Without a Universal group, users on Domain Z wouldn’t be able to access resources on Domain Y without their user account existing in both Domains and vice versa. The universal group over comes this limitation presenting the resource permissions to all domains within a forest.
The benefit of global and domain local security groups provides ease of management. Rather than amending permission of resources every time a user is created or deleted, the permissions are set once on a group which the users can be added and removed from. This relates to any resources such as file shares, privileges, access to domain roles such are administrators, remote users etc.
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No. Time Source. Destination Protocol _ Length Info.

1 0.000000 192.168.15.214 50.207.245.2 NS 74 Standard query @x06e8 A www.google. con

! 2 0.000215 192.168.15.214 50.207.245.2 NS 75 Standard query @x75b6 A apis.google.com

| 3 0.000350 192.168.15.214 50.207.245.2 NS 77 Standard query @xbeb5 A fonts.gstatic.com

| 4 0.000506 192.168.15.214 50.207.245.2 NS 85 Standard query @x307e A 1h3.googleusercontent. com

L 5 e.o17612 50.207.245.2 192.168.15.214 NS 90 Standard query response @x06e8 A www.google.com A 172.21]
6 0.018437 50.207.245.2 192.168.15.214 NS 112 Standard query response 0x75b6 A apis.google.com CNAME p
7 0.018874 50.207.245.2 192.168.15.214 NS 129 Standard query response OxbebS A fonts.gstatic.com CNAME
8 0.019351 50.207.245.2 192.168.15.214 NS 130 Standard query response 0x307e A h3.googleusercontent. c¢
9 0.022606 192.168.15.214 50.207.245.2 NS 84 Standard query @xde3a A notifications.google.com
10 0.022750 192.168.15.214 50.207.245.2 NS 74 Standard query @xb6c2 A ogs.google. com
11 0.022808 192.168.15.214 50.207.245.2 NS 75 Standard query @x96a2 A ssl.gstatic.com
12 0.041762 50.207.245.2 192.168.15.214 NS 121 Standard query response Oxde3a A notifications.google.cor

» Frame 1: 74 bytes on wire (502 bits), 74 bytes captured (592 bits) on interface 0 (outbound)

» Ethernet II, Src: Apple_51:2b:31 (7 51:2b:31), Dst: Claviste_1: 4 (40:84:93:13:d2:c4)

» Internet Protocol Version 4, Src: 192.168.15.214, Dst: 50.207.245.2

» User Datagram Protocol, Src Port: 43715, Dst Port: 53

» Domain Name System (query)

0000 40 84 93 13 d2 c4 78 4 43 51 2b 3:
0010 @0 3c 70 4a 00 00 40 11 12 17 cO af
0020 5 02 aa c3 00 35 00 28 C6 C5 06 ef
0030 @0 00 00 @0 00 00 03 77 77 77 06 6
0040 65 03 63 6T 6d 00 00 01 00 01
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wmand Prompt

Microsoft Windows [Version 16.6.17763.737]
(c) 2018 Microsoft Corporation. All rights reserved.

:\Users\Adminjgtrator>ipconfig

windows TP Configuration

Ethernet adapter PublicNet:

Connection-specific DNS Suffix
Link-local IPv6 Address . Feg
1Pv4 Address. S ... .. :192.168.1.100
Subnet Mask . . . . . . . ....: 255.255.255.6
Default Gateway .

Ethernet adapter PrivateNet1:

Connection-specific DNS Suffix

Link-local IPv6 Address . . . . . : fe8e::3dic:7bd3:ecee:534b%10
1Pv4 Address. R 192.168.160.1

Subnet Mask . 255.255.255.6

Default Gateway .

:\Users\Administrator>





