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ABSTRACT
This report discusses the implementation of Routing within a virtual network. An FTP Server was configured, and a demonstration of ftp filer transfers were undertaken. In addition, an isolated network was configured to route data through different networks to simulate how the internet works and IP Packet filtering services were deployed.
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INTRODUCTION
Students were given a set of tasks to complete in which to utilize routing tables and Address Resolution Protocol (ARP) within a network environment. They were also tasked with deploying an FTP server, installing, and configuring routing and remote access services. In addition, the students were also tasked with implementing IP Packet filtering for security purposes within the network.  This report discusses the implementation of these tasks.
A. [bookmark: _Toc71273330]IMPLEMENTATION
The Implementation of the required tasks are described below:
A. [bookmark: _Toc71273331]Task 1 – Utilising ARP and Routing Tables
The current simulated network consists of two separate local area networks which are isolated from each other. Server1 and Client1 are connected to each other on the IP address 192.168.100.X and Server2 and Client2 are connected to each other on the IP address 192.168.101.X, Server1 and Server2 also connect to each other through the IP Address of 192.168.1.X. To demonstrate the logical IP addresses connected to the network interfaces, the ARP -A command was entered into the command line on Server1 which can be seen in Fig 1 [1]. The information displayed shows both the network of which Server1 and Server2 are connected on, and the network of Server1 and Client1 and the IP addresses used on this network. This command will also display the physical (MAC) addresses of the devices [2].  To verify which networks the host system is connected to, the route print command has been used to display routing table information of the current system which can be seen in Fig 2. The routing table displays the subnet mask applied to each network, the default gateway of each network, the interface which the network uses and the metric or cost to reach the destination.
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[bookmark: _Toc71273306]Figure 1 - ARP command.
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[bookmark: _Toc71273307]Figure 2 - Routing table.
B. [bookmark: _Toc71273332]Task 2 – Deploy core services (FTP Server)
Using Server2 of the network, it was required to implement an FTP Server [3]. To do this, the destination server required the Web Server Role to be enabled via the Server Manager application which can be seen in Fig 3. For the Web Server to act as an FTP Server the FTP Services were required to be installed which can be seen in Fig 4. On completion of the installation of the FTP Server, a new user account was created which was authorised to FTP to the Server which can be seen in Fig 5. When an authorised user was added, an FTP Site needed to be configured using the IIS Services which can be seen in Fig 6. The FTP Site was configured to allow access to the specific user created for the demonstration. To ensure the user had connected to the correct server a welcome banner was implemented which can be seen in Fig 7. For the server to allow connections to the FTP server, the user must be added to the security permissions of the ftp folder which can be seen in Fig 8. To verify that the FTP Server was correctly configured, an administrator account was logged into on Client2 system. Using this system, a folder was created with a text file called ftpfile2upload.txt. The FTP server was connected to through command prompt through the IP address of Server2 (192.168.101.1) and the credentials of the user created prior were used to connect which can be seen in Fig 9. When connected the file which was created was uploaded to the FTP Server. To verify that the file had been uploaded to Server2, the ftp folder was accessed, and the file was located which can be seen in Fig 10.
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[bookmark: _Toc71273308]Figure 3 - Web Server Role.
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[bookmark: _Toc71273309]Figure 4 – FTP Role Configuration.
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[bookmark: _Toc71273310]Figure 5 - FTP user creation
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[bookmark: _Toc71273311]Figure 6 - FTP Site configuration
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[bookmark: _Toc71273312]Figure 7 - FTP Banner configuration
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[bookmark: _Toc71273313]Figure 8 - FTP folder security permissions configuration
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[bookmark: _Toc71273314]Figure 9 - FTP Connection
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[bookmark: _Toc71273315]Figure 10 - FTP Server file upload verification
C. [bookmark: _Toc71273333]Task 3 – Install and configure routing and remote access service
The current network comprised of two isolated networks, where both servers were connected via a PublicNet network adapter, however neither client of either server were able to communicate with each other. To implement a connection between Client1 and Client2, routing protocols would need to be configured via the Windows Server Routing service software. The Routing and Remote Access service will enable communications between the networks [4].  To demonstrate this, the Remote Access service was chosen on Server1 which can be seen in Fig 11. The Remote Access services chosen to be installed were the Direct Access and VPN service and the Routing service which can be seen in Fig 12. Through the Routing and Remote Access console window, the Routing and remote access service was configured to enable LAN Routing which can be seen in Fig 13. Once the installation was completed, the server displayed that Routing and Remote Access has been configured which can be seen in Fig 14. As this service is now configured, specific protocols need to be enabled to allow the networks to communicate with other networks. A new Routing Protocol was created using RIP V2 which can be seen in Fig 15 [5]. Within this new protocol, Both Interfaces, of PrivateNet1 and PublicNet were added to Server1. The same steps were taken with Server2, however the interfaces implemented were PrivateNet2 and PublicNet which can be seen in Fig 16. To verify that the routing protocols were configured correctly, and network interfaces were able to communicate with each other Server1 was used to PING Server2 which was successful, this can be seen in Fig 17. Server2 was used to Ping Server 1 which was also successful, and this can be seen in Fig 18. For final verification, Client2 was used to ping Client1 on its PrivateNet1 IP address of 192.168.100.2. The ping command proved to also be successful which can be seen in Fig 19.
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[bookmark: _Toc71273316]Figure 11 - Remote access setup.
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[bookmark: _Toc71273317]Figure 12 - Role Services.
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[bookmark: _Toc71273318]Figure 13 - Configuration of routing and remote access server.
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[bookmark: _Toc71273319]Figure 14 - Configuration complete.
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[bookmark: _Toc71273320]Figure 15 - RIP Protocol Creation.
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[bookmark: _Toc71273321]Figure 16 - Server2 RIP Routing Configuration.
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[bookmark: _Toc71273322]Figure 17 - Ping from Server1 to Server2.
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[bookmark: _Toc71273323]Figure 18 - Ping from Server2 to Server1.
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[bookmark: _Toc71273324]Figure 19 - Ping from Client2 to Client1.
D. [bookmark: _Toc71273334]Task 4 – IP Packet Filtering
IP Packet filtering provides a basic defence service against malicious attacks on networks. Packet filtering software enables the restriction of the flow of data packets through the utilisation of protocols and analysis of their destination ports. There are two key concepts of Packet filtering which are know as Inbound filters, and outbound filters. Inbound filters deal with data packets which are sent to the router. Outbound filters deal with data packets which are leaving the router.

1) Inbound packet filter demonstration.
To demonstrate inbound packet filtering the Routing and Remote access console was used to enable IP Routing software which can be seen in Fig 20.  A new Inbound filter was configured to restrict packets from a specific IP Address, in this case our Client1 system from the IP Address 192.168.100.1 which can be seen in Fig 21. To verify if the inbound filter was correctly configured, Client1 command prompt was used to ping Server1 however, the request timed out, when the inbound filter had been applied which can be seen in Fig 22.
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[bookmark: _Toc71273325]Figure 20 - Routing and Remote Access console.
[image: A picture containing text, screenshot, indoor

Description automatically generated]
[bookmark: _Toc71273326]Figure 21 - Add Inbound Packet Filter.
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[bookmark: _Toc71273327]Figure 22 - Successful inbound packet filter test.

2) Outbound packet filter demonstration.
To demonstrate outbound packet filtering, the Routing and Remote access console was utilized to enable an Outbound packet filter on the Server1 Network to restrict data from being sent to Server2. A new outbound filter was configured from the IP Address of 192.168.1.101 which can be seen in Fig 23. To validate the outbound IP filter was enabled, a connection to the FTP Server, was attempted to be established. However, the request failed due to the outbound filters being created which can be seen in Fig 24. 
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[bookmark: _Toc71273328]Figure 23 - Outbound filter.
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[bookmark: _Toc71273329]Figure 24 - FTP connection timeout.
III. [bookmark: _Toc71273335]CONCLUSION
In conclusion, Windows Server 2019 provides adequate services and software which allow for the creation of powerful communicative networks, and tightly controlled administrative configurations for them. Routing services provided by Windows Server 2019 enabled communications between two isolated networks and their client systems, and IP packet filtering provided a means to restrict data if needed for possible security threats. The task of creating an FTP Server allowed files to be transferred from one system to another, allowing for possible remote working facilities.
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