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Addressing Table
	Device
	Interface
	IPv4 Address
	IPv6 Address
	IPv6 Link-Local

	R1
	G0/0/0
	209.165.200.225/27
	2001:db8:200::1/64
	fe80::1:1

	R1
	G0/0/1
	10.0.10.1/24
	2001:db8:100:1010::1/64
	fe80::1:2

	R1
	S0/1/0
	10.0.13.1/24
	2001:db8:100:1013::1/64
	fe80::1:3

	R2
	G0/0/0
	209.165.200.226/27
	2001:db8:200::2/64
	fe80::2:1

	R2
	Loopback0
	2.2.2.2/32
	2001:db8:2222::1/128
	fe80::2:3

	R3
	G0/0/1
	10.0.11.1/24
	2001:db8:100:1011::1/64
	fe80::3:2

	R3
	S0/1/0
	10.0.13.3/24
	2001:db8:100:1013::3/64
	fe80::3:3

	D1
	G1/0/11
	10.0.10.2/24
	2001:db8:100:1010::2/64
	fe80::d1:1

	D1
	VLAN 100
	10.0.100.1/24
	2001:db8:100:100::1/64
	fe80::d1:2

	D1
	VLAN 101
	10.0.101.1/24
	2001:db8:100:101::1/64
	fe80::d1:3

	D1
	VLAN 102
	10.0.102.1/24
	2001:db8:100:102::1/64
	fe80::d1:4

	D2
	G1/0/11
	10.0.11.2/24
	2001:db8:100:1011::2/64
	fe80::d2:1

	D2
	VLAN 100
	10.0.100.2/24
	2001:db8:100:100::2/64
	fe80::d2:2

	D2
	VLAN 101
	10.0.101.2/24
	2001:db8:100:101::2/64
	fe80::d2:3

	D2
	VLAN 102
	10.0.102.2/24
	2001:db8:100:102::2/64
	fe80::d2:4

	A1
	VLAN 100
	10.0.100.3/23
	2001:db8:100:100::3/64
	fe80::a1:1

	PC1
	NIC
	10.0.100.5/24
	2001:db8:100:100::5/64
	EUI-64

	PC2
	NIC
	DHCP
	SLAAC
	EUI-64

	PC3
	NIC
	DHCP
	SLAAC
	EUI-64

	PC4
	NIC
	10.0.100.6/24
	2001:db8:100:100::6/64
	EUI-64



Task 1: - Topology Creation and Basic Configuration (10 marks)
Using Packet Tracer software create the topology shown above and complete all tasks below. 
· Configure hostnames on each device.
· Disable DNS lookup on all routers
· Enable ipv6 unicast routing 
· Configure all devices with IP address shown in the above tables and network topology. 

Task 2: - Device Configuration (80 marks)
1. On the “Company Network” (i.e., R1, R3, D1, and D2), configure single-area OSPFv2 in area 0. Use OSPF Process ID 4. 

a. Assign the following router-IDs. R1: 0.0.4.1, R3: 0.0.4.3, D1: 0.0.4.131, D2: 0.0.4.132
b. On R1, R3, D1, and D2, advertise all directly connected networks / VLANs in Area 0. On R1, do not advertise the R1 – R2 network. 
c. On R1, propagate a default route. Note that the default route will be provided by BGP. 
d. Disable OSPFv2 advertisements on: D1: All interfaces except G1/0/11. D2: All interfaces except G1/0/11. 

2. On the “Company Network” (i.e., R1, R3, D1, and D2), configure classic single-area OSPFv3 in area 0. Use OSPF Process ID 6

a. Assign the following router-IDs. R1: 0.0.6.1, R3: 0.0.6.3, D1: 0.0.6.131, D2: 0.0.6.132. 
b. On R1, R3, D1, and D2, advertise all directly connected networks / VLANs in Area 0. On R1, do not advertise the R1 – R2 network. 
c. On R1, propagate a default route. Note that the default route will be provided by BGP. 
d. Disable OSPFv3 advertisements on: D1: All interfaces except G1/0/11. D2: All interfaces except G1/0/11. 

3. On R1 in the “ISP Network”, configure MP-BGP. 
a. Configure R1 in BGP ASN 300 and use the router-id 1.1.1.1. 
b. Configure an IPv4 and IPv6 neighbor relationship with R2 in ASN 500. 
c. In IPv4 address family:
i. Disable the IPv6 neighbor relationship.
ii. Enable the IPv4 neighbor relationship.
iii. Advertise the 10.0.0.0/8 network.
d. In IPv6 address family
i. Disable the IPv4 neighbor relationship.
ii. Enable the IPv6 neighbor relationship.
iii. Advertise the 2001:db8:100::/48 network.
e. Configure two static summary routes to interface Null 0:
i. A summary IPv4 route for 10.0.0.0/8.
ii. A summary IPv6 route for 2001:db8:100::/48.

4. R2 in the “ISP Network”, configure MP-BGP.
a. Configure R2 in BGP ASN 500 and use the router-id 2.2.2.2. 
b. Configure and enable an IPv4 and IPv6 neighbor relationship with R1 in ASN 300
c. In IPv4 address family:
i. The Loopback 0 IPv4 network (/32).
ii. The default route 0.0.0.0/0. 
d. In IPv6 address family
i. The Loopback 0 IPv0 network (/128).
ii. The default route (::/0).
e. Configure two static summary routes to interface Loopback 0:
i. An IPv4 default static route.
ii. An IPv6 default static route.

5. On all switches configure VLANs as shown in the table:

	VLAN number
	Name
	Network 

	100
	Management
	10.0.100.0/24

	101
	UserGroupA
	10.0.101.0/24

	102
	UserGroupB
	10.0.102.0/24

	999
	NATIVE
	




6. Set D1 and D2 as DHCP server for VLANs 101 and 102. Exclude 10.0.x.1 to 109 and 141 to 254 on both LANs.

7. On all switches, configure IEEE 802.1Q trunk interfaces on interconnecting switch links. 

8.  On all switches, change the Native VLAN on trunk links.  

9. On all switches, enable the Rapid Spanning-Tree Protocol.

10. On D1 and D2, configure the appropriate RSTP root bridges based on the information in the topology diagram. D1 and D2 must provide backup in case of root bridge failure. 

11. On all switches, configure an LACP EtherChannel as shown in the topology. 
12. On D1, configure HSRP version 2. 
a. D1 is the primary router for VLANs 100 and 102; therefore, their priority will also be changed to 150.
i. Configure IPv4 HSRP group 104 for VLAN 100, assign virtual IP address 10.0.100.254, group priority 150 and enable preemption 
ii. Configure IPv4 HSRP group 114 for VLAN 101, assign virtual IP address 10.0.101.254 and enable preemption
iii. Configure IPv4 HSRP group 124 for VLAN 102, assign virtual IP address 10.0.102.254, group priority 150 and enable preemption 
iv.  Configure IPv6 HSRP group 106 for VLAN 100, assign virtual IP address ipv6 autoconfig, group priority 150 and enable preemption 
v. Configure IPv6 HSRP group 116 for VLAN 101, assign virtual IP address ipv6 autoconfig and enable preemption
vi. Configure IPv6 HSRP group 126 for VLAN 102, assign virtual IP address ipv6 autoconfig, group priority 150 and enable preemption 
13. On D2, configure HSRP version 2. 
b. D2 is the primary router for VLANs 101; therefore, their priority will also be changed to 150.
i. Configure IPv4 HSRP group 104 for VLAN 100, assign virtual IP address 10.0.100.254 and enable preemption 
ii. Configure IPv4 HSRP group 114 for VLAN 101, assign virtual IP address 10.0.101.254, group priority 150 and enable preemption
iii. Configure IPv4 HSRP group 124 for VLAN 102, assign virtual IP address 10.0.102.254 and enable preemption 
iv.  Configure IPv6 HSRP group 106 for VLAN 100, assign virtual IP address ipv6 autoconfig and enable preemption 
v. Configure IPv6 HSRP group 116 for VLAN 101, assign virtual IP address ipv6 autoconfig, group priority 150 and enable preemption
vi. Configure IPv6 HSRP group 126 for VLAN 102, assign virtual IP address ipv6 autoconfig and enable preemption 
14. On all devices, set the local clock to the current UTC time.
15. Configure R2 as NTP master at stratum level 3. 
16. Configure NTP as follows: R1 must synchronise with R2. R3, D1, and A1 to synchronize time with R1. D2 to synchronize time with R3.

17. On all switches, configure host access ports connecting to PC1, PC2, PC3, and PC4.

18. Configure PortFast and BPDU Guard on the interfaces connected to PCs. Shutdown all unused ports.  
19. Enable port security on ports connected to end devices. Set the maximum so that only one device can access the Fast Ethernet ports. 
20. Secure the ports so that the MAC address of a device is dynamically learned and added to the running configuration.   Set the violation mode so that the Fast Ethernet ports are not disabled when a violation occurs, but a notification of the security violation is generated and packets from the unknown source are dropped. 

Task3: Network connectivity 
Using ping command, verify end-to-end connectivity:
From PC-A, ping PC-B & PC-C. Is it successful? ___yes/no_____
From PC-A, ping default gateway. Is it successful? ___yes/no_____
From PC-B, ping 172.27.0.1. Is it successful? ___yes/no_____
From PC-A, ping 209.165.200.225. Is it successful? ___yes/no_____


Verify HSRP is working as expected
Issue the shutdown command on R1 G0/1, and then re-issue the following commands to verify that HSRP is working as expected:
From PC-B, ping 172.27.0.1. Ping should not be successful ___yes/no___
From PC-B, ping default gateway. Is it successful? ___yes/no_____
From PC-B, ping 209.165.200.225. Is it successful? ___yes/no_____


Submission Requirement 
The packet tracer file should be saved as “studentname_id” and uploaded onto Moodle. In addition to packet tracer file, you must also submit 

· This document with Task 3 completed 

All documentation for your solution should be submitted electronically on Moodle.
It is your responsibility that you submit all the outputs and files correctly.



Final Configuration:
Router R1
R1# show run
Building configuration...

Current configuration : 3406 bytes
!
version 16.9
service timestamps debug datetime msec
service timestamps log datetime msec
platform qfp utilization monitor load 80
no platform punt-keepalive disable-kernel-core
!
hostname R1
!
boot-start-marker
boot-end-marker
!
enable secret 9 $9$0C3pnVdgrnhnY9$uzGA.WZfcLg5IhuyJu22mIf.YyZ/83VgqbO3rXBDuwo
!
no ip domain lookup
!
login on-success log
!
subscriber templating
!
ipv6 unicast-routing
multilink bundle-name authenticated
!
spanning-tree extend system-id
!
username sadmin privilege 15 secret 9 $9$XCO4pzqbRT.3EP$ymouLOQI5/o0FOkYDtA1ztejFra67MnkJJ5Y3bhyQe6
!
redundancy
 mode none
!
interface GigabitEthernet0/0/0
 ip address 209.165.200.225 255.255.255.224
 negotiation auto
 ipv6 address FE80::1:1 link-local
 ipv6 address 2001:DB8:200::1/64
!
interface GigabitEthernet0/0/1
 ip address 10.0.10.1 255.255.255.0
 negotiation auto
 ipv6 address FE80::1:2 link-local
 ipv6 address 2001:DB8:100:1010::1/64
 ipv6 ospf 6 area 0
!
interface Serial0/1/0
 ip address 10.0.13.1 255.255.255.0
 ipv6 address FE80::1:3 link-local
 ipv6 address 2001:DB8:100:1013::1/64
 ipv6 ospf 6 area 0
!
interface Serial0/1/1
 no ip address
!
router ospf 4
 router-id 0.0.4.1
 network 10.0.10.0 0.0.0.255 area 0
 network 10.0.13.0 0.0.0.255 area 0
 default-information originate
!
router bgp 300
 bgp router-id 1.1.1.1
 bgp log-neighbor-changes
 neighbor 2001:DB8:200::2 remote-as 500
 neighbor 209.165.200.226 remote-as 500
 !
 address-family ipv4
  network 10.0.0.0
  no neighbor 2001:DB8:200::2 activate
  neighbor 209.165.200.226 activate
 exit-address-family
 !
 address-family ipv6
  network 2001:DB8:100::/48
  neighbor 2001:DB8:200::2 activate
 exit-address-family
!
ip forward-protocol nd
no ip http server
ip http secure-server
ip route 10.0.0.0 255.0.0.0 Null0
!
ip access-list standard SNMP-NMS
 permit 10.0.100.5
logging trap warnings
logging host 10.0.100.5
ipv6 route 2001:DB8:100::/48 Null0
ipv6 router ospf 6
 router-id 0.0.6.1
 default-information originate
!
!
control-plane
!
banner motd ^C R1, ENCOR Skills Assessment, Scenario 1 ^C
!
line con 0
 exec-timeout 0 0
 logging synchronous
 transport input none
 stopbits 1
line aux 0
 stopbits 1
line vty 0 4
!
ntp server 2.2.2.2
!
end


Router R2
R2# show run
Building configuration...
Current configuration : 2029 bytes
!
version 16.9
service timestamps debug datetime msec
service timestamps log datetime msec
platform qfp utilization monitor load 80
no platform punt-keepalive disable-kernel-core
!
hostname R2
!
boot-start-marker
boot-end-marker
!
enable secret 9 $9$kWM5eeaWgcjgDk$klw0rmhA2j9zzPN13oTIYc/.yk9aczrrDxNq4rUNf5c
!
no ip domain lookup
!
login on-success log
!
subscriber templating
!
ipv6 unicast-routing
multilink bundle-name authenticated
!
spanning-tree extend system-id
!
username sadmin privilege 15 secret 9 $9$xfCWZaD1xuZ5Q.$rje2SE7dafmrTg87ls/vn.PNtMXbaL3kfmN3Jr08yNU
!
redundancy
 mode none
!
interface Loopback0
 ip address 2.2.2.2 255.255.255.255
 ipv6 address FE80::2:3 link-local
 ipv6 address 2001:DB8:2222::1/128
!
interface GigabitEthernet0/0/0
 ip address 209.165.200.226 255.255.255.224
 negotiation auto
 ipv6 address FE80::2:1 link-local
 ipv6 address 2001:DB8:200::2/64
!
interface GigabitEthernet0/0/1
 no ip address
 negotiation auto
!
router bgp 500
 bgp router-id 2.2.2.2
 bgp log-neighbor-changes
 neighbor 2001:DB8:200::1 remote-as 300
 neighbor 209.165.200.225 remote-as 300
 !
 address-family ipv4
  network 0.0.0.0
  network 2.2.2.2 mask 255.255.255.255
  no neighbor 2001:DB8:200::1 activate
  neighbor 209.165.200.225 activate
 exit-address-family
 !
 address-family ipv6
  network ::/0
  network 2001:DB8:2222::/128
  neighbor 2001:DB8:200::1 activate
 exit-address-family
!
ip forward-protocol nd
no ip http server
ip http secure-server
ip route 0.0.0.0 0.0.0.0 Loopback0
!
ipv6 route ::/0 Loopback0
!
control-plane
!
banner motd ^C R2, ENCOR Skills Assessment, Scenario 1 ^C
!
line con 0
 exec-timeout 0 0
 logging synchronous
 transport input none
 stopbits 1
line aux 0
 stopbits 1
line vty 0 4
 login
!
ntp master 3
!
end


Router R3
R3# show run
Building configuration...
Current configuration : 2765 bytes
!
version 16.9
service timestamps debug datetime msec
service timestamps log datetime msec
platform qfp utilization monitor load 80
no platform punt-keepalive disable-kernel-core
!
hostname R3
!
boot-start-marker
boot-end-marker
!
enable secret 9 $9$X1WR7NQHvbYXHY$HevkjyeTexlsUxwhnwaZWeh/VEB3CIoGxlPSJ9O.F6o
!
no ip domain lookup
!
login on-success log
!
subscriber templating
!
ipv6 unicast-routing
multilink bundle-name authenticated
!
spanning-tree extend system-id
!
username sadmin privilege 15 secret 9 $9$y02cJ/kvRKO7DI$eYITN996n5QFlG2zu7OoHu2RLPwbw/8v8lO4nv/n8Aw
!
redundancy
 mode none
!
interface GigabitEthernet0/0/0
 no ip address
 negotiation auto
!
interface GigabitEthernet0/0/1
 ip address 10.0.11.1 255.255.255.0
 negotiation auto
 ipv6 address FE80::3:2 link-local
 ipv6 address 2001:DB8:100:1011::1/64
 ipv6 ospf 6 area 0
!
interface Serial0/1/0
 ip address 10.0.13.3 255.255.255.0
 ipv6 address FE80::3:3 link-local
 ipv6 address 2001:DB8:100:1010::2/64
 ipv6 ospf 6 area 0
!
interface Serial0/1/1
 no ip address
!
router ospf 4
 router-id 0.0.4.3
 network 10.0.11.0 0.0.0.255 area 0
 network 10.0.13.0 0.0.0.255 area 0
!
ip forward-protocol nd
no ip http server
ip http secure-server
!
ip access-list standard SNMP-NMS
 permit 10.0.100.5
logging trap warnings
logging host 10.0.100.5
ipv6 router ospf 6
 router-id 0.0.6.3
!
control-plane
!
banner motd ^C R3, ENCOR Skills Assessment, Scenario 1 ^C
!
line con 0
 exec-timeout 0 0
 logging synchronous
 transport input none
 stopbits 1
line aux 0
 stopbits 1
line vty 0 4
!
ntp server 10.0.10.1
!
end


Switch D1
D1# show run
Building configuration...

Current configuration : 8260 bytes
!
version 16.9
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no platform punt-keepalive disable-kernel-core
!
hostname D1
!
vrf definition Mgmt-vrf
 !
 address-family ipv4
 exit-address-family
 !
 address-family ipv6
 exit-address-family
!
enable secret 9 $9$RWOFeoZQQ/zqJk$rEnKpZ9Dx6asfA/16o3cPHR3hYQvn2gFiZuybdaFo82
!
aaa new-model
!
aaa authentication login default group radius local
!
aaa session-id common
switch 1 provision ws-c3650-24ps
!
ip routing
!
no ip domain lookup
ip dhcp excluded-address 10.0.101.1 10.0.101.109
ip dhcp excluded-address 10.0.101.141 10.0.101.254
ip dhcp excluded-address 10.0.102.1 10.0.102.109
ip dhcp excluded-address 10.0.102.141 10.0.102.254
!
ip dhcp pool VLAN-101
 network 10.0.101.0 255.255.255.0
 default-router 10.0.101.254
!
ip dhcp pool VLAN-102
 network 10.0.102.0 255.255.255.0
 default-router 10.0.102.254
!
login on-success log
ipv6 unicast-routing
!
license boot level ipservicesk9
!
diagnostic bootup level minimal
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vlan 100,102 priority 24576
spanning-tree vlan 101 priority 28672
!
username sadmin privilege 15 secret 9 $9$yBNV4PYk3Zdpak$N2uvIju4cfG5jQsynRkIv0EHas6ivCZRAtkztAnLiVo
!
redundancy
 mode sso
!
transceiver type all
!
!
interface Port-channel1
 switchport trunk native vlan 999
 switchport mode trunk
!
interface Port-channel12
 switchport trunk native vlan 999
 switchport mode trunk
!
interface GigabitEthernet0/0
 vrf forwarding Mgmt-vrf
 no ip address
 negotiation auto
!
interface GigabitEthernet1/0/1
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 12 mode active
!
interface GigabitEthernet1/0/2
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 12 mode active
!
interface GigabitEthernet1/0/3
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 12 mode active
!
interface GigabitEthernet1/0/4
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 12 mode active
!
interface GigabitEthernet1/0/5
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 1 mode active
!
interface GigabitEthernet1/0/6
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 1 mode active
!
interface GigabitEthernet1/0/7
 shutdown
!
interface GigabitEthernet1/0/8
 shutdown
!
interface GigabitEthernet1/0/9
 shutdown
!
interface GigabitEthernet1/0/10
 shutdown
!
interface GigabitEthernet1/0/11
 no switchport
 ip address 10.0.10.2 255.255.255.0
 ipv6 address FE80::D1:1 link-local
 ipv6 address 2001:DB8:100:1010::2/64
 ipv6 ospf 6 area 0
!
interface GigabitEthernet1/0/12
 shutdown
!
interface GigabitEthernet1/0/13
 shutdown
!
interface GigabitEthernet1/0/14
 shutdown
!
interface GigabitEthernet1/0/15
 shutdown
!
interface GigabitEthernet1/0/16
 shutdown
!
interface GigabitEthernet1/0/17
 shutdown
!
interface GigabitEthernet1/0/18
 shutdown
!
interface GigabitEthernet1/0/19
 shutdown
!
interface GigabitEthernet1/0/20
 shutdown
!
interface GigabitEthernet1/0/21
 shutdown
!
interface GigabitEthernet1/0/22
 shutdown
!
interface GigabitEthernet1/0/23
 switchport access vlan 100
 switchport mode access
 spanning-tree portfast
!
interface GigabitEthernet1/0/24
 shutdown
!
interface GigabitEthernet1/1/1
 shutdown
!
interface GigabitEthernet1/1/2
 shutdown
!
interface GigabitEthernet1/1/3
 shutdown
!
interface GigabitEthernet1/1/4
 shutdown
!
interface Vlan1
 no ip address
!
interface Vlan100
 ip address 10.0.100.1 255.255.255.0
 standby version 2
 standby 104 ip 10.0.100.254
 standby 104 priority 150
 standby 104 preempt
 standby 104 track 4 decrement 60
 standby 106 ipv6 autoconfig
 standby 106 priority 150
 standby 106 preempt
 standby 106 track 6 decrement 60
 ipv6 address FE80::D1:2 link-local
 ipv6 address 2001:DB8:100:100::1/64
 ipv6 ospf 6 area 0
!
interface Vlan101
 ip address 10.0.101.1 255.255.255.0
 standby version 2
 standby 114 ip 10.0.101.254
 standby 114 preempt
 standby 114 track 4 decrement 60
 standby 116 ipv6 autoconfig
 standby 116 preempt
 standby 116 track 6 decrement 60
 ipv6 address FE80::D1:3 link-local
 ipv6 address 2001:DB8:100:101::1/64
 ipv6 ospf 6 area 0
!
interface Vlan102
 ip address 10.0.102.1 255.255.255.0
 standby version 2
 standby 124 ip 10.0.102.254
 standby 124 priority 150
 standby 124 preempt
 standby 124 track 4 decrement 60
 standby 126 ipv6 autoconfig
 standby 126 priority 150
 standby 126 preempt
 standby 126 track 6 decrement 60
 ipv6 address FE80::D1:4 link-local
 ipv6 address 2001:DB8:100:102::1/64
 ipv6 ospf 6 area 0
!
router ospf 4
 router-id 0.0.4.131
 passive-interface default
 no passive-interface GigabitEthernet1/0/11
 network 10.0.10.0 0.0.0.255 area 0
 network 10.0.100.0 0.0.0.255 area 0
 network 10.0.101.0 0.0.0.255 area 0
 network 10.0.102.0 0.0.0.255 area 0
!
ip forward-protocol nd
ip http server
ip http secure-server
!
ip access-list standard SNMP-NMS
 permit 10.0.100.5
!
ipv6 router ospf 6
 router-id 0.0.6.131
 passive-interface default
 no passive-interface GigabitEthernet1/0/11
!
!
banner motd ^C D1, ENCOR Skills Assessment, Scenario 1 ^C
!
line con 0
 exec-timeout 0 0
 logging synchronous
 stopbits 1
line aux 0
 stopbits 1
line vty 5 15
!
ntp server 10.0.10.1
!
end


Switch D2
D2# show run
Building configuration...

Current configuration : 8208 bytes
!
version 16.9
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no platform punt-keepalive disable-kernel-core
!
hostname D2
!
vrf definition Mgmt-vrf
 !
 address-family ipv4
 exit-address-family
 !
 address-family ipv6
 exit-address-family
!
enable secret 9 $9$CQubYNwHPhsPpE$QWfTfAlfzmWD3ELHkcFNzlDlp24FkpjLnGBRMPbUNow
!
aaa new-model
!
aaa authentication login default group radius local
!
aaa session-id common
switch 1 provision ws-c3650-24ps
!
ip routing
!
no ip domain lookup
ip dhcp excluded-address 10.0.101.1 10.0.101.209
ip dhcp excluded-address 10.0.101.241 10.0.101.254
ip dhcp excluded-address 10.0.102.1 10.0.102.209
ip dhcp excluded-address 10.0.102.241 10.0.102.254
!
ip dhcp pool VLAN-101
 network 10.0.101.0 255.255.255.0
 default-router 10.0.101.254
!
ip dhcp pool VLAN-102
 network 10.0.102.0 255.255.255.0
 default-router 10.0.102.254
!
login on-success log
ipv6 unicast-routing
!
license boot level ipservicesk9
!
diagnostic bootup level minimal
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
spanning-tree vlan 100,102 priority 28672
spanning-tree vlan 101 priority 24576
!
username sadmin privilege 15 secret 9 $9$0bnG9yhbASQv9k$geQoMT2qxu1ItBXC5pl/SOR2YeWhqDOW0lsMIsicQDw
!
interface Port-channel2
 switchport trunk native vlan 999
 switchport mode trunk
!
interface Port-channel12
 switchport trunk native vlan 999
 switchport mode trunk
!
interface GigabitEthernet0/0
 vrf forwarding Mgmt-vrf
 no ip address
 negotiation auto
!
interface GigabitEthernet1/0/1
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 12 mode active
!
interface GigabitEthernet1/0/2
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 12 mode active
!
interface GigabitEthernet1/0/3
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 12 mode active
!
interface GigabitEthernet1/0/4
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 12 mode active
!
interface GigabitEthernet1/0/5
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 2 mode active
!
interface GigabitEthernet1/0/6
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 2 mode active
!
interface GigabitEthernet1/0/7
 shutdown
!
interface GigabitEthernet1/0/8
 shutdown
!
interface GigabitEthernet1/0/9
 shutdown
!
interface GigabitEthernet1/0/10
 shutdown
!
interface GigabitEthernet1/0/11
 no switchport
 ip address 10.0.11.2 255.255.255.0
 ipv6 address FE80::D1:1 link-local
 ipv6 address 2001:DB8:100:1011::2/64
 ipv6 ospf 6 area 0
!
interface GigabitEthernet1/0/12
 shutdown
!
interface GigabitEthernet1/0/13
 shutdown
!
interface GigabitEthernet1/0/14
 shutdown
!
interface GigabitEthernet1/0/15
 shutdown
!
interface GigabitEthernet1/0/16
 shutdown
!
interface GigabitEthernet1/0/17
 shutdown
!
interface GigabitEthernet1/0/18
 shutdown
!
interface GigabitEthernet1/0/19
 shutdown
!
interface GigabitEthernet1/0/20
 shutdown
!
interface GigabitEthernet1/0/21
 shutdown
!
interface GigabitEthernet1/0/22
 shutdown
!
interface GigabitEthernet1/0/23
 switchport access vlan 102
 switchport mode access
 spanning-tree portfast
!
interface GigabitEthernet1/0/24
 shutdown
!
interface GigabitEthernet1/1/1
 shutdown
!
interface GigabitEthernet1/1/2
 shutdown
!
interface GigabitEthernet1/1/3
 shutdown
!
interface GigabitEthernet1/1/4
 shutdown
!
interface Vlan1
 no ip address
!
interface Vlan100
 ip address 10.0.100.2 255.255.255.0
 standby version 2
 standby 104 ip 10.0.100.254
 standby 104 preempt
 standby 104 track 4 decrement 60
 standby 106 ipv6 autoconfig
 standby 106 preempt
 standby 106 track 6 decrement 60
 ipv6 address FE80::D2:2 link-local
 ipv6 address 2001:DB8:100:100::2/64
 ipv6 ospf 6 area 0
!
interface Vlan101
 ip address 10.0.101.2 255.255.255.0
 standby version 2
 standby 114 ip 10.0.101.254
 standby 114 priority 150
 standby 114 preempt
 standby 114 track 4 decrement 60
 standby 116 ipv6 autoconfig
 standby 116 priority 150
 standby 116 preempt
 standby 116 track 6 decrement 60
 ipv6 address FE80::D2:3 link-local
 ipv6 address 2001:DB8:100:101::2/64
 ipv6 ospf 6 area 0
!
interface Vlan102
 ip address 10.0.102.2 255.255.255.0
 standby version 2
 standby 124 ip 10.0.102.254
 standby 124 preempt
 standby 124 track 4 decrement 60
 standby 126 ipv6 autoconfig
 standby 126 preempt
 standby 126 track 6 decrement 60
 ipv6 address FE80::D2:4 link-local
 ipv6 address 2001:DB8:100:102::2/64
 ipv6 ospf 6 area 0
!
router ospf 4
 router-id 0.0.4.132
 passive-interface default
 no passive-interface GigabitEthernet1/0/11
 network 10.0.11.0 0.0.0.255 area 0
 network 10.0.100.0 0.0.0.255 area 0
 network 10.0.101.0 0.0.0.255 area 0
 network 10.0.102.0 0.0.0.255 area 0
!
ip forward-protocol nd
ip http server
ip http secure-server
!
ip access-list standard SNMP-NMS
 permit 10.0.100.5
!
ipv6 router ospf 6
 router-id 0.0.6.132
 passive-interface default
 no passive-interface GigabitEthernet1/0/11
!
banner motd ^C D2, ENCOR Skills Assessment, Scenario 1 ^C
!
line con 0
 exec-timeout 0 0
 logging synchronous
 stopbits 1
line aux 0
 stopbits 1
line vty 5 15
!
ntp server 10.0.10.1
!
end

Switch A1
A1# show run
Building configuration...

Current configuration : 3102 bytes
!
version 15.2
no service pad
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption
!
hostname A1
!
boot-start-marker
boot-end-marker
!
enable secret 9 $9$W4yJyY0jfUFGt3$hgWzRhouqq81DGKiSw3oN3ICGIRFKI1TF9C4Qo2BoGk
!
username sadmin privilege 15 secret 9 $9$rlz/oiC6xETwLL$4MFl7ezehKgosutkpnwabhdf83xQOcDXYyW.dvyoneY
aaa new-model
!
no ip domain-lookup
!
spanning-tree mode rapid-pvst
spanning-tree extend system-id
!
vlan internal allocation policy ascending
!
interface Port-channel1
 switchport trunk native vlan 999
 switchport mode trunk
!
interface Port-channel2
 switchport trunk native vlan 999
 switchport mode trunk
!
interface FastEthernet0/1
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 1 mode active
!
interface FastEthernet0/2
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 1 mode active
!
interface FastEthernet0/3
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 2 mode active
!
interface FastEthernet0/4
 switchport trunk native vlan 999
 switchport mode trunk
 channel-group 2 mode active
!
interface FastEthernet0/5
 shutdown
!
interface FastEthernet0/6
 shutdown
!
interface FastEthernet0/7
 shutdown
!
interface FastEthernet0/8
 shutdown
!
interface FastEthernet0/9
 shutdown
!
interface FastEthernet0/10
 shutdown
!
interface FastEthernet0/11
 shutdown
!
interface FastEthernet0/12
 shutdown
!
interface FastEthernet0/13
 shutdown
!
interface FastEthernet0/14
 shutdown
!
interface FastEthernet0/15
 shutdown
!
interface FastEthernet0/16
 shutdown
!
interface FastEthernet0/17
 shutdown
!
interface FastEthernet0/18
 shutdown
!
interface FastEthernet0/19
 shutdown
!
interface FastEthernet0/20
 shutdown
!
interface FastEthernet0/21
 shutdown
!
interface FastEthernet0/22
 shutdown
!
interface FastEthernet0/23
 switchport access vlan 101
 switchport mode access
 spanning-tree portfast edge
!
interface FastEthernet0/24
 switchport access vlan 100
 switchport mode access
 spanning-tree portfast edge
!
interface GigabitEthernet0/1
!
interface GigabitEthernet0/2
!
interface Vlan1
 no ip address
 shutdown
!
interface Vlan100
 ip address 10.0.100.3 255.255.255.0
 ipv6 address FE80::A1:1 link-local
 ipv6 address 2001:DB8:100:100::3/64
!
ip default-gateway 10.0.100.254
ip http server
ip http secure-server
!
ip access-list standard SNMP-NMS
 permit 10.0.100.5
!
logging trap warnings
logging host 10.0.100.5
!
!
banner motd ^C A1, ENCOR Skills Assessment, Scenario 1 ^C
!
line con 0
 exec-timeout 0 0
 logging synchronous
line vty 5 15
!
ntp server 10.0.10.1
end
image2.png
Primary STP Gateway
* VLAN 100
* VLAN 102

Interface VLAN 100
* 10.0.100.1/24
* 2001:db8:100:10¢
Interface VLAN 101
* 10.0.101.1/24
* 2001:db8:100:10;
Interface VLAN 102
* 10.0.102.1/24
* 2001:db8:100:10;

ISP Network
BGP ASN 500

2222/32

2001:db8:222;

Loopback 0 (NTP )

128

209.165.200.0/24

G0/0/0

/=1

3/:3

/

G0/0/1

50/1/0

/=1

10.0.10.0/24
2001:db8:100:101¢

10.0.13.0/24.

2001:db8:100:101:

50/1/0

G0/0/1

10.0.11.0/24|

\

Primary STP Gateway
* VIAN 101

c1o/1) 2/ 2/:2 | /011

G1/0/1 G1/0/1

G1/0/2 G1/0/2

G1/0/3 G1/0/3

P 61/0/23 D D
/0 G1/0/2 G1/0/2
7
G1/0/6 HSRP v2 ending with .254 G1/0/5.
G1/0/5 G1/0/6
VLAN 100 /01 1Pv6 Autoconfig /o
10.0.100.5/24
2001:db8:100:100::5/64
NETFLOW Collector
SNMP Manager F0/2 FO/3
SYSLOG Server Interface VLAN 100 Fo/a
100.1003/24  FO/T :
2001:db8:100:100:3/64
FO/23 F0/24
VLAN 100
Company Network vian 101 [ . 10.0.100.6/24
DHCP/SLAAC dlient 2001:db8:100:100::6/64
OSPF area 0
5 5 AAA Server

G1/0/23

7
VLAN 102
DHCP/SLAAC client

J

Company Network
BGP ASN 300

Interface VLAN 100
* 10.0.100.2/24
* 2001:db8:100:10¢
Interface VLAN 101
* 10.0.101.2/24
* 2001:db8:100:10:

Interface VLAN 102
* 10.0.102.2/24

J





image1.jpeg
Prifysgol Cymru

Y Drindod Dewi Sant
University of Wales
Trinity Saint David





