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[bookmark: _Toc164776362]Introduction
This proposal outlines a calculated transition strategy for GLI's file storage and database systems, aiming to transfer them to Azure's cloud platform. The primary objective of the migration process is to demonstrate the possibility and benefits of transitioning to Azure File storage and Azure Databases through the utilisation of Azure's range of complimentary services. 

This document provides a thorough examination of the challenges currently faced by GLI in data infrastructure management, while also introducing Azure as a pragmatic solution. By leveraging Azure's complimentary services, GLI can begin a gradual transfer process, starting with the transfer of file storage and databases. The proposal highlights the key features and benefits of Azure File storage and Azure Databases, with a particular focus on their scalability, reliability, and security. 


Additionally, the document outlines a methodical approach for migrating GLI's file storage and databases to Azure, ensuring minimal disruption to existing operations and maximising financial advantages. Through careful records and demonstration, the management staff of GLI can gain a comprehensive understanding of the migration process. This will improve the process of making informed decisions and guarantee that they are in line with the goals and objectives of the organisation. 

The main goal of this proposal is to help GLI's implementation of cloud technology, optimise resource allocation and improve precision in data management processes, all while complying with limited financial resources.

[bookmark: _Toc164776363]1.Azure Total Cost of Ownership
The total cost of ownership  for Azure is affected by a number of factors. These include the direct costs of infrastructure and computation, as well as indirect costs like training and maintenance. Another factor is the potential benefits, such as scalability. By understanding these aspects, organisations can make informed decisions about Azure adoption, which can help them optimise spending and m aximise return on investment . 
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[bookmark: _Toc164776364]2.Azure File Storage and its associated features, security measure
Microsoft Azure offers a cloud-based storage solution known as the Azure File Storage service. This service is supplied by Microsoft Azure [1]. By utilising established protocols such as Server Message Block  and Representational State Transfer , it provides file shares that are both highly accessible and scalable. These file shares can be accessed from any location. Azure File Storage is becoming an increasingly crucial component for storing and sharing files across a wide variety of apps and platforms as organisations continue to move more and more towards cloud-based solutions. Organisations are moving towards cloud-based solutions. We will focus on its capabilities, advantages and the safety steps that have been taken to secure the data that is stored within Azure File Storage as part of our examination. This will be done in order to ensure that the data is protected.


The Azure File Storage Service's Capabilities and Performance

Microsoft Azure File Storage offers scalable file shares, which enable organisations to grow their storage capacity as needed without having to worry about the administration of their infrastructure. Scalability is a feature that is offered by Microsoft Azure File Storage. [2]

By utilising the standard Smtp protocols, users are able to access files that have been saved in Azure File Storage from a wide range of operating systems, including Windows, Linux, macOS and others. Universal access is the name given to this particular capability.

Integration with Azure Services: Azure File Storage is able to integrate well with other Azure services, including Virtual Machines, App Services and Azure Linux Service, without causing any issues. The ability to easily collaborate and share files among the many Azure resources is made possible as a result of this. [3]

Azure File Storage ensures both the redundancy and high availability of data by replicating it across multiple data centres located within a region. This ensures that the data is always accessible. This reduces the possibility that data will be lost as a consequence of malfunctioning hardware or other natural disasters that may occur.
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Encryption of Data: Azure File Storage provides encryption while the data is at rest in order to protect data that is stored in file shares. When this occurs, it guarantees that the data will remain to be encrypted and inaccessible, even in the event that unauthorised access is acquired.
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As a result of the built-in backup and restoration features that Azure File Storage offers, businesses are able to create snapshots of file shares and, if necessary, restore them to a previous state. The backup and restore functionality that is available with Azure File Storage is the name of this feature.
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Performance Tiering: Because Azure File Storage offers a number of different performance tiers, including Standard and Premium tiers, it provides organisations with the flexibility to select the appropriate tier based on the performance and availability requirements that they have.

Measures and precautions taken to ensure the safety of Azure File Storage

Microsoft Azure File Storage employs server-side encryption to encrypt data while it is stored in the Azure File Storage service. on the event that the physical storage media is compromised, this guarantees that the data that is kept on file shares will continue to be protected. Client-side encryption is a means of encrypting data before it is submitted to a storage account and Microsoft Azure offers options for client-side encryption as well.
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Azure Active Directory  integration allows for granular access controls to be implemented, which is one of the features offered by Azure File Storage. Organisations are able to determine who is allowed to access file shares and what actions they are allowed to carry out with the use of these controls. The ability to restrict access based on user identities, groups or roles ensures that only approved users will be able to access sensitive data. This is made possible by the fact that it is feasible to restrict access.

Figure.10
[image: andrian2114820 - Microsoft Azure - Google Chrome]

Security for Networks: Azure File Storage provides organisations with the ability to configure network security settings, such as network access control lists and virtual networks, in order to restrict access to file shares from specific IP addresses or virtual networks. This allows businesses to better protect their networks. The prevention of unauthorised access from threats originating from the internet or from networks that are external to the system is facilitated by this measure.

Auditing and Monitoring: Azure File Storage offers auditing and monitoring capabilities through platforms such as Azure Monitor and Azure Security Centre. For the sake of compliance and security, these capabilities make it possible for companies to monitor and keep track of activities such as accessing files, making modifications, and other activities. The audit logs provide information about who accessed files, when those files were accessed, and what actions were carried out upon accessing those files. This enables companies to detect security events and respond to them in a manner that is both effective and efficient. [4]

Data Protection: Azure File Storage makes use of data protection measures such as replication and redundancy to ensure that the data that has been collected is both accessible and will remain accessible for an extended period of time. Through the process of replicating data across a number of data centres that are located within a region, Azure File Storage is able to lessen the risk of data loss that may occur as a consequence of hardware failures or natural disasters.

Compliance Certifications: Azure File Storage is in accordance with a wide range of compliance certifications and standards, such as ISO, SOC, and GDPR Certifications. This guarantees that the data that is stored in file sharing satisfies the statutory standards for the protection of data, the privacy of users, and the security of the data.

 Conclusion:

There are a number of features that are included in Azure File Storage, which offers a robust and safe solution for storing and sharing files in the cloud. Some of these features include scalability, access across several platforms, connectivity with Azure services, and built-in security measures. Microsoft Azure File Storage provides assistance to businesses in the process of protecting their data from unauthorised access, data breaches and compliance violations on their end. Encryption, access limitations, network security, audits and compliance certifications are the means by which this objective is accomplished. Despite this, companies are required to implement extra security best practices, like as robust authentication, data classification and frequent security assessments, in order to improve the overall security posture of their Azure File Storage deployments. This is done in order to ensure that their applications are protected from potential threats. Generally speaking, Azure File Storage offers a stable and secure platform for storing and managing files in the cloud. This platform enables businesses to take advantage of the benefits of cloud computing while maintaining the confidentiality, integrity, and availability of their data.
[bookmark: _Toc164776365]3.Azure database options and recommend the most suitable one for storing user profiles
A wide range of database services are available through Azure, and these services can be customised to satisfy the requirements of a wide variety of use cases. Solutions for relational databases, NoSQL databases, and data centres are included in these offerings. When it comes to the storage of user profiles, there are a number of factors that need to be properly taken into mind. Data structure, scalability, performance, and cost-effectiveness are some of the features that fall under this category. We will analyse the various Azure database options as part of our analysis, and then we will provide a suggestion for which of these alternatives is the best suitable for storing user profiles. [5]

Azure SQL Database, the most popular option
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An entirely managed relational database service known as Azure SQL Database is built on top of the Microsoft SQL Server engine, which serves as the service's foundation. There are a number of characteristics that it offers, like high availability, automatic backups, and built-in intelligence that is specifically designed to optimise performance. When it comes to applications and structured data that are required to adhere to the ACID (Atomicity, Consistency, Isolation, and Durability) requirements, the Azure SQL Database is a fantastic option to consider. [6]

An advantage:

The security of the data is ensured by compliance with the ACID standard.
With a completely managed service, it is possible to reduce the overhead costs associated with operations.
T-SQL is supported in addition to the well-known SQL Server functions while using this software.
The system incorporates built-in security procedures, such as encryption and the identification of potential threats.
Both automatic backups and point-in-time recovery are two options that are available.
Disadvantages:

The scalability of NoSQL databases is far higher than that of relational databases.
Large datasets demand a larger price tag than smaller datasets.
It is essential to have understanding of SQL in order to successfully complete administrative and optimising tasks.
2. Amazon Web Services' Cosmos.

Microsoft Azure Cosmos DB is a NoSQL database service that is distributed throughout the entire world. It was developed with the intention of facilitating the development of applications that are not only highly responsive but also highly scalable. It is appropriate for a wide number of use cases since it supports a wide variety of data models, including document, key-value, graph, and column-family data models, among others. In addition to offering assured low latency and high availability, Azure Cosmos DB also enables multi-region replication options. These features are an additional benefit.

An advantage:

Due to the fact that it is distributed across the globe, users are able to access data from any location in the world with far less delay.
Many different data models are supported, which makes it possible to have flexibility in the environment of the data schema.
In addition to horizontal scalability, there is also functionality for automated sharding.
a service level agreement (SLA) that guarantees both high availability and throughput.
Integrated with Azure Active Directory for the aim of providing security and regulating access to the system.
Disadvantages:

The price is higher in contrast to the prices of other database systems that are offered through Azure.
A steeper learning curve exists as a consequence of the fact that its design is composed of numerous models.
It is possible that this is an unnecessary investment for use cases that are less complicated and include data that is arranged.
The Table Storage service offered by Azure

Azure Table Storage is a NoSQL key-value store that has the capability to provide schemaless storage for semi-structured data. Specifically, it is a database management system of some kind. It provides a high level of scalability and a low level of latency for read and write operations, which makes it perfect for storing enormous volumes of data with clear access patterns. [7]

An advantage:

The storage capacity is not limited in any way that is realistically applicable, and the system is extremely expandable.
In contrast to the costs of other Azure database options, this one is actually pretty affordable.
A straightforward data model supported by key-value pairs, which simplifies the development process.
Equipped with the capacity to store a significant amount of data pertaining to user profiles.
The integration with Azure Blob Storage makes it easy to back up and archive data using the cloud storage service.
Disadvantages:

Comparable to relational databases, relational databases offer restricted querying capabilities just as relational databases.
The failure to provide already-built functionality for transactions that are very complicated.
The native availability of support for ACID compliance is not accessible.
Consult or make a suggestion

It is recommended that the Azure Cosmos DB model be used as the Azure database option for the purpose of storing user profiles. To be more specific:

In addition to providing automatic splitting, Azure Cosmos DB also offers simple horizontal scalability, which ensures that scalability is maintained. This guarantees that the database will be able to handle increasing quantities of user profile data without seeing a decrease in speed.

As a result of its highly adaptable nature, Azure Cosmos DB is able to accommodate a diverse range of user profile data structures and access patterns. A wide variety of data models, including as document, key-value, and graph data models, are accessible through its support.

global Distribution: The characteristics of Azure Cosmos DB's worldwide distribution make it possible to view user profiles with a minimum amount of latency from any location in the world. A smooth experience is provided for users who are located in different geographic locations as a result of this capability.

Azure Cosmos DB provides high availability, which is supported by service level agreements and multi-region replication. This feature is referred to as availability. Consequently, this guarantees that user profiles are constantly available and safeguarded against any faults or outages that may occur.

When it comes to the protection of data, Azure Cosmos DB communicates with Azure Active Directory in order to perform authentication and access control. Therefore, organisations now have the option to set fine-grained security restrictions for the data associated with user profiles.

Azure Cosmos DB offers the most advantageous combination of scalability, flexibility, and worldwide availability for the purpose of storing user profiles in a contemporary context that is focused on cloud computing. Azure SQL Database and Azure Table Storage are two additional alternatives that could be considered depending on the needs that are being met; nevertheless, Azure Cosmos DB provides the most optimal combination of these three essential properties.

 Conclusion:

Azure provides a wide variety of database solutions, each of which is appropriate for a certain set of operational situations. In conclusion, Azure offers a wide range of database solutions. It would appear that Azure Cosmos DB is the most suitable solution for storing user profiles. This is due to the fact that it is scalable, flexible, distributed globally, has high availability, and has security features. This is due to an overlap of both of these qualities. Using Azure Cosmos DB, businesses are able to effectively manage and recover user profile data, all while ensuring that their apps are functioning at optimal speed and that they are reliable. This is made possible by the fact that the user profile data can be retrieved and maintained.
[bookmark: _Toc164776366]4.Azure Backup options for file shares and databases
The cloud-based service known as Azure Backup, which is provided by Microsoft Azure, makes it easy to create backups of files, folders, programmes, and databases. This particular service is given by Microsoft Azure. This solution gives companies the ability to protect their data while it is stored in the cloud. Plans for the protection of data should always include the execution of backup schedules and retention regulations as an essential component. In order to satisfy the objectives of both business and compliance, these rules and schedules make certain that backups are performed on a consistent basis and that they are stored for the appropriate period of time. In this section, we will discuss backup schedules and storage policies for both file shares and databases that make use of the Azure Backup choices. During the sections that follow, this discussion is going to take place. [8] 
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1. timetables and timetables for the transfer and backup of files 


The Azure Backup service offers two primary options for backing up file shares. These options are offered to users via the service. These choices include Azure Backup for Azure Files as well as Azure Backup for file servers that are located on-premises. 

Azure's Backup Service for Files Stored in Azure Service: 

Microsoft Azure Files is a cloud-based service that enables fully managed file shares in addition to enabling access to files through the use of SMB and NFS. Businesses are able to create backups of file shares that are kept in Azure with the assistance of Azure Backup for Azure Files. This will allow businesses to protect their data. [9] 

Choices available for the Backup Schedule: 

The backups ought to be scheduled to run on a daily basis at a time that has been decided upon in advance. By doing this, you will ensure that the data that is saved in file shares is backed up on a regular basis, which will protect against the loss of data. 
Keep regular backups: In order to produce additional backup copies and to enable various recovery points for data that is shared in a file, it is advised that backups be performed on a weekly basis. 
It is possible to configure individualised backup schedules according to the specific needs of the business, such as backing up key file sharing on a more consistent basis. It is possible to accomplish this by examining the configuration choices for the backup schedule. 
An Assortment of Policies Regarding Retention: 

Define the storage range for backups, which sets the period of time that backup data should be maintained. This definition is referred to as the retention range. Microsoft Azure Backup allows for retention periods that can span anywhere from a few days to several years, depending on the requirements of the organisation and the rules that are in place. 
Keeping backup copies for a predetermined period of time on a daily, weekly, and monthly basis can be accomplished by configuring retention rules. This can be done on a daily, weekly, and monthly basis. A comprehensive backup history will be maintained for file sharing as a result of this action. 
When it comes to file servers that are located on the premises, Azure Backup: 

For on-premises file servers, Azure Backup provides either the Azure Backup Server  or the System Centre Data Protection Manager  for the purpose of backing up files and folders to Azure. Both of these options are considered to be backup solutions. 

Choices available for the Backup Schedule: 

Partial Backups: Set up incremental backups so that they pick up only the files that have been modified or added since the last backup. Both the length of time necessary for backups and the amount of storage space that is required will be reduced as a result of this. 
Full backups of the full system: Regular full backups are suggested in order to capture the whole file system and provide thorough recovery points for file shares. This is because full backups capture all of the data in the system. 
When it comes to the frequency of backups, it is important to customise them in accordance with the requirements of the business. This may include settings for daily, weekly, or personalised plans. [10] 
An Assortment of Policies Regarding Retention: 

Define a duration range for backups, which describes the amount of time that backup data should be maintained in Azure Backup vaults. This range indicates the length of time that backups should be stored. 
Through the implementation of the Grandfather-Father-Son  Retention Policy, it is recommended that backup copies be kept on a daily, weekly, monthly, and yearly basis for varied durations of time. You can rest assured that a comprehensive backup history will be preserved that way. 
Secondly, databases with regard to the backup schedules they have 

There are a number of various options available for backing up databases that are hosted on Azure services. Some of these options include Azure SQL Database, Azure Database for PostgreSQL, Azure Database for MySQL, and a great deal of other options. These choices are made available via Azure Backup. 

Azure's SQL Database, which includes: 

With the built-in backup and restoration tools that are given by Azure SQL Database, organisations are able to simply create backups of databases via the Azure portal or by using PowerShell commands. This is made possible by the fact that these services are supplied by Azure SQL Database. 

Choices available for the Backup Schedule: 

Automatic Backup: Enable automated backups to generate backups of Azure SQL databases on a regular basis in accordance with a schedule that you have already defined. This will ensure that backups are produced correctly. Azure SQL Database will automatically perform entire backups, differential backups, and transaction log backups from the database. These backups will be based on the database recovery model. 
Manual Backup: This feature enables you to produce backup copies whenever you require them by enabling you to perform ad hoc backups at any time. Such backups can be performed through the Azure interface or with PowerShell commands. 
An Assortment of Policies Regarding Retention: 

For the purpose of ensuring compliance with regulatory requirements and data retention standards, it is required to design long-term retention policies in order to store backup copies for extended periods of time. This is done in order to ensure that the company is in accordance with these regulations. 
Point-in-Time restoration: Make use of the capabilities of point-in-time restoration in order to recover databases to specific points in time that occurred within the retention period. For the goal of data preservation, this will make it possible to have specific recovery options and alternatives. 
a database hosted on Azure that is compatible with both PostgreSQL and MySQL: 

Utilising Azure Backup for Azure Database for PostgreSQL and Azure Database for MySQL, businesses are able to generate backups of PostgreSQL and MySQL databases that are hosted on Azure. This is made possible by the availability of these backup tools. 

Choices available for the Backup Schedule: 

Through the use of the planned backup tool, you are able to set up periodic backups to execute in accordance with a schedule that you have previously established. This guarantees that PostgreSQL and MySQL databases are backed up on a consistent basis to maintain their safety. 
The ability to create backup copies for specific database instances with greater flexibility is made possible by the availability of backups that are performed on demand. Backups that are performed on demand can be carried out whenever they are need to be. 
An Assortment of Policies Regarding Retention: 

Define the retention period for backup copies, which sets the amount of time that backup data should be maintained in Azure Backup vaults. This is referred to as the retention period. 
Encryption of Backups: Encryption of backups ought to be enabled in order to protect backup data while it is stored safely. That the backups of the database are both secure and confidential will be ensured by this. 
Remarks to Conclude 

When it comes to data protection strategies, crucial components include backup schedules for data as well as policies for the retention of data. The presence of these components guarantees that organisations will be able to retrieve data in the event that it is lost, corrupted, or destroyed as a result of natural disasters. When organisations utilise Azure Backup, they are able to set backup schedules that are flexible and define retention policies that are tailored to their unique requirements for file sharing and databases. This allows for these organisations to better protect their data. Businesses have the ability to effectively protect their data assets, decrease risks, and ensure the continuity of their corporate operations in the event of unanticipated disasters by making use of the numerous backup alternatives that are made available by Azure. 

In a word, file shares and databases may both benefit from the extensive backup and recovery solutions that Azure Backup provides. Additionally, it provides a wide range of scheduling and retention options, which may be tailored to meet the specific needs of commercial enterprises. Whether it's protecting Azure Files, on-premises file servers, Azure SQL databases, or any other Azure service, Azure Backup makes it possible for organisations to develop strong data protection plans and retain their key data assets in the cloud. This is true regardless of the type of Azure service being protected.

[bookmark: _Toc164776367]5.Evaluation of how azure site recovery would assist GLI
Data security is of the utmost importance in today's digital world for any company but especially for GLI that deals with large amounts of storage and vital databases. Natural or artificial catastrophes, they may all play chaos on businesses, causing data loss, downtime, and financial consequences. With its comprehensive set of capabilities designed to safeguard storage and databases, Azure Site Recovery stands out as a strong disaster recovery solution. How ASR might help GLI strengthen its DR approach is the subject of this essay. 

The purpose of Azure Site Recovery, a service offered by Microsoft, is to facilitate the automation and orchestration of the replication and failure of virtual machines, regardless of their location—in the cloud or on-premises. By facilitating the rapid restoration of workloads in the case of a catastrophe, it guarantees the continuance of corporate operations. Virtual machines are not the only things that ASR can handle; storage and databases are also part of its purview. 


Securing Storage with Azure Site Recovery: GLI, like many other organisations, relies on storage to store vital data needed for daily operations. ASR's replication and failover procedures are critical in protecting this priceless asset. 

Data redundancy is assured by ASR's replication capabilities, which allow for the transfer of data from on-premises storage to Azure. To achieve certain Recovery Point Objectives, GLI may adjust the replication settings to synchronise data between on-premises and Azure at certain intervals. Because of this adaptability, GLI is able to find a happy medium between operational overhead and data currency. 

Failover: With ASR, you can easily switch from your local storage to Azure in case of a catastrophe. Depending on predetermined criteria such as performance limits or identified outages, GLI may activate failover either manually or automatically. With this fast backups, GLI can go back to business as soon as possible with little interruption. 

With ASR's powerful orchestration features, GLI can design recovery plans specifically for its storage system. The recovery process may be made more organised and effective with the help of these plans, which detail the steps to be taken during failover. GLI may modify recovery methods to handle complex storage arrangements, guaranteeing dependability and consistency in any situation. 

Azure Site Recovery for Database Security: Many corporate applications rely on databases, which store mission-critical data that is crucial for running the company. By adding database DR capabilities to ASR, organisations like GLI are able to better safeguard their database assets. 

Data Corruption and Inconsistency Mitigation: Application Consistency: ASR makes sure that applications are consistent when databases are replicated and when failure occurs. This is made possible by integrating with Azure Backup, which offers recovery and backup solutions that are application-aware and designed for common database systems like Oracle and SQL Server. By using these features, GLI can ensure that data remains safe during the whole disaster recovery process. 

Databases may be restored to a particular instant in time using GLI's point-in-time recovery feature made possible by ASR which minimises data loss. For GLI to confidently and precisely roll back to a known good state in the event of data corruption or human mistake, this granular recovery capability is crucial. 

Compatible with Multiple Platforms: GLI can safeguard databases that are operating on different platforms and technologies thanks to ASR, which enables diverse database settings. With ASR's unified DR solution, you can accommodate multiple database environments, whether it SQL Server on Windows or Oracle on Linux. Due to its adaptability, GLI's DR administration is made easier, which optimises operational processes and gets rid of the need for separate solutions. 

Critical parts of GLI's IT infrastructure, storage and databases, may be adequately protected using Azure Site Recovery. The replication, failover, and orchestration features of ASR will help GLI strengthen its DR plan, which will guarantee data resilience and business continuity in the event of a catastrophe. When it comes to safeguarding vital data and preventing storage asset hardware failures or database data corruption, ASR has you covered with all the features and capabilities you need. Azure Site Recovery is a trustworthy companion on GLI's journey towards operational excellence and resilience within the ever-changing digital ecosystem.
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All services > andrian2114820_1713808874654 | Overview > andrian2114820 | Containers > andrian2114820 | Access Control (IAM) >

Add role assignment

Role  Members  Conditions  Review + ass

Role Storage Blob Data Owner
Scope /subscriptions/28358e60-f5e8-420c-2542-

Scodsfb1dcas/resourcegroups/azure/providers/Microsoft Storage/storageAccounts/andrian2114820/blobServices/default/containers/andrian2114820
Members Name Object 1D Type

Andrian Gontea 029f150f-12df-4893-baef-848f0e 188781 User
Description No description
Condition None
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£ Search resources, services, and docs (G+/)

Al services > Storage accounts > andrian2114820 | File shares > New file share >

- andrian2114820 =

SME File share

8 et T gt O en

& Overview

£ Diagnose and solve problems ~ Essentials

. Access Control (1AM) Storage account

B srowse Resource group (move)

Operations Location

primary/Secondary location
4 snapshots. "/ i

Subscription (move)

& Backy
i Subscription ID

Properties  Capabilites (2)

= Size
Maximum capacity

Used capacity

Tier

(?) Performance
Maximum 10/s ©
Ingress rate ©

Egress rate ©

& Backup

Snapshots
Last modified

Backup ©

© Enable Backup for il sare "andrian2114820" t protect your data. Learn more

andrian2114820
azure

East US

Primary: East US, Secondary: West US
‘Aaure for Students

28358250-f5e8-420¢-2542-5¢608fb10c28

Tutorials

5Tie
08

Transaction optimized

1000
6OMiB /s

6OMiB /s

0 snapshots

Not configured

+ Add directory i Deleteshare 2 Changetier ¢ Editquota A7 Give feedback

Share URL
Redundancy

Configuration modified

B Feature status

Soft delete ©

Large file shares

4 Identity-based access

Directory service ©

Domain

% SMB protocol settings

Security profile ©

SM8 protocol versions
SMB channel encryption
Authentication mechanisms

Kerberos ticket encryption

 hitpsy//andrian2114820.file.core-windows.net/andrian2114820

Geo-redundant storage (GRS)

+ 22/04/2024,19:17:08

7 days

Disabled

Not configured

Maximum compatibility

adriangonteal993@hot... @
DerAuLT DIRECTORY

JSON View
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£ Search resources, services, and docs (G+/)

adriangonteal993@hot... @

perauLT DiReCToRY @0

Al services > Storage accounts > andrian2114820

Storage accounts «

Default Directory Storage account

<

- storage Mover

+ create D Restore

iter for any field.

Name © Data storage

= = containers
= andrian2114820

8 File shares
T Queues

0 Tables

Security + networking
2 Networking

@ Front Door and CON
¥ Access keys

@ Shared access signature
2 Encryption

O Microsoft Defender for Cloud

Data management
B Storage tasks (preview)
@ Redundancy

@ Data protection

& Object replication

& Blob inventory

B static website

& Lifecycle management

& Azure Al search

Settings

-3 andrian2114820 | Networking  #

rtual networks  Private endpoint connections  Custom domain

O Refresh &7 Give feedback

Public network access
O Enabled from all networks

(® Enabled from selected virtual networks and IP addresses

O Dpisabled

@ Configure network security for your storage accounts. Learn more o7

Virtual networks
~+ Add existing virtual network —+ Add new virtual network
Virtual Network Subnet Address range
No network selected.

Add IP ranges to allow access from the intemet or your on-premises networks, Leam more.

Address range

221711123 I}

[P address or cior ]

Resource instances

‘Specify resource instances that will have access to your storage account based on their system-assigned managed identiy.

Resource type Instance name

Exceptions
Allow Azure services on the trusted services st to access this storage account.

[[J Allow read access to storage logging from any network
[ Allow read access to storage metrics from any network

Network Routing

Endpoint Status

Resource Group

Subscription
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All services > SQL databases > Create SQL Database >

Create SQL Database Server x

Microsoft

Server det:

Enter required settings for this server, including providing a name and location. This server will be created in the same
subscription and resource group as your database.

Senvername * [erandran 7]

databasewindows.net

Location * [(ws)eastus 2 v

Authentication

@ Azure Actve Diectoy (Azur AD) i now Microsof Entra . Learn more &

Select your preferred authentication methods for accessing this server. Create a server admin login and password to
‘access your server with SQL authentication, select only Microsoft Entra authentication Learn more & sing an existing
Microsoft Entra user, group, or application as Microsoft Entra admin Learn more &, or select both SQL and Microsoft
Entra authentication.

Authentication method (® Use Microsoft Entra-only authentication
O Use both SQL and Microsoft Entra authentication
O uUse saL authentication

Set Microsoft Entra admin adriangontea1993 hotmail.com#EXT#@adriangonteal993hotmai
‘Admin Object/App ID: 029f150f-12df-4893-baef-848f0e 188781
Set admin
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All services > SQL databases >

Create SQL Database X

Microsoft

@ Want oty Aure SQL Database fo free? Creste a free serverless dtabase with the frt 100,000 vCore seconds, 32GB
of data, and 32GB of backup storage frez per month fo the fetime of the subscription. Learn more

‘Apply offer (Preview)

Cost summary

Hyperscale (HS_Gens 2) - Primary replica

@ 5L Database Hyperscale: Low price, high scalability, and best feature set. Lear more Cost per vCore (in USD) 133.34
VCoresseece x2

Project det Hyperscale (HS Gens 2) - HA replicas
Cort e vcore (n Us0) 13334
VCoresseece x2
Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and A repices o

manage all your resources.

ESTIMATED COMPUTE COST/ MONTH 266,68 usp.

Subscription STORAGE COST/ 68 / MONTH 025 uso

[ Azure for students v]

e <]
Gresteren

Resource group *

STORAGE NOTES
inthe Hyperscae ter storage costs are akulsted based
o0 scusl slcation Allocata space nressa:
sutomatialy 35 nesdd, up 0 1003,

Database details

Enter required settings for this database, including picking 2 logical server and configuring the compute and storage

resources
Database name * [(andrianz2114820 ~]
s (v sveranirin st 052 <)

Create new

Oves @ no

Workload environment QO Development
(® Production

Want to use SQL elastic pool?
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All services > SQL databases >

Create SQL Database X

Microsoft

Basics  Networking ~ Security  Additional settings ~ Tags  Review + create

Tags are name/value pairs that enable you to categorize and view consolidated billing by applying the same tag to -
multiple resources and resource groups. Leam more &

Note that f you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Value Resource
[anranziiiezo | [= = e
| [2selected v] Cost summary

Hyperscale (HS_GenS 2) - Primary replica
ot pr vCore (1 Us2) 13334

p— x2

Hyperscale (HS_Gens 2) - H rplicas

Costpar uCore (n USD) 13334
p— x2
HA replicas x0

ESTIMATED COMPUTE COST/ MONTH 266,68 usp.
STORAGE COST/ GB / MONTH 025 uso

STORAGE NOTES
inthe Hyperscae ter storage costs are akulsted based
o0 scusl slcation Allocata space nressa:
sutomatialy 35 nesdd, up 0 1003,

[rovions ] [ emtzRoviow v aeate>
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All services > SQL databases >
Create SQL Database X
Microsoft
Terms Cost summary
By dlicking "Create", | (3) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) Hyperscale (HS_Gen_2) - Primary replica
listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with Cost per vCore (i USD] 13334
the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact, usage and \Cores ssiscted Y2
transactional information with the provider(s) of the offering(s) for support, billing and other transactional activities.
Microsoft does not provide rights for third-party offerings. For additional detals see Azure Marketplace Terms. (' Hyperscale (HS Gens_2) - #4 replicas
Costpar ore (nU5D) 13334
“Cores seeced
Basics x2
H repicas 0
Subscription Azure for Students
ESTIMATED COMPUTE COST / MONTH 266,68 s
Resource group azure STORAGE COST /G / MONTH 025 uso
Region Eastus2
Database name andrian2114820 'STORAGE NOTES
Server (new) serverandrian e
Authentication method Microsoft Entra-only authentication utomaticaly as nesded. up o 100 T8,
Microsoft Entra Admin adriangontea1993_hotmail.com#EXT#@adriangontea1 993hotmail.onmicrosoft
com
Compute + storage Hyperscale: Standard-series (Gens), 2 vCores, zone redundant disabled
Backup storage redundancy Locally-redundant backup storage
Networking
Allow Azure services and resources to No
access this server
Private endpoint None
Minimu TLS version 12
Connection Policy Default
Security
Identity Not enabled
Transparent data encryption (Server level) Service-managed key selected .
Douniead a tempate for atomation
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Al services > serverandrian

@ successfully updated server firewall rules
(=] serverandrian | Networking Successfully updated server frewallrues for server
SQLsenver serverandrian

 reedpack
<

Public access  Private access  Connectivity
& Overview -
& Activity log Public network access

Ra. Access control (1AM) Public Endpoints allow access to this resource through the intemet using 2 public IP address. An application or resource that s granted access with the following network rules still requires proper authorization to access this resource. Leam more

Public network access

€ Tags O npisable

& Quick start @ selected networks

& Diagnese and solve problems @ Connections from the [P scdresses configured i the Firewll rules szction below will have access to this dtabase. B defauit no public P sdresses e allowed. Lesm mores

settings Virtual networks
% Microsoft Entra ID Allow virtual networks to connect to your resource using service endpoints. Learn more(Z
© SQLdatabases + Add avirtual network rule
@ sl elastic pools:
@ DU quota Rule Virtual network ‘Subnet. Address range  Endpoint status Resource group ‘Subscription State
111 properties
2 tocks Firewall rules

Allow certain public intemet IP addresses to access your resource. Leam moret
Data management

& Backups 4 Add your client IPv4 address (2.217.111.231) -+ Add a firewall rule
W Deleted databases
@ railover groups. Rule name Start IPv4 address. End IPv4 address
5 Import/Export history ClientiPaddress 2024-4-2219-34-33 | [ 2217111231 | [2217111231 |
Security
Exceptions
@ Networking
© Microsoft Defender for Cloud [0 Allow Azure services and resources to access this server O

@ Transparent data encryption

& 1dentity

X
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Microsoft Azure

Jo-

SQL database

@ Overview
& Activity log
@ Tas

# Diagnose and solve problems

Query editor (preview)

Settings
@ compute = storage
' Connection strings
11! properties

Q Locks

Data management

@ Replicas

Integrations
@ Azure Synapse Link

% Stream analytics (preview)
4 Add Azure Al Search
Power Platform

Al Powers!

@ Power Apps

P Power Automate

Security

B Auditing

& Ledger

¢ R iogn + Newauey T openquery A7 Fescback

andrian2114820 (adriangontea99... ¢y

< For

@ Srouing imited abjec exporer heve
toopen

full capability please click her
Azure Data Studio.

[T Tables
~vGviews

s database firewall_rules

/[Sstored Procedures

> [Gsystem Stored Procedures

£ Search resources, services, and docs (G+/)

All services > serverandrian | SQL databases > andrian2114820 (serverandrian/andrian2114820)

Getting started

Query1

Results  Messages

andrian2114820 (serverandriar

andrian2114820 (serverandrian/andrian2114820) | Query editor (preview) *

x

Show only Editor

adriangonteal993@hot... @
DerAuLT DIRECTORY

Y Search to filter items

Ready
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All services > Recovery Services vaults >

Create Recovery Services vault

“Basics Redundancy Encryption  Vaultproperties  Networking  Tags  Review + create

Project Details

Select the subscription and the resource group in which you want to create the vault.

Subscription * [ Azure for students v]

Resource group *

e <]

Create new

Instance Details

Vault name *

andrian2114820 il

Region *

EastUs ~

@ Cross Subcription Restore i enabled by dfault fora vauts. Visit vult Propertis' o csable th same, Learn more,
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All services > Recovery Services vaults >

Create Recovery Services vault X

*Basics Redundancy  Encryption  Vault properties  Networking  Tags + create
Summary
Basics
Subscription Azure for Students
Resource group azure
Vault name 2ndrian2114820
Region EastUs
Redundancy
Backup Storage Redundancy Geo-redundant
Cross Region Restore Diszble

Vault properties

Immutability Disabled
Networking
Connectivity method Allow public access from all networks

Downlosd  templtefo automation
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Microsoft Azure
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£ Search resources, services, and docs (G+/)

Al services > Recovery Services vaults > andrian2114820

(i ) andrian2114820 | Properties  #

Recovery Services .
DefaultDirectory

4 Creste 5 Manage view

iter for any field.

Name 1
& andrian2114820
& vault-ivbazqm3

page

overy Services vault

<
& Ovenview

& Activity log

2 Access control (1AM)

@ Tags

K Diagnose and solve problems
Settings

% Identity

& Networking

1F meszies

Q todks

Getting started

& sackop

& site Recovery

Protected items
%/ Backup items

B/ Replicated items

Manage
B Backup policies

B Backup Infrastructure

B site Recovery infrastructure
E Recovery Plans (Site Recovery)

i Backup Reports

Monitoring s

) Mo S A e e S e e G T

Status

Active

Location

EastUS

Subscription Name

[(azure for students [}

Subscription Id

[ 28358260-f5e8-4a0c-a542-5c6dsfb1dc28. [}

Resource group

= ®

Diagnostics Settings
Update

Backup and Site Recovery

Backup Configuration
Update

Smart tiering
Update

Cross Subscription Restore
Update

Monitoring Settings
Undate

Backup Configuration X

Having issues, Fallback to old experience

sterage replication ype O Locally-redundant

O Zzonally-redundant

@ Geo-redundant

® TherreTE e s T T e S Trra(ES)
provides a higher level of dats durability than Locally redundant storage (LRS) and costs
more. Review the trade-offs between lower cost and higher data durabily that i best for
your scenario. Lear more.

Cross Region Restore ® enated

O Dpisabled
Note:

* This allows you to restore in the secondary region for both BCDR drills and
outage scenarios.

* This is available for Azure Virtual Machines and SQL/SAP HANA databases
running inside Azure VMs and Recovery Services Agent (Preview) in this vault.
No support for classic VMs.

* Cross Region Restore is currently irreversible storage property.

Learn more about Cross Region Restore and pricing impact
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All services >

= Backup Jobs X

Choose columns Y Filter [Ty Exportjobs () Refresh 27 Feedback

Filtered by: item Type - All, Operation - All Status - All Start Time - 21/04/2024, 21:32:18, End Time - 22/04/2024, 21:32:19

O T DTS e = e S e e T e e e S e e I Sy

© A data ftched romthe senice

[0 Fitter items .
Workload name 1y Operation Status Type Start time Ty Total Duration Ty Details
status2 (andrian21148208) Backup © Completed Azure Storage 22/04/2024, 21: 00:00:02 View details
status2 (andrian21148208) Configure backup © Completed Azure Storage 22/04/2024, 21:29:16 00:00:46. View details
status (andrian21148208) Configure backup © Completed Azure Storage 22/04/2024, 21:21:06 00:00:46. View details
andrian21148208 (andrian21148208) Configure backup © Completed Azure Storage 22/04/2024, 21:14:02 00:00:46. View details
andrian21148208 (andrian21148208) Register © Completed Azure Storage 22/04/2024, 21:12:14 00:01:33 View details





image1.tmp
RN e— ollment Andrian Gor. X Owne X A X | @ Paraphrasi

(¢} azure.mi
Azure
Total on-premises over 5 year(s) Total Azure cost over 5 year(s)
TCO of on-premises environments tends to be driven by compute and data center costs.  In Azure, certain cost categories decrease or go away completely.
£199,480 £807,385
Total cost Total cost
43% 9% 39% 3% 5% 5% 0% 3% 91% 1%
Compute Data center Networking Storage IT Labor Compute Data center Networking Storage IT Labor
Total on-premises cost breakdown Total Azure cost breakdown
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Total on-premises cost breakdown

In Azure, several of the cost categories from the on-premises environment are
consolidated and decrease with the efficiency that comes with the cloud.

WHardware  WSoftware
WNetworking  MStorage

Electricity ~ MData center

T Labor

s00¢

8006

200

£199,480

Cost over 5 year(s)

On-premises cost breakdown summary

Category

Total Azure cost breakdown

In Azure, several of the cost categories from the on-premises environment are
consolidated and decrease with the efficiency that comes with the cloud.

MCompute MDatacenter  MNetworking MStorage

WIT Labor
s00¢
8006
400¢
200
_— — P

£807,385

Cost over 5 year(s)

Azure cost breakdown summary

Cost  Category

Cost
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Azure
£199,480 £807,385
Cost over 5 year(s) Cost over 5 year(s)
On-premises cost breakdown summary Azure cost breakdown summary
Category Cost  Category Cost
Compute £8620182  Compute £37,734.46
Hardware £1841629
Software £11,87680 ~ Data Center £0.00
Electricity £429790  Networking £24,314.05
Virtualization £7,369.05
Database £4424180  Storage £736,459.58
Data Center £1866440 I Labor £8,876.75
Networking £78,203.34
Storage £5757.71
IT Labor £10,652.10
Total £199,479.75  Total £807,384.88
Estimated on-premises cost (5 year(s)) Estimated Azure cost (5 year(s))
(©) Compute cost Azure compute cost
() Data center cost Azure data center cost





