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Abstract
Cloud computing has had a transformative impact on higher education in recent years, transforming the way in which services and resources are managed and delivered. Azure Lab Services is a cloud based virtual lab platform for education environments, allowing institutions to deploy virtual machines to users to perform tasks that may be unsecure to carry out on physical machines. With Azure Lab Services upcoming retirement of June 28th, 2027, higher education institutions must identify and transition to an alternative solution. 
This report explores the viability of Azure DevTest Labs as a potential replacement, conducting a case study within the University of Wales Trinity Saint David (UWTSD). The case study followed an iterative approach design, implement, and evaluate a functional DevTest Labs deployment. While the implementation met core technical requirements, several limitations were identified, particularly around cost control, scheduling, and ease of use for students.
The report concludes that although DevTest Labs is a technically feasible replacement, its enterprise-focused design presents challenges in an educational environment. It is recommended that UWTSD further explore third-party Azure partner solutions tailored specifically for education, to ensure feature parity with the outgoing system.
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[bookmark: _Toc204337949]1. Introduction
Cloud computing has had a significant impact on Higher Education Institutions (HEIs) in recent year, transforming how services are deployed, managed, and accessed. Through the adoption of Software-as-a-Service (SaaS) platforms such as Microsoft 365 and Google Workspace, both staff and students benefit from greater flexibility with regards to remote working and the ability to work from any device by leveraging cloud ecosystems; an improvement over a traditional domain setup constricting users to domain-joined, on-site machines to access resources. Furthermore, the adoption of cloud Infrastructure-as-a-Service (IaaS) platforms such as Microsoft Azure provides organisations with the ability to shift away from on-premises infrastructure to scalable cloud-based environments, further increasing cost efficiency and service availability. 
The University of Wales Trinity Saint David (UWTSD) currently leverages various services within the Microsoft Azure suite, including Azure Lab Services to provide pre-configured, on-demand remote-access virtual labs to students. These isolated virtual environments enable students to carry out practical tasks such as programming, cybersecurity projects, or running specialised software, that may be impractical or insecure to perform on physical domain-joined university machines. 
The cloud-based labs are accessible from any network or machine via a web portal authenticated against the users UWTSD Entra ID account. Azure Lab Services provides ease of use for students as well as simple, centralised management for IT administrators via the Azure portal. Administrators are able to rapidly provision and deploy both Windows and Linux virtual machines (VMs), scaling as required, whilst enforcing cost management policies such as usage quotas. Microsoft is retiring Azure Lab Services on June 28th, 2027 [1], therefore UWTSD must migrate to an alternative solution in order to continue to provide cloud-based virtual machines to students. Whilst there are numerous options available, including many third-party solutions, the alternative solution must meet the requirements of UWTSD, achieving the same level of functionality and usability as Azure Lab Services. Additionally, due to UWTSD already being integrated with services within the Azure tenant, for cost saving and staff training purposes an Azure-native solution would be preferable to a third-party solution.
[bookmark: _Toc204337950]1.1 Aim
The aim of this project is to design, deploy and evaluate a suitable cloud-based virtual lab solution to replace Azure Lab Services at UWTSD.
[bookmark: _Toc204337951]1.2 Objectives
To achieve the above aim, the following objectives were established:
· Conduct a literature and evaluate potential virtual lab alternatives.
· Design and configure a prototype virtual lab environment aligned with UWTSD’s requirements.
· Gather feedback from stakeholders to validate requirements during development.
· Assess and evaluate the suitability of the proposed solution through testing and stakeholder feedback.
· Provide recommendations and identify areas for further consideration.
The following chapter will review relevant literature and technologies, followed by an overview of methodologies and requirements in chapter 3. Chapter 4 outlines the design and implementation of the replacement solution, and chapter 5 details evaluation of findings and feedback. Conclusions and recommendations are offered in chapter 6, followed by a reflection in chapter 7.
[bookmark: _Toc204337952]

2. Literature Review
[bookmark: _Toc204337953]2.1 Cloud Computing in Higher Education
Cloud Computing provides HEIs with scalable, on-demand access to computing resources, enabling greater flexibility, efficiency and cost management. A study by Alsufyani et al. [2] discussing the adoption of cloud computing in HEIs finds that a key driver in the transition to cloud platforms is the opportunity to reduce environmental and financial costs, especially in situations in which services are required only for a limited period. The scalable model of cloud computing allows HEIs to provision and decommission cloud resources as required, in contrast to on-premises infrastructure which traditionally requires significant initial investment for resources, as well as costly ongoing maintenance. A further point highlighted by Alsufyani et al. [2] is the simplified procurement process associated with the pay-as-you-go models of cloud computing platforms. This model reduces administrative barriers and facilitates faster access to resources, an advantage over the often lengthy approval process and barriers associated with the initial investment required for on-premises infrastructure.
In addition to financial benefits, several studies have identified further drivers behind the transition of HEIs to cloud computing. Olahova [3] highlights the enhanced collaboration enabled by utilising the Microsoft Office 365 SaaS platform, providing a common space for teachers and students to share resources. The author also emphasises the cloud-based authentication of Office 365 as a primary advantage, allowing users to securely access resources from any location or device.
In a study surveying the adoption of cloud computing in education, Almajalid [4] outlines several advantages of cloud infrastructure to HEIs. These include reduced dependence on backup solutions due to data being stored in the cloud, as well as built-in disaster recovery systems, ensuring high availability and rapid recovery in the event of failure. The author highlights virtualisation technology as a key feature, allowing institutions to expand hardware capacity without the need for investment in physical devices. Almajalid provides an example of this in the case of Florida Atlantic University, which leveraged Microsoft Hyper-V to virtualise its data centre, reducing IT expenditure by $600,000 USD – a substantial cost saving enabled by the adoption of cloud computing technology.
A significant driver for many HEIs in the transition to cloud computing was the impact of the Covid-19 pandemic on education, and the need to maintain learning remotely. Cloud platforms such as Microsoft 365 facilitated remote access to resources and collaboration tools for student and staff [4], providing a practical solution to the problem of on-site learning being suspended. A case study of Japanese HEIs found that 94% of HEIs agreed that Covid-19 had increased the awareness of cloud computing in education, and that the Council for the Implementation of Education Rebuilding in Japan recommends that cloud technologies are the primary key to developing new educational formats [5].
Whilst the aforementioned benefits of cloud computing to HEIs are significant, it would be remiss to ignore the challenges around cloud technology. One of the most notable concerns is the relinquishing of control over infrastructure when outsourcing to a cloud service provider. Whilst in many ways this is a benefit in terms of costs and reduced dependency on backups [4], it also means that institutions become dependent on the providers availability, leaving the customer institution powerless in the event of a major outage at the provider. One Microsoft Azure outage in February 2025 took down critical government services in Norway [6], whilst another global outage, exacerbated by Microsoft’s’ own cybersecurity systems, left customers unable to access essential Azure services [7]. It should be noted, however, that whilst downtime associated with service provider outages may be inevitable, there is no guarantee that HEIs would restore services from an on-premises outage more quickly, especially if it occurs outside of working hours.
In line with broader trends across the education sector, UWTSD has highlighted the benefits of cloud technologies within its own digital strategy [8]. The strategy highlights investment into SaaS and PaaS solutions as cost effective methods of improving availability of services. This commitment from UWTSD to adopting cloud technologies further reinforces the importance of identifying a suitable cloud-based virtual lab solution to replace Azure Lab Services, ensuring the university can continue to provide the resources necessary to deliver course material effectively.
[bookmark: _Toc204337954]2.2 Azure Lab Services
Azure Lab Services provides on demand, remote-access virtual machine labs for students, offering both Windows and Linux operating systems. Students access these labs by signing in to a web portal with their Entra ID credentials and connecting to the VMs via Remote Desktop Connection (RDP). Azure Lab Services also supports nested virtualisation, allowing for more complex lab scenarios simulating network environments by utilising hypervisor software to host additional VMs within the original VM.  Microsoft describes a use case for Azure Lab Services in which cybersecurity students run a Windows Server lab with serval nested VMs, all isolated from the HEIs domain, ensuring no risks to the network [9]. 
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Figure 1. Nested virtualisation diagram [10]
A practical example of Azure Lab Services in use can be seen at Syracuse University, which implemented a cloud migration strategy to Azure in partnership with Microsoft [11]. The university deployed an Azure Lab environment to replace their traditional on premises infrastructure. This resulted in in a cost saving of $300,000 USD from expected hardware upgrade costs, as well as freeing up space from server rooms to become additional offices.
Azure Lab Services is designed with education environments in mind and is built around three core user roles: students, educators, and administrators [12]. These roles are assigned in Azure’s Role-Based Access Control (RBAC) to grant the required permission level to each user. For example, administrator users will have access to configure and deploy lab images, whilst educators will have more limited permissions to assign labs to students; student users have access to labs via the web portal, but do not have access to the Azure portal itself. Figure 2 depicts the setup process for Azure Lab Services:
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Figure 2. steps involved in creating and accessing labs with Azure Lab Services [13].
As shown in the diagram, an administrator first creates a lab plan and assigns users permission to create labs. Each lab plan contains a group of labs; different plans can be assigned to various classes to match their VM requirements. A lab is created by selecting an image from the Azure marketplace, then adding desired machine configurations. Once the lab is configured, templates can be customised to install required software on the lab machines. The lab is then published and assigned to students to access via the web portal.
Administrators can view lab usage information and set usage quotas for cost control. Labs can be configured to startup and shutdown at preset times to match lesson hours, and an additional usage quota can be configured to allow students a set number of hours of lab time outside of lesson hours [13]. These features allow students to maximise their utilisation of their virtual labs, whilst allowing administrators to maintain control over costs associated with resource usage. The pay-as-you-go model of Azure Virtual Labs, whilst beneficial, can amount to significant costs if high spec VMs are constantly running when not required. Therefore, cost management and sensible use of Azure’s cost management policies and usage quotas are key considerations.
Azure Lab Services is a complete solution for education environments deploying virtual labs, allowing simple management for administrators and educators, and easy access for students via a user friendly web interface. Ideally, the chosen successor solution should offer feature parity with Azure Lab Services, allowing for quick, scalable lab deployment, and robust policy enforcement.
[bookmark: _Toc204337955]

2.3 Azure Virtual Machines
Microsoft offer a wide range of Virtual Machines across its various Azure services, with differing specification and pricing tiers to accommodate a variety of use cases. Microsoft’s offerings for general purpose VMs includes the Das v6-series, while other series such as the M and H series are optimised for high performance workloads [14]. General purpose VMs for user access running traditional software and performing basic tasks typically require only modest resources; in this case a VM instance such as the D2as v6 with 2vCPUs and 8GiB RAM would be suitable. On the opposite end of the spectrum, the highest-spec instance in the D v6 series, the D96as V6, offers 96vCPUs and 384 GiB RAM [15]. These high end VM offerings are only required in circumstances where substantial computing power is needed, such as 3D graphical rendering tasks or complex engineering simulations. 
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Figure 3. Azure pricing table for Das v6-series VMs [15]
Microsoft estimates the running costs of the D2as v6 at $66.28 USD per month, while the top tier D98as v6 is estimated at $3181.34 USD per month, with various tiers in between, highlighting the importance of careful VM instance selection according to use cases to manage costs [15]. Quotas limiting the number of deployable instances of each model VM can be set within Azure. It would be prudent to ensure that only the required specifications are available to provision, whilst also ensuring that shutdown policies are enforced, particularly on resource intensive VMs, to avoid unnecessary expenditure.
[bookmark: _Toc204337956]2.4 Microsoft Lab Alternatives
Following the announcement of the retirement of Azure Lab Services, Microsoft has outlined several first and third party alternative solutions that may serve as a replacement. While Microsoft’s own alternative solutions are not tailored specifically for education in the way that Azure Lab Services is, the company notes that these solutions are capable of supporting a range of education scenarios [1]. 
Microsoft’s recommended first party solutions include Azure Virtual Desktop, Microsoft Dev Box, and Azure DevTest Labs. Although the Microsoft solutions share the core functionality of providing cloud based VMs, they differ in user experience, costs, configuration complexity, and feature availability.
[bookmark: _Toc204337957]2.4.1 Azure Virtual Desktop
Azure Virtual Desktop is a desktop and application virtualisation service that delivers personalised Windows and Windows Server cloud desktops. The model of Azure Virtual Desktop is similar to a traditional virtual desktop infrastructure (VDI) solution, such as Citrix, offering a Desktop-as-a-Service (DaaS) platform for users to access their resources from any device [16] [17]. Azure Virtual Desktop also allows multiple users to connect to the same virtual machine for their remote desktop, enabling potential cost savings compared to running separate VM instances for each user. Furter to this, users are able to access virtual instances of Windows apps from any device through a web browser, granting flexibility for end users. Administrators can select instances to provision from the aforementioned range of Azure VMs, and have access to analytic insights into costs and usage. 
Whilst Azure Virtual Desktop is feature rich, it does not fit the role of a sandboxed virtual lab service designed for education environments. The platform is instead centred around the VDI model, making it more suitable for enterprises seeking persistent cloud-based workstations, rather than HEIs requiring isolated lab environments to replace Azure Lab Services.
[bookmark: _Toc204337958]2.4.2 Microsoft Dev Box
Microsoft Dev Box is a developer focused cloud workstation solution providing preconfigured virtual machines for development teams. The solution supports only Windows-based VMs for deployment and does not offer native Linux VMs. Instead, Linux-based development scenarios are supported via Windows subsystem for Linux (WSL) [18]. Like Azure Lab Services, Microsoft Dev Box is structured around three core RBAC roles: Platform engineers, Dev team leads, and Developers [19]. The permission structure is depicted in Figure 4.
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Figure 4. Microsoft Dev Box roles [19].
Once provisioned, Microsoft Dev Boxes are managed using Microsoft Intune, an enterprise mobile device management (MDM) solution. Within Intune, each Dev Box is treated as any other enrolled device, allowing administrators to assign the boxes to device groups, in order to target configuration and compliance policies and deploy apps [20]. As Microsoft Intune is a prerequisite for Dev Box, HEIs considering adopting the solution would also need to configure and integrate Intune into their environment, if not already in use.
Microsoft Dev Box shares some structural similarities with Azure Lab Services, particularly in its use of three core RBAC roles and end-user access via a web portal. While the integration with Microsoft Intune enables comprehensive management via configuration policies, it may also introduce complexity without careful planning of group structures, leading to increased workloads for IT teams.
The pricing model of Microsoft Dev Box is based on a pay-as-you-go structure, with a maximum monthly payment per VM instance. however, due to the solution being tailored for developer use, low-specification machines are not available for deployment. Azure’s pricing table for Dev Box starts with the lowest specification VM having 8 vCPU, 32 GB RAM, and 256 GB Storage, which is likely excessive for most educational lab scenarios. The lack of lower-tier VM options, such as the D2as v6 [15], could result in significantly higher operational costs for HEIs with modest requirements, in comparison to Azure Lab Services.
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Figure 5. Microsoft Azure Dev Box pricing per instance [21].

[bookmark: _Toc204337959]

2.4.3 Azure DevTest Labs
Azure DevTest Labs is a service within the Microsoft Azure ecosystem designed to support the rapid provisioning and deployment of self-service virtual lab environments for development and testing scenarios [22]. It enables administrators and lab owners to create preconfigured lab environments using custom VM images and artifacts to pre-install required software on lab machines. DevTest Labs supports both Windows and Linux native VMs and facilitates more complex lab scenarios through its support for nested virtualisation [23]. 
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Figure 6. Azure DevTest Labs overview [24].
Microsoft recommends Azure DevTest Labs as a replacement to Azure Lab Services and has published a transition guide for HEIs seeking a successor solution following the latter’s retirement. The guide states that Azure DevTest Labs is the only first party Microsoft service that provides access to Linux, and that it works well with images using nested virtualisation due to the provision of a dedicated VM to each student, opposed to other Microsoft solutions utilising multi-user session VMs with no concept of isolation between users [23].
However, the same guide outlines several key limitations of DevTest Labs in education contexts. Microsoft state that DevTest Labs may not be suitable for customers requiring extensive cost controls features, including usage quotas and complex stop-start schedules. As the service is primary designed for enterprise development use, DevTest labs supports only daily start-stop scheduling, making it less flexible for academic timetable patterns. Furthermore, Microsoft advises that only students comfortable with the Azure portal should use DevTest Labs. in contrast to Azure Lab Services which provides a simplified web interface for accessing VMs, DevTest Labs requires students to navigate the Azure portal directly to access labs, potentially introducing usability barriers for students unfamiliar with the Azure environment [23]. 
Azure DevTest Labs follows the Azure pay-as-you-go pricing model, allowing the flexibility to provision any VM from the Azure lineup, with charges applied based on machine specification and usage durations [15]. Cost control functionality can be leveraged to help manging spending; policies can be created to specify VM sizes that are available to deploy within the Azure tenant, with a recommended best practice being to restrict any VM sizes that exceeds requirements or desired budget [25]. Azure DevTest Labs also integrates with Azure Cost Management, allowing administrators to assign tags to labs that correlate with classes or departments, enabling a consolidated billing view. This system allows costs to be filtered by tag, highlighting areas of high expenditure that might otherwise be difficult to isolate [26].
Despite the availability of cost management policies, the lack of built-in usage quotas in Azure DevTest labs presents the risk of over expenditure on resources, as there is no mechanism to restrict VM run-time on a per user basis. While DevTest labs is the closest Microsoft first party solution to Azure Lab Services, the absence of several core features including quotas, stop-start schedules, and a user-friendly access portal, could potentially limit its viability as a direct replacement in education environments.
[bookmark: _Toc204337960]

2.5 Third Party Alternatives
As well as its first-party offerings, Microsoft also recommends several third-party Azure Partner solutions to existing Azure Lab Services customers as potential replacements. These platforms provide virtual lab environments built on Azure infrastructure and deliver similar functionality to Azure Lab Services, including simplified lab provisioning and management, web browser access portals, and cost control features such as usage quotas. The third party solutions recommended by Microsoft include Apporto, CloudLabs by Spektra Systems, Nerdio Manger for Enterprise, and Skillable [1]. The following sections provide an overview of each, evaluating their suitability for use in an education environment transitioning from Azure Lab Services.
[bookmark: _Toc204337961]2.5.1 Apporto
Apporto is a cloud-based virtual desktop platform that mirrors much of the functionality available in Azure Lab Services, including support for both Windows and Linux virtual machines, nested virtualisation, simplified lab provisioning, and a browser-based student access portal. It is currently available as a fully managed service, in which Apporto handles all setup, maintenance, and ongoing support; a self-managed option is also in development, designed for smaller-scale use where institutions manage the environment themselves with their own Azure subscription [28].
 In a case study at the University of Portsmouth, Apporto was used to enhance cybersecurity teaching by replacing physical lab machines with scalable, cloud-hosted virtual desktops integrated directly into Moodle, improving accessibility for students [27]. Pricing for the fully managed model ranges from $27 to $101 per user per month, while the self-managed plan will offer platform access for $12 per user per month, plus Azure consumption costs [28].

[bookmark: _Toc204337962]

2.5.2 CloudLabs by Spektra Systems
CloudLabs by Spektra Systems is an Azure Partner solution that provides virtual lab environments tailored for educational use. It replicates many of the core features available in Azure Lab Services, including simplified web portal access to Windows and Linux VMs, support for nested virtualisation, simplified provisioning, and usage-based quotas. Like Apporto, CloudLabs integrates with Learning Management Systems (LMS) such as Moodle, streamlining student access. Lab VMs can be accessed directly through the browser, eliminating the need for RDP and ensuring compatibility across diverse systems such as macOS and ChromeOS. However, unlike Azure Lab Services, CloudLabs does not currently support VM start-stop scheduling, which may restrict flexibility for aligning lab access with academic timetables [29] [31].
CloudLabs offers two pricing tiers, a bring-your-own-subscription (BYOS) model where institutions use their existing Azure subscription and resources and pay a platform fee of $12 per user per month - or a fully managed option in which infrastructure is provisioned by Spektra, priced at $6 per user per month [30].
[image: A screenshot of a computer

AI-generated content may be incorrect.]
Figure 7. CloudLabs pricing table [30]

[bookmark: _Toc204337963]2.5.3 Nerdio Manager for Enterprise
Nerdio Manager for Enterprise (NME) is an Azure Partner solution that simplifies the management of Azure Virtual Desktop environments through an intuitive interface and automation features. As outlined in Section 2.4.1, Azure Virtual Desktop is centred around the VDI model, suited for enterprises aiming to implement persistent cloud based desktops for general use. NME enhances Azure Virtual Desktop’s viability in education settings by introducing LMS integration and cost optimisation via auto-scaling, adjusting computing resource on demand cutting costs. However, as it still builds upon the Azure Virtual Desktop infrastructure, it remains more suitable for institutions with a need for persistent cloud desktops, rather than those seeking isolated, sandboxed lab environments [32] [33].
[bookmark: _Toc204337964]2.5.4 Skillable
Skillable offers a virtual lab platform built on Azure, offering many of the same features as its competitor Azure Partner solutions, including LMS integration, simplified web portal access, as well as comprehensive cost control measures such as usage quotas, auto shutdown policies, and timeout settings [34]. The platform supports deployment through either an institution’s own Azure subscription or Skillable’s managed Azure infrastructure, providing flexibility in cost and resource control. 
Skillable offers a unique selling point in the form of its inbuilt lab instruction sets and skill validations with integrated scoring. These features provide a structured pedagogical layer that may suit higher education institutions delivering computing courses. Instruction sets guide students through lab activities, while skill validations assess student understanding to ensure learning outcomes are met [35].
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Figure 8. Skillable transition and deployment process [35].
Skillable labs can be connected to via the browser rather than relying on RDP, providing compatibility across a range of devices and operating systems. As with the other Azure Partner solutions, Skillable uses the Azure pay-as-you-go model for resource costs, with an additional platform charge of $1 per user per hour [34]. Whilst a seeming small charge, with serval cohorts of students utilising labs this could quickly amount to significant expenditure, as is the case for all third party offerings.
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Figure 9. Skillable pricing structure [34].
Skillable stands out for its integrated instructional design features, which may appeal to HEIs seeking a more guided lab experience. Its support for flexible deployment models and cross-platform access makes it a competitive alternative for institutions transitioning from Azure Lab Services.
[bookmark: _Toc204337965]

2.6 Literature Review Conclusion 
The growing prevalence of cloud computing within the higher education sector transformed how computing resources are delivered and managed, particularly following the shift to remote learning driven by the Covid-19 pandemic [5]. Cloud computing platforms have enabled HEIs to provide students with access to resources from any location or device, increasing productivity while simplifying IT administration and reducing infrastructure costs compared to traditional on-premises environments. Although transitioning to a cloud-first environment introduces certain risks, such as potential service outages from cloud providers, the benefits often outweigh the negatives, especially in terms of scalability, flexibility, and operational efficiency.
Cloud-based virtual labs offer HEIs a secure way to provide students with isolated, sandboxed environments for coding, cybersecurity, and other hands-on tasks that cannot safely be performed on physical machines. Azure Lab Services is purpose-built for educational environments, centred around three core roles: administrators, educators, and students. It provides valuable features such as usage quotas, start-stop schedules that can be tailored to academic timetables, simplified lab management, and easy student access through a web portal. HEIs must find an alternative solution to Azure Lab Services before its planned retirement date of 28th June 2027. 
For those wishing to remain within the Azure ecosystem, options include Azure Virtual Desktop, Microsoft Dev Box, and Azure DevTest Labs, with DevTest Labs offering the closest feature parity to Azure Lab Services. Microsoft’s Azure Partner solutions provide many similar features, with some, such as Skillable, introducing additional capabilities like integrated lab instructions and skill validations for a more tailored learning experience. However, using third-party platforms naturally introduces higher expenditure due to platform access fees, even under bring-your-own-subscription plans. Therefore, organisations aiming to keep costs lower by opting for a first party, Azure-native solution, would likely find Azure DevTest Labs to be the most suitable solution.
[bookmark: _Toc204337966]
3. Methodology
This chapter outlines the methodology adopted for this development-based case study focused on implementing Azure DevTest Labs as a replacement for Azure Lab Services at UWTSD. It describes the approach taken to gather requirements, develop the solution, and evaluate its effectiveness.
[bookmark: _Toc204337967]3.1 Project Methodology
This project employs a development-base case study methodology. A case study approach is well-suited to demonstrating and reviewing the effectiveness of a solution in a real-world context, especially where experimental design in impractical [36]. Case studies additionally allow stakeholders to gain insights into the relevance and potential benefits of the research or solution, whilst also allowing for feedback between iterations [37].
Following the research onion framework [38], the underlying philosophy of this project is pragmatic, focusing on practical outcomes rather than theory. This project takes an inductive approach, where understanding and insights are developed through the process of implementation and stakeholder engagement, rather than testing a pre-defined hypothesis. A mono-method qualitative approach is used with a focus on iterative development, relying on a consistent strategy of observation, configuration testing, and stakeholder consultation, rather than combining multiple data collection methods. Due to the nature of this case study, a cross-sectional perspective is adopted, focusing on the effectiveness of the solution at a specific point in time, rather than through an extended longitudinal study.
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Figure 10. The research onion [38].
[bookmark: _Toc204337968]3.2 Requirements
Requirements for the replacement cloud lab solution were gathered through direct consultation with a member of UWTSD ICT staff responsible for managing Azure Lab Services. Several informal meetings were held with this stakeholder, providing an insight into the features and limitations of Azure Lab Services, whilst outlining the necessary capabilities of its successor. 
The key requirements identified include:
· Support for both native Windows and Linux virtual machines.
· Compatibility with Generation 2 virtual machines.
· Capability for nested virtualisation to enable advanced lab scenarios.
· Built-in cost control features such as usage quotas and automated start-stop scheduling.
· The solution should be Azure-native, utilising the university’s existing Azure subscription to minimise additional costs and reduce the need for additional staff training on a new platform.
· Straightforward, repeatable lab provisioning to streamline setup and minimise administrative overhead for IT staff.
· Simple access for students both on campus and remotely.
These requirements led to the selection of Azure DevTest Labs as the proposed successor, being the only Azure-native solution with the capabilities to meet the identified needs. These requirements guided the solution’s configuration and provided the foundation for its evaluation throughout the project. 

[bookmark: _Toc204337969]3.3 Development Methodology
An iterative development methodology was adopted to enable flexibility to configure the solution based on stakeholder feedback. The project will progress in small stages of configuration, testing, discissions with IT staff, and revisions or further development based on feedback. This approach allows for continuous improvement, while ensuring the solution remains aligned with stakeholder expectations. Whilst an iterative approach can be time-consuming due to the reconfiguration of the solution between iterations, Azure’s automation and template features help to mitigate this, with much of the lab configuration being repeatable beyond the initial environment setup.
[bookmark: _Toc204337970]3.4 Resources
Resources required for this project are limited, with Azure DevTest Labs being a cloud solution accessible through any web browser. No specialised hardware is required, and all testing can be carried out through one device with a stable internet connection. Access to an Azure subscription is required, as well as appropriate administrator permissions to provision VMs and access relevant resource groups, which are provided by ICT staff.
[bookmark: _Toc204337971]3.6 Evaluation Methodology
The evaluation of this project is split into two key areas. Firstly, the system will be tested against the gathered requirements, ensuring that lab environments function as expected, with appropriate resource controls in place. The other key area is stakeholder feedback, in which the solution is reviewed by UWTSD ICT staff to access its suitability as a replacement for Azure Lab Services. This evaluation process is qualitative and iterative, allowing refinements to be made through development based on feedback.
[bookmark: _Toc204337972]4. Design and Implementation
This chapter presents the design and implementation of Azure DevTest Labs as a replacement for Azure Lab Services. The design process was shaped by previously gathered requirements as outlined in section 3.2, and was implemented using an iterative development approach, with continuous stakeholder engagement.
[bookmark: _Toc204337973]4.2 Design
The design of the replacement Azure Lab Services solution was guided by the identified stakeholder requirements in section 3.2, with a core aim to retain much of the functionality and workflow familiarity of the outgoing solution.
As depicted by Figure 6 in section 2.4.3, the architecture of Azure DevTest Labs allows administrators to define templates, images, and policies within a DevTest lab environment, enabling VMs to be pre-provisioned rapidly and made accessible to users, with little manual setup once templates and custom images are in place. This aligns with the university’s requirements for ease of provisioning and simplified access for students.
A dedicated resource group will be created, containing the necessary resources to support the DevTest lab environment, such as an Azure compute gallery, virtual network, and key vault. In line with identified requirements, both Windows and Linux generation 2 VMs will be provisioned and deployed in the DevTest lab environment, with virtualisation software installed to enable testing of nested virtualisation. Cost control measures will be applied where relevant, such as auto-shutdown and, if possible, usage quotas to help mitigate unnecessary expenditure.
[bookmark: _Toc204337974]4.3 Implementation
The implementation phase of this project involved configuring Azure DevTest Labs in line with the requirements and design principles outlined in Sections 3.2 and 4.2. The process followed an iterative approach, allowing for refinement based on stakeholder feedback from UWTSD ICT. Each iteration focused on developing a specific element, testing its functionality, and then presenting it for informal review by university IT staff.
[bookmark: _Toc204337975]4.2.1 Initial Setup 
The implementation began with the creation of a dedicated resource group, into which key supporting services for DevTest Labs were deployed. An Azure Compute Gallery was created in order to store custom VM images. Furthermore, a virtual network was created to allow secure communication between VMs, as well as a key vault used to store encrypted Azure credentials, and the Azure DevTest Lab itself. 
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Figure 11. supporting resources visualisation in Azure.
Following the configuration of the resource group, the DevTest Lab was configured with basic settings, and a first Windows 10 VM was provisioned running on a D2s_v4 VM instance, a low specification generation 2 VM with 2vCPUs and 8GB RAM. A lower specification VM was deliberately selected to minimise expenditure, as this deployment served primarily to test the functionality of Azure DevTest Labs. The deployment of the initial VM within DevTest Labs marked the end of the first iteration. Initial feedback from UWTSD IT stakeholders was positive, with DevTest Labs preliminarily proving to offer a strong level feature parity with Azure Lab Services, especially around ease of provision VMs. 
[bookmark: _Toc204337976]4.2.2 Second Iteration
Following the success of the initial setup, the next iteration focused on deploying a second, Linux based VM, creating custom images, and implementing lab usage policies to control resource usage and spending. Ubuntu Linux was selected due to its widespread use in education environments. An Ubuntu VM was deployed using a base image from the Azure gallery, running on the same D2s_4 VM as the initial Windows deployment. 
Both machines were accessed via RDP and share the same credentials, which are encrypted and stored in the Azure key vault. In many cases, students will access identical sandboxed VMs with the same credentials; centralising these credentials in the Azure Key vault allows for secure reuse across VMs where appropriate, and simplified management for administrators.
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Figure 12. A visualisation of only resources contained within the Azure DevTest Lab.
Following these deployments, Azure DevTest Labs polices were explored and configured to limit usage and minimise the risk of overspending. A policy was configured to automatically shut down all lab VMs at 19:00, intentionally set outside of normal teaching hours. While DevTest Labs facilitates Auto-startup, it only allows for one auto-start per day, making it impossible to align VM start times to an academic timetable. 
A further policy was added to restrict the VM sizes available to users when provisioning new machines. This limited options to the D2s_v4 already in use and a slightly higher-specification D4ds_v4, mitigating the risk of over expenditure on resource-intensive VMs.[image: A screenshot of a computer
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Figure 13. User view provisioning new VMs within DevTest Labs with policy enforcing limits on VM size.
While these steps were a technical success, feedback from UWTSD IT stakeholders highlighted the absence of usage limits in DevTest Labs as a potential concern. Without enforceable usage quotas, there is nothing preventing labs being started up for remote work and left running beyond the 10 hour limit usually enforced in Azure Lab Services, potentially driving up expenditure.
Furthermore, the inability to configure complex start-stop schedules represents a regression in functionality compared to the outgoing system. The member of UWTSD ICT staff responsible for managing Azure Lab Services noted how previously, labs had been configured to automatically start 15 minutes before lessons, ensuring that VMs were fully booted and ready for use at the start of a lesson, avoiding delays from mass start-ups at the beginning of sessions.
[bookmark: _Toc204337977]4.2.3 Third Iteration
Following the successful deployment of two VMs and configuration of lab policies, a custom image was created from the base Windows 10 VM. Required software was installed on the VM, including Visual Studio Code and Oracle VirtualBox, and the image was captured and stored in the Azure compute gallery. This custom image was then deployed to a D4ds_v4 VM with slightly higher specification in order to test both the compatibility of the image, as well as the performance of nested virtualisation using VirtualBox.
Deploying custom images rather than base images from the Azure gallery significantly decreases configuration time, allowing for multiple pre-configured VMs to be deployed rapidly. After deployment and testing, the image was stable and functioned as expected, and nested virtualisation performance within VirtualBox was adequate given the modest resources assign to the nested VM. With confirmation of compatibility and stable performance, this custom image is now suitable for wide deployment to student VMs. Each VM would be an identical instance on the custom image with no additional configuration required.
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Figure 14. Logical visualisation of Azure resources after final iteration.
The final iteration demonstrates that Azure DevTest Labs can effectively support the rapid deployment of custom images at scale. Combined with its support for both Windows and Linux VMs, nested virtualisation, and centralised resource management via the Azure Portal, DevTest Labs presents a viable replacement for Azure Lab Services. However, limitations remain, particularly around the absence of robust resource cost management capabilities such as usage quotas and start-stop scheduling. Additionally, access for students is only available through the Azure Portal, rather than a dedicated, user-friendly web interface. 
DevTest Labs places newly provisioned VMs together in a section for claimable machines. Students much access this section of the portal, claim a machine for themselves, and navigate to their ‘My VMs’ section to start the VM and connect. Once finished, the student unclaims the VM for it to re-enter the claimable pool [39] [40]. Feedback from UWTSD IT stakeholders following this iteration highlighted that the workflow for student access may cause issues, firstly around unfamiliarity with the Azure portal, and also failure to unclaim VMs could cause issues for other students accessing labs.
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4.3 Challenges Encountered
While the technical implementation of Azure DevTest Labs was largely successful, several challenges emerged during the configuration process.
A dedicated resource group for this project was initially created by a UWTSD IT administrator, with ownership-level permissions assigned to enable the deployment of virtual machines and associated resources. However, partway through the implementation a secondary resource group was automatically created by Azure, and new resources began deploying there by default. As shown in Figure 15, the new resource group inherited restricted permissions from the tenant which prevented changes being made to resources and also blocked resources from being moved back into the original group. After investigation, the default deployment settings were reconfigured to ensure all new resources were assigned to the correct resource group. However, some elements of the setup process had to be repeated.
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Figure 15. Error message caused by insufficient permissions to resource group.
Additionally, an error was encountered during the provisioning of a new virtual machine, as shown in Figure 16. Investigation revealed that the VM series selected for deployment had no assigned quota within Azure, resulting in provisioning failure. This was resolved by selecting an alternative but equivalent VM size with available quota, enabling deployment to proceed.
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Figure 16. Error message when provisioning VM with no set quota.
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5. Evaluation
Following the successful technical implementation of Azure DevTest Labs as a cloud lab solution, several conclusions can be drawn regarding its suitability and limitations as a replacement solution for Azure Lab Services. The iterative development methodology applied during the implementation of this project allowed for the progressive addition of functionality, enabling a practical assessment of the solutions merits, as well as the areas in which it falls short. The case study approach was appropriate for this project, allowing the solution to be evaluated in a real-world context, specifically in the context of UWTSD’s technical and operational requirements.
Overall, the implementation demonstrated that Azure DevTest Labs meets many of the requirements established in section 3.2, such as support for both Windows and Linux native generation 2 VMs with nested virtualisation, scalable lab provisioning, and by being an Azure-native first party solution, minimises additional costs associated with third party solutions. The use of custom images and the Azure compute gallery significantly reduces configuration time for labs, allowing one base image to be adapted and deployed at scale. Furthermore, the use of Azure Key Vaults allows for the secure, centralised storage of encrypted credentials, able to be applied to machines at a click, further simplifying configuration management.
However, key shortcomings have also been highlighted during the implementation of this project, particularly in relation to user experience and cost management. Whilst Azure’s pricing model is transparent, and cost analytics within the Azure platform are insightful, the absence of usage quotas on VMs introduces the risk of overspending on resources, with little administrators can do to prevent it. Email alerts can be configured to warn administrators when expenditure is approaching a pre-determined budget, however without the ability to restrict lab usage hours, it could be difficult to mitigate overspending. With this feature available in Azure Lab Services, and offered by third-party Azure Partner platforms, its absence from DevTest Labs is a key drawback. This is a consequence of DevTest Labs being intended primarily as a platform for enterprise development teams who do not require usage quotas, in contrast to the other aforementioned platforms being built specifically for educational environments.
A further consequence of DevTest Labs design around development teams in the lack of a user-friendly web portal for access to VMs, instead requiring users to navigate the Azure portal. Whilst not an issue in industry, the process of claiming, connecting to, and releasing labs within the Azure portal could be a barrier for users unfamiliar with Azure, or less technical students. Although virtual labs at UWTSD are primarily leveraged to support computing students, were the solution to be rolled out further in future, less technical users may find the interface challenging. This point was highlighted as a concern in feedback, with both the portal itself and the system of claiming and releasing labs introducing complexities compared to Azure Lab Service’s web portal access.
As outlined in the literature review, Azure DevTest Labs is the only first party solution that matches the core functionality of Azure Lab Services and meets UWTSD’s requirements. Whilst third party Azure partner solutions may be better suited for an education environment than DevTest Labs, their implementation would be beyond the scope of this project, with one of the requirements being that the chosen solution is first party. 
The key aim of this project, set out in chapter 1, was to design, deploy and evaluate potential virtual lab alternatives. To achieve this aim, five core objectives were established in section 1.2.
The first objective, to conduct a literature review and evaluate potential virtual lab alternatives, was successful. A literature review was conducted to explore cloud computing in higher education, with focus on alternative cloud based virtual lab solutions to Azure Lab Services. After reviewing Microsoft first party, and third-party solutions, Azure DevTest Labs emerged as the most viable solution in line with UWTSD requirements. While potential drawbacks of DevTest Labs were identified during the literature review, this early understanding of potential issues helped shape the design process, for example through attempting to mitigate over expenditure with the configuration of the available cost control measures.
The second objective, to design and configure a prototype virtual lab environment aligned with UWTSD’s requirements, was also achieved. A fully functional lab environment was iteratively developed, with communication with stakeholders to ensure requirements were met. The final implementation delivered on the majority of the requirements, with inherent platform limitations acknowledged.
The next two objectives were to gather feedback from stakeholders to validate requirements during development, and to assess and evaluate the suitability of the proposed solution through testing and stakeholder feedback. Both of these objectives were met, with an iterative development methodology enabling stakeholder engagement. Whilst testing and UWTSD IT feedback were used to assess the suitability of DevTest Labs, it would have been advantageous to also collect feedback from student users. The fifth aim, to provide recommendations and identify areas for further consideration, is addressed in chapter 6.
Overall, the project achieved its core aim, to design, deploy and evaluate a suitable alternative to Azure Lab Services. From a technical perspective, Azure DevTest Labs meets most of the core requirements, with some being partially met due to inherent limitations with the platform. While not a perfect substitute, Azure DevTest Labs presents a viable platform for HEIs seeking a scalable, cost-effective virtual lab solution, provided its limitations are managed.
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6. Conclusions and recommendations
As the paradigm of cloud computing continues to transform the delivery of resources and services in higher education, virtual lab solutions play an increasingly significant role in supporting flexible, scalable and accessible cloud-based learning environments. This project aimed to design, deploy and evaluate a suitable cloud-based virtual lab solution to replace Azure Lab Services at UWTSD. Following findings from the literature review, Azure DevTest Labs was identified as the best suited solution based on the university's requirements.
An iterative development based case study methodology was adopted to deploy DevTest Labs, allowing for the continual development of the solution in line with UWTSD’s requirements. Key functional requirements such as support for both Windows and Linux gen 2 VMs with nested virtualisation, as well as scalable custom image deployment, were successfully implemented. Furthermore, the use of Azure features such as Azure Key Vault and Azure Compute Gallery provided secure, efficient methods for credential management and image replication and deployment.
However, several limitations were identified which may impact on the suitability of Azure DevTest Labs in education contexts. DevTest Labs lacks key features previously offered by Azure Lab Services, such as usage quotas and automated start-stop scheduling. The absence of these features introduces the risk of increased resource expenditure, as administrators are unable to restrict lab runtime. This shortcoming is a consequence of DevTest Labs being designed for enterprise development team use, in contrast to Azure Lab Services, and third-party solutions, that are tailored specifically to higher education environments. Furthermore, the omission of a dedicated, user-friendly web portal means students must navigate the Azure portal directly to access labs. Stakeholder feedback, as well as Microsoft documentation have both highlighted the potential for usability barriers imposed by this access method for users unfamiliar with the Azure portal [23].
HEIs face a trade off in implementing a replacement solution to Azure Lab Services, with DevTest Labs offering much of the same functionality but with additional drawbacks and added complexities, and third-party vendors offering education tailored solutions, but with the added cost of their platform fees. 
While Azure DevTest Labs meets many of UWTSD’s technical requirements and presents a viable replacement for Azure Lab Services, its limitations, particularly around cost management and user accessibility, warrant further consideration before full implementation.
Given the identified limitations of DevTest Labs, this report recommends that UWTSD consider evaluating third-party Azure partner lab platforms tailored specifically for educational use. These platforms offer close feature parity with Azure Lab Services, with features such as stop-start scheduling, usage quotas, and simplified user access via web portals. Although they introduce additional licensing costs, the benefits in reduced IT administration, enhanced cost control, and user experience may counter-balance these expenses. Further research or testing of Azure partner platforms would be beneficial in providing a more comprehensive basis for long-term decision-making regarding the future of cloud based lab delivery.
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7. Reflection
Undertaking this project has reinforced several skills, as well as provided me with the opportunity to broaden my knowledge in various areas. Firstly, the opportunity to gain hands on experience with Azure has been beneficial for my own professional development and technical understanding. I have previously worked with aspects of the Azure suite such as Intune and Entra but haven’t had direct exposure to the Azure portal and its virtual machine services. The implementation of DevTest Labs, as well as the supporting Azure systems in the resource group such as the Azure Compute Gallery and Key Vaults has given me a deeper appreciation for cloud architecture. I am very grateful to UWTSD’s technical demonstrator for facilitating my access to Azure services, as well as to my project supervisor for providing guidance.
The implementation of DevTest Labs went generally smoothly, although some issues were encountered these were worked around after troubleshooting and exploring the Azure portal for relevant settings. Through this troubleshooting, I bolstered my understanding of how various Azure services and configurations link together. By the end of the implementation phase I had configured a fully functional cloud lab service with the facility to rapidly deploy custom VM images at scale. I found the whole experience of deploying DevTest Labs genuinely interesting and feel that I have developed skills and knowledge within Azure that I would not have had the opportunity to otherwise.
In addition to my technical skills, this project has broadened my understanding of the role of cloud computing in education. Through conducting the literature review, I gained insight into the factors driving HEIs to transition to the cloud, and the benefits they have observed afterwards. Moreover, I have acquired a deeper understanding of both the technical and pedagogical benefits of cloud-based virtual lab platforms.
If I were to approach a similar project in the future, there are some changes I would make in order to potentially improve outcomes. Firstly, I would begin gathering feedback soon and attempt to gather feedback from students to gain a better understanding of usability concerns. While the feedback gathered from ICT is insightful and grounded with in depth knowledge of cloud platforms and their requirements, this project could have benefitted from an additional source of feedback
Overall, I am pleased with how the project has been carried out, with all objectives met and the overall aim of deploying and analysing an alternative lab solution achieved. Having spent considerable time working within DevTest Labs, I can certainly see its merits and do believe that it is a viable replacement solution to Azure Lab Services. However, I cannot recommend it is a direct replacement for UWTSD due to its lack of robust cost measurement systems, and potentially usability issues surrounding the Azure portal. Research conducted during the literature review on Azure partner solutions revealed their feature parity to Azure Lab Services, with some adding additional education focused features. While Azure DevTest Labs is viable, it is not inherently designed for education use cases and therefore will struggle to compete with the functionality offered by tailor-made solutions. Pricing may be an issue with third-party solutions, especially at scale due to the per user per month models, but I believe further exploration into these solutions would be beneficial.
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e Skillable's Subscriptions*

Instance Size Azure/hr (estimate)

Small (2 core(s). 35 GB RAM) $0163 $1163 $0196 $1196
Medium (4 core(s). 7 GB RAM) $0326 $1326 $0391 $1391
Medium (Nested Virtualization, 4 $0376 $1376 $0.451 $1451
core(s). 16 GB RAM)

Large (8 core(s). 16 GB RAM) $0651 $1651 $0781 $1781
Large (Nested Virtualization, 8 core(s). ~ $0752 $1752 $0902 $1902
32GBRAM)

Small GPU (Compute. 6 core(s). 56 GB ~ $1120 $2120 $1344 $2344
RAM)

Small GPU (Visualization, 6 core(s). 56 $1668 $2668 $2002 $3002
GBRAM)

Medium GPU (Visualization, 12 core(s). ~ $3.336 $4.336 $4003 $5003
112 GBRAM)

*Requires a one-time set-up fee.
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Select a VM size
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Showing 2VMsizes, | Subscription: Azure Monthly SOAC | Region: UK South | Learn more about VM sizes f
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Notifications X

More events in the activity log - Dismiss all \/

@ Failed to save network interface X

Failed to save network security group for network interface
‘jewin10prodsv4'. Error: The client "2216851@student.uwtsd.acuk’ with
object id ‘27fe452c-89b2-40b1-ae5b-adac74082828" does not have
authorization to perform action

“Microsoft Network/networkinterfaces/write’ over scope fjewin10prodsv4'

or the scope is invalid. If access was recently granted, please refresh your
credentials.

@ Help me troubleshoot

afew seconds ago

@ Successfully redeployed virtual machine JEWin10ProDSv4 X
Redeploying virtual machine JEWin10ProDSv4

11 minutes ago
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Notifications X

More events in the activity log - Dismiss all \/

@ Error while creating virtual machine JEUbuntuStandard X

Operation could not be completed as it results in exceeding approved
standardDSvSFamily Cores quota. Additional details - Deployment Model:
Resource Manager, Location: uksouth, Current Limit: 0, Current Usage: 0,
Additional Required: 2, (Minimum) New Limit Required: 2. Setup Alerts
when Quota reaches threshold. Learn more at
https://aka.ms/quotamonitoringalerting = . Submit a request for Quota
increase at
https://aka.ms/ProdportalCRP/#blade/Microsoft_Azure_Capacity/UsageAn:
2229-4p6b-bf2a-
2a5276099617%22,%22command?%22:%220penQuotaApprovalBlade%22.5
[%7B%22location%22:%22uksouth%22,%22providerld%22:%22Microsoft.C
O by specifying parameters listed in the ‘Details’ section for deployment
to succeed. Please read more about quota limits at
https://docs.microsoft.com/en-us/azure/azure-supportability/per-vm-
quota-requests &

@ Help me troubleshoot

afew seconds ago.
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