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[bookmark: _Toc124206702]Introduction 

Cyber security has become a fundamental part of modern life as we are connected in the world wide web. The internet allows individuals to connect to each other by emails, social media website, access to online banking and online shopping. This does come with a downside, as now there is a needed for online security to protect user from unauthorised access to personal information to bank detail. 
In the modern era, A hacker can security gain access to a company confidential file. He will steal sensitive data and selling to criminals, who many hold the company ransom or sell the data to another party.  In 2022, it’s a common occurrence in today’s online landscape as all if not most of the massive company has online present to grow their business. 
One survey form the UK government find that nearly 94% of medium and large businesses have reported a phishing attempt [1]. The need for an online security is needed more than ever now as cyber security core function is to protected user devices like PC from online attack like, pushing for personal information or unauthorised access to personal information. 



















[bookmark: _Toc124206703]Task 1 research NGO cybersecurity risks 
NGO is an organization involve in helping the vulnerable population globally since 2019. The company is newly from the organization. The company received funds from various sources and recently has a minor cybersecurity breach. The company has asked me to further improve its cyber security. To achieve this, I need to identify what cybersecurity risk, then come up with solutions to improve their cybersecurity. 
I have acknowledged 3 cybersecurity risk in the NGO and these are 
· Access control policy
· Cybersecurity training
· Infiltration

[bookmark: _Toc124206704]Access control policy
NGO has an access control policy/ building access control. This is a simply means to selectively restricting access in a specific space in a building. Mostly the access control policy is a ID system that limit staff access to space that there are not allow in or allow access to the building. 
Despite the fact Access control improve the physical security of an organization. A simply ID card is not enough to improve security in a organization. If a staff leave their ID card unattended and someone steal a staff ID card than that person will gain access to the company building, gain access to the staff working computer and access to staff or customer personal information. The hacker many deletes file or important data in NGO. Access to project information, staff and co-work information and more. One study by the IBM security services intelligence index report finds that in 2021, nearly 95% of cybersecurity breaches is cause by human error [2]. 
[3]One real life example of inside cybersecurity breach is when a hospital ex-employee in Valdosta, Georgia downloaded private data into his USB drive. The consequences of the breach as test result and all patient’s information were leak to the public. This example is dissimilar to our example however it shows the amount of damage a person can do with inside access. 




[bookmark: _Toc124206705]Cybersecurity training 

A survey by the UK government find that nearly 31% of UK businesses estimate they were attacked at least once a week [4]. The most common threat was phishing, with 83% attempts and another one in five attack type like Denial of service and malware [4] [5]. NGO has a mandatory cybersecurity training however most staff did not read the email and have not take part of the mandatory training. In the modern age, companies need to be constantly vigilant about their cybersecurity as the threat of a data break is more likely to occur without proper training. Company employers need to be fully aware risk of a security breach and what they prevent a data breach. 
A study from the journal claim employees is 43% more like to fail victim to phishing and data theft without proper training. The study shows more than half these leaks are accidental like send the wrong email to the wrong person, leave sensitive data or devices around unsupervised and accidentally delete sensitive file or data [6]. Employers in NGO need to have a mandatory cybersecurity training every year to identify some basic security risk like, phishing attack, cross site attack, social engineering, ransomware and trojan virus. Employers need learn to identify suspicious email or activity to prevent security breaches.




[bookmark: _Toc124206706]Infiltration

NGO made a decision to share its building with few more business to overcome operational cost. NGO share the building with 3 new business and hire a property manager to manage newcomer in the building. This is a massive security threat as there is a high chance of physical infiltration within the building as other staff who is not part of the organization has access to the company building. If the hacker is a member of staff that share its building with NGO then the hacker has gain access to the company building. This increases the chance of passive reconnaissance and social engineering as hacker has access to building and can passive reconnaissance for weakness and use social engineering to psychological manipulation into giving confidential information or system access. 
For example, the hacker can reconnaissance the server’s room, finding information like who going in, what time staff going out, who look after the server’s room and more. Once he has the information than hacker can use social engineering to gain access [7]. Like befriend the server staff and overtime earn the staff trust, ask for access to the server room to see what it look like than copy or remove sensitive data in the server room. One real life example is in march 2019, “the CEO of a UK energy provider received a phone call from someone who sounded like his boss. The CEO end up transferring $243,000 to a bank” [8]. The scammer visits the UK energy company a few times to conduct and somehow use a AI to mimic speech patterns of the CEO boss. 
“Hacker can use passive reconnaissance to gather useful information like company partner, employee detail, IP information, network information, ports information, OS of machines and network mapping [9]”. Passive reconnaissance can take a long time to gather information however if the hacker work in the same building and has access than gathering useful information is possible. 






[bookmark: _Toc124206707]Task 1 Mitigation

[bookmark: _Toc124206708]Access control policy 

NGO has a basic access control policy that use ID card to allow staff to enter the company building. This basic access control simply restricting unauthorised personal access to company building or to a specific area within. However, this can be exploit as anyone with a lost or stolen staff ID card can gain access to the company building and their work area. Once that hacker gain access to the building than the hacker has full access to the staff work computer, the hacker has access to all king of sensitive data like project funds, project information and customer information. Hacker can create and add malware to the staff computer. Example are the hacker can add a viruses that infected the company network, add ransomware that preserve any sensitive data coming or out than hacker can use the data to blackmail the company, remove sensitive data from the network or changing data, “creating a backdoor to the company network which allow the hacker full access and monitor all communication like email and online calls” [10]. 
The NGO access control policy need to improve so inside attack won’t occur. I recommended adding changing or add more access control technologies to prevent inside attack. A biometric reader is a well known access control sectors. The technologies require physiological identification like fingerprint or iris scanning. “Biometric reader offers convenient for user and secure way for organizations to authenticate individuals to permit access” [11]. Biometric reader adds another layer security as staff need to show fingerprint or allow a camera capture the employers eye colour. This stops any person with stolen staff ID from gain access to the company building. 
If NGO dislike to use the of Biometric readers than facial recognition is another great technology to improve security. Facial recognition is a touchless technology that examines the subjects face and compares it the company database [12] [13]. The technologies scan characteristics like face size and shape to find a profile within the company database, and once find that the system allow user access within the company. Facial recognition stops anyone that is not part of the establishment employers form entering or leaving the building. This adds another layer of security as user only need to show their face to a scanner and not need to keep track of access card or staff ID. 
I recommend using facial recognition for building access so only staff can enter the building. This reduces the chances of infiltration. The staff can use biometric readers for door access and access control to restricting staff access in a specific space such as server room or offices.







[bookmark: _Toc124206709]Cybersecurity training 

NGO need to ensure all staff received mandatory cybersecurity training and should create a policy that staff need to revisit mandatory cyber training every 3 month or yearly. A staff awareness programmes should be complemented regularly to ensure knowledge is embedded in staff. A study by the USENIX SOUPS security conference ground “that employees who sent 6 months without phishing awareness training become likely to fall victim to phishing attack” [13]. Cyber training must complete within week and the training must show awareness to some basic cybersecurity threat. The training must include 
· Malware – staff need to understand what is a malware attack. How Malware deny access to programs, remove data and how it spread itself to other system. Understand how malware got inside of system. Staff need to recognize suspicious link, file, email or website as it the most commonly for a security breaches. Should a data breaches occur then the staff need to know which team to contact and understand company policy.  

· Phishing attack – staff need training about phishing attacks as this is the older attack method and most staff will fall victim of phishing attack. Staff need understand how phishing attack occur, don’t open or click on email that is not official from organization, don’t give away personal information and overall use common-sense [14].  

· DDoS – Distributed denial of service is a attack method when the parties target servers with bots to overload them with user traffic. This type of attack is not common however staff need to know the basic to respond this attack. Don’t turn off firewalls, install script blocker on computer website to stop DDoS attacks. 

· Ransomware – staff need undertake training to deal with ransomware as hacker may not have access to the company sensitive data and are try to scared the company give ransom money. Staff need to undertake training like, don’t leave sensitive data or information unattended, don’t open unknown email or links, and backup sensitive data [15]. 

· Trajan virus- Trojan virus is a older type of cyber-attack still occur in the modern days as trojan malware will disguising itself as a legitimate software and will deliver its payload when a person download into its computer. Staff need to avoid download software from unrecognized vendors and avoid open unfamiliar links. 





[bookmark: _Toc124206710]Infiltration

Infiltration is very difficult to prevent when your company have to share the same building with other company staff. I recommend remove the staff ID system and using facial recognition technologies for officers and server’s room. Facial recognition is will prevent anyone who is not part of the NGO database from entering officers, servers’ room and other important area in the building. Introduce new policy like restricting access in a specific space in a building like CEO office or server’s room without fingerprint. The policy limits staff access to specific area and stop other business staff access to important areas. All workplace computer and laptop need to undertake a repair to check for spy software or hardware to prevent being spy on. Setup extra firewall and anti-virus software in workplace pc to prevent virus. installing CCTV camera is important area can prevent security breach [16]. 
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[bookmark: _Toc124206714]Task 1 use windows commanded to gather information 
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The outcome of ping 1472 is that the ping the website and send a reply back. 1473 ping means the packet size I send is too high for my network. Ethernet frame can transmit only less than 1500 bytes by default. There are additional protocol on the of ethernet, this reduce the maximum payload by 28 byte. If you add it all up than it will look something like this, 1500 – 28 = 1472 byet. Only 1472 ping can go thought, any number higher than 1472 than it will display “packet need to be fragmented”.
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I issuing the -I command and I set the TTL value to 1, 2, 4, 5, 9. Value 1, 2,4, are the same as it shows packets send and received with no lose. 
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TTL 5 show request timed out and was unable to provide any more information. 
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TTL 9 show packets is send and received. The ping show approximate the time to send and received the packets in milli-second. 
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The authoritative DNS servers is the final holder of the IP of the domain. When I write a domain name in my browser, my internet service provider will send a DNS query to my computer. 
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[bookmark: _Toc124206715]Task 2 use sublist3r tool to enumerate subdomains of website using OSINT
[image: ] Altdns is a recon tool very similar to sublist3r. Altdns tools work efficiently for information gathering and reconnaissance subdomains, the tool allow user to find subdomains from HTTPS secure website. it generates permutations and alterations subdomains. Altdns take tow list that are provided as input to Altdns, the first line is list known subdomains. The second list include worlds that can be used as subdomain.
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Altdns is not difficult to download however it does require Kali Linux and it can only work with Python 2 software. Once I install Altdns into my system I can generated permutations, and mutations of subdomains. 
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Altdns has a build-in help tool to get a better understanding of the tool. Here is a list of commands 
Target_subdomains.txt – this file includes list of subdomains of the organization you are trying to target 
Result data output – this file contain the massive list of altered and permuted subdomains after the scan. 
Possible words.txt – this file act as the default file and it contain the dataset of words that you can permute your subdomains















[bookmark: _Toc124206716]Part 3 web data extractor tool 
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I download web data extractor and use on a website call www.itsecgames.com. I was able to identify one user email call mike@itsecgames. Now I know the person name and email address who own itsecgames website.
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[image: ] I try to scan a website call certificedhacker and here are my result. I was able to gather 10 emails and 57 phone number. Web data extractor is a powerful tool for scanning and early reconnaissance, the software scans a website hyperlink and give same basic information like email and phone number. Hacker can use gain information to phishing for more information, for example the hacker can email business staff for more email address. 
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[bookmark: _Toc124206717]Part 5 use TCP view tool to identify the process running on a machine
I download a software call TCPview, the software can detect open ports and close active ports and processes software. TCPview allow me to monitor my software in real time and see what type of protocol my software is using, local address, state of TCP connections. 
Download software from unknowns or specious source can everlasting consequence like software is a trojan horse, once the user downloads the software than the software will release malice code. the consequence ranges from virus remove file or steal sensitive information to hacker gain full control of victim’s pc or network. 
In the modern age, resources like software is able to share with everyone around the world, and it hard to know which website link is safe to download [17]. When you search for a software, there will always have result like “software free download” on the top page of any search engine. While it difficult to know which software is not a virus, there are reliable website you can vising for the software. These websites are often official website when you have to download the real software from, for example if you want to download officer 365 than you search the Microsoft as Microsoft is the owner of office 365. Official website are managed by the company and are often official way to get virus-free software. 
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TCPview show I have 90 endpoint. Endpoint are list of devices that are remotely bridged to client devices like laptop, phone and tablets. I can close any established TCP/IP connections by left click and choose the close connections. I have 20 listening port that is can be listening by hacker. 
[image: ]

I open a browser from Microsoft edge and it show up as the blue colour. The blue colour meant I opening and using the programme. I try to terminate Microsoft edge this message shows up.  O 
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[bookmark: _Toc124206718]Activity 3 scanning network 


[bookmark: _Toc124206719]Part 2 use megaping to identify live hosts and open ports of the target
[image: ]

MegaPing is a toolkit that provides essential information like port scanning, IP scanner, NetBIOS scanner, users and location drives. Megaping allow user to scan TCP and UDP ports with range of IP address, domains names, scan real-time network information, network connection and open network files. MegaPing allow user to see DNS list host and allow process any number of requires different tool at any time. 
MegaPing has as security scanner that check user network for potential vulnerabilities that hacker may use to get inside your network. 
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When I download and open the megaping on my computer. Here is the result, you can see on the left-hand side. Megaping offer range of tools that you can user, you can ping, traceroute, IP scanner, port scanner and more. When I open the software this screen show up, you can se e the list of protocol on each devices, local address and if they are listening or established. 
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I sent my IP address into megaping to scan my system and its show up. You can see the status of my IP address show up as alive, this mean my IP address is working and anyone know my IP address can ping or scan my devices. 

[image: ]
I try to ping myself by send a ping to my IP address. The ping work however all were lost.
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I enter a random set of number in traceroute and were able to get 7 alive routes.  You can see their IP address under Name list. 
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I did a scan on my network for potential vulnerabilities and I found that one of my network port is open.  Port are integral part of internet communication as any communication over the internet is by ports exchanged. Any file transfer or web pages rely on port to receive and transmit information like transfer protocols or SSH to run encrypted access computer to share information between user [18]. Open ports is very dangerous as cybercriminals can use open port send malware or exploited security vulnerabilities to gain unauthorized access to data or control of the victim system. 
Closing port reduces my security risk and reduce the number of cyber-attack in my system. Attackers commonly use scanning software to scan open port for important information if any software is up-to-date. The attacker can use this information can find loop-hole in the outdate software to gain access. 
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[bookmark: _Toc124206720]Part 3 use netscantool to imitate various scans 
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I did a scan on the itsecgames website by enter the website IP address, than I scan the website for open port. I was able to find that the website has two port active. 



[image: ]

Using ARP ping tool, I was able to find MAC address of each IP address. I was able to
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[bookmark: _Toc124206721]Activity 4 Assessing vulnerability 
[bookmark: _Toc124206722]Task 1/2 use Nessus tool in windows and Kali Linus to scan for network vulnerabilities 
Nessus is a scanning tool that allow user to scan computer and network for common vulnerabilities. Nessus is a open source service so the software is link to a database, when a user find a vulnerability using Nessus, the Nessus will update the vulnerabilities and how to prevent the exploit. Nessus commonly use for vulnerability scanning and penetration test as Nessus work by testing port on a computer to determining which port is susceptible to a malicious attack. 
I google search for Nessus, and click on the first link. This take me to a website tell me what is Nessus tool and how to download it. I open the link and found out Nessus is a open source so the software have official website where I can download the software. The company is call Tenable and the website has official Nessus download link. The website offers 2 version if Nessus and each version with new features. 
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Once I create my account than I will have access to Nessus software. I enter some basic information like name and enter my student number in description
I have to turn off remote hosting as firewall is responding to any ping or scan you send in Nessus. Nessus has a policy that if you don’t turn off Ping the remote host then if the host won’t respond than the scanning will end. In most network scanning tool ping will affect monitored devise and when you turn ping off, it typicall increase effect on monitoring and offer better scans result. 
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I customize the port scanning by verifying open TCP port so Nessus will scan any open port for any vulnerabilities. I change the maximum number of concurrent TCP sessions per host and per scan to unlimited so that scanning will offer me better result on my vulnerabilities. 
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I did a scan on my VM computer and I found one vulnerability. I export and download the list as a report and I plan to create a mitigation plan to overcome the vulnerabilities. The mitigation plan will be part of propose a mitigation strategy.  














I download Nessus on my Kali Linux machine and I use the network scanner to check for my VM machines vulnerability. I was able to find one vulnerability in SSL certificate. The scan show that the SSL certificate cannot be trusted as it didn’t match the certificate information or could not be verified. 
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I exported my finding into a PDF file and I plan to take look at all vulnerabilities listed and make a mitigation strategy. The mitigation plan will be part of propose a mitigation strategy in the later pages. 
[image: ]
[bookmark: _Toc124206723]Activity 5 Social engineering 
[bookmark: _Toc124206724]Task 1 Use SE toolkit to gravest credentials form social websites 
Social engineering is the contest of extracting confidential information from someone with psychological manipulation means. I will using SE toolkit from Kali Linux to extract information for unknown victim, however first I need to understand SE toolkit and spear phishing. 
SE toolkit is a social engineer tool for penetrating testing. The toolkit has numbers of custom attack vectors like website attack, mass mailer attack, credential harvester method and more. I will use the SE toolkit to cloner a website, send the clone website link to someone than try to harvester credential like username and password when their try to login. 
Spear phishing attack is a type of attack attempt acquire sensitive information by sending counterfeit message that appear to be legitimate. Report form the Verizon 2020 data breach investigations report find that nearly 96% of phishing attacks are delivered via email. Most spear phishing attack normally targets a specific person or organization known to be of interest to the target. Spear phishing will try to target sensitive information like financial document, project information, customer information and health information. 
The most common method of spear phishing is to send a phishing email to the victim, the email contains malicious virus that could compromise security to the host. The virus may try to compromise the host network or try to gain access to person information like name, address, bank detail and other person information. 
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I will use the SE toolkit to cloner a website, send the clone website link to someone than try to harvester credential like username and password when their try to login. The website I clone was the facebook login page.  
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[image: ]
I was able to clone the website and if anyone enter their email and password, I will received their email and password information. SE toolkit was able to show the password and the email I enter.  With this tool, I am able to clone a website and if anyone enter any information in than I can harvest user credentials. The tool is easy to use however there is a massive downside as anyone can see that the website is fake by looking at the HTML. 
The webpage HTML is 10.0.2.15 and anyone with basic cybersecurity knowledge know this website is fake. I need to change the HTML link name for a real looking name. 





































[bookmark: _Toc124206725]Task 2 Implement and analysis a different tool that can be use in lab activities 

After my lab activity, I need to select one tool of my choice and propose a similar tool that can be use in preforming the same action. I need one tool for each activity for footprinting, scanning, vulnerability assessment and social engineering attack. 
[bookmark: _Toc124206726]Alternative Footprinting tools

Part 5 of footprinting ask me to use a TCP tool to identify process running on a computer. I use TCPview as my lab software and now I pick a similar software like TCPview that can be use in preform similar action. CurrPort is a software smilar to TCP as it show detailed listing of all TCP and UDP endpoint on my. The software includes remote address and state of TCP connection on each program. 
CurrPort is easy to download and the software is very small with no more than 10mb. The software has an official website where user can download legal and safely [19]. The download process is easy to understand, once the user downloads the software than the user needs to click on the exe file. 
[image: ]
[image: ]

The software display all currently opened TCP/IP and UDP port on my local computer. You can see each port in the list, and the information about process that opened the port, local address, full path of process and version information of the process like file description and products name. CurrPort show I have a Microsoft edge open on my computer, CurrPorts allow me to close unwanted TCP connection and process. I can close Microsoft edge by right click on msedge.exe, than click on close selected TCP connection.
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CurrPort is useful as a hacker need to establish a connection to a remote computer, to achieve this a port must be listening. Tools like CurrPort can be use to detect open ports and monitor any attack in real-time, and close active ports to prevent attacks [20]. 
The advantage of using CurrPort is that the software is easy to download and use, the UI is easy to understand for beginner’s user to monitor their network. CurrPort offer rage of information user may need, this can be port address, what type of port each program use, remote address and more. These tools are useful for to monitor user network and pc to prevent attacker from unknown hacker. Disadvantage of using CurrPort is that the official website to download CurryPort is very old and it look fake or made up. The official website looks like phishing attempt where user got a virus when the host click on the download link.
The advantage of using TCP is that TCPview is free and open source so everyone can download and use the tools. TCPview UI is easy to understand, provide all the information you need like currently opened TCP/IP and UDP port on my local computer, local address, full path of each program and more. TCPview offer more feature compare to CurryPort and better-looking UI. 
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[bookmark: _Toc124206727]Alternative scanning tools 

In my lab activity I use netscan pro to send IP sweep through my network to find all device that is connect to my system. Netscan pro allow me to manual scan all devices that is connect to my machine, I can look for Mac address, IP address and hostname. I use advanced IP scanner as alternative scanning tools. advanced IP scanner is very similar to Netscan pro as it scans all devices that connect to my machine.  

[image: ]

Advanced IP scanner is easy to download and use. User need to click on the scan button on next to the green arrow. The software found there are 4 devices connect to my system and you can see that I’m using a VM machine. 
Advantage of using Advanced IP scanner is that the software is free to download, easy to use and understand, fit for purpose however the disadvantage is that Advanced IP scanner offer less feature compare to NetscanTool pro. 
NetscanTool Pro offer more feature like easily ping and discover vulnerabilities in my network, offer more scans like APR, jump IP scan between countries. Better ping result and more. 

[image: ]


[bookmark: _Toc124206728]Alternative vulnerability assessment tool 

I use Nmap as my alternative vulnerability assessment tool. Nmap is a network scanner tool that descover host and servies on a computer network by sending packets and anlayzing the responses. Nmap allow me to scan a website for port information, scan for IP address, scan particular port and trace route. 

[image: ]

 I did a basic scan on google website and now I know the port information. Google has two port and these are port 80 with TCP protocol and port 443 with TCP protocol. I did a scan on traceroute on facebook and I can find the traceroute. 
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I try to scan all the port in Facebook website. I enter the command for the scan and Nmap did a aggressive scan on Facebook IP address. Aggressive scan is when Nmap send a lot more probes for the scan. This type of scan is likely to be detected, however the scan provides a lot of valuable information on the host. 
 [image: ]
The advantage of Nmap is that the software free to use and download. Some Kali Linux come with the software per-build. Nmap has the feature of Nessus however it lacks the UI interface compare to Nessus. The main disadvantage Nmap don’t have a UI interface so everything look like a mess. Nessus has a great UI so user know what is the main vulnerability, which vulnerability is top priority, provide mitigation strategies on each vulnerability. Everything action have to be enter by command. This is one another disadvantage as newcomer need to learn the command before using Nmap.  I had use a Nmap tutorial website to understand the command [21].







[bookmark: _Toc124206729]Propose a mitigation strategy 

After research and anlysis my finding, my will create mitigation strategy for NGO to reduce the chance the of a data breach or cyber attack. I recommend install a facial recognition for bother building access and access control. Facial recognition reduces the chance of physical infiltration as staff don’t need a staff ID or key card for building access so hacker use lost or stolen staff ID card for building access. Facial recognition reduces the chance of staff random access the wrong officer and staff workplace. I believe all staff need to undergo cybersecurity training every 3 months so staff know the risk of a cyber breach. 
NGO need create a team for cybersecurity testing and network penetration. The team main role is to scan the NGO network or vulnerabilities, fix the vulnerabilities and attempt to penetration the NGO network by various means. This includes using various of phishing and social engineering software to gain access. By using a simple free web extractor tool, I was able to extractor email address for a website [22]. If I was a hacker than I can using phishing software to disguise myself as a legit CEO and send malicious email to the NGO staff. 
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 NGO need to install a vulnerability software that can scan the local network to check for any vulnerability. I recommend using Nessus for vulnerability scanning as Nessus is a wonderful network scanning tool. 
[image: ]
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Nessus show the vulnerability in your network and the resolution to improve the security. The screenshot show I have one vulnerability on two scans. The vulnerability is highlight in a different colour to show priorities. One scan show the SSL certificate cannot be trusted, Nesus give user solution like purchase a proper or new SSL certificate for the service. Without an SSL certificate, user is less likely to trust the website [23]. NGO need to use a vulnerability scanning software similar to Nessus for daily network scan to hacker using old exploit to attack the company network. 
[image: ]

Another scan show that the Nessus discover a SMB vulnerability. Attacker can exploit this vulnerability by conduct man-in-the-middle attack against the SMB server. The vulnerability allow attacker to eavesdropping on any connections with the victim message, and the attacker can control the entire conversation by intercept all message and change the message content. The attacker can eavesdrop on a conversation between project funds between CEO and the company staff, the attacker then intercepts the message and change it to make it look like the company staff is asking for more funds for the project. This results the CEO send more funds to the attacker without the staff knowledge. Nessus can discover vulnerability and offer solutions to improve the NGO network [24]. 
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[bookmark: _Toc124206730]Conclusion 

Cybersecurity is a growing and altering topic as new type of attack methods are discover, new type of countermeasure are use to prevent attacks and new vulnerability are discover every day. Cybersecurity will keep changing and evolving, a survey by the UK government show that 82% of business, found cybersecurity is their number one priority as a data breach is costly and have a everlasting effect on the company [25].
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:\Users\mrgen>ping www.itsecgames.com -i 5 -n 1

Pinging itsecgames.com [31.M96.40] with 32 bytes of data:
Request timed out.
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\Users\mrgen>ping www.itsecgames.com -1 9 -n 1

pinging itsecgames.com [31.3.96.46] with 32 bytes of data:
Reply from 31)3.96.40: bytes=32 time-l6ms TTL-128

ping statistics for 31.3.96.40:
Packets: Sent = 1, Received = 1, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = 16ms, Maximum = 16ms, Average = 16ms
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By issuing the above steps, you may get the records of domain from an
authoritative server. What is so important i getting the information like this?
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mmand Prompt

icrosoft Windows [Vgrsion 10.6.19845.2606]
(c) Microsoft Corpordtion. All rights reserved.

:\Users\mrgen>nslookup
Default Server: UnKnown
Address: 192.168.107.2

> set type=a
> wn. itsecgames .com
Server: Unknoun
Iaddress: 192.168.107.2

Non-authoritative answer:
Name:  itsecgames.com
IAddress: 31.3.96.40

Aliases: www.itsecgames.com

> set type=cname
> www. itsecgames . com
Server: UnKnoun
lAddress: 192.168.167.2

DNS request timed out.
timeout was 2 seconds.
Non-authoritative answer:
jua. i tsecgames . com canonical name - itsecgames.com
> set query=ns
> waa. itsecgames. com
UnKnown
192.168.167.2
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4 Prompt

Microsoft Windows [Version 16.6.19645.2006]
(c) Microsoft Corporation. All rights reserved.

C:\Users\mrgen>ping ns53.domaincontrol.com

Pinging nss3.domaincontrol.com [97.74.106.27] with 32 bytes of data:
Reply from 97.74.166.27:
Reply from 97.74.106.2
Reply from 97.74.§86.27: bytes=32 time=1sms
Reply from 97.74.166.27: bytes=32 time=15ms

Ping statistics for 97.74.106.27:

Packets: Sent = 4, Received = 4, Lost = © (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 15ms, Maximum - 16ms, Average = 15ms




image10.png
Do research on the internet and find out similar tools used? Document them
with their operations, functions, and screenshots.
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B lali@kal: ~/Altdns
File Actions Edit View Help

Altdns

Altdns.

~/ALtdns

clone https://github.con/infosec-au/altdns
Cloning into 'altdns’ .
remote: Enumerating objects: 197, done
remote: Counting objects: 100% (63/63), done
remote: Compressing objects: 100% (16/16), done
remote: Total 197 (delta 57), reused 47 (delta 47)
Receiving objects: 100% (197/197), 47.46 KiB | 2.64
Resolving deltas: 100% (91/91), done

~/Altdns.

pack-reused 134
MiB/s, done.
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~/ALtdns/altdns
install -r requirements. txt
efaulting to user installation because normal site-packages is not writeable
ollecting tldextract
Downloading tldextract-3.4.0-py3-none-any.uhl (93 kB)
4.3 MB/s eta
ollecting argparse
Downloading argparse-1.4.0-py2.py3-none-any.whl (23 kB)
equirement already satisfied: termcolor in /usr/lib/python3/dist-packages (f
rom -1 requirements.txt (line 3)) (1.1.0)
equirement already satisfied: dnspython in /usr/lib/python3/dist-packages (f
rom -1 requirements.txt (line 4)) (2.2.1)
equirement already satisfied: idna in /usr/lib/python3/dist-packages (from t
dextract—>—r requirements.txt (line 1)) (3.3)
equirement already satisfied: requests>2.1.0 in /usr/lib/python3/dist-packa
zes (from tldextract——r requirements.txt (line 1)) (2.27.1)
equirement already satisfied: requests—file>1.4 in /usr/lib/python3/dist-pa
kages (from tldextract——r requirements.txt (line 1)) (1.5.1)
equirement already satisfied: filelock>3.0.8 in /usr/lib/python3/dist-packa
zes (from tldextract——r requirements.txt (line 1)) (3.8.0)
nstalling collected packages: argparse, tldextract
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[ (kali® kali)-[~/Altdns/altdns)

$ python3 altdns —help

usage: altdns [-h] ~i INPUT -0 OUTPUT [-w WORDLIST] [-r] [-n] [-e]
[-d DNSSERVER] [-s SAVE] [-t THREADS]

option:

-h, —help show this help message and exit
-i INPUT, —input INPUT

List of subdomains input
-0 QUTPUT, —output OUTPUT

Output location for altered subdomains
W WORDLIST, —-wordlist WORDLIST

List of words to alter the subdomains with
-r, —resolve Resolve all altered subdomains
-n, --add-number-suffix

Add number suffix to every domain (0-9)

e, —ignore-existing
Ignore existing domains in file

-d DNSSERVER, —dnsserver DNSSERVER
1P address of resolver to use (overrides system
default)

-s SAVE, —save SAVE File to save resolved altered subdomains to

~t THREADS, — threads THREADS
Amount of threads to run simultaneously
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Do an Internet Search about MegaPi

website did you download MegaPing? Why?
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5. Based on your research earlier at Step 2, you might have known
that MegaPing tool could look for potential vulnerab (2}
your network. Did you manage to discover any vulnerabilties in your
network?
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What is Nessus? Nessus is a remote security scanning tool, which scans a
computer and raises an alert if it discovers any vulnerabilities that malicious hackers
could use to gain access to any computer you have connected to a network

hitps:/www.cs.cmu.edu > ~dwendian > personal > nessus

Nessus : A security vulnerability scanning tool
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The Social-Engineer Toolkit is a product of Trustedsec.
Visit: https://wm.trustedsec.con

It's easy to update using the PenTesters Framework! (PTF)
Visit https://github.com/trustedsec/ptf to update all your tools!

Select from the menu:

1) Spear-Phishing Attack Vectors
2) Website Attack Vectors

3) Infectious Media Generator

4) Create a Payload and Listener

5) Mass Mailer Attack

6) Arduino-Based Attack Vector

7) Wireless Access Point Attack Vector
8) QRCode Generator Attack Vector

9) Powershell Attack Vectors

10) Third Party Modules

99) Return back to the main menu.
set> 2
The Web Attack module is a unique way of utilizing multiple web-based attacks in order to compromise the intended victim.
The Java Applet Attack method will spoof a Java Certificate and deliver a metasploit based payload. Uses a customized java applet created by Thomas Werth to deliv
The Metasploit Browser Exploit method will utilize select Metasploit browser exploits through an iframe and deliver a Metasploit payload.
The Credential Harvester method will utilize web cloning of a web- site that has a username and password field and harvest all the information posted to the websi
The TabNabbing method will wait for a user to move to a different tab, then refresh the page to something different.

The Web-Jacking Attack method was introduced by white_sheep, emgent. This method utilizes iframe replacements to make the highlighted URL link to appear legitimat
s link. You can edit the link replacement settings in the set_config if its too slow/fast.

The Multi-Attack method will add a combination of attacks through the web attack menu. For example you can utilize the Java Applet, Metasploit Browser, Credential
The HTA Attack method will allow you to clone a site and perform powershell injection through HTA files which can be used for Windows-based powershell exploitatio

1) Java Applet Attack Method

2) Metasploit Browser Exploit Method
3) Credential Harvester Attack Method
4) Tabnabbing Attack Method

5) Web Jacking Attack Method

6) Multi-Attack Web Method

7) HTA Attack Method

99) Return to Main Menu
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set:webattack>2
[-1 Credential harvester will allow you to utilize the clone capabilities within SET
[-] to harvest credentials or parameters from a website as well as place them into a report

— * IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS * IMPORTANT * —

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
1P address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

:webattack> IP address for the POST back in Harvester/Tabnabbing [10.0.2.15]:
1 SET supports both HTTP and HTTPS

1 Example: http://wmi.thisisafakesite.com

t:uebattack> Enter the url to clone:wm.facebook.com
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—ip-options <options>: Send packets with specified ip options
—ttl <val>: Set IP time-to-live field
—spoof-mac <mac address/prefix/vendor name>: Spoof your MAC address
—badsum: Send packets with a bogus TCP/UDP/SCTP checksum
ouTRUT:
~ON/-0X/-05/-0G <file>: Output scan in normal, XML, s|<rIpt kIddi3,
and Grepable format, respectively, to the given filename.
oA <basename>: Output in the three major formats at once
-v: Increase verbosity level (use -vv or more for greater effect)
-d: Increase debugging level (use -dd or more for greater effect)
—reason: Display the reason a port is in a particular state
—open: Only show open (or possibly open) ports
—packet-trace: Show all packets sent and received
—iflist: Print host interfaces and routes (for debugging)
—append-output: Append to rather than clobber specified output files
—resume <filename>: Resume an aborted scan
—noninteractive: Disable runtime interactions via keyboard
—stylesheet <path/URL>: XSL stylesheet to transform XML output to HTML
—webxml: Reference stylesheet from Nmap.Org for more portable XML
—no-stylesheet: Prevent associating of XSL stylesheet w/XML output
mIsc:
-6: Enable IPv6 scanning
-A: Enable 0S detection, version detection, script scanning, and traceroute
—datadir <dirname>: Specify custom Nmap data file location
—send-eth/—send-ip: Send using raw ethernet frames or IP packets
—privileged: Assume that the user is fully privileged
—unprivileged: Assume the user lacks raw socket privileges
Vi Print version number
-h: Print this help summary page.
EXAMPLES:
nmap -v -A scanme.nmap.org
nmap -v -sn 192.168.0.0/16 10.0.0.0/8
nmap -v -iR 10000 -Pn —p 80
SEE THE MAN PAGE (https://nmap.org/book/man.html) FOR MORE OPTIONS AND EXAMPLES
[(kati®kati)-[~]
$ sudo nmap -F googl
[sudo] password for kali
kali
Sorry, try again.
[sudo] password for kali
Starting Nmap 7.93 ( https://nmap.org ) at 2023-01-09 17:18 EST
Nmap scan report for google.com (142.250.200.14)
Host is up (0.0030s latency).
Other addresses for google.com (not scanned): 2a00:1450:4009:822
TDNS record for 142.250.200.14: lhr48s29-in-f14.1e100.net
Not shown: 98 filtered tcp ports (no-response)
PORT  STATE SERVICE
80/tcp open http
443/tcp open https

om

00

Nmap done: 1 IP address (1 host up) scanned in 2.33 seconds

i® kali)-[~]
’:(hlh

o

2 07E |4 G
(]
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$ sudo nmap -tracerout facebook.com

starting Nmap 7.93 ( https://nmap.org ) at 2023-01-09 17:33 EST

Nmap scan report for facebook.com (157.240.221.35)

Host is up (0.0027s latency).

Other addresses for facebook.com (not scanned): 2a03:2880: f158:82: face:booc
TDNS record for 157.240.221.35: edge-star-mini-shv-01-1hr8.facebook.com
Not shown: 998 filtered tcp ports (no-response)

PORT  STATE SERVICE

80/tcp open http

443/tcp open https

+25d¢

TRACEROUTE (using port 80/tcp)

HOP RTT  ADDRESS

1 2.53 ms 10.0.2.2

2 2.56 ms edge-star-mini-shv-01-1hr8.facebook.com (157.240.221.35)

Nmap done: 1 IP address (1 host up) scanned in 5.52 seconds
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$ sudo nmap A waw.facebook.con

starting Nmap 7.93 ( https://nmap.org ) at 2023-01-09 17:44 EST

Stats: 0:00:29 elapsed; 0 hosts completed (1 up), 1 undergoing Traceroute

Traceroute Timing: About 32.26% done; ETC: 17:44 (0:00:00 remaining)

Nmap scan report for w.facebook.com (157.240.214.35)

Host is up (0.0012s latency).

Other addresses for wi.facebook.con (not scanned): 2a03:2880:F158:181: face:b00c:0:25de
IDNS record for 157.240.214.35: edge-star-mini-shv-02-1hrs. facebook.com

Not shown: 998 filtered tcp ports (no-response)
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jarning: 0SScan results may be unreliable because we could not find at least 1 open and 1 closed port

bevice type: bridgelgeneral purposelswitch

Running (JUST GUESSING): Oracle Virtualbox (98%), QEMU (93%), Bay Networks embedded (88%)
S CPE: cpe:/o:oracle:virtualbox cpe:/a:qemu:qemu cpe:/h:baynetworks:baystack 450
aggressive 0S guesses: Oracle Virtualbox (98%), QEMU user mode network gateway (93%), Bay Networks BayStack 450 sw

itch (software version 3.1.0.22) (88%)
No exact 05 matches for host (test conditions non-ideal).
\etwork Distance: 2 hops

TRACEROUTE (using port 80/tcp)

0P RTT  ADDRESS

1 0.18 ms 10.0.2.2

) 0.23 ms edge-star-mini-shv-02-1hrs.facebook.com (157.240.214.35)

S and Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .

map done: 1 IP address (1 host up) scanned in 35.74 seconds
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Task: Gather information about the authoritative name server and its IP Address
of www.itsecgames.com

Ci\Users\Administrator>ping www.itsecgames.com
Pinging isecgames.com [31.3.96.40] with 32 bytes of data:
Reply from 31.3.96.40: ytes=32 time=26ms TTL=128.
Reply from 31.3.96.40: ytes=32 time=21ms TTL=128
Reply from 31.3.96.40: ytes=32 time=24ms TTL=128.
Reply from 31.3.96.40: ytes=32 time=22ms TTL=128.
Ping statiscs or 31.3.96.40:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approrimate round tp times n millseconds:
Minimum = 21ms, Maximum = 26ms, Average = 23ms
Ci\Users\Administrator>ping www.itsecgames.com -f -| 1500
Pinging isecgames com [31.3.96.40] with 1500 bytes of data:
Packet needs to be ragmented but DF set
Packet needs to be ragmented but DF set
Packet needs to be ragmented but DF set
Packet needs to be ragmented but DF set
Ping statiscs or 31.3.96.40:
Packets: Sent = 4, Received = 0, Lost = 4 (100% loss),

C:\Users\Admi

tor>ping www.itsecgames.com -f -| 1472
Ci\Users\Administrator>ping www.itsecgames.com -f -| 1473
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SSL Certificate Cannot Be Trusted

Description
The server's X.509 certificate cannot be trusted. This situation can occur in three different ways, in which the chain of trust can be broken, as stated
below

- First, the top of the certificate chain sent by the server might not be descended from a known public certificate authority. This can occur either
when the top of the chain is an unrecognized, self-signed certificate, or when Intermediate certificates are missing that would connect the top of the
certificate chain to a known public certificate authority.

- Second, the certificate chain may contain a certificate that is not valid at the time of the scan. This can occur either when the scan occurs before
one of the certificate’s notBefore' dates, or after one of the certificate's ‘notAfter' dates.

- Third, the certificate chain may contain a signature that either didn't match the certificate's information or could not be verified. Bad signatures can
be fixed by getting the certificate with the bad signature to be re-signed by its Issuer. Signatures that could not be verified are the result of the
certificate's issuer using a signing algorithm that Nessus either does not support or does not recognize.

If the remote host is a public host in production, any break in the chain makes it more difficult for users to verify the authenticity and identity of the
web server. This could make it easler to carry out man-in-the-middle attacks against the remote host.

Solution
Purchase or generate a proper SSL certificate for this service.

See Also
https://Www.Itu.Int/rec/T-REC-X.509/en
htps:/en.wikipedia.org/wiki/X.509
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Solution :

Enforce message signing in the host's configuration. On Windows, this is found in the policy setting "Microsoft
network server: Digitally sign communications (always). On Samba, the setting is called ‘server signing’. See the 'see M
alsor links for further details.

See Also

http://www.nessus.org/u?df3obgb3

httpy/technet microsoft.com/en-us/library/cc731957.aspx
hitp://www.nessus.org/u?74b80723
https://www.samba.org/samba/docs/current/man-htmi/smb.conf.5.html
hitp://www.nessus.org/u?a3cacdea
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Hicrosoft Windows [Version 10.6.19645.2006]
(c) Microsoft Corporation. All rights reserved.

C: \Users\mrgen>ping waw. itsecgames.com ~F -1 1472

pinging itsecgames.com [31.3.96.40] with 1472 bytes of data:
Reply fromM51.3.96.40:
Reply from 31.3.96.46:
Reply rom 31.3.96.46:
Reply from 31.3.96.46: bytes-1472 time:

ping statistics for 31.3.96.40:
Packets: Sent = 4, Received = 4, Lost = © (6% loss),

lApproximate round trip times in milli-seconds

Minimum = 16ms, Maximum = 19ms, Average = 17ms

IC: \Users\mrgen>ping waw. itsecgames.com ~F -1 1473

Pinging itsecgames.com [31.3.96.40] with 1473 bytes of data:
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.

ping statistics for 31.3.96.40:

Packets: Sent = 4, Received = @, Lost = 4 (166% loss),

lc: \Users\mrgen>_
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By issuing the -i command, you are setting the TTL to a certain value to check
the time span of the packet. By setting the TTL to 1, 2, 4, 5, 9 etc what piece.
of information did you gather?
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\Users\mrgen>ping wu.itsecgames.com -i 1 -n 1

Pinging itsecgames.com [31.3.96.46] with 32 bytes of data:
Reply from 192.168.167.2: TTL expired in transit.

ping statistics for 31.3.96.40:
Packets: Sent = 1, Received = 1, Lost = @ (8% loss),

\Users\argin>ping war. itsecganes.con -1 2 -n 1

Pinging itsecgames.com [31.3.96.46] with 32 bytes of data:
Reply from 192.168.0.1: TTL expired in transit.

ping statistics for 31.3.96.40:
Packets: Sent = 1, Received = 1, Lost = @ (8% loss),

C:\Users\mrgen>ping ww. itsecgames.com -1 4 -n 1

Pinging itsecgames.com [31.3.96.46] with 32 bytes of data:
Reply from 2.120.11.154: TTL expired in transit.

ping statistics for 31.3.96.40:
Packets: Sent = 1, Received = 1, Lost = @ (8% loss),




