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[bookmark: _Toc216767771]Abstract


Modern vehicles depend on internal communication networks to manage functions like braking, acceleration, engine control, and dashboard displays. The most common in-vehicle network is the Controller Area Network (CAN) bus, a protocol that was initially designed without cybersecurity features such as authentication or encryption [1]. In the last ten years, researchers have shown that these flaws let attackers inject, modify, or replay messages on the CAN bus. This can lead to dangerous results, including the ability to control vehicle behaviour remotely [2], [3].
This project explores these vulnerabilities using a fully virtualized simulation of an automotive CAN environment. A Linux-based setup was created with SocketCAN, Python, can-utils, and Wireshark to mimic several Electronic Control Units (ECUs), such as speed, engine, and brake modules. These ECUs produce realistic sensor traffic on a virtual CAN interface (vcan0), allowing for controlled execution of three attack scenarios: sniffing, spoofing, and replay. A dashboard module interprets CAN messages and visually confirms the effects of each attack.
The findings show that because CAN lacks message authentication and freshness checking, spoofing and replay attacks are very effective even in simple simulations. This supports earlier academic observations [1], [4]. The project demonstrates how attackers can change displayed vehicle parameters, override legitimate ECU messages, and replicate past behaviour. This work provides an easy, low-cost way to show automotive cybersecurity risks, making it suitable for education and future research. The project also considers potential defensive strategies, such as timing analysis and ID filtering, for further development.
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[bookmark: _Toc216767774]Background
Modern vehicles are no longer purely mechanical machines. They comprise complex, interconnected computer systems. Dozens of Electronic Control Units (ECUs) continuously communicate via the Controller Area Network (CAN) bus. This network enables functions such as braking, acceleration, engine management, steering assistance, infotainment, and diagnostics [1]. Designers created the CAN protocol in the 1980s for reliability and real-time communication, but it lacks cybersecurity protections such as encryption, message authentication, or source validation [2].
As vehicles have become increasingly connected—through Bluetooth, Wi-Fi, telematics and over-the-air updates—the attack surface has expanded significantly. High-profile incidents, such as the remote exploitation of the Jeep Cherokee in 2015, demonstrated that attackers can manipulate vehicle behaviour by injecting or modifying CAN messages [3]. These findings have driven international standards such as ISO/SAE 21434, emphasising the need for cybersecurity-by-design in automotive systems [4].
This project safely examines these vulnerabilities through virtual simulation.

[bookmark: _Toc216767775]Aims
The primary aim of this project is:
To simulate a vehicle’s CAN bus environment using virtual tools, perform common cyberattacks (sniffing, spoofing, and replay) and evaluate their impact, demonstrating inherent protocol weaknesses and potential mitigation strategies.



[bookmark: _Toc216767776]Objectives 
1. Conduct a comprehensive review of academic and industrial research concerning Controller Area Network (CAN) bus vulnerabilities and documented real-world automotive cyberattacks.
2. Design and implement a virtual CAN environment using Linux SocketCAN, Python, and open-source tools.
3. Develop simulated ECUs to generate realistic CAN traffic (speed, engine, brake).


4. Implement and test three attack methods:
· Sniffing
· Spoofing
· Replay
5. Analyse system behaviour under attack using a dashboard and Wireshark.
6. Document observed vulnerabilities and explore basic mitigation strategies.
7. Present findings in a report, a poster, and a demonstration video.

[bookmark: _Toc216767777]Motivation 
The automotive industry is rapidly evolving, with vehicles becoming more software-driven and connected. Vehicle cybersecurity often lags behind traditional computing. Many attacks exploit basic flaws, such as unauthenticated CAN packets, making automotive cybersecurity both a critical research area and a strong professional path [5].
As a student interested in both cybersecurity and automotive technology, I used this project to combine my passions. I developed a safe, virtual simulation that identified and analysed real vulnerabilities, without requiring specialised hardware or access to a physical car. As a result, I gained hands-on experience in recognising and addressing security risks, meeting industry expectations that automotive cybersecurity engineers understand both network behaviour and attack patterns.




[bookmark: _Toc216767778]Literature ReviewModern vehicles rely on internal communication networks to coordinate essential functions such as braking, steering assistance, engine operation, and infotainment. The Controller Area Network (CAN), introduced by Bosch in the 1980s, remains the most widely used standard for in-vehicle communication. Bosch designed CAN to reduce wiring complexity and improve reliability in distributed automotive systems by allowing multiple Electronic Control Units (ECUs) to share a common communication medium [1]. CAN enables ECUs to exchange real-time information over a shared broadcast bus, prioritizing messages using arbitration identifiers to ensure deterministic timing and fault tolerance. These properties make CAN well-suited for safety-critical automotive applications that require predictable communication behaviour. However, at the time of its development, vehicles were largely isolated systems, and cybersecurity was not considered a design requirement [1], [2].
A fundamental limitation of the CAN protocol is the absence of built-in security mechanisms. CAN frames are transmitted in plaintext and do not include encryption, authentication, or source validation. As a result, any node connected to the bus can transmit messages that appear legitimate to other ECUs [2]. This design choice was acceptable in early automotive systems but has become problematic as vehicles have evolved into complex cyber-physical systems. Modern vehicles integrate wireless interfaces such as Wi-Fi, Bluetooth, cellular telematics, and internet-connected infotainment units. These additions significantly expand the attack surface and invalidate the CAN protocol's original trust assumptions. Attackers can now exploit external entry points to indirectly access the internal CAN bus, transforming a system designed for reliability into one that is increasingly vulnerable to cyber threats [3], [6].
The implications of CAN’s insecurity have become apparent through several foundational studies in automotive cybersecurity. For instance, Koscher et al. conducted one of the earliest experimental security analyses of a modern automobile, showing that adversaries could manipulate physical vehicle behaviours by injecting carefully crafted CAN messages [6]. 




Their experiments demonstrated that malicious frames could override legitimate sensor data and control functions such as braking, engine operation, and dashboard displays. This work was particularly significant because it showed that attacks did not require cryptographic sophistication; instead, they exploited the trust model inherent in the CAN protocol. The study also highlighted the difficulty of distinguishing malicious messages from legitimate ones due to the lack of sender authentication.
Building upon this research, Miller and Valasek extended the attack model by identifying a remote entry point into the CAN bus of a Jeep Cherokee through the vehicle’s Uconnect infotainment system [3]. Their work demonstrated that attackers could compromise a vehicle over the internet and gain full control of safety-critical systems, including steering, braking, and acceleration. This high-profile demonstration received widespread attention and underscored the real-world implications of CAN insecurity. Importantly, it showed that CAN vulnerabilities are not merely theoretical but can have direct consequences for driver safety. Together, these studies established sniffing, spoofing, replay, and denial-of-service attacks as realistic and practical threats to in-vehicle networks.
Subsequent academic reviews have reinforced the systemic nature of these vulnerabilities. Hazem and Hisham categorize CAN attacks into sniffing, spoofing, replay, fuzzing, and flooding, noting that these attacks exploit CAN's broadcast nature and the lack of authentication mechanisms [2]. Sniffing allows attackers to passively observe network traffic without detection, while spoofing enables the injection of forged messages that can override genuine ECU data. Replay attacks further exploit the lack of freshness or sequence validation by resending previously captured frames to recreate past vehicle states. Flooding attacks exploit CAN’s arbitration mechanism by transmitting high-priority frames at high rates, potentially denying service to legitimate ECUs. These attack categories form the basis for many experimental studies and are directly relevant to the simulation scenarios explored in this project.



[bookmark: _Toc216767779]Larson and Nilsson argue that the increasing connectivity of vehicles has fundamentally altered the automotive threat landscape [5]. They emphasize that modern vehicle architectures expose attack surfaces far beyond traditional physical access, requiring security solutions that incorporate threat modelling, cryptographic protection, intrusion detection, and continuous monitoring. Their work highlights that automotive cybersecurity must be addressed holistically, considering not only individual protocols such as CAN but also the broader system architecture and lifecycle. This perspective aligns with the growing recognition that legacy in-vehicle networks must be protected even if they cannot be entirely replaced.
Responding to these heightened risks, the automotive industry introduced the ISO/SAE 21434 standard, which establishes a framework for cybersecurity risk management across the vehicle lifecycle [4]. The standard mandates activities such as threat analysis and risk assessment, secure system design, vulnerability management, and post-deployment monitoring. While ISO/SAE 21434 provides important guidance for new vehicle development, many vehicles currently in operation rely on legacy CAN implementations that cannot easily be retrofitted with cryptographic security. This creates a gap between regulatory aspirations and practical constraints, reinforcing the need for detection-based and compensating controls.
Given these limitations, researchers increasingly adopt simulation-based approaches to study CAN vulnerabilities and mitigation strategies. Virtual CAN interfaces (such as vcan0), simulated ECUs, and tools including Python-CAN, SocketCAN, and Wireshark enable controlled experimentation without interacting with physical vehicles. Simulation environments reduce ethical and safety risks while allowing repeatable experiments and detailed observation of attack behaviour. These environments are particularly valuable for educational contexts and early-stage research, where access to real vehicles or specialized hardware may be limited.



This project builds directly upon this body of research by implementing a fully virtual CAN ecosystem and exploring three core attack types—sniffing, spoofing, and replay—that correspond to vulnerabilities widely documented in the literature [2], [6]. Stage 1 focused on creating the virtual CAN infrastructure using Linux SocketCAN, enabling safe interaction with CAN traffic. Stage 2 implemented simulated ECUs generating speed, engine, and brake signals, establishing a realistic baseline behaviour. Stage 3 reproduced classical attack techniques described by Koscher et al. and Miller and Valasek, demonstrating how passive monitoring, message injection, and replay can manipulate system behaviour in the absence of security controls [3], [6]. Stage 4 extended this work by introducing lightweight defensive mechanisms, including ID whitelisting, flood detection, and basic sanity checks, in line with industry recommendations for intrusion detection and message validation [5].
Many existing studies rely on specialized hardware, proprietary tools, or modified vehicles, limiting reproducibility and accessibility. By contrast, the simulation-based approach adopted in this project provides an accessible and ethical platform for demonstrating real-world vulnerabilities using open-source tools. Academic literature highlights the importance of such practical, reproducible environments for advancing education and supporting early-stage automotive cybersecurity research [2], [5]. This project addresses that need by offering a modular virtual testbed that reflects observed attack patterns and enables exploration of lightweight mitigation strategies.
Overall, the literature consistently confirms that CAN bus insecurity remains a critical issue in modern vehicles and that legacy protocol limitations continue to pose safety risks. Simulation environments offer meaningful opportunities to study attack behaviour and evaluate defences in a controlled setting. By aligning closely with established research while providing a practical, educational implementation, this project reinforces academic findings and provides a hands-on platform for understanding CAN vulnerabilities and potential mitigation techniques.



Beyond classical attack demonstrations, recent research has focused on enhancing detection and mitigation strategies for CAN-based attacks, particularly through the use of intrusion detection systems (IDS). Researchers have explored both rule-based and anomaly-based IDS approaches to monitor CAN traffic for deviations from normal behaviour. Rule-based systems typically rely on predefined thresholds, message frequency limits, or whitelisting of permitted CAN identifiers. Such techniques are computationally lightweight and compatible with legacy ECUs but may struggle to detect subtle or previously unseen attack patterns [7]. Anomaly-based systems, in contrast, learn baseline behaviour and flag deviations, offering improved detection coverage at the cost of higher computational complexity.
Several studies have applied statistical methods to identify abnormal CAN traffic patterns. For example, Taylor et al. propose entropy-based detection techniques that monitor changes in the distribution of CAN message identifiers to detect flooding and spoofing attacks [8]. Their results indicate that sudden shifts in message frequency and identifier entropy (a measure of uncertainty or randomness in the identifier distribution) are reliable indicators of malicious activity. In a related vein, Cho and Shin introduce a clock-skew–based intrusion detection approach that creates fingerprints of ECUs by analysing subtle differences in message timing (clock skew). By analysing the timing characteristics of messages rather than their content, this method enables identification of the source ECU without any changes to the CAN protocol, suggesting a promising direction for defences compatible with existing systems. Machine learning techniques have also gained traction in automotive cybersecurity research. Researchers have applied supervised and unsupervised learning models, including support vector machines, random forests, and neural networks, to classify CAN traffic as benign or malicious [10]. These approaches can detect complex attack patterns, including replay and fuzzing attacks, with high accuracy under controlled conditions. However, deploying machine learning–based IDS in real vehicles remains challenging due to constraints on processing power, memory, explainability, and the availability of training data. These limitations highlight the trade-off between detection accuracy and practical feasibility in automotive environments.


Simulation environments play a crucial role in evaluating these security mechanisms. Several studies emphasise the use of virtual Controller Area Network (CAN) testbeds—software systems that simulate in-vehicle CAN networks—to validate attack-detection algorithms before deployment [12]. Simulation lets researchers generate controlled attack scenarios, adjust timing parameters, and collect detailed logs without risking physical systems. Tools such as SocketCAN (a set of CAN drivers for Linux), Python-CAN (a Python library for CAN bus communication), and Wireshark (a network packet analyzer) are frequently cited as effective platforms. These tools enable reproducible automotive security experiments. These environments support both educational use and early-stage research by lowering barriers to entry and enabling transparent evaluation.
From an educational perspective, these simulation environments not only advance research but also support hands-on projects that significantly enhance students' understanding of embedded system security—which involves protecting the hardware and software components of electronic systems—and cyber-physical threats, which are risks in which a cyberattack affects the physical operations of a system [13]. By interacting directly with CAN (Controller Area Network) traffic—the data messages exchanged between electronic control units in vehicles—learners can observe how theoretical vulnerabilities manifest in practice. This experiential learning approach aligns with recommendations from cybersecurity education frameworks, which emphasise practical experimentation alongside theoretical study. The accessibility of virtual CAN environments makes them particularly suitable for academic settings, where safety, cost, and ethical considerations restrict access to real vehicles. This literature shows that CAN bus vulnerabilities are well documented, but effective mitigation in legacy systems is still challenging. Detection, simulation, and lightweight defences are still being researched. By combining simulated ECUs, attack implementations, and detection mechanisms into a single virtual framework, this project supports current research and provides a reproducible, educational platform for exploring automotive cybersecurity concepts.




[bookmark: _Toc216767780]AnalysisThis section analyses the requirements, structure, and constraints of the proposed system before implementation. The project simulates a virtual automotive CAN bus, generates realistic Electronic Control Unit (ECU) traffic, demonstrates common cyberattacks, and evaluates lightweight mitigation strategies. The analysis defines required system actions, expected behaviour, and necessary limitations and risks before development. This structured approach ensures that implementation aligns with project aims and enables meaningful testing and evaluation.
[bookmark: _Toc216767781]Requirement Analysis
The system simulates a simple yet realistic in-vehicle network comprising three ECUs (Speed ECU, Brake ECU, and Engine ECU), a Dashboard monitoring component, an Attacker module, and supporting tools such as SocketCAN and Wireshark. The following requirements define the functional and non-functional behaviour necessary to support experimentation with CAN bus security.

[bookmark: _Toc216767782]Functional Requirements (FR)
These describe what the system must do in order to meet the project objectives.
FR1 - Virtual CAN Interface Creation 
The system must initialise at least one virtual CAN interface (vcan0) with Linux SocketCAN. This allows fully software-based CAN communication, removing the need for physical CAN hardware and enabling safe experimentation.
FR2 - ECU Message Generation 
The system must simulate ECUs that periodically send CAN messages:
· Speed ECU → ID 0x100
· Brake ECU → ID 0x200
· Engine ECU (RPM + Temperature) → ID 0x300




FR3 - Dashboard Monitoring
The dashboard must listen to vcan0, parse incoming CAN frames by identifier, and log the interpreted values in CSV format. This enables real-time observation and post-experimental analysis of system behaviour under normal and attack conditions.
FR4 - Sniffing Attack
An attacker module must capture CAN frames using the python-can library and store them for later analysis. This requirement demonstrates the ease with which passive monitoring attacks can be performed due to CAN's broadcast nature.
FR5 - Spoofing Attack
The attacker must be able to inject forged CAN messages that mimic legitimate ECU identifiers (e.g., by sending false speed values under ID 0x100). This demonstrates how unauthenticated CAN frames can override or distort legitimate vehicle data. 
FR6 - Replay Attack 
The system shall replay previously captured CAN logs using either Python-based scripts or the canplayer tool. This highlights the absence of freshness or sequence validation within the CAN protocol.
FR7 - Defensive Mechanisms
The dashboard must implement basic defences:
· ID whitelisting
· Flooding detection (rate limiting)
· Optional basic sanity checks
These defences enable evaluation of how simple validation mechanisms can reduce the impact of attacks.
FR8 - Logging 
Log all attack activities, dashboard outputs, and defensive responses to files. This requirement supports reproducibility, testing, and evidence-based evaluation.



FR9 – Visualisation
Wireshark must be used to visualise CAN traffic for analysis and documentation. Visualisation is critical for confirming the effects of attacks, such as traffic spikes during spoofing.
[bookmark: _Toc216767783]Non-Functional Requirements (NFR)
Describe how the system must behave rather than what it does.
NFR1 – Safety
Ensure all experiments run in a virtual environment; no real vehicles or physical CAN hardware may be used, ensuring ethical and safety compliance.
NFR2 – Usability
Scripts must be simple to run and maintain consistent naming (e.g., speed_ecu.py for the speed Electronic Control Unit, sniffer.py for a message monitoring tool).
NFR3 – Reliability
System behaviour should be deterministic: Electronic Control Units (ECUs) send messages at consistent intervals.
NFR4 – Performance
The Controller Area Network (CAN) bus must handle high-frequency messages without crashing or overwhelming the dashboard.
NFR5 - Security Awareness 
The system must clearly demonstrate protocol weaknesses and attack behaviour (such as how unauthorised actions can disrupt normal operations).
NFR6 – Portability
Run all components in Ubuntu Linux using only open-source tools.


[bookmark: _Toc216767784]UML Use Case Analysis
[bookmark: _Toc216767785]Actors
User/Researcher
Runs experiments, triggers attacks, analyses logs.
Dashboard System
Receives and interprets CAN messages.
Simulated ECUs
Generate normal CAN traffic.
Attacker Module
Performs spoofing, sniffing and replay attacks.

[bookmark: _Toc216767786]Case Diagram
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The UML use case diagram shows functional interactions between the main actors and the virtual CAN security testbed developed in this project. The system boundary is the Virtual CAN Security Testbed. It includes the simulated CAN network, ECU processes, attack modules, monitoring components, and defence mechanisms. 
The Researcher/User actor represents the legitimate user of the system. This actor is responsible for starting the virtual CAN interface, running the simulated ECUs 



(speed, brake and engine), monitoring CAN traffic through the dashboard, and exporting logged data for analysis. These use cases reflect the system's normal operation under benign conditions and support the primary goal of observing in-vehicle communication behaviour.
The Attacker actor models a malicious entity exploiting CAN vulnerabilities. This actor uses three attack-related use cases: sniffing CAN traffic, spoofing CAN messages, and replaying captured frames. These use cases align with common CAN bus attacks described in the academic literature and demonstrate how unauthenticated messages can be observed, injected, or resent to affect system behaviour.
The Simulated ECUs actor represents the virtual Electronic Control Units that continuously generate CAN frames, including vehicle speed, brake status, and engine parameters. These ECUs provide the data that is monitored, logged, attacked and analysed within the system. Their interaction with the dashboard and logging components reflects realistic in-vehicle communication patterns.
The diagram also shows relationships between use cases. Monitoring, attack detection, and replay activities all include logging. This shows data collection is central to attack analysis and defensive evaluation. In summary, the use case diagram gives a high-level overview of legitimate user and attacker interactions with the virtual CAN environment. It supports experimental testing and security analysis in a controlled simulation setting.



[bookmark: _Toc216767787]System Requirements
[bookmark: _Toc216767788]Hardware Requirements
PC/Laptop
Minimum 8GB RAM recommended
CPU
Any modern dual-core processor
Storage
~20GB for VM + project files
Networking
Not required; all attacks run locally
Virtualization Support
Required for VirtualBox

[bookmark: _Toc216767789]Software Requirements
Ubuntu 24.04 LTS
Main operating system
Python 3.x
ECUs, attacks and dashboard scripts
Python-can library
CAN communication interface
SocketCAN (built into Linux)
Virtual CAN networking
Can-utils
Tools for sending/dumping raw CAN frames
Wireshark
Packet capture + visual analysis
VirtualBox
Virtual machine hosting
GitHub (optional)
Version control




[bookmark: _Toc216767790][bookmark: _Toc216767791]Risk Analysis

RISK
PROBABILITY
IMPACT
MITIGATION
Incorrect CAN interface configuration
Medium
ECUs fail to communicate
Use setup script; verify with ip link show
Script errors/crashes
High
Loss of data or interrupted experiments
Frequent testing: logs saved continuously
High message rate causing bus flooding
Medium
Dashboard overload
Implement rate limiting & detection
Accidental file deletion
Medium
Loss of logs and evidence
Use GitHub backup and separate /data/ folder
Wireshark permissions error
Low
Cannot capture CAN frames
Add user to Wireshark group; use sudo if needed
Virtual machine corruption
Low
Project interrupted
Export VM snapshots weekly


[bookmark: _Toc216767792]DesignThis section describes the architecture, structure, and intended behaviour of the virtual CAN (Controller Area Network) system prior to implementation. The design phase clarifies how components interact, how security tests are safely executed, and the logic for integrating defences. This section includes system diagrams, ECU (Electronic Control Unit) message formats, data flow, and artefact design choices, offering a comprehensive overview tailored for technical stakeholders.
[bookmark: _Toc216767793]System Architecture Design 
The system follows a modular architecture where each ECU, the dashboard, and the attacker scripts operate as independent Python programs communicating over a shared virtual CAN bus. This mirrors real automotive networks, where ECUs communicate via a broadcast channel rather than direct point-to-point links.
[bookmark: _Toc216767794]Architectural Components

Speed ECU (0X100)
Sends vehicle speed values at regular intervals.
Brake ECU (0X200)
Sends brake status (on/off).
Engine ECU (0X300)
Sends RPM and engine temperature.
Dashboard
Listens, parses, logs and applies defensive rules.
Attacker Module
Sniffing, spoofing, and replay attacks.
Virtual CAN bus (vcan0)
Shared communication channel using SocketCAN.
Wireshark can-utils
Used for monitoring and analysis.



[bookmark: _Toc216767795]The system is designed with a layered, modular architecture that operates entirely within a Linux-based virtual environment. At the lowest layer, the Linux SocketCAN framework provides a virtual Controller Area Network interface (vcan0) that mimics the behaviour of a physical CAN bus. This interface allows multiple software processes to exchange CAN frames in real time.
Above the CAN interface layer are the Simulated ECUs, implemented as independent Python scripts. These ECUs represent distinct vehicle subsystems:
· Speed ECU generates vehicle speed values.
· The brake ECU transmits brake status signals.
· The engine ECU transmits engine RPM and temperature data.
Each ECU module periodically sends CAN frames with its predefined identifiers to simulate normal vehicle operation.
The Dashboard module serves as both a monitoring and control unit. Its role is to listen to all CAN traffic and parse messages based on known identifiers. The module logs interpreted values and applies basic security checks. This component functions as a simplified version of a vehicle instrument cluster or gateway ECU.
Attacker modules form a separate layer. They connect to the CAN bus as unauthorised nodes and implement sniffing, spoofing, and replay attacks, enabling system testing under malicious conditions.
Analysis and Visualisation tools include Wireshark and CSV log files. They support inspection, documentation, and evaluation of system behaviour.
This layered design separates concerns, making it easier to analyse the effects of attacks and the responses.


[bookmark: _Toc216767796][image: A diagram of a computer
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This diagram clearly shows:
· All ECUs publish frames to the CAN bus.
· Dashboard listens to everything.
· The attacker both reads and injects messages.
· Architecture mirrors real vehicle networks.



[bookmark: _Toc216767797]ECU Message Format Design
Each ECU is implemented as a standalone Python process. This design mirrors real automotive systems, where ECUs operate independently and communicate asynchronously over the CAN bus.
[bookmark: _Toc216767798]Speed ECU Format (ID 0x100)
The Speed ECU periodically generates speed values within a defined range and transmits them using ID 0x100.
BYTE
MEANING
EXAMPLE
0-1
Speed (km/h), unsigned 16-bit big-endian
00 4B → 75 km/h

Design choice: 16-bit values ensure full range (0–200 km/h) and simple random generation.
[bookmark: _Toc216767799]Brake ECU Format (ID 0x200)
Similarly, the Brake ECU sends braking status using ID 0x200.
BYTE
MEANING
EXAMPLE
0
Brake status (0=off, 1=on)
01

Design choice: Simplifies checks for spoofing “brake = on” attacks.
[bookmark: _Toc216767800]Engine ECU Format (ID 0x300)
The Engine ECU transmits combined RPM and temperature values using ID 0x300.
BYTE
MEANING
EXAMPLE
0-1
RPM (16-bit)
0F A0 → 4000 RPM
2-3
Temperature (16-bit)
00 5A → 90°C

Design choice: Matches real engine sensor ranges.

Data encoding uses fixed-length byte fields and big-endian ordering to simplify message packing and unpacking. Randomised yet bounded values are used to simulate realistic sensor behaviour while maintaining controlled test conditions.
This architecture, with each ECU separated into its own script, improves modularity and allows ECUs to be started, stopped, or modified independently during experiments.
[bookmark: _Toc216767801]Dashboard Design
The dashboard is designed as a central component for monitoring and validation. It listens to all CAN traffic on vcan0 and interprets messages based on their arbitration identifiers. For known IDs, the dashboard decodes raw data into human-readable values such as speed, brake state, RPM, and temperature.
The dashboard logs every received message to CSV files, ensuring comprehensive offline analysis and evidence collection for reporting. Logging covers timestamps, message identifiers, parsed values, and raw data bytes.
In Stage 4, the dashboard was extended to include basic defensive mechanisms. Specifically, it now provides ID whitelisting, allowing only expected ECU identifiers.
· Additionally, flood detection was introduced, enabling the dashboard to monitor message rates per ID and detect abnormal traffic spikes.
· Alert logging complements these mechanisms by recording suspicious activity, such as blocked IDs or excessive message frequency.
Taken together, this design demonstrates how even simple validation mechanisms can improve system resilience.
















NO
YES
Raise alert + log event  
Flooding threshold exceeded.
Update rate counter
Parse & Log Message
Parse & Log Message
Is ID allowed? 
Receive CAN message




[bookmark: _Toc216767802]Attacker Module Design
The attacker consists of three independent scripts. Each type is a separate script for clarity and control.
[bookmark: _Toc216767803]Sniffer
· Listens passively
· Logs timestamps, IDs, data bytes
· Used to prepare replay attacks
[bookmark: _Toc216767804]Spoofing Module
· Repeatedly injects forged frames (e.g., fake speed 200 km/h)
· Same ID as target ECU → dashboard initially cannot distinguish
[bookmark: _Toc216767805]Replay Module
Two variations:
1. Python replay using CSV from sniffer
2. canplayer replay using candump logs
Replay design ensures:
· Same IDs
· Same data
· Optional timing reproduction

Separating attacker and ECU logic distinguishes legitimate from malicious behaviour and allows independent or concurrent attacks.
















[bookmark: _Toc216767806]Data Flow Diagram (DFD)
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[bookmark: _Toc216767807]Software Design Decisions
Use of SocketCAN
Chosen because:
· Native to Linux
· Supports virtual CAN
· Widely used in automotive research.
· Works perfectly with python-can
Use of Python
Chosen because:
· Simple, readable
· Large library ecosystem
· Python-can supports CAN messaging cleanly.
· Easy logging and file handling
Reason for Module Separation
Each ECU runs independently to mimic the architecture of a real vehicle.
Reason for ECU Template module
Standardises:
· Message formatting
· Byte encoding
· Timestamp handling






Reason for Attack: Separation
Allows:
· Clear demonstration of each attack type
· Controlled testing
· Easy evaluation
Message Design and Encoding
CAN messages are designed using fixed arbitration identifiers and predictable payload formats. Numeric values are encoded as raw bytes in big-endian order, enabling consistent conversion between integers and byte arrays.
This approach simplifies decoding on the dashboard side and ensures compatibility with tools such as Wireshark and CAN-utils. While simplistic compared to real automotive message databases (e.g., DBC files), this design is sufficient to demonstrate protocol weaknesses and the effects of attacks.
Security Design Considerations
The system omits cryptographic protection at the CAN layer to reflect real-world legacy architectures. This choice preserves vulnerabilities such as spoofing and replay, supporting realistic demonstrations.
Defensive mechanisms are intentionally placed at the application layer within the dashboard. This reflects common industry practices, in which practical constraints often require security improvements via gateway-level monitoring rather than changing the CAN protocol itself.
This design is intended to demonstrate both the limits and the benefits of lightweight defences, illustrating where they succeed and where they are bypassed by more advanced threats.





Design Limitations
Although the system design effectively demonstrates CAN vulnerabilities, several limitations are acknowledged:
· The simulation does not include real-time constraints or physical actuator feedback.
· Message timing and arbitration effects are simplified compared to real vehicles.
· Cryptographic countermeasures are not implemented due to protocol constraints.
These limitations are intentional and further discussed in Evaluation and Future Work.


[bookmark: _Toc216767808]Implementation (Stages 1–4)

This section details the practical implementation of the virtual in-vehicle network simulation and cybersecurity experiments. The work was completed on a Linux virtual machine using SocketCAN for the CAN layer, Python-can scripts for simulated ECUs and attacker modules, and Wireshark/can-utils for traffic capture and validation. The implementation progresses through four project-aligned stages. It begins with environment setup, transitions to ECU simulation, then to attack implementation, and concludes with defence implementation.
[bookmark: _Toc216767809]Development Environment
All implementation work was carried out within a Linux virtual machine running Ubuntu. A virtualised environment was chosen to ensure safety, portability, and repeatability. No physical vehicle hardware or real CAN devices were used.
The following tools and technologies were used:
· Python 3 for all ECU, attack, and dashboard scripts
· SocketCAN for virtual CAN bus support
· python-can for CAN message handling in Python
· CAN-utils (candump, cansend, canplayer) for testing and replay
· Wireshark for live CAN traffic inspection
· CSV logging for offline analysis and reporting
A Python virtual environment manages dependencies to ensure consistent execution.
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Figure 1: Terminal showing ip -details link show vcan0 
[bookmark: _Toc216767810]Stage 1 — Environment Setup and Virtual CAN Interface
Stage 1 prepared a safe virtual environment to simulate in-vehicle CAN communication without any physical vehicle hardware. A Linux virtual machine ran the required tools (Python 3, python-can, can-utils, and Wireshark). The virtual CAN interface vcan0, created with SocketCAN, lets CAN frames be sent and received locally as if a real CAN adapter were present.
I created and activated the interface with IP link commands. To validate the setup, I sent a manual CAN frame using cansend and observed it with candump. This confirmed successful traffic through the virtual bus.
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Figure 2: candump receiving frames while cansend transmits
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candump vcan0
cansend vcan0 123#11223344

sudo ip link add dev vcan0 type vcan
sudo ip link set up vcan0
Figure 3: Wireshark capture on vcan0

[bookmark: _Toc216767811]Stage 2 — ECU Simulation and Dashboard Logging
Stage 2 implemented a simplified virtual vehicle network with three simulated ECUs and a dashboard process. Each ECU ran as an independent Python script, periodically transmitting CAN frames on vcan0. This simulates real vehicles, where multiple ECUs broadcast sensor data and status updates on a shared bus.
The ECU message IDs were fixed and consistent across the system:
· Speed ECU (0x100): sends speed values (0–200 km/h). This behaviour creates a realistic data stream for both monitoring and attack testing. 
· Brake ECU (0x200): sends brake state (0 = off, 1 = on). Even minimal data fields from this ECU can affect system behaviour if spoofed or replayed, underscoring the sensitivity of safety-related messages on the CAN bus.
· Engine ECU (0x300): sends RPM and temperature values. Packing multiple sensor readings into a single CAN message aligns with common automotive design, providing richer data for dashboard parsing and attack analysis.
The dashboard functions as a monitoring, logging, and defensive module. It continuously monitors all CAN frames on vcan0, parses messages with recognised arbitration IDs, and records the data to a CSV file.
Transitioning from basic monitoring for recognised IDs, the dashboard decodes raw byte data into human-readable values such as speed, brake status, RPM, and temperature. Each entry is timestamped and logged for later analysis.
Building on this foundational functionality, during Stage 4, the dashboard was extended with basic defensive mechanisms: ID Whitelisting: Only messages with known ECU IDs are accepted.
· Arbitration ID Whitelisting: Only CAN frames with recognised ECU arbitration IDs are accepted.
· Flood Detection: The transmission rate of each arbitration ID is monitored to identify abnormal CAN traffic patterns.
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Figure 4: Speed ECU terminal output sending frames
These defences illustrate the broader impact of application-layer monitoring, showing how such features can partially mitigate CAN vulnerabilities, even when the protocol itself remains insecure.
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Figure 6: Dashboard output parsing and printing values (speed/rpm/temp/brake)
Figure 5: Engine ECU terminal output sending frames

[image: A screenshot of a computer

AI-generated content may be incorrect.]
This stage ensured there was a stable baseline traffic before introducing attacks. It also created a “normal behaviour” dataset that can be compared against attack behaviour later.

msg = can.Message(arbitration_id=0x100, data=speed.to_bytes(2, "big"), is_extended_id=False)
bus.send(msg)
Figure 7: Example of dashboard CSV log file opened showing entries
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[bookmark: _Toc216767812]Stage 3 — Attack Implementation (Sniffing, Spoofing, Replay)
Stage 3 implemented three common CAN attack types aligned with automotive security literature and common threat models: sniffing, spoofing, and replay. To clearly illustrate each approach, these attacks were executed only within the isolated VM environment.
[bookmark: _Toc216767813]Sniffing Attack
The sniffing module passively listens to CAN frames without transmitting any frames. It records all observed frames to a CSV file, capturing timestamps, IDs, and raw data.
This attack exploits the broadcast nature of CAN, allowing the attacker to observe system behaviour undetected. The captured data forms the basis for subsequent spoofing and replay attacks.


Figure 8: Sniffer terminal printing captured frames
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Figure 9: Sniffer CSV output file showing captured frames
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Figure 10: Wireshark capture showing multiple ECU IDs on the bus

[bookmark: _Toc216767814]Spoofing Attack
The spoofing module actively injects forged CAN frames using legitimate identifiers, particularly ID 0x100 (Speed ECU). By sending high-frequency or high-priority frames, the spoofed data overrides legitimate ECU transmissions.
When run with real ECUs, spoofing causes the dashboard to display incorrect vehicle data, highlighting CAN's lack of authentication.
Wireshark I/O graphs visualize spoofing-related traffic spikes, providing clear evidence of abnormal network behaviour.
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Figure 11: Spoofing script output confirming injected 0x100 frames
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Figure 13: Wireshark I/O Graph showing traffic spike during spoofing 


Figure 12: Dashboard showing abnormal or forced speed values during spoofing


[bookmark: _Toc216767815]Replay Attack
The replay attack re-sends previously captured CAN frames using recorded data. Two replay approaches were implemented:
· Python-based replay using CSV logs captured by the sniffing module.
· CAN-utils replay, using canplayer with native candump logs.
Replay attacks demonstrate how stale but valid CAN frames can reintroduce outdated sensor values into the system, potentially causing incorrect system responses.
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Figure 14: candump log file creation
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Figure 15: Dashboard output showing repeated values consistent with replayed frames
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Stage 4 focused on implementing lightweight defensive mechanisms within the dashboard component to demonstrate how even simple validation can reduce risk. This stage does not claim to provide production-grade security, but rather demonstrates practical mitigation ideas that can be evaluated and discussed.
[bookmark: _Toc216767817]Defence 1: ID Whitelisting
The dashboard was updated to accept only known ECU identifiers: 0x100, 0x200, 0x300. Any unknown ID was logged as blocked and not processed. This prevents uncontrolled devices from injecting arbitrary IDs without detection.



Figure 16: Dashboard warning rejecting an unknown CAN ID
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Figure 17: Log entry showing BLOCKED_ID
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Flood detection was implemented by counting messages per ID per second and generating an alert if traffic exceeded a defined threshold. This supports the detection of denial-of-service behaviour or aggressive spoofing that increases the message rate beyond expected norms.
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Figure 19: Wireshark I/O Graph showing the same flood pattern
Figure 18: Terminal output showing flood alert triggered
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Sanity checks reject implausible signal values (e.g., speed exceeding 250 km/h, brake status not 0 or 1, RPM above 8000, or extreme engine temperatures). Such validation restricts the impact of spoofed or corrupted data frames.
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Figure 20: Dashboard rejecting abnormal speed value (e.g., 999 km/h)
Figure 21: Dashboard rejecting invalid brake value (e.g., 99)
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Figure 22: Dashboard rejecting invalid engine value (e.g., rpm=20000)


Across Stages 1–4, the project produced a functional virtual Controller Area Network (CAN) testbed. The environment generates realistic Electronic Control Unit (ECU) traffic, performs representative attacks, and showcases defensive mechanisms. It provides a safe, structured platform for experimentation. The system supports repeatable data capture and generates clear evidence, such as activity logs and packet captures, for evaluation and reporting.

[bookmark: _Toc216767820]Implementation Challenges
Several challenges were encountered during implementation:
· Managing Python module paths across multiple script directories
· Ensuring consistent timing and message rates
· Handling blocking calls when listening for CAN frames
· Avoiding logging errors during high traffic volumes
These challenges were resolved through iterative testing, modular refactoring, and careful exception handling.





[bookmark: _Toc216767821]TESTING[bookmark: _Toc216767822]Purpose of testing
The purpose of testing in this project is to verify that the virtual CAN environment behaves as expected under normal operating conditions, during cyberattacks, and when defensive mechanisms are enabled. Testing ensures that each functional component—ECU simulation, attack scripts, logging mechanisms, and defences—operates correctly and consistently.
Both functional testing (does the system work as intended?) and security testing (does the system detect or respond to attacks?) were conducted. Test cases were designed based on typical in-vehicle operations, such as ignition, braking, or gear shifting, and included common CAN attack techniques identified in the literature. Observations were recorded using terminal output, CSV log files, and Wireshark packet captures.
[bookmark: _Toc216767823]Testing Approach
The testing strategy combined:
· Functional testing validated system behaviour under normal conditions.
· Attack testing assessed susceptibility to sniffing, spoofing, and replay.
· Defensive testing assesses the dashboard's ability to detect and mitigate malicious activity.
Evidence was collected using:
· Terminal outputs
· CSV log files
· Wireshark packet captures
· Wireshark I/O graphs
· Screenshots of dashboard alerts



[bookmark: _Toc216767824]Test Environment
All tests were conducted in a controlled virtual environment using a Linux virtual machine. A virtual CAN interface (vcan0) was used to emulate in-vehicle network communication. Python-based scripts simulated ECUs, attacks, and defensive monitoring, while tools such as candump and Wireshark were used to verify message transmission and behaviour.
No physical vehicle hardware or real-world systems were involved, ensuring safe and ethical testing.


[bookmark: _Toc216767825]Functional Test Cases
[bookmark: _Toc216767826]Test Case Table – Normal Operation (Stage 2)

Test Case ID
Purpose of test
Input/Action
Expected Output
Result
TC – 01
Verify virtual CAN interface
Create and enable vcan0
Interface visible and active
Pass
TC – 02
Speed ECU message transmission
Run speed_ecu.py
CAN frames with ID 0x100 transmitted
Pass
TC – 03
Brake ECU message transmission
Run brake_ecu.py
CAN frames with ID 0x200 transmitted
Pass
TC – 04
Engine ECU message transmission
Run engine_ecu.py
CAN frames with ID 0x300 transmitted
Pass
TC – 05
Dashboard message parsing
Run dashboard listener
Correct speed, brake, RPM, temperature displayed
Pass
TC - 06
Dashboard logging
Run ECUs with dashboard
Entries written to stage2_dashboard_log.csv
Pass
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Dashboard output showing parsed values
CSV log file showing recorded entries


[bookmark: _Toc216767827]Security Test Cases – Attack Simulation (Stage 3)
[bookmark: _Toc216767828]Test Case Table – CAN Attacks

Test Case ID
Attack Type
Input/Action
Expected Behaviour
Result
TC – 07
Sniffing attack
Run sniffer while ECUs active
CAN frames captured and logged
Pass
TC – 08
Spoofing attack
Inject fake speed frames (ID 0x100)
Dashboard shows abnormal speed values
Pass
TC – 09
Replay attack
Replay recorded CAN traffic
Dashboard accepts replayed data as valid
Pass
TC – 10
Traffic analysis
Observe spoofing in Wireshark
Traffic spike visible in I/O Graph
Pass
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Sniffer output/log
Wireshark capture
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Dashboard warning for BLOCKED_ID
[bookmark: _Toc216767829]Security Test Cases – Defensive Mechanisms (Stage 4)
[bookmark: _Toc216767830]Test Case Table – Defences

Test Case ID
Defence Mechanism
Input/Action
Expected Output
Result
TC – 11


ID whitelisting

Send frame with ID 0x400


Message rejected and logged as BLOCKED_ID

Pass
TC – 12
Flood detection
Run high-rate spoofing
Flood alert triggered
Pass
TC – 13
Speed sanity check
Inject speed > 250 km/h
Message rejected as invalid
Pass
TC – 14
Brake sanity check
Inject brake value ≠ 0/1
Message rejected
Pass
TC – 15
Engine sanity check
Inject extreme RPM/temperature
Message rejected
Pass
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Invalid value rejection entries
Flood detection alert

The testing phase demonstrated that the virtual CAN environment operated correctly under normal conditions and that common CAN-based attacks could be successfully simulated. The results confirmed that sniffing, spoofing, and replay attacks were feasible in the absence of security controls. When defensive mechanisms were enabled, the system detected and mitigated several attack behaviours, including the use of unauthorised identifiers, abnormal traffic rates, and unrealistic sensor values.
These findings validate both the system's functional correctness and its usefulness as a cybersecurity experimentation platform.

[bookmark: _Toc216767831]Testing Limitations
Despite successful testing, certain limitations were identified:
· Timing precision is limited by software scheduling.
· Physical actuator effects are not represented.
· Advanced attacks such as fuzzing were not implemented.
These limitations are considered in the Evaluation and Future Work sections.




[bookmark: _Toc216767832]EVALUATION[bookmark: _Toc216767833]System Evaluation

This project aimed to design and implement a virtual CAN-based environment. The environment simulates in-vehicle communication, demonstrates common cybersecurity attacks, and evaluates basic mitigation techniques. The system met all functional and security-related objectives.
The virtual Controller Area Network (CAN) network, built on Linux SocketCAN (a set of CAN drivers and networking tools for Linux), was reliable and flexible for experiments. The simulated Electronic Control Units (ECUs) generated realistic CAN data traffic with fixed identifiers representing speed, brake, and engine information. This setup established a stable baseline; attack behaviour was then evaluated against it. The dashboard parsed incoming CAN frames (the standard data format used on CAN networks), displayed the interpreted values, and logged results to comma-separated values (CSV) files, allowing real-time observation and post-analysis.
From a security perspective, the system successfully demonstrated three common CAN attack types: sniffing, spoofing, and replay. Sniffing attacks showed that CAN traffic could be observed undetected due to the bus's broadcast nature. Spoofing attacks demonstrated that forged messages using valid identifiers could override or distort legitimate ECU data, while replay attacks showed that previously captured frames could be resent and accepted without validation. These findings align closely with existing academic research and confirm that the simulated environment accurately reflects known CAN protocol weaknesses.
The defensive mechanisms implemented in Stage 4 provided meaningful improvements to system robustness. ID whitelisting prevented unauthorised identifiers from being processed, flood detection successfully identified abnormal traffic rates during spoofing attacks, and sanity checks rejected implausible sensor values. 




While these defences are intentionally lightweight and not representative of production-grade automotive security, they clearly demonstrate how basic validation and monitoring can reduce the impact of attacks. This reinforces the importance of defence-in-depth approaches recommended by automotive cybersecurity standards.
However, the system also has limitations. The simulation does not model real-world timing constraints, electrical characteristics, or physical safety implications present in actual vehicles. Additionally, advanced attacks such as ECU firmware compromise, bus-off attacks, or cryptographic key extraction were outside the scope of this project. Despite these limitations, the system provides a realistic and ethically safe environment for learning and preliminary security evaluation.
[bookmark: _Toc216767834]Personal Evaluation
From a personal perspective, this project significantly enhanced both technical and analytical skills. I applied theoretical knowledge from cybersecurity and networking modules to implement a virtual CAN environment that addressed a real-world-inspired problem. Key achievements included developing the virtual CAN environment, which deepened my understanding of in-vehicle network architecture, message arbitration, and ECU communication behaviour.
The project also strengthened practical programming skills in Python, particularly in message encoding, logging, modular script design, and error handling. Working with Linux networking tools, virtual interfaces, and packet analysis software improved confidence in using professional-grade cybersecurity tools and workflows. Troubleshooting environment issues, dependency management, and script execution further developed problem-solving and debugging abilities.


Importantly, the project encouraged critical thinking rather than purely technical implementation. Evaluating attack effectiveness, identifying system weaknesses, and reflecting on the limitations of implemented defences required engagement with academic literature and industry standards. This process improved the ability to realistically assess security risks and to justify design decisions with evidence rather than assumptions.
The project also advanced my professional development and career readiness. I gained hands-on experience in automotive cybersecurity, an emerging and highly specialised field. I identified and communicated CAN vulnerabilities and mitigation strategies to both technical and non-technical audiences. These achievements demonstrate my ability to bridge technical knowledge and real-world communication, a valuable transferable skill.
Overall, I found the project challenging but highly rewarding. I learned to conduct vulnerability assessments, implement security controls, and document secure system designs. This experience provided a foundation for further study or employment in cybersecurity-related roles. Through this work, I demonstrated the importance of secure system design in safety-critical environments.




[bookmark: _Toc216767835]Further Enhancements

Although the project successfully demonstrated CAN bus vulnerabilities and basic defensive mechanisms within a virtual environment, future work could enhance the system’s realism, security depth, and research value in several ways.
Building on the initial demonstration, one potential enhancement is the integration of cryptographic message authentication mechanisms. Modern automotive security solutions often rely on Message Authentication Codes (MACs) or secure gateways to ensure message authenticity. Future work could extend the simulated ECUs to append authentication tags to CAN payloads and implement verification logic within the dashboard or a gateway component. This would allow comparative analysis between unsecured CAN traffic and authenticated communication, demonstrating the effectiveness and overhead of cryptographic protection.
Another valuable extension would be the introduction of a secure gateway ECU. In real vehicles, gateways often separate different network segments (e.g., powertrain and infotainment). Implementing a virtual gateway capable of filtering, rate-limiting, and validating messages before forwarding them would better reflect real-world vehicle architectures. This could also enable experiments involving cross-domain attacks and segmentation-based mitigation strategies.
To further bolster the system, the project could also be enhanced by implementing advanced anomaly detection techniques. Instead of using fixed thresholds and rule-based validation, future versions could employ statistical models or machine learning approaches to detect deviations from normal CAN traffic patterns. For example, unsupervised learning techniques could identify subtle timing irregularities or payload anomalies that are difficult to detect using simple rules.
Moreover, increased realism could be achieved by modelling timing constraints and jitter, which are important characteristics of real CAN networks. Introducing variable transmission delays and ECU scheduling behaviour would enable more accurate evaluation of timing-based attacks and denial-of-service conditions.




Expanding on this, further enhancements may also include firmware-level attack simulation, such as modelling compromised ECUs that persistently inject malicious traffic or alter their behaviour over time. This would allow investigation of long-term attack scenarios and the challenges of detecting stealthy adversaries within in-vehicle networks.
Beyond software-based simulation, the system could be extended by integrating hardware-in-the-loop (HIL) testing using real CAN adapters and embedded hardware platforms. This would allow validation of findings in a more realistic physical environment and provide stronger evidence for industrial applicability.
Overall, these enhancements would build on the current project by increasing fidelity, expanding security coverage, and enabling deeper, more relevant exploration of automotive cybersecurity challenges, ultimately making the findings more applicable to real-world scenarios.
Another promising avenue for future research is the development of intrusion detection systems (IDS) specifically tailored to automotive settings. While this project implemented lightweight, rule-based defenses suitable for legacy CAN systems, subsequent studies could benchmark multiple IDS methods under controlled simulated conditions. For example, signature-based detection, statistical anomaly detection, and machine learning classifiers could be systematically evaluated to compare detection accuracy, false positive rates, and computational overhead. Such comparative analysis would clarify the trade-offs between detection efficacy and practical deployment in resource-constrained ECUs [14].
In addition, future work could investigate secure CAN variants and emerging in-vehicle communication protocols. Protocols such as CAN-FD, Automotive Ethernet, and FlexRay offer higher bandwidth and, in some cases, enhanced security support. Extending the simulation framework to incorporate these protocols would allow comparative evaluation of security properties across different in-vehicle network technologies. This would also help illustrate how legacy CAN-based systems coexist with newer communication architectures in modern vehicles and how security strategies must adapt accordingly [15].



Another area of potential expansion involves attacker modelling and threat escalation. The current project assumes a single attacker capable of sniffing (intercepting communications), spoofing (impersonating valid messages), or replaying (resending intercepted messages) messages. Future work could model multi-stage attack scenarios in which an attacker gradually escalates privileges, compromises additional ECUs (Electronic Control Units), or coordinates multiple attack techniques over time. Such scenarios would better reflect advanced persistent threats (APTs, which are prolonged, targeted cyberattacks) and enable evaluation of long-term detection resilience and system recovery strategies [11].
The system could also be extended to incorporate formal threat modelling methodologies, such as STRIDE or attack trees, to systematically identify and prioritise risks within the simulated architecture. Integrating threat models with experimental results would strengthen the project's analytical rigour and align it more closely with industry practices as recommended by standards such as ISO/SAE 21434. This would also support more structured decision-making regarding which defences provide the greatest risk reduction for a given cost or complexity [4], [14]. Finally, future work could examine the human factors and safety consequences of CAN-based cyberattacks. By modelling how falsified dashboard data or delayed brake commands influence driver perception and reaction, the project could connect technical cybersecurity evaluation to tangible safety outcomes. Such multidisciplinary research would be especially useful for clarifying how cyber incidents become physical risks and how driver-assistance systems might reduce or worsen these effects [16].


[bookmark: _Toc216767836]CONCLUSION
This project investigated cybersecurity vulnerabilities in in-vehicle networks using a fully virtual CAN bus environment. Key findings include the successful simulation of realistic ECU communication, demonstration of prevalent CAN-based cyberattacks, and clear evaluation of basic mitigation techniques. The structured implementation of a virtual CAN testbed with Linux SocketCAN, Python-based ECUs, and open-source analysis tools established a robust platform for these investigations.
The project demonstrated that the CAN protocol, while highly reliable for real-time automotive communication, lacks fundamental security features such as authentication, encryption, and message integrity checking. Through controlled experimentation, the project demonstrated that sniffing, spoofing, and replay attacks can be performed with minimal resources, allowing attackers to observe traffic, inject forged messages, and replay previously captured data. These findings are consistent with existing academic research and reinforce concerns surrounding the continued use of legacy CAN systems in modern connected vehicles.
The project demonstrated that lightweight defensive mechanisms—such as ID whitelisting, flood detection, and sanity checking—significantly improve resilience by enabling the dashboard to detect and block certain attacks. This underscored key security principles, including the value of validation, active monitoring, and defense-in-depth, which underpin modern automotive cybersecurity standards.
Beyond technical achievements, the project drove personal and professional growth by strengthening Python programming, Linux configuration, and traffic analysis skills. It also sharpened critical evaluation of security risks, aligning with key industry requirements for cybersecurity professionals in safety-critical automotive contexts.
In conclusion, this project successfully delivered a practical, educational platform for understanding CAN bus vulnerabilities and their mitigation strategies. The virtual testbed provides a strong foundation for further research and development in automotive cybersecurity and underscores the importance of secure design practices as vehicles evolve into highly connected, software-driven systems.
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2025-11-14T02:19:42+00:00 [SpeedECU] Sent kn/h
2025-11-14T02:19:43+00:00 [SpeedECU] Sent kn/h
2025-11-14T02:19:44+00:00 [SpeedECU] Sent kn/h
2025-11-14T02:19:45+00:00 [SpeedECU] Sent 1 kn/h
2025-11-14T02:19:46+00:00 [SpeedECU] Sent 7 kn/h

2025-11-14T02:19:48+00:00 [SpeedECU] Sent speed=12 km/h

2025-11-14T02:19:49+00:00 [SpeedECU] Sent kn/h
2025-11-14T02:19:50+00:00 [SpeedECU] Sent km/h
2025-11-14T02:19:51+00:00 [SpeedECU] Sent kn/h
2025-11-14T02:19:52+00:00 [SpeedECU] Sent kn/h
2025-11-14T02:19:53+00:00 [SpeedECU] Sent kn/h
2025-11-14T02:19:54+00:00 [SpeedECU] Sent kn/h
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File Machine View Input Devices Help
- Nov 14 02:24 &8

ubuntu@ubuntu-VirtualBox: ~/can_project Q

-

a Ubuntu@ubuntuVi... Ubuntu@ubuntuVi... Ubuntu@ubuntuVi... Ubuntu@ubuntuVi... Ubuntu@ubuntuVi... ©

ubuntu@ubuntu-VirtualBox:~/can_proiect$ python scripts/stage2/engine_ecu.py
2025-11-14T62:19:41+00:00 [EngineECU] Sent rpm=796 temp=74°C
2025-11-14T62:19:42+00:00 [EngineECU] Sent rpm=790 temp=73°C
2025-11-14T62:19:43+00:00 [EngineECU] Sent rpm=786 temp=72°C
2025-11-14T02:19:44+00:00 [EngineECU] Sent rpm=923 temp=73°C
. 2025-11-14T02:19:45+00:00 [EngineECU] Sent rpm=913 temp=74°C
2025-11-14T02:19:46+00:00 [EngineECU] Sent rpm=981 temp=73°C

S 2025-11-14T02:19:47+00:00 [EngineECU] Sent rpm=1138 tem

T 2025-11-14T2:19:48+00:00 [EngineECU] Sent rpm=1258 temp:

2025-11-14T02:19:49+00:00 [EngineECU] Sent rpm=1398 tem

° 2025-11-14T02:19:50+00:00 [EngineECU] Sent rpm=1523 tem

2025-11-14T02:19:51+00:00 [EngineECU] Sent rpm=1534 tem

2025-11-14T02:19:52+00:00 [EngineECU] Sent rpm=1608 tem
. 2025-11-14T62:19:53+00:00 [EngineECU] Sent rpm=1700 tem|
~

2025-11-14T02:19:54+00:00 [EngineECU] Sent rpm=1749 tem
2025-11-14T02:19:55+00:00 [EngineECU] Sent rpm=1878 temp=6
% 2025-11-14T62:19:56+00:00 [EngineECU] Sent rpn=1952 tem
2025-11-14T02:19:57+00:00 [EngineECU] Sent rpm=2045 temp=67°C
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File Machine View Input Devices Help

- Nov14 0220 A0 0

- ubuntu@ubuntu-VirtualBox: ~/can_project Q ~ 8 x

] UbUNEUUBUNEUVL.. ubuntu@UbUNEU-Vi. UbUNEUUBUNEUVL.. UbUNEUUBUNEUVL.. UbUNEUUBUNEUVL.. ©
ubuntu@ubuntu-VirtualBox:-/can proi=c:$ python scripts/stage2/dashboard.py I

2025-11-14T02:19:37+00:00 [Dashboard] speed= (raw=0000)

. Dashboard listening on vcan®
. 2025-11-14T02:19:38+00:00 [Dashboard] speed=® (raw=0000)
5 2025-11-14T02:19:39+400:00 [Dashboard] brake=® (raw=00)

2025-11-14T02:19:39+00:00 [Dashboard] speed=® (raw=0000)

° 2025-11-14T02:19:40+00:00 [Dashboard] speed=® (raw=0000)
. 2025-11-14T02:19:41+00:00 [Dashboard] rpm=796,temp=74 (raw=031c084a)

2025-11-14T02:19:41+00:00 [Dashboard] brake=6 (raw=00)

@' 2025-11-14T02:19:41+00:00 [Dashboard] speed=0 (raw=0000)
LT -1 0aF 4 1=lakT 1+ BN
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open~ Ml stage2_dashboard_log.csv o

dashboard.py can_log.txt stage2_dashboard_log.csv x

[tinestanp,id,parsed,data

2025-11-14T702:19:37+00:00,0x100, speed=0,0000
2025-11-14T702:19:38+00:00,0x100,speed=0,0000
2025-11-14T702:19:39+00:00,0x200,brake=0,00
2025-11-14T702:19:39+00:00,0x100,speed=0,0000
2025-11-14T702:19:40+00:00,0x100,speed=0,0000
2025-11-14T702:19:41+00:00,0x300,rpm=796, temp=74,031c004a
2025-11-14T702:19:41+00:00,0x200,brake=0,00
2025-11-14T702:19:41+00:00,0x100,speed=0,0000
2025-11-14702:19:42+00:00,0x300, rpm=790, temp=73,03160049
2025-11-14T702:19:42+00:00,0x100,speed=6,0006
2025-11-14702:19:43+00:00,0x300, rp 86, temp=72,03120048
2025-11-14T702:19:43+00:00,0x200,brake=0,00
2025-11-14T702:19:43+00:00,0x100,speed=9,0009
2025-11-14T702:19:44+00:00,0x300,rpm=923, temp=73,039b0049
2025-11-14T702:19:44+00:00,0x100,speed=9,0009
2025-11-14T702:19:45+00:00,0x300,rpm=913, temp=74,0391004a
2025-11-14T702:19:45+00:00,0x200,brake=0,00
2025-11-14T702:19:45+00:00,0x100, speed=11,000b
2025-11-14T702:19:46+00:00,0x300,rpm=981, temp=73,03d50049
2025-11-14T702:19:47+00:00,0x100,speed=17,0011
2025-11-14702:19:47+00:00,0x300, rpm=1138, temp=73,04720049
2025-11-14T702:19:47+00:00,0x200,brake=0,00
2025-11-14T702:19:47+00:00,0x100,speed=12,000c
2025-11-14702:19:48+00:00,0x300, rpm=1258, temp=72,04ea0048
2025-11-14T702:19:49+00:00,0x100,speed=9,0009
2025-11-14T702:19:49+00:00,0x300, rp 398, temp=71,05760047
2025-11-14T702:19:49+00:00,0x200,brake=0,00
2025-11-14T702:19:50+00:00,0x100,speed=13,000d
2025-11-14T702:19:50+00:00,0x300, rpm=1523, temp=70,05f30046
2025-11-14T702:19:51+00:00,0x100,speed=18,0012

oy =HikEl®e sHEr
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Fle Machine View Input Devices Help
- Nov 14 16:34 &40

ubuntu@ubuntu-VirtualBox: ~/can_project B e 60 @

ubuntu@ubun... ubuntu@ubun... ubuntu@ubun... ubuntu@ubun... ubuntu@ubun... ubuntu@ubun... ~

. ubuntu@ubuntu-VirtualBox:~/can_project$ source venv/bin/activate
(venv) ubuntu@ubuntu-VirtualBox:-/c=n project$ python scripts/stage3/first_sniffer.py --out data/expl_base
line.csv --linit 30
. Sniffer listening on vcan® — data/attack_sniff_log.csv (Ctrl+C to stop)
2025-11-14T16:30:06+00:00 100 [2] 0002
2025-11-14T16:30:07+00:00 160 [2] 0000
= 2025-11-14T16:30:08+00:00 200 [1] 00
2025-11-14T16:30:08+00:00 160 [2] 0000
2025-11-14T16:30:09+00:00 160 [2] 0006
2025-11-14T16:30:10+00:00 200 [1] 00
2025-11-14T16:30:10+00:00 160 [2] 0001
2025-11-14T16:30:11+00:00 160 [2] 0003

. 2025-11-14T16:30:12+00:00 260 [1] 00
—

2025-11-14T16:30:12+00:00 100 [2] 0003

2025-11-14T16:30:13+00:00 100 [2] 0006

2025-11-14T16:30:14+00:00 260 [1] 01
.’.’ 2025-11-14T16:30:14+00:00 100 [2] 0003
2025-11-14T16:30:15+00:00 100 [2] 0003

LE- LIS =1t 1+ Enad
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attack_sniff_log.csv

open~ [l can_ project/data

timestamp_utc,can_id_hex,dlc,data_hex
2025-11-14T16:30:06+00:00,0x100,2,0002
2025-11-14T16:30:07+00:00,0x100,2,0000
2025-11-14T16:30:08+00:00,0x200,1,00

2025-11-14T16:30:08+00:00,0x100,2,0000
2025-11-14T16:30:09+00:00,0x100,2,0006
2025-11-14T16:30:10+00:00,0x200,1,00

2025-11-14T16:30:10+00:00,0x100,2,0001
2025-11-14T716:30:11+00:00,0x100,2,0003
2025-11-14T16:30:12+00:00,0x200,1,00

2025-11-14T16:30:12+00:00,0x100,2,0003
2025-11-14T16:30:13+00:00,0x100,2,0006
2025-11-14T16:30:14+00:00,0x200,1,01

2025-11-14T16:30:14+00:00,0x100,2,0003
2025-11-14T16:30:15+00:00,0x100,2,0003
2025-11-14T16:30:16+00:00,0x200,1,00

2025-11-14T16:30:16+00:00,0x100,2,0008
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*vcan0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

RE @< I -~IEFEQRQQE
can.id==0x300 IX]

Time Source Destination Protocol Length Info
1 0.000000000 CcAN 16 (0x300),
8 (0x300),
42.016567640 CAN 16 768 (0x300),
5 3.027125686 CcAN 16 768 (0x300),
8 4.028374621 CcAN 16 768 (0x300),
10 5.029034575 CcAN 16 768 (0x300),
13 6.031205904 CcAN 16 768 (0x300),
15 7.034270175 CcAN 16 768 (0x300),
19 8.043339222 CcAN 16 768 (0x300),
20 9.045222359 CcAN 16 768 (0x300),
23 10.045627240 CcAN 16 768 (0x300),
25 11.046528873 cAN 16 768 (0x300), -
» Frame 2: 16 bytes on wire (128 bits), 16 bytes captured (128 bits) on interface vcano, ©0 00 03 00 04 60 00 €
» Controller Area Network, ID: 768 (0x300), Length: 4
» Data (4 bytes)
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unni

File Machine View Input De

*vcan0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

BAODBIHIREO A > I-—-IEEQRQQE

Destination Protocol _Length Info

3.288717898 CAN 16 512 (0x200),
12 5.289524865 CcAN 16 512 (0x200),
17 7.295355091 CcAN 16 512 (0x200),
22 9.295855361 CcAN 16 512 (0x200),
27 11.296519255 CcAN 16 512 (0x200),
32 13.300450527 CcAN 16 512 (0x200),
37 15.324125776 CcAN 16 512 (0x200),
42 17.325187066 CcAN 16 512 (0x200),
47 19.330220924 CcAN 16 512 (0x200),
52 21.330850877 CcAN 16 512 (0x200),
55 23.331542337 cAN 16 512 (0x200),
» Frame 3: 16 bytes on wire (128 bits), 16 bytes captured (128 bits) on interface vcano, ©0 00 02 00 01 00 00 (
» Controller Area Network, ID: 512 (0x200), Length: 1
» Data (1 byte)
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Input ~ Dey

*vcan0

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

DERE @ IV --IEFEFQRQQE

Destination Protocol Length Info

(0x100),

9 4.029532018 CAN 16 256 (0x160),

11 5.031603187 CcAN 16 256 (0x100),

14 6.034349786 CcAN 16 256 (0x100),

16 7.035458245 CcAN 16 256 (0x100),

18 8.036030689 CcAN 16 256 (0x100),

21 9.045868489 CcAN 16 256 (0x100),

24 10.047485217 CcAN 16 256 (0x100),

26 11.050186758 CcAN 16 256 (0x100),

29 12.059162971 CcAN 16 256 (0x100),

31 13.064288025 CcAN 16 256 (0x100),

34 14.064880618 cAN 16 256 (0x100), -

» Frame 6: 16 bytes on wire (128 bits), 16 bytes captured (128 bits) on interface vcano, ©0 00 01 00 02 00 00 ¢
» Controller Area Network, ID: 256 (0x100), Length: 2

» Data (2 bytes)
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ubuntu@u. ubuntu@u... ubuntu@u... ubuntu@u... ubuntu@u... ubuntu@u... ubuntu@u... ~

(venv) ubuntu@ubuntu-VirtualBox:-/can proi=ct$ python scripts/stage3/spoof_speed.py
SPOOF SCRIPT STARTED

Spoofing ID ©x100 with speed=200 for 30 frames...

2025-11-21T20:53:46+00:00 [Spoof] Sent fake speed=200 km/h (#1/30)

2025-11-21T2 6+00:00 [Spoof] Sent fake speed=200 km/h (#2/30)

2025-11-21T2 6+00:00 [Spoof] Sent fake speed=200 km/h (#3/30)

2025-11-21T2 6+00:00 [Spoof] Sent fake speed=200 km/h (#4/30)

2025-11-21T2 7+00:00 [Spoof] Sent fake speed=200 km/h (#5/30)

2025-11-21T2 7+00:00 [Spoof] Sent fake speed=200 km/h (#6/30)

2025-11-21T2 7+00:00 [Spoof] Sent fake speed=200 km/h (#7/30)

2025-11-21T2 7+00:00 [Spoof] Sent fake speed=200 km/h (#8/30)
2025-11-21T20:53:47+00:00 [Spoof] Sent fake speed=200 km/h (#9/30)

2025-11-21T2 8+00:00 [Spoof] Sent fake speed=200 km/h (#10/30)

2025-11-21T2 8+00:00 [Spoof] Sent fake speed=200 km/h (#11/30)

2025-11-21T2 8+00:00 [Spoof] Sent fake speed=200 km/h (#12/30)

2025-11-21T2 8+00:00 [Spoof] Sent fake speed=200 km/h (#13/30)

2025-11-21T2 9+00:00 [Spoof] Sent fake speed=200 km/h (#14/30) I
2025-11-21T2 9+00:00 [Spoof] Sent fake speed=200 km/h (#15/30)
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Wireshark - 1/0 Graphs - vcan0 - 0

Wireshark 1/0 Graphs: vcan0

Packets/1 sec

[ 20 40 60 80 100
Time (5)

Hover over the graph for details
Enabled Graph Name _ Display Filter _ Color style Y Axis ¥ Field SMA Period Y Axis Factor
v All CAN can B Line Packets None 1
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View Input Devices Help

Nov 18 19:25 & 0

m ubuntu@ubuntu-VirtualBox: ~/can_project Q

ubuntu@ubuntu-Vi... ubuntu@ubuntu-Vi... ubuntu@ubuntu-Vi. ubuntu@ubuntu-Vi... ubuntu@ubuntu-Vi... ~

a 2025-11-18T19:21:39+00:00 [Dashboard] speed=19 (raw=0013)
. 2025-11-18T19:21:39+00:00 [Dashboard] rpm=852,temp=75 (raw=0354004b)
. 2025-11-18T19:21:40+00:00 [Dashboard] speed=20 (raw=0014)

2025-11-18T19:21:40+00:00 [Dashboard] rpm=959,temp=74 (raw=03bf004a)

= 2025-11-18T19:21:41+00:00 [Dashboard] speed=200 (raw=00c8) I

. 2025-11-18T19:21:41+00:00 [Dashboard] speed=23 (raw=0017)
2025-11-18T19:21:41+00:00 [Dashboard] speed=200 (raw=00c8)
-

2025-11-18T19:21:41+00:00 [Dashboard] speed=200 (raw=00c8)
g )

)

Ne' 2025-11-18T19:21:41+00:00 [Dashboard] rpm=1007,temp=74 (raw=03ef084a)

HetnErms & e
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open v 1 candump_initial.log

(1763085235.482025)
(1763085243.628306)
(1763085254.915585)

0 123#112233
0 456#445566
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ubuntu@ubuntu-Vi... ubuntu@ubuntu-Vi... ubuntu@ubuntu-Vi... ubuntu@ubuntu-Vi... ubuntu@ubuntu-Vi... ubuntu@ubuntu-Vi... ubuntu@ubuntu-Vi... ~

Dashboard closed.
ubuntu@ubuntu-VirtualBox:~/can_nroject$ python scripts/stage2/dashboard.py
Dashboard listening on vcane...

202511-21T17:26:40+00:00 [Dashboard] speed=12 (raw=000c)
2025-11-21T17:26:40+00:00 [Dashboard] rpm=1297,temp=81 (raw=05110051)
2025-11-21T17:26:41+00:00 [Dashboard] brake=e (raw=00)
2025-11-21T17:26:41+00:00 [Dashboard] speed=12 (raw=000c)
2025-11-21T17:26:41+00:00 [Dashboard] rpm=1354,temp=80 (raw=054a0050)
2025-11-21T17:26:42+00:00 [Dashboard] speed=11 (raw=000b)
2025-11-21T17:26:42+00:00 [Dashboard] rpm=1531,temp=80 (raw=05fbeese)

2025-11-21T17:26:43+00:00 [Dashboard] brake=6 (raw=00)

2025-11-21T17:26:43+00:00 [Dashboard] speed=18 (raw=0012)

2025-11-21T17:26:43+00:00 [Dashboard] rpm=1665,temp=81 (raw=06810051)
2025-11-21T17:26:44+00:00 [Dashboard] speed=20 (raw=0014)
2025-11-21T17:26:44+00:00 [Dashboard] rpm=1596,temp=80 (raw=063c0050)
2025-11-21T17:26:45+00:00 [Dashboard] brake=e (raw=00)
2025-11-21T17:26:45+00:00 [Dashboard] speed=26 (raw=001a)

2025-11-21T17:26:45+00:00 [Dashboard] rpm=1555,temp=79 (raw=0613004f)

2025-11-21T17:26:46+00:00 [Dashboard] speed=23 (raw=0017)
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ubuntu@ubuntu-VirtualBox: ~/can...

2025-12-02T12:49:54+00:00
iSZS—12—92T12:49:SS+99:99
2025-12-02T12:49:55+00:00
2025-12-02T12:49:55+00:00
iSZS—12—92T12:49:56+99:99
2025-12-02T12:49:56+00:00
iSZS—12—92T12:49:S7+99:99

2025-12-02T12:49:57+00:00

2025-12-02T12:49:57+00:00

2025-12-02T12:49:58+00:00
2025-12-02T12:49:58+00:00
iSZS—12—92T12:49:59+99:99
2025-12-02T12:49:59+00:00
2025-12-02T12:49:59+00:00
iSZS—12—92T12:59:99+99:99
2025-12-02T12:50:00+00:00

2025-12-02T12:50:01+00:00

@' 2025-12-02T12:50:01+00:00

Dec2 12:52

ubuntu@ubuntu-VirtualBox: ~/can_project

ubuntu@ubuntuVirtualBox: ~/can... ubuntu@ubuntuVirtualBox: ~/can...
[Dashboard] rpm=2230,temp=78 (raw=08b6004e)

[Dashboard] brake=0 (raw=00)

[Dashboard] speed=15 (raw=006f)

[Dashboard] rpm=2362,temp=77 (raw=093a004d)

[Dashboard] speed=21 (raw=0015)

[Dashboard] rpm=2451,temp=77 (raw=0993004d)

[Dashboard] brake=0 (raw=00)

[Dashboard] speed=28 (raw=001c)

[Dashboard] rpm=2471,temp=78 (raw=09a7004e)

[Dashboard]
[Dashboard]
[Dashboard]
[Dashboard]
[Dashboard]
[Dashboard]
[Dashboard]
[Dashboard]

[Dashboard]

speed=35 (raw=0023)

rpn=2607, temp=79 (raw=0a2fe04f)
brake=0 (raw=00)

speed=35 (raw=0023)

rpn=2515, temp=79 (raw=09d3004f)
speed=31 (raw=001f)
rpn=2447,temp=80 (raw=098f0050)
brake=0 (raw=00)

speed=28 (raw=001c)

ubuntu@ubuntu-VirtualBox: ~/can...

ubuntu@ubuntu-VirtualBox: ~/can...

Q

ubuntu@ubuntu-VirtualBox: ~/can...
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open v

2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:
2025-12-15T20:

52

53
53
53
53
53
53

149+00:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
52:
53:
52:
52:
52:
52:

50+00

51+00

52+00

53+00

54+00

56+00
56+00
56+00

58+00

58+00

59+00

:00,0x300, rpn=:
53:00:

00,0x200,brake=0,00

:00,0x100, speed=5,0005
50+00:
51+00:

00,0x300,rpm=2352, temp=80,09300050
00,0x100,speed=5,0005

:00,0x300, rpm=2483, temp=81,09b30051
52+00:
52+00:

00,0x200,brake=0,00
00,0x100,speed=9,0009

426, temp=82,097a0052
00,0x100,speed=5,0005

:00,0x300,rpm=2518, temp=83,09d60053
54+00:
54+00:

00,0x200,brake=0,00
00,0x100,speed=8,0008

:00,0x300,rpm=2481, temp=82,09b10052
55+00:
55+00:

00,0x100,speed=13,000d
00,0x300,rpm=2620, temp=81,033c0051

:00,0x200,brake=1,01
:00,0x100,speed=14,000e
:00,0x300,rpm=2529, temp=80,09e10050
57+00:
57+00:

00,0x100,speed=13,000d
00,0x300,rpn=2562, temp=79,0a02004f

:00,0x200,brake=1,01
58+00:
04+00:

00,0x555,BLOCKED_ID, deadbeef
00,0x777,BLOCKED_ID, 01020304

:00,0x100,speed=17,0011
58+00:

00,0x300,rpm=2735, temp=860,0aaf0050

:00,0x100,speed=23,0017
59+00:
100+00:
100+00
100+00:
101+00:
101400
102+00:

00,0x300, rpm=2741,temp=79,0ab5004f
00,0x200,brake=0,00

:00,0x100,speed=20,0014

00,0x300,rpm=2752, temp=78,0ac0004e
00,0x100,speed=26,001a

:00,0x300,rpm=2868, temp=78,0b34004e

00,0x200,brake=0,00

+ stage2_dashboard_log.csv

oy =HiEEl® s sHm
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ubuntu@ubuntu-VirtualBox: ~/can...
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. (venv) ubuntu@ubuntu-VirtualBox: $ python scripts/stage2/dashboard.py
Dashboard listening on vcane...

. 2025-12-04T19:58:30+00:00 [Dashboard] speed=5 (raw=0005)

2025-12-04T19:58:31+00:00 [Dashboard] speed=11 (raw=800b)

2025-12-04T19:58:32+00:00 [Dashboard] speed=15 (raw=000f)
2025-12-04T19:58:33+00:00 [Dashboard] speed=14 (raw=000e)
2025-12-04T19:58:34+00:00 [Dashboard] speed=9 (raw=0009)
2025-12-04T19:58:35+00:00 [Dashboard] speed=4 (raw-0004)

2025-12-04T19:58:36+00:00 [Dashboard]
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(venv) ubuntu@ubuntu-VirtualBox:
Dashboard listening on vcane...

/can_proiect$ python scripts/stage2/dashboard.py

2025.12-04T20:17:27+00:00 [Dashboard] brake=e (raw=00)
2025-12-04T20:17:29+00:00 [Dashboard] brake=e (raw=00)
2025-12-04T20:17:31+00:00 [Dashboard] brake=e (raw=00)
2025-12-04T20:17:33+00:00 [Dashboard] brake=6 (raw=00)
2025-12-04T20:17:35+00:00 [Dashboard] brake=e (raw=00)

2025-12-04T20:17:37+00:00 [Dashboard] brake=6 (raw=00)

v
-o. : .

2025-12-04T20:17:39+00:00 [Dashboard] brake=6 (raw=00)
2025-12-04T20:17:41+00:00 [Dashboard] brake=e (raw=00)
2025-12-04T20:17:43+00:00 [Dashboard] brake=1 (raw=01)
2025-12-04T20:17:45+00:00 [Dashboard] brake=e (raw=00)
2025-12-04T20:17:47+00:00 [Dashboard] brake=e (raw=00)

2025-12-04T20:17:49+00:00 [Dashboard] brake=1 (raw=01)

Dashboard interrupted by user.
Dashboard closed.
(venv) ubuntu@ubuntu-VirtualBox:~/can_projects$ [|
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ubuntu@ubuntu-VirtualBox: ~/can.
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ubuntu@ubuntu-VirtualBox: ~/can_project

ubuntu@ubuntu-VirtualBox: ~/can.

rpn=1064, temp=75 (raw=0428004b)
rpn=1105, temp=74 (raw=0451004a)
rpn=1076, temp=73 (raw=04340049)
rpn=1038, temp=74 (raw=040e004a)
rpn=1201, temp=75 (raw=04b1004b)
rpn=1386, temp=76 (raw=056a004c)
rpn=1482, temp=76 (raw=05ca®04c)
rpn=1663, temp=77 (raw=067f004d)
rpn=1713, temp=76 (raw=06b1004c)

rpn=1834, temp=76 (raw=072a004c)

rpn=1850, temp=77 (raw=073a004d)
rpn=1751, temp=76 (raw=06d7004c)
rpn=1675, temp=76 (raw=068b004c)
rpn=1755, temp=75 (raw=06dbee4db)

rpn=1786, temp=75 (raw=06fade4db)

ubuntu@ubuntu-VirtualBox: ~/can.

ubuntu@ubuntu-VirtualBox: ~/can.

ubuntu@ubuntu-VirtualBox: ~/can.
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*veano 5 6 6

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
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[ [can.id==0x100 [
No. Time Source Destination Protocol _Length Info =
14 4.679447351 CAN 16 ID: 256 (6x100), 2 ]
15 4.879730110 cAN 16 ID: 256 (0x100), 2
16 5.033258453 cAN 16 ID: 256 (0x100), 2
17 5.081288873 cAN 16 ID: 256 (0x100), 2
18 5.292585750 cAN 16 ID: 256 (0x100), 2
20 5.496052018 cAN 16 ID: 256 (0x100), 2
21 5.606437242 cAN 16 ID: 256 (0x100), 2
22 5.898070743 cAN 16 ID: 256 (0x100), 2
23 6.036765937 cAN 16 ID: 256 (6x100), 2 c
» Frame 10: 16 bytes on wire (128 bits), 16 bytes captured (128 bits) on interface vcano, id @ 5005 80 00 01 08

» Controller Area Network, ID: 256 (0x100), Length: 2
- Data (2 bytes)

Data: 00c8

[Length: 2]
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