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1. Introduction & Objectives

For the first “Network Operating Systems and Services” coursework assignment, students were tasked with building and configuring a Type 2 Hypervisor platform based virtualised network. 

2. VM Creation and Operating System Installations
In preparation of the first task the author downloaded VirtualBox – a type-2 hypervisor, the ISO for windows server 2019 and windows 10.

2.1 Server 1 Setup
The author then began by setting up the first virtual server. Windows 2019 was used as the version due to it being a server prompter.
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[See appendix (1) for notes]
The author decided to choose a dynamically allocated hard disk as this would expand as needed as the task develops.
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Physical address extension (PAE/NX) was enabled within the system setting window to give the VM priority over other processes on the host machine, hopefully letting the host machine know this is an important process at this point, letting the host machine use more than 4GB of RAM when running 32-bit applications. [1]
[image: Graphical user interface, text, application

Description automatically generated]
[image: Graphical user interface, text, application

Description automatically generated]
The server 1 VM was then started. The author chose to change the time and currency format to UK. 
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2.2 Client 1 Setup
The author started by creating a new VM and selected Windows 10 as the version ready for the installation of the Windows 11- ISO.
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When allocating RAM to the VM Client 1, the author chose to allocate 2GB as Microsoft state that Windows 10 requires a minimum of 1GM RAM for the 32-bit version and 2GB of RAM for the 64-bit version. [2]  
[See appendix (2) for notes]
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The same settings were again chosen for the time and currency format the keyboard input method.
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The author ran through the windows of the installation prompts and selected the created hard disk of unallocated space for the installation.
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2.3 Client 2 and Server 2 Creation
After witnessing the process of cloning virtual machines during tutorial sessions, the author decided it would be a practical step to run through this process to create the remaining virtual machines. 
The author started by selecting the desired VM and choosing the clone option:
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When creating the clone, the author chose to change the MAC address policy to generate a new MAC address for all network adapters. Selecting this option would create a new MAC address for each network card. 
The reason that MAC addresses need to be unique is due to ARP, or Address Resolution Protocol. MAC addresses are the “physical” addresses of the user’s device – assigned by a unique number. ARP is used to acquire the said MAC address. If a device already knows the IP address of another device on the network, it will still need the MAC address to carry out the communication as the MAC address is essentially what identifies the actual device. [3]
[See appendix (3) for notes]
(Server 2)


(Server 1)
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Once Client 1 was cloned, the author had all Client and Server virtual machines ready within the Virtual box manager and was ready to start the configuration process.
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3. Virtual Network Configurations
Now that the virtual machines have been built, the network will need to be configured in order for the machines to communicate. 
[image: Diagram
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By renaming the network adapter to PublicNet, the start of the creation of the network was initialized. The author chose the Internal Network setting as this essentially is used to create a software-based network which can then be “visible to selected virtual machines”. [4]
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[See appendix (4) for notes]
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It was at this point when the author realised that two VM’s would not be able to run simultaneously as problems emerged. 
After setting up multifactor authentication the author was then able to access campus devices remotely and decided to export the VM’s via VirtualBox and then import them within a campus device enough RAM to support multiple VM’s.
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At this point the author experienced some problems. [See appendix (5) for notes]
[image: Graphical user interface, text, application

Description automatically generated]
The same steps were followed until both Client 1 and Server 1 were set up and then cloned.
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Once the VM’s had been rebuilt and each was started and checked, the author could continue with the network configuration.
The same previous steps were followed to begin building PublicNet. The IP addresses were then entered as before, following the diagram.
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With both Server 1 and Server two running, the author checked connectivity between both servers by using a ping command. The ping was successful confirming connectivity.
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Server 1 was then started; network settings were accessed, and the new adapter was renamed to PrivateNet1. The IP address was then changed as per the network diagram.
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Client 1 was then started - Connectivity was now possible between Server 1 and Client 1 over the PrivateNet network. Windows Defender Firewall was then disabled so there was no chance it would interfere with the ping command when checking the status of connectivity.
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The author then ran a ping command which was successful, confirming connectivity between Client 1 and Server 1.
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Now that connection between Client 1 and Server 1 had been established, connectivity between Server 2 and Client 2 will need to be set up.
The Server 2 second adapter was changed to PrivateNet2 and then Client 2’s only adapter was changed to “Internal Network”, PrivateNet2.
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After the correct IP addresses were input into the adapters of Client 2 and Server 2, a ping was performed to check connectivity between Client 2 and Server 2.
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Both pings were successful confirming total connectivity. 












4. Task 2
After the network was set up, students were tasked with completing Task 2. Task two required students to “deploy the Microsoft Active Directory Service and demonstrate an understanding of essential network directory objects”.
4.1 Pre-requisite Steps
The first step was to verify that no DNS is set up on Server 1 and that the firewall was turned off.
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The next step was to rename the computer. 
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After the VM started, the author confirmed the name change using the command “hostname”.
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4.2 Deploying Active Directory as a role or feature based installation
The author ran through the set-up guide on worksheet one making sure to add the correct features. 
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The wizard then installed the features.
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Once the installation was complete the author ran the deployment configuration and added a new forest using the specified root domain name.
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The active directory was then ready to being installing. After the installation was complete the VM restarted - the author then noted that the login screen no longer had a local option which suggested that the previous steps were successful.
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4.3 Creating user account objects using Active Directory Users and Computers snap-in console
Now that the author had logged in, the Active Directory Users and Computers window could be opened and it was noted that, in the Domain Controllers window, the Server – DC1-NWT, was listed as the domain controller.
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The next step required students to create a new user account using their own details.
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[See appendix (6) for password creation notes]
For reference, the author decided on the password: ScOuTDoG5.
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The author then added the new account to the domain admins group.
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4.4 Object attributes of interest
The next section of the worksheet required students to create a new user and enforce a network policy option upon the user’s account. The author began by opening the User folder of the Active Directory Users and Computers window and created a new account.
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Now that the user had been created, the author opened the user’s properties, entered the account section, and adjusted the permitted logon hours. The author also disabled the user from changing their password. 
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4.5 Adjoining the domain and testing user logins
The author began by creating a new computer in the Active Directory Users and Computers, Computer container.
[image: A screenshot of a computer

Description automatically generated]
Then after renaming the computer via the Client 1 VM and restarting, the author opened the network adapter settings and changed the IP address of the PrivateNet1 adapter DNS server to: 192.168.10.200. However, this did not work as the other device does not recognise this IP address at all. So – as per the advice given in the lab – the IP address was changed to 192.168.1.1. Before trying to join the domain, the author deleted the PC that had been created in the computer’s objects.
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The author was then able to join the domain which populated the renamed Client 1 PC within the Computers objects in Server 1.
The author then could log into Client 1 as the non-admin user “Gary Flack” that had been previously created.


Then finally, the author attempted to log into Server 1 with the non admin user “Gary Flack” and was given this error confirming the correct configuration.
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5. Observational Tasks

5.1 Type 1 & Type 2 Hypervisors
Type 1 hypervisors, sometimes referred to as “bare-metal” hypervisors run on the host machines hardware or a physical server. Due to this functionality, the hypervisor can run without any underlying operating system having to be installed on the host machine. This means that type 1 hypervisors are often thought of as the most efficient type as they do not have the drawbacks that sometimes come with having to run an operating system. They are also considered the most secure as there is less between the hypervisor and the CPU that could be considered comprisable.

The main drawbacks of the type 1 hypervisor is the fact that the user will usually have to have a dedicated device when using them to control the hardware - instead of being able to create multiple VM like which would be possible with type 2 hypervisors. This can also cause problems as they are not as easy to understand and operate as a VM with an OS. Some examples of vendors for type 1 hypervisors are Microsoft Hyper V, VMware vSphere and the open sourced KVM.

Type 2 hypervisors, however, rely on the host OS and resources to create virtual machines which then run with an installed OS. For less experienced users this means that using type 2 hypervisors can be simple. Software can also be tested more easily on different operating systems and multiple VMs can be created directly from the host machine and run simultaneously. 

The drawbacks arise due to the VM’s having to take resources usually reserved for the host machine and running multiple VM’s at a time can be memory intensive. Also, they can run less efficiently than type 1 hypervisors as the operations have to run through the host machine. Some examples of type 2 hypervisor vendors are Oracle VirtualBox, VMware Player and Fusion. [6] [7] [8]

5.2 Cloud Computing
Cloud computing is the process of using the internet and dedicated servers to manage, store and organise data and services online. [9] There are several different types of cloud computing deployment models all that provide certain kinds of services, all with advantages and disadvantages.  

Firstly, cloud services have the potential to save users money. Of course, there is a cost involved with cloud computing but not having to have physical server rooms set up with all kinds of hardware can save companies and corporations a lot of money as cloud operations can be as simple as software installed on a local device. Security is another advantage of cloud computing. While companies are legally responsible for keeping their customers/user’s personal information safe, cloud providers are under much heavier scrutiny to do the same. They must comply with regulatory standards. The security will differ from provider to provider, but it can be down to the organisation to understand their business requirements and make sure that their security needs are met when selecting a provider. Perhaps the most important advantage for users of cloud-based systems is piece of mind. If there is a server failure and a potential loss of work, cloud-based users will have the peace of mind knowing that their data will be stored across numerous servers and there will always be a redundancy plan when the scenario of a hardware failure occurs. Perhaps the most obvious advantage of cloud computing is the easy of use from home working, which has become prevalent during Covid 19. Users can access data remotely with ease. [10] [11]

Perhaps the most common disadvantage of cloud-based computing is that there can be downtime. If a user loses access to the internet, they will not be able to access their data. In the same instance, if a user loses access to a server, they will experience the same issues. This can be offset by having a backup portable hotspot but then the company or user must also deal with the cost involved. Although cloud computing security can be an advantage as there are usually sophisticated security protocols in place, if these can be breached, companies could be looking at data theft, leaks and loss of data and information, or even attacks on devices on the cloud network. 

Some examples of vendors are Microsoft Azure, Google Cloud, Oracle, and IBM cloud. 

5.3 DNS
At the most basic form of the authors understanding, the Domain Name System, or DNS, provides name resolution or naming protocols to resolve hostnames (domain names) and URLS’s into unique IP addresses. In the early days of the internet, connection to a domain would or could have been handled by typing desired IP address into a browser (which is still possible), but with the prevalence of the internet in the last few decades users wanted to use easier to remember and more user-friendly names to reach the desired domain. 

When a user tries to access a website, by entering a domain name, such as amazon.co.uk, a lookup request is sent to a near DNS server and requests the relevant IP address for that domain. If the server does not know the relevant address for the user’s request, it will query the request with subsequent servers until it is found and then returned to the user. [12]  (Shown Below) 

[image: DNS]
[13]

When it comes to the significance of DNS within Active Directory Domain Services (AD DS), Microsoft state that “AD DS uses DNS as its domain controller location mechanism” so when the user access and runs any processes with AD DS the device will use DNS to locate domain controllers. [14]

5.4 Role or Feature based Installation
There is currently a long list of roles and features to chose within the Role of Feature based installation window. Important features will differ depending on the users/corporations needs. One that could be considered important is ADFS, or Active Directory Federation Services. This feature can allow users to be granted access rights to sign onto external systems or log into software such as Microsoft Office without having to prove identity each time. Another important aspect could be Dynamic Host Configuration Protocol, or DHCP. DHCP is a protocol that can allows the administrator to assign IP addresses and config information to devices within the network. This reduces the risk of that can arise from manual IP configurations. [15]

5.5 Terminologies
Throughout the course of the worksheet the author encountered several different terminologies apparent to aspects of networking.

Ping – Ping, or Packet Internet is a basic function that can be used to verify that a certain IP address exists and is in communication with another. A ping functions by sending a small packet of data from a device to a server and back to user, confirming/or not, the connection.

Firewall – Firewalls are software or hardware that protect devices and servers from unwanted access or attacks by monitoring and regulating network traffic. Since Apple Macs are considered not as vulnerable to threats and viruses as Windows OS’s, there is a difference in how these systems are set up with new devices. Windows has an always on firewall built into operating systems. Mac do come with a built-in firewall, but it will always be set of off as standard.

Address Resolution Protocol – Address resolution protocol or ARP is used to assign IP addresses to a device on a local area network. 

PAE/NX – Physical Address Extension allows x86 processors to use more than 4GB of RAM when running 32-bit applications.

5.6 Reflection
Over the course of worksheet 1, the author has learnt to create and configure virtual machines and access them though building and configuring a network. The author has learnt how to troubleshoot issues that arose and has acquired a better understanding of networking protocols, aspects of said networking and some theory behind these aspects.
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Appendix
(1)
The author had tried to connect to an on-campus machine via the LabStats dashboard but was unsuccessful. Therefore, when allocating RAM to the virtual server, the decision was made to allocate 2GB, as the host machine only had 8GB of memory. This could cause issues as the tasks and systems develop but there was no other option at this point.
(2)
At this point the author considered that there may not be enough RAM on the host machine to complete the entirety of the task. However, there is no other option at this point so the author will continue the task and rework the deployment of VM’s when/if necessary.
(3)
After the clone had completed, the author checked the details of the new VM. He noted that everything had seemed to be cloned correctly with the correct installations and allocated RAM and settings. However, when the storage was checked it seems the hard drive disk was allocated from the C: drive, which previously stated, would be an issue as there was not much space to create another VM and allocated space from that hard drive.
The author then decided to remove the created clone and delete all files. When refreshing the “This PC” file exploder the author noted that after the deletion of the files, the C: regained storage space, confirming what had happened during the clone. The author attempted the cone again, but this time changed the path of the VM, this seemed to solve the problem and the author could now continue with cloning of Client 1.
(4)
The author started up Server 1 and accessed the network settings. From the ethernet window, the correct networking protocol was selected (Internet Protocol Version 4 – TCP/IPv4) and then the first PublicNet IP address was entered into the properties in line with the address given within the Trial Network Configuration diagram. The same steps were followed within Server 2 but the IP address entered was changed to reflect the Server 2 IP address from the diagram (Host number 201 as this will always need to be unique).
(5)
The export process was run for each VM, which took a little time, but the issues arose when trying to copy them over to an on-campus device, which was estimated to take 14 hours for each VM.
At this point the author decided it would be best to start again through a campus device with the same settings and setup for each of the VM’s to get back to this point. The only thing that will be changed will be the RAM allocation as there is 32GB free on the campus devices to more space can be allocated so the VM’s will run much faster.
(6)
When choosing a password users had to comply with Microsoft’s minimum password complexity requirements. This would mean that the password would firstly have to not contain the users account name, must be more than six characters long and “must contain characters from three of the following four categories”: [5]
· Uppercase characters
· Lowercase characters
· Digits 0-9
· Special characters
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