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An information security framework is a series of documented, agreed and understood policies, procedures, and processes that define how information is managed in a business, to lower risk and vulnerability, and increase confidence in an ever-connected world. There are about 250 different security frameworks used globally, developed to suit a wide variety of businesses and sectors.

In China, the importance of security frameworks has grown over the last few years, with many businesses using more than one. Besides some frameworks used globally, China also has some unique security framework created and used by big internet companies such as Alibaba and Tennent.

1. Introduction and comparison among three frameworks
1.1 ISO2700
As one of the most famous security frameworks in the world, International Standards Organization (ISO) 27K is a mature framework focused on information security. It’s very comprehensive and broad, and can be used across a wide range of types and sizes of businesses. Developed by the International Standards Organization (ISO), it is the security equivalent of the ISO 9000 quality standards for manufacturers and operational excellence.

Because it’s tried and tested, countries often use it as a basis on which to create a manual about security and what to do. However, like many of the ISO standards, it can be a bit daunting, and many smaller organizations are put off by the effort required to gain accreditation and the perception that it can be difficult to implement.

Information security is necessary for every enterprise or organization, so information security management system certification has universal applicability, which is not limited by region, industry category and company size. From the current situation of enterprises that have obtained ISO2700 certification, most of them are related to the industries like insurance, securities, banking and financial industry chain, as well as the enterprises providing services for the financial industry, telecommunications industry, power industry, data processing center, software outsourcing, software development and other industries. It specifies the implementation requirements of customized safety control measures to meet the needs of different organizations or their departments.


1.2 ITIL
ITIL stands for Information Technology Infrastructure Library. The acronym was first used in the 1980s by the British government's Central Computer and Telecommunications Agency (CCTA) when it documented dozens of best practices in IT service management and printed them for distribution. Today, ITIL no longer refers to "Information Technology Infrastructure Library"—instead, it is a standalone term.

ITIL is a library of best practices for managing IT services and improving IT support and service levels. One of the main goals of ITIL is to ensure that IT services align with business objectives, even as business objectives change.
One of the most essential parts of ITIL is the configuration management database (CMDB), which provides the central authority for all components—including services, software, IT components, documents, users, and hardware—that must be managed to deliver an IT service. The CMDB tracks the location of, and changes to, all of these assets and processes, along with their attributes and relationships to each other.

Adhering to ITIL principles helps ensure you can get to the root cause of problems in your environment as quickly as possible and that you have the right visibility into the systems and people to prevent future problems.

ITIL makes a distinction between “incident management” and “problem management.” Incident management is the individual problem that your users deal with, such as an offline printer, for example. Problem management examines root cause of a problem, what can be done, and which resources can be engaged to prevent it from happening again.

An ITIL incident is an unplanned interruption in service, and incident management is used to restore service. For example, if a network node fails and reduces throughput, which would be classified as an incident. The goal of incident management is to restore service as quickly as possible.

The incident management process focuses on determining the root cause of an incident. If multiple events are occurring simultaneously, incident management can help determine if all of those events are part of the same incident or distinct from each other.

ITIL is a library of best practices used in IT Service Management (ITSM). There are several ITSM tools available that incorporate the ITIL processes mentioned earlier—these tools automate the service management process and provide analytics. ITSM tools also can help organizations manage large amounts of data and dynamic environments that come and go quickly.


1.3 Alibaba security
Alibaba security has also established its own information security framework, and has made several generations of it. Due to a big range of Alibaba’s business such as Ali pay and Alibaba cloud, Alibaba has its own needs of data security. Besides these business have also created a good deal of data which can be easily attacked without suitable information security framework. Also, in the digital process, many small and medium-sized enterprises are unable to deploy, operate and control a set of complex security systems. The security infrastructure map and complete construction system launched by Alibaba security provide a reference model that can be quickly copied for the security capability construction of the whole industry.
Therefore a proper and practical information security framework can be quite necessary and it also needs to be updated. The latest generation called Ali Security Infrastructure was published in August, 2020
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The new generation of information security framework released by Alibaba mainly includes three core layers: security technology, security construction and security operation. The security technology layer is the collection of the underlying security capabilities, which supports the security infrastructure layer upward. The security infrastructure layer deposits the capabilities into the standard system and supporting processes and products, forming a security middle platform, through which a credible application system can be established to achieve the effect of risk prevention and immunization. As the "center" of the three-tier core framework, the role of the security construction layer is to establish standardized processes and introduce key technologies in the process of building digital economic entities, so as to solve the problem of "safety construction standards" in building digital economic entities.

Besides, application security enterprise standard mainly defines the requirements and construction scheme of application security from capability to product, from product to process, and from process to user. It mainly includes four parts: completing the application security process, building the corresponding management mechanism, building the measurement system and confirming the implementation details for the specification.


1.4 comparison
It is clear that information security frameworks can be quite different from each other. They all have their own advantages and scenarios they fit. Like ISO2700, it has a larger scale. Alibaba security is more suitable to its own business.

	
	ISO2700
	ITIL
	Alibaba Security

	Range of application
	A wide range of application
	More suitable to IT services
	Specially designed for Alibaba’s business

	Goal
	Meet the needs of different organizations or their departments
	Ensure that IT services align with business objectives
	Identify and prevent safety risks from the source

	Advantages
	Often work as basic framework for countries
	Find the root cause of an incident
	Safety and traceability




1.5 Necessity of having new or updated regulations and standards
In the era of data explosion, types and quantities of data change rapidly. All these are due to the development of technology and variety use of technology. Also different kinds of attack appear every day, and old fashioned frameworks cannot function well under this circumstance. Furthermore definition of digital property and needs of information security changes. What may not be seen as property several years ago could be something precious nowadays. All these lead to a rapid change and evolution of data security framework and also make it necessary to update.
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Data governance needs to adjust measures to local conditions. No matter what kind of data governance framework system is established and what kind of data governance technology is adopted, its purpose is to achieve the goal of data governance, that is, to realize the management and control of big data through effective means of data resource control, so as to improve the ability of data analysis, the depth of data application and the ability of data realization. Therefore, the data governance system and framework is only a reference for enterprise data governance, which needs to be adjusted according to specific needs. It cannot be copied and applied, let alone managed for the sake of governance.


2. Framework design
As a seller of Blue Mountain Peak coffee, which is one of the best and most sought-after blends in the world, Caribbean Coffee has its own needs of data security and several necessary factors to concern about.
An information security framework specially designed for Caribbean coffee includes five steps: why, what, who, when and how. The framework is 

Since the company uses cloud service to deliver IT service to both its staff and clients, and recently it has allowed both clients and staff to use their personal devices to access the company’s network and resources. All of the above are the reason why company needs an information security framework. Making everything online makes company daily work more convenient but also under risk of attack. Without a proper framework, it may cause huge loss of the company. The mission of company’s information security framework is to make sure with most of the service provided online the company can operate properly and even save its cost.

Also Caribbean Coffee possesses data of its clients and staff, and its own intellectual properties, which is worth billions. These two digital property is what the company mainly focuses on.

Besides when the company offers cloud service and also when personal devices are accessed to the company’s network and resources, it can put the company’s digital property under risk, especially without information security framework.

Furthermore Caribbean Coffee needs to consider not only the safety of its digital property, operation of its daily business, but also Compliance both legal and ethical, and also security policies. Several rules will be made on how the company’s framework would operate. The framework should include security policies like when people using personal devices to access company’s data, their devices should be checked if the users are themselves. This can be done by checking fingerprint or using face recognition. Risk management can does not mean no risk at all. It means to take risk under control and also make the loss acceptable. The framework also needs to respond to and resolve data problems caused by non-compliance.

There are also several stakeholders of the information security framework: staff of the company, clients and data stewards who will be in charge of data management and security. These people will be fully involved once the framework is built.


5. Who:
Staff, client, data steward





2. What: Focus Areas
Data of clients and staff
Intellectual property


3. How: data rules and definition
1. Why: mission


To achieve


4. When:








If Caribbean Coffee wants to have a branch office China, according to China’s policy, the company must have its IT server with Chinese users’ information in mainland China. Otherwise it will not be allowed to operate in mainland China like Facebook or Google. This is the basic law that the company should concern. Also Caribbean Coffee should be aware that some political stance can also cause political risks. 
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