      
[bookmark: _Hlk50205769][image: ]
	RESEARCH METHODS 
SMART HOME
And SMART DEVICES


	







MARIN ZAHARIDOV
AUTHOR
MODULE CODE: ACCC5006
MODULE LECTURER: Renuga Jayakumar

	

	
            TABLE OF CONTENT

· BACKGROUND AND REVIEW OF THE RESEARCH CASE
· METHODS AND TECHNIQUES, POSSIBLE RISKS 
· MAIN RESOURCES

	




[image: ]

	
	
	

	
INTRODUCTION 

	My Research Topic is SMART HOME and SMART DEVICES 


What is a Smart Home?

A place specially designed to use internet for remote control of devices and systems where you live called Smart Home.

Smart home technology, also sometimes known as home automation or remote monitoring (from the Latin "domus" meaning house), offers homeowners protection, comfort, functionality and energy efficiency by allowing them to monitor smart devices, sometimes via a smart home app on their smartphone or other networked computer.
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            Automation are also useful to the elderly, offering medication that can help seniors stay comfortably and safely at home, rather than going to a nursing home or needing home care 24/7.
              Smart homes can be very comfortable places which respond on customer requirements. Consumer could set up the fireplace to switch on or to use a remote for the garage door. They can also put on their music playlist when they arrived.
               Smart home technology also helps increase productivity for the customers. Instead of having all day air conditioning, a smart home system will learn behaviours and ensure that the house is cooled down by the time homeowners come home from work. The same is true of appliances. With a clever watering device, the lawn is watered only when needed and with the exact amount of water provided.
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              But smart homes have found it difficult to become widely popular, partly because of their technical character. The perceived difficulty is a downside of smart homes, some people have technological problems or would give up on it at the first frustration.
Home automation companies and partnerships are working to reduce difficulty and improve the user experience to make it enjoyable and advantageous for customers of all kinds and technical levels. To be truly effective in smart homes, devices must be fully compatible regardless of manufacturer, and use the same or, at least, compatible procedures.
                Smart home security is also a big concern. A 2016 study by NTT Data Corp. found that 80 per cent of U.S. customers are worried about their smart home data's protection. If hackers can penetrate an intelligent system, they may theoretically switch off the lights and alarms and open the doors, leaving a defenceless home to break-in. In addition, hackers may have access to the homeowner 's network and can lead to far worse threats or data leakage.


                   IMPLEMENTATION 

            A home automation is not a series of disparate electronic devices and systems but one that works together to create a network that can be remotely operated. A master home automation controller controls all the units, also called a home automation hub. The home automation hub is a hardware unit that is the core of the home automation system and is capable of sensing, processing data and communicating with wi-fi. It is using smartphone applications which are controlled by the phone or a tablet. Some devices are Google Home or Amazon Echo Dot. The smart hubs are created from Samsung, Amazon and Google. (Rouse, 2005)

We have known some of the smart home devices already. This is Smart TV – that is connected to the internet and you can remote from distance. NEST thermostats (similar products on other companies). These devices can adapt to the customer needs by providing efficiency and comfort. Thermostats itself can make a report for the energy that’s used and make changes if necessary.
Very popular are the Smart Locking systems for all doors and they can be connected with security by using smart cameras and monitors. This type of security measures can identify who is intruder and who is normal visitor. There is already many appliances that are also programmed automatically and can be used from a distance with a device. 


Actually any system that uses energy or electricity in your home can be installed on your home network using a voice command. If you're giving this command by mouth, screen, tablet or mobile, the home reacts. Most applications include lighting, home protection, home theatre and entertainment, and controlling thermostats.
                  Some of the top Smart devices on the market for the last couple of years -  Amazon Echo, Philips Hue, TP-Link HS200, Ecobee40 Net Gear Arlo Q, Char-Broil Digital Electric Smoker with Smart Chef Technology, Perfect Bake Pro, Ecovacs N79S
LG or Sony Smart TV.


SMART DEVICES

                Smart devices are all modern artefacts that are made smart with computing power and linked to the Internet to form the Internet of Things (IoT). Smart devices collect and exchange data from the edge of the network, and although small in size, they are strong. They use sensors to collect physical data, such as light, temperature, and presence, and provide the data for analysis and utilisation. Their main purpose is to link a building or home to the IoT by creating smart automate environment.
In each stage in the supply chain, smart devices are also used by companies to improve company decision-making and customer service, as well as to assist and optimise production processes.
               All smart devices and connections between them are part of the smart technology.
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Small example on some of the smart devices:
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	CONNECTVITY

One of the most known method is wi-fi connection. That's usually done by using a bridge connecting with your home Wi-Fi router.
We know also for Zigbee and Z-wave. This is another wireless communication method which is designed to
operate over relatively short distances and is therefore suitable for smart operations home appliances. Its operation is similar to Bluetooth communication but designed to have
simpler technological demands. Z- wave make direct communication with the app or the hub without having to be connected to the router.
And also Bluetooth – a short distance wireless connection.
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	METHODS OF RESEARCH

My main goal of the research is to understand how home users using smart devices and also to obtain main aspects from any device benefit.

My choice of organized data collection interviews helps me to cover a variety of common topics in smart home design practices while maintaining the flexibility to discuss interesting responses in greater depth. A collection of guiding questions was built through the use of a smart device based on our understanding of traditional Smart home design processes.
For the interview itself I have to asked a group of people half of them already existing smart device users and the other half new. One of the questions was how often they use their smart devices or why they need smart device, how the smart device will help them, any concerns about the security. 
     In addition to all questions I have to asked all of them to share about the challenges connected with the smart devices, rules and guidelines they have to follow about technical support. The duration of this part was about 20 minutes.
     Its very important to discuss this topic with a users from different ages. A lot of the home users allow almost every family member to use the smart device in their home. For this reason part of the research will be to make a contact with some users who belongs to age from 15-18 and users above 55+, where the users under 18 was depending on their parents for security of the services.

Part of the interview questions have to discuss how digital technology changed the domestic environment,
in contrast with what was considered as “smart manners”.
      With the relevant books that I have for smart homes I will make these research opening tasks: development of smart device, contribution and smart home design (benefits, privacy and risk).

ETHICS in RESEARCH for SMART DEVICES
        
       I have to follow all Ethical principals such as honesty, objectivity, integrity, respect and responsibility also competence, and legality.
Given the value of ethics for research actions, it should unsurprising that several different professional societies, government organizations, and universities have adopted unique research ethics standards, laws, and policies.
  Along with the interview which are going to be follow all Ethics procedures there will be included some personal information because I use a smart device at home. 

RESEARCH DESIGN 

I identified couple areas of research for smart home devices.
         First is - smart technology at home research should provide skills that enable for greater transparency of a smart home's data collection, processing, and dissemination practices, considering specific system configurations and allowing them to adjust settings according to their preferences.
           The second is – purpose of this study, knowing how smart devices are used in the home, consciously as part of everyday activities, repetitive in our manners habits, and fully unconsciously as they surround us is of particular interest.
Asked why, how, where, and when people are engaging
with technology helps us to create more detailed user profiles.
           Third – Current responses either speculate about home smart device issues, or question participants about their expectations retrospectively. At the same time, these findings underline that smart devices are complex, and habits will shift
over time – variables that future research needs to consider from the methods of social science. (Vandome, 2018)
            The last is inference for smart device development and privacy policy. Research needs to question current laws and legislation GDPR with the aim of enhancing more
analysis and guidance. To do that, policy experts and cybersecurity domain experts need to work together. (J. Sturgess, 2018)
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RESEARCH TIMETABLE
By using the research design and following the materials for this research I will manage to finish my report in that time.
	DATE
	SECTION
	ACTIVITY

	MARCH
	Review and 
Journals
	Write review and create design

	APRIL
	Analysis and Work
Paper
	Collect all the information

	MAY
 
	Conclusion and Finish 
	Finish the work




Reviews and opinions of the customers:
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Some of the information shared with existing user who have a multiple smart devices and the topic for the conversations was Amazon ECHO device.

 User Quotes from Interview:
“The app is little strange, it’s just not very integrated with the device itself.”
“When playing my list music there is a minimal amount of integration.”
“You can skip tracks but you can’t set up songs on your phone that day and then control through the phone.”
“If you have more than one device and you start to speak to one, the other one starts going off.”
“You can’t properly set up songs and stuff on your phone on that day and then do it through the phone but have to ask Alexa what to do and then you can just skip tracks and things on the phone.” (Jones, 2018)
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Very important key features on smart devices.
         In the technology future its very easy to have access to new products discovering new possibilities, demonstrations and upgrades. You can also purchase next generation products by using trial versions to test and try. All users can read latest news, managing task from work and do a lot more with the latest devices. 
      There is a flow chart how the user choose to buy a new smart device:
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These are diagrams [image: ]how the market of smart devices is changing for the last couple of years and what is expecting in future.
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On a survey made for existing customers I found that:
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And for a new customers:[image: ]


So most of the time the customers are using their smartphones to control their smart devices.
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Smart Homes and Devices of Tomorrow.


      We are currently seeing a massive increase in products and technologies aimed at enhancing and changing the way we live our lives within our homes. Interest for these devices is becoming something we've never seen before as they become integrated and streamlined in the future home.
The issue is the growth of IoT devices and the advancement of emerging technology at exponential rates, but manufacturers struggle to deliver safe and reliable goods.
      Whenever there's a report in the news about how cyber criminals exploit these advanced technologies and the threats these devices present, and this disruptive technology is still being embraced at a rapid pace by everyone. So we've got to ask ourselves the question, why are we still automating our homes with connected devices?
In summary, consumers need something with minimal impact and ease of use that can recognize their personality, emotions and social life.

RESEARCH for SMART HOME RISKS AND CONCERNS

As the threat environment expands by linking everything to the internet, architects, designers and homeowners of connected homes face three main problems: safety, accessibility and reliability. Smart devices like this are also used for malware propagation, cryptocurrency mine and denial-of - service attacks launch. As DoS attacks are conducted by these IoT devices, their bandwidth can be used for targeting large companies including ISPs and hosting providers. (Kyas, 2017)
            
   For Example: IoT devices such as a smart light bulb are often coupled with a cloud network so owners can remotely control their home. The user makes a call via a hub or an app to turn on a computer which then sends a request to the cloud network. Then the cloud network replies back with a signal to turn on the light bulb. If the cloud service is offline, the connected computer would be as well.
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In the future as consumers become more reliant on connected devices, homeowners will face the loss of basic functionality in their home when outages occur. Homeowners would be left in the dark, without a simple backup plan.

Worries about security and privacy of internet-connected devices should be an significant discussion with the suppliers to begin. Transporting over privileged devices with poor credentials is one thing but they should be held accountable if they refuse to respond to the concerns of researchers and fail to deliver patches for vulnerabilities.

Potential customers need to be aware of the remote and local environment of their devices, and how they capture and store their data. They will need to be aware of how interruptions beyond their control can affect their personal devices and equipment, such as a DDoS attack on a cloud environment or something as basic as a power outage. Furthermore, manufacturers must start working together to guarantee user data and incorporate it into a crowded world of smart links and physical devices, effectively preventing remote access. They need to concentrate on usability, so that baked-in security features make maintenance easy and user-friendly. (Smith, 2018)

[image: ]



But the main difference between smart devices and standard devices is that they need you — your data specifically — to adapt to your needs. And all that data has to go somewhere, so it's usually kept out of
your sight and largely out of your reach in the "cloud" (basically giant database servers).


One of the greatest threats is lack of clarity regarding data collection and usage. Collection and storage are inexpensive, and businesses today
don't know what they would want to do next.
This is one reason they sell so much for collecting.
So when you now sign in for data collection, you also agree to uncertain potential uses of your data.

And because the core of any smart device is the “cloud” its easy to be attacked. Many Wi-Fi and Bluetooth-enabled devices (especially cheaper devices such as children's toys) do not use state-of-the-art safe connexions, rendering you vulnerable to hackers who can access your network, access all of your accounts and steal your identity. (Knorr, 2020)
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CONCLUSION

      Finally, I believe that many customers will stop paying attention to new features of smart devices, however advanced they may be, until their privacy concerns are allayed. Changing their systems is up to the manufacturers so consumers no longer have cause to wonder if their smart speaker is spying on them. 

       But we don’t have to forget that the future of the world will be the Smart Homes controlled by Smart Devices.
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