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Modern manufacturing has been transformed by Industry 4.0 technologies, including operational technology (OT), Internet of Things (IoT) devices, cloud platforms and automated production systems. As these technologies enhance productivity, quality control and operational efficiencies, they also provide attack surfaces that adversaries might exploit to steal sensitive information or disrupt manufacturing operations, so creating cybersecurity concerns. (2024) The UK’s National Cyber Security Centre also points to the necessity to protect the interface between operational technology, business networks and Internet-facing systems to assist avoid cyber-attacks.

SteelForm Manufacturing Ltd (SFM) produce and assemble bespoke components for the automotive and aerospace industry. It relies on key information assets like as engineering drawings, customer specifications, supplier records, and manufacturing data. The cyber risks that can cause delays in production, financial loss, damage to reputation and theft of intellectual property include ransomware, phishing, malware and unauthorised access.

This paper outlines the SFM data governance and cybersecurity plan. It examines the threats, both internal and external, and recommends the appropriate security policies and mitigation techniques. This includes responding to incidents, monitoring networks and promoting security awareness. The standards are based on the well-known frameworks such CIA Triad, ISO/IEC 27001:2022, NIST Cybersecurity Framework 2.0 and UK GDPR to increase the company’s cybersecurity posture and business resilience (National Institute of Standards and Technology, 2024).
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SteelForm Manufacturing Ltd (SFM) is a small to medium sized specialist component manufacturer for the aerospace and automotive sectors. The company has also improved efficiency and productivity with Industry 4.0 technologies . These include Internet of Things (IoT) sensors, autonomous manufacturing equipment and cloud production management systems (World Economic Forum, 2025). Technologies enable supply chain connectivity, real-time monitoring and predictive maintenance. But as more and more devices and systems join the company’s network, it also becomes more and more vulnerable to cyber attacks.

SFM relies on a number of critical information assets such as engineering designs, manufacturing schedule, customer contract, supplier data, financial data, labour data and Industrial Control Systems (ICS). Breach of these assets could result in the business facing production delays, financial losses, legal costs and damage to the brand. 

To sufficiently protect these assets SFM will need to implement the Confidentiality, Integrity and Availability (CIA) Triad that provides the basis for information security (Stallings & Brown, 2024).*confidentiality* - the quality of being confidential, e.g. technical drawings, client contracts and intellectual property are not available to unauthorised persons Access is granted based on user roles. The organization also employs encryption and multi-factor authentication (MFA) to minimise the chances of unauthorised disclosure (Whitman and Mattord, 2022). *Integrity* refers to the correctness of data like production, engineering specification and inventory records. Only people who were authorised to change the data should have changed the data.” Hashing, electronic signatures, and audit trails help ensure data integrity (Andress, 2024).
How do we get that? Logged in systems request Regular backups Planning for disaster recovery Redundant systems can reduce the time that a cyber attack or equipment breakdown (ISO, 2022). Network monitoring 

The CIA Triad can be used by SFM to secure its information assets and to ensure that its manufacturing activities are in a dependable and secure manner.
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SteelForm Manufacturing Ltd (SFM) is a highly connected manufacturing environment where production systems, cloud services, suppliers and employees communicate via digital technologies. These technologies, although they improve efficiency, increase the organisation’s vulnerability to cyber attacks that could compromise the confidentiality, integrity and availability of commercial information (ENISA, 2024).

Internal Threats

Internal threats include employees, contractors and approved users. These dangers may be created by human error, negligence or purposeful malice. Common examples are weak password rules, failure to deploy software upgrades, misconfigured computers, unauthorised USB devices and insider attacks where confidential information is stolen. This is highly important, because human mistake remains one of the leading causes of cybersecurity incidents (Cisco Networking Academy, 2024).






	Internal Threat
	Impact on SteelForm Manufacturing Ltd

	Employee negligence
	Employees may accidentally open malicious email attachments, use weak passwords or connect unauthorised USB devices, resulting in malware infections or data breaches.

	Insider threats

	Disgruntled employees or contractors may intentionally steal confidential engineering designs, customer information or intellectual property for personal gain or industrial espionage.

	Weak password practices
	Shared or weak passwords increase the likelihood of unauthorised access to production systems and cloud services.

	Unpatched systems
	Failure to install software updates may leave production equipment, servers and workstations vulnerable to known exploits.

	Misconfigured systems
	Incorrect firewall settings, cloud permissions or network configurations may expose sensitive systems to attackers.

	Lack of 
cybersecurity awareness
	Employees who are unaware of phishing, social engineering or ransomware attacks are more likely to become victims of cybercrime.

	
	


(Cisco Networking Academy, 2024).
Following appropriate access controls, regular security awareness training and continuous monitoring can significantly reduce the likelihood of internal security incidents.
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External threats include cyber criminals and competitors or other malicious actors who are attempting to gain unauthorised access to organisational systems or disrupt business operations. Malware, ransomware, phishing, Distributed Denial of Service (DDoS) attacks, supply chain attacks and industrial espionage (Verizon, 2025) are often directed against manufacturing organisations.


		External Threat




	Impact on SteelForm Manufacturing Ltd


	Malware
	Malware may infect workstations, production systems or cloud-connected devices, leading to system failures and data loss.

	Ransomware
	Attackers may encrypt production data and demand payment, causing manufacturing downtime and financial losses.

	Phishing and Spear Phishing
	Procurement and finance employees may receive fraudulent emails designed to steal login credentials or install malicious software.

	Industrial Espionage
	Competitors or nation-state attackers may attempt to steal engineering designs, manufacturing processes and intellectual property.

	Distributed Denial of Service (DDoS) 
attacks
	Attackers may overwhelm internet-facing systems, making cloud applications or supplier portals unavailable.

	Supply Chain 
Attacks
	Third-party suppliers or software vendors may be compromised, allowing attackers to infiltrate SFM's network.

	IoT Device Attacks
	Poorly secured IoT sensors or smart manufacturing devices may provide attackers with an entry point into operational technology (OT) networks.

	Cloud Security
 Breaches
	Weak cloud configurations or compromised user accounts may expose confidential manufacturing and customer information.

	
	


(Verizon, 2025).

The increasing use of IoT devices, cloud services and third-party suppliers further expands the organisation's attack surface, making continuous risk management essential (National Cyber Security Centre, 2024).
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The largest dangers to SFM among the identified ones are ransomware, phishing attacks and industrial espionage. A ransomware attack could stop production and lead to lost revenue and missed deadlines for customers. Phishing attacks still constitute the number one cause of employee identity theft, and industrial espionage threatens the confidentiality of engineering designs and other intellectual property. Appropriate cybersecurity policies and technical controls are therefore essential to mitigate those risks and improve organisational resilience, supported by regular risk assessments.
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SFM can strengthen its cybersecurity position by developing a complete set of security policies based on established standards such as *ISO/IEC 27001*, *NIST Cybersecurity Framework (CSF) 2.0*, *UK General Data Protection Regulation (UK GDPR)* and the *CIA Triad*. The regulations specify particular instructions for employees, contractors and third-party suppliers to maintain confidentiality, integrity and availability of organisational information (ISO, 2022; National Institute of Standards and Technology, 2024).
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Security of Information Policy 

The Information Security Policy should be a statement of management’s credo that it will secure the company’s information, production systems and intellectual property. It should define the security roles of management, workforce and IT department as per legal and regulatory norms.
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Access Control Policy Rules 

Access to the systems should be based on the Principle of Least Privilege (PoLP where employees should only access information required to accomplish their job tasks (Whitman and Mattord, 2022). All users have to be registered. Implement Multi-Factor Authentication (MFA) on administrator accounts, remote access and cloud services. 

Privacy Policy 

SFM for sensitivity ranking info. Encrypt sensitive data both at rest and in transit. Only those who need to see sensitive data should be able to do so and access to vital systems should be logged. We have several safeguards in place to help us comply with the UK GDPR.
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Policy: Network Security 

Firewall, VLAN’s, IDS, IPS and secure VPN’s to protect the enterprise network. Segmentation of the network to protect the office systems from the Industrial Control System (ICS) and Operational Technology (OT) should be implemented to decrease the impact of cyberattacks (Stallings and Brown, 2024).
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Acceptable Use Policy 

Company equipment, email accounts and internet services may only be used for business reasons, with permission. The policy should also ban password sharing, illicit software installation, browsing malicious websites and using personal USB drives to limit the risk of malware infections and insider threats.
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Policy on Patches 

Regular security updates for operating systems, production equipment, cloud apps and IoT devices. “Critical vulnerabilities need to be addressed in a timely fashion and an all-inclusive patch management approach is required after sufficient testing.”

Incident Response 

SFM shall have an Incident Response Policy written which outlines the procedures for identifying, reporting, containing, recovering and analysing cybersecurity risks. 5. Any suspicious communication, virus infestation or any odd system behaviour should be reported immediately to the IT Security Team.
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Security Policy Third-Party

Companies should assess vendors, contractors and cloud service providers for cybersecurity checks before they enter company systems. Contracts should incorporate security principles like confidentiality, incident reporting and data protection duties. 
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Physical Security Policy 

Critical facilities such as server rooms, networking equipment and production control systems should have electronic control of access, CCTV surveillance and techniques of visitor management. Encrypt your laptops and mobile devices to prevent data theft.
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Summary

The standards employ a layered approach to security, including technical, administrative and physical safeguards. The deployment will help secure sensitive information at SteelForm manufacture Ltd and increase compliance with ISO/IEC 27001, the NIST Cybersecurity Framework and UK GDPR, while minimising cyber threats and protecting production processes.
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Once the cybersecurity threats to SteelForm Manufacturing Ltd (SFM) have been identified, it is important to take efforts to mitigate them to reduce the likelihood and impact of cyber events. Good cyber security involves the implementation of technical, administrative and physical measures. The following practices are meant to strengthen the overall security posture of the organization yet allowing production processes to continue with minimal disturbance.

[bookmark: _Toc236667885]Table Security Practises
	Identified Threat
	Mitigation Measure
	Implementation at SFM

	Malware infections
	Enterprise anti-
malware software
	Install centrally managed anti-malware software on all servers, workstations and IoT devices. Configure automatic updates and daily system scans.

	Ransomware
	Regular offline backups and disaster recovery
	Perform daily automated backups, store encrypted backup copies offline and in secure cloud storage, and regularly test data restoration procedures.

	Phishing attacks
	Email filtering and Multi-Factor Authentication (MFA)
	Deploy advanced email security filters to detect malicious messages and require MFA for email, cloud services and administrator accounts.

	Weak passwords
	Strong password policy
	Require complex passwords with minimum length requirements, prohibit password reuse and encourage the use of approved password managers.

	Unauthorised access
	Role-Based Access Control (RBAC)
	Grant employees access only to systems necessary for their job roles. Review user permissions every six months and immediately remove access for departing staff.

	Network attacks
	Firewalls and Network Segmentation
	Separate office networks from production networks using VLANs and firewalls to reduce the spread of attacks across the organisation.

	Unpatched software
	Patch Management Programme
	Apply security updates according to a documented schedule and immediately deploy critical patches after appropriate testing.

	Insider threats
	User activity
 monitoring and 
audit logs
	Monitor privileged user activity, maintain audit logs and investigate unusual access patterns or abnormal system behaviour.

	Data breaches
	Data encryption
	Encrypt confidential files, production data and communications using industry-standard encryption technologies both at rest and in transit.

	Supply chain attacks
	Supplier security assessments
	Conduct cybersecurity assessments before onboarding suppliers and require compliance with recognised security standards through contractual agreements.
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SteelForm Manufacturing Ltd (SFM) will need a clear incident response plan and continual monitoring to safeguard the firm from continuous cyber threats. Routine monitoring can assist discover aberrant conduct early and an incident response strategy can help minimising company disruption and financial losses (National Institute of Standards and Technology, 2024).
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Positioning Systems. 

SFM will continuously monitor the Information Technology (IT) and Operational Technology (OT) environment for: 

IDS/IPS (Intrusion Detection System / Intrusion Prevention System 
SIEM Software Real-time network traffic and user account monitoring.- Logs and vulnerabilities regularly reviewed;- Cloud service, IoT device and third party connection monitoring (Cisco Networking Academy, n.d.). These techniques help the IT Security Team to quickly identify aberrant behaviours, malware infections and unauthorised access.
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Security incident management 

To ensure SFM is always addressing security vulnerabilities, SFM should follow the NIST Incident Response lifecycle. The main steps are

Detection and Analysis Containment Eradication Recovery Lessons Learned National Institute of Standards and Technology 2012 .


The following flowchart illustrates the proposed incident response process for SFM.Security incident detected


				
Investigate the incident


Isolate affected system



Remove the threat and restore the system


Review the incident and improve security



Figure 1: SFM Cybersecurity Incident Response Process (Author's own work)
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SFM has an incident response plan and ongoing monitoring to quickly detect, contain and remediate cyber concerns. This helps to prevent downtime, secure industrial operations and allow further growth of the organisation’s cyber security programme.
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Organisational cyber security is very important and employees are one of the aspects that are significant because many cyberattacks target human error and not technical vulnerability (Whitman and Mattord, 2022). SteelForm Manufacturing Ltd (SFM) has already been a victim of phishing assaults. Therefore, a continual cybersecurity awareness campaign is needed to improve employees’ knowledge and prevent security risks.
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Training Programme.

All staff should be given an orientation on cybersecurity when they join the business and regular refresher seminars throughout the year.

	Training Activity
	Frequency
	Target Audience

	New employee cybersecurity induction
	On first day of employment
	All new employees

	General cybersecurity awareness training
	Every six months
	All staff

	Phishing simulation exercises
	Quarterly
	All employees

	Password and Multi-Factor Authentication (MFA) training
	Every six months
	All employees

	Data protection and UK GDPR training
	Annually
	Employees handling personal or confidential data

	Incident response workshops
	Annually
	IT Security Team and management

	Executive cybersecurity briefing
	Annually
	Senior management and board members
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The programme should consist of;

Phishing / social engineering awareness.

Multi-Factor Authentication (MFA) and password security.

Information kept confidential and secure.

Secure use of cloud services and remote access.

Incident reporting process.

UK GDPR compliance and company security policy (ISO, 2022)

Training should also be role-specific. For instance, industrial production staff should be trained on protecting industrial control systems (ICS) and IoT devices, and IT administrators should be trained on advanced network security and incident response.

How to Measure Success

The effectiveness of the programme should be assessed through training completion rates, phishing simulation results, employee assessments and the number of reported security incidents (Verizon, 2025). These measurements uncover knowledge gaps and enable further improvement.

[bookmark: _Toc236667893]Summary 

A good security awareness campaign will enhance the cybersecurity culture of SFM by decreasing human errors and enabling staff to identify and report cyber risks. “Training, together with technical security controls, offers an effective first line of defence against phishing, ransomware and other cyberattacks.
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Based on this investigation, the following recommendations are provided for SteelForm Manufacturing Ltd (SFM) to improve its cybersecurity posture:

1. Establish an Information Security Management System (ISMS): Apply ISO/IEC 27001 to systematically manage information security risks and promote ongoing improvement (ISO, 2022).

2. Improved Controls of Access: Apply the Principle of Least Privilege (PoLP), Multi-Factor Authentication (MFA) and conduct regular access reviews to avoid unauthorised access (National Institute of Standards and Technology, 2024).

3. Install an Operational Technology (OT) Firewall and create a network segment to protect its production systems from the corporate network to minimise the impact of cyber-attacks (National Cyber Security Centre, 2024). 

4. Enhance security monitoring Use SIEM, IDS and IPS technologies to improve threat detection and reduce incident response times (National Institute of Standards and Technology, 2024).

5. Improve Backup and Recovery: Apply the 3-2-1 backup rule and do regular recovery exercises to improve the firm’s response capabilities to cyber events (National Cyber Security Centre, 2024).

6. Employee Awareness: Continuous cybersecurity training to the employees, phishing simulation and role based awareness activities are implemented to decrease human error. (Whitman and Mattord, 2022). 

7. Undertaking Regular Risk Assessments Regularly and consistently undertake vulnerability assessments, penetration tests and security assessments of suppliers to identify emerging threats and ensure compliance (ENISA, 2024).

Implementation of these recommendations will improve and enhance the confidentiality, integrity and availability of its information assets and support business continuity and consumer confidence.
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9. Final thoughts

SteelForm Manufacturing Ltd (SFM) has improved its production process efficiency using Industry 4.0 technology but has also increased the company’s cybersecurity concerns. Ransomware, phishing, spyware, insider attacks, industrial espionage and the like could disrupt production and reveal sensitive information.

This research provides a combination of security policies, technical controls, ongoing surveillance, incident response procedures and human training based on recognised frameworks such as ISO/IEC 27001, NIST Cybersecurity Framework and the CIA Triad. Cybersecurity is a continuous process of assessment and improvement, not a one-off solution (ISO, 2022; National Institute of Standards and Technology, 2024). SFM will be better able to improve its cyber resilience, protect critical information and continue to operate its manufacturing reliably.
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