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[bookmark: _Toc60947729]Abstract
To be written at the end to explain what was done.
In this report I will assess Che-Si’s existing policies and infrastructure, demonstrating the vulnerabilities in their current system. After, I will design a new strategy for the company to recommend guidelines for their employees, vendors and clients on how to responsibly use their personal devices on the network.
[bookmark: _Toc60947730]Introduction
[bookmark: _Toc60947731]The Scenario
With the use of personal devices continuing to increase, so are the potential opportunities for cyber criminals to launch their attacks. A construction company by the name of Che-Si has offices all over the globe and like most other companies, they greatly depend on their network for effective operation of the firm. 
To enable effective working, the existing policies allow their employees, vendors and clients to use video conferencing and access cloud storage from any device, anywhere in the world. This is useful and convenient for the people wanting to use the network however, Che-Si’s security is compromised, and the company is at risk of being targeted by cyber criminals who seek to gain access to their personal, business and client data. 
The Chief of Information Technology (IT) Security at Che-Si has assigned me (an IT Security Consultant) to propose a solution to the current problem. 
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[bookmark: _Toc60947733]The Existing Network and its Benefits 
Che-Si’s existing network policies allow access from any device regardless of geographic location 24 hours a day. This set up is excellent for productivity and accessibility as its users have unlimited access and can use their own devices using the operating systems that they prefer such as Mac, Windows, IOS and Android.
In one respect this set up is beneficial to the company as there is less of a need for them to distribute laptops, tablets and smartphones which usually adds a large operational cost on the company. 
[bookmark: _Toc60947734]The Existing Network and its Drawbacks
The current system makes them vulnerable to data theft and loss which puts them at risk of financial and reputational damages should at attacker exploit the vulnerabilities of the network. 
For example, an attacker may leak Che-Si’s confidential client information. A breech such as this could result in their existing clients leaving and them, they would gain a poor reputation for security and deter potential clients from entering into business with the company in the future. 
One common way that an attacker will try to gain access to an enterprise network is by targeting employees of the company. With the current system, the more personal devices that are used, the more weak spots there are in the in the network. The fact that the network can be accessed from any location at any time also increases the window of opportunity of an attacker gaining access. 
It may also be the case that the personal devices used on the network are not be sufficiently protected by the user. Protections such as passwords, firewall, antivirus software may not be used. Lack of a password protection would make it easy for someone to gain access if the device is lost and stolen and a lack of firewall or antivirus software would make the device vulnerable to malware attacks.
There is no mention that the users are currently using a Virtual Private Network (VPN) to gain access to Che-Si’s network. Should the employees, clients and vendors use a public Wi-Fi to work on the network, this would also open an opportunity for a security breach. 
There may be an overlap of corporate and personal space on the devices which risks company data is being stored on the device that is not properly protected. 
Finally, there is the issue of a network user leaving the company and retaining important corporate data on the device. 
[bookmark: _Toc60947735]Possible Attacks on the Existing Network
There are several techniques that an attack may use to gain access to Che-Si’s network in its existing set up. Some of the techniques are outlined below. 
[bookmark: _Toc60947736]Sniffing
An attacker uses a tool to capture data packets that are being transferred on a network, especially public Wi-Fi. Valuable information can be collected by the attacker. Usernames and passwords may be disclosed or information that the attacker can use to launch a tailored phishing attack. Please refer to Appendix A  for an illustration of this type of attack.
[bookmark: _Toc60947737]Internet Protocol (IP) Address Spoofing
An attacker uses a false IP Address to imitate an existing user on Che-Si’s network. The objective is to intercept incoming data packets being sent to the IP address that they are imitating. Important information can be obtained this way and may help the attacker gain further access onto the network. 
[bookmark: _Toc60947738]Phishing
This may be a phone call, email or text message from an attacker posing as a trusted organisation. The aim is to get an individual to disclose personal information, banking and credit card details, and passwords which will help the attacker gain access to further access onto the network. [1]
[bookmark: _Toc60947739]Malware (Malicious Software)
This is a programme that is introduced to a device, typically disguised as a harmless looking file or an application. Different malware types carry out different functions but generally the intent is to cause disruption, monitor user activity and to gain valuable information. Ransomware (a form of Malware) could lock out one of Che-Si’s users with the attacker demanding payment in exchange for unlocking it. [2]
In 2019, The Department for Digital, Culture, Media & Sport reported that businesses and charities in the United Kingdom saw the highest number of cyber-attacks in the following areas. [image: Figure 5.2: Percentage that have identified the following types of breaches or attacks in the last 12 months, among the organisations that have identified any breaches or attacks]
[bookmark: _Toc60947751]Figure 1: Types of breaches or attacks reported by UK businesses and Charities in 2019 (https://www.gov.uk/government/publications/cyber-security-breaches-survey-2020/cyber-security-breaches-survey-2020)
[bookmark: _Toc60947740] Proposed Solutions to Enhance the Che-Si’s Security
[bookmark: _Toc60947741]Digital Signatures and Encryption
Digital Signatures use Asymmetric Key Cryptography[footnoteRef:1] using public and private keys that are unique to everyone. Before a document is sent from one person to another it goes through a hash[footnoteRef:2] process using a Secure Hash Algorithm to create a digest[footnoteRef:3]. The sender encrypts the digest using their private key and it is then embedded into the document. The recipient of the document decrypts the digest using the sender’s public key. Finally, the recipient runs a hash which on the document and compares to the sender’s digest to check if the document has changed since it was sent.  [1:  Asymmetric Key Cryptography – A technique of encrypting data with the use of a private key and corresponding public key.]  [2:  Hash – A mathematical algorithm that converts data into unique code]  [3:  Digest – The unique code that is the output of the hash process] 

The purpose of using Digital Signatures is to confirm whether a document has been modified since it was sent, and it also confirms who it has been sent by. An individual can apply for a Digital Certificate from the relative authority to reassure the recipient that the file has come from a legitimate source. [3]
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[bookmark: _Toc60947752]Figure 2: Diagram Illustrating the Digital Signature Process (https://www.docusign.com/how-it-works/electronic-signature/digital-signature/digital-signature-faq)
[bookmark: _Toc60947742]Utilising a VPN
Using a VPN would enhance the security of the network by ensuring that information is encrypted before it is sent between other devices on the network. This in an ideal solution for the company as it has multiple offices all over the world and access will be required from outside of the office. A VPN would support remote working from home or from a construction site office. 
It’s worth noting that the protection of a VPN is limited to the communication between the devices on the network; it does not protect the device itself. If the user downloaded company data onto the device and it got lost or stolen, the data may be accessed by a potential attacker if it is not properly protected with passwords. [1]
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[bookmark: _Toc60947753]Figure 3: VPN Illustration (https://networkencyclopedia.com/virtual-private-network-vpn/)
[bookmark: _Toc60947743]Mobile Device Management (MDM)
This solution allows the IT administrator to manage and monitor devices on the network and enforce security policies. An important aspect of good security is ensuring that software is up to date; MDM allows administrators to control and monitor updates remotely. 
A drawback of using MDMs is that it has trouble distinguishing between personal and corporate spaces on the device and therefore may be restrictive if the user wanted to use their device for many purposes or with other organisations with their own policies that may conflict. [1]
[bookmark: _Toc60947744]Virtual Machines (VM)
An VM is a virtual workspace within a device which would contain all the software and information needed for a user to carry out their jobs. Access onto the VM would be password protected and would provide a source of separation between the users personal and workspace on the mobile device. The benefit of this set up is that it would encourage the user to work on the machine and prevent the need for data to be downloaded onto the device. 
In the case where the device gets lost or stolen, potential attackers would find it difficult to access confidential data is it would be stored within the VM with a password protecting it. This is also a beneficial method as if the user leaves the organisation, the VM may be removed and all the data within it. 
A drawback to using MVM is that it can require a lot of processing power which may result in users with devices with low specifications finding this method restrictive. [1]
[bookmark: _Toc60947745]Passwords & Multi-factor Authentication (MFA)
Passwords serve as the ‘first line of defence’ against attackers therefore it is crucial that the password is unique and not easy to predict. It is generally recommended that it contain no personal information. It should be at least 8 characters long using both upper and lowercase letters; the use of numbers and at least one special character is encouraged to make it more difficult to figure out. [4]
In addition, MFA can be introduced to the sign in process to further enhance security. MFA requires an additional piece of information as a cross check to ensure that the correct person is signing-in. A common method is sending a text or an email with a one-time code. Only when the correct code has been entered will access be given. [5]
[bookmark: _Toc60947746]Organisation Culture
Technology will play an important role in reducing the threat of cyber-attacks on the company but to increase the resilience further it is vital to adopt the right culture within the company by raising awareness through training and the encouragement of new behaviours which become ‘second nature’ to help to safeguard the company. [6]
The graph below by The Department for Digital, Culture, Media & Sport demonstrates that Employees play a significant part in the prevention of cyber-attacks on an organisation.
[image: ]
[bookmark: _Toc60947754]Figure 4: Common ways that UK business and Charities identified breaches in security in 2019
[bookmark: _Toc60947747]Conclusion and Recommendations
It has been recognised that Che-Si’s existing security policies are flawed. The way the current system works is leaving them open to threats from attackers. However, because of the nature of Che-Si being a global company operating 24/7, it is very important that the network is secured but in a way that doesn’t reduce its accessibility for its employees, vendors and clients. 
Several possible cyber-attacks have been considered and discussed in this report. These include Sniffing, IP Spoofing, Phishing and Malware attacks. All of which could result in a cybercriminal gaining access to personal, company and client data. 
After considering the options, it appears that there isn’t one single solution to solve all of the company security issues, it will be more of a combination of multiple approaches, both human and technological. The recommendations I (the IT Security Consultant) am proposing to Che-Si to improve the security of their network are outlined below:
It is recommended that a VPN is used to allow people to safely gain access to the enterprise network when outside of an office. This is especially important when working on public Wi-Fi networks as data can be easily intercepted as demonstrated in Appendix A. 
An MDM may be used to manage software updates and enforce security policies of employees. However, this would be impractical to do with clients and vendors as they may have conflicting policies with their own companies. 
VMs can separate corporate and personal space on personal devices, it may also reduce the likelihood of users downloading data onto devices and would be easy to remove if an employee left the company. The drawback being the need for a great amount of processing power to run.
Ensuring that everyone uses a password on their personal device, and it is changed regularly. It is also recommended that multi-factor authentication is used as an extra layer of security.
It is strongly advised that Che-Si installs the right culture in its network users to make protecting the firm against cyber threats a part of their role. Raising awareness through training and short learning bursts could play a significant part in safeguarding the firm as proposed in the strategy in Appendix B . 
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[bookmark: _Toc60993304]Abstract
This short note will demonstrate a sniffing attack. It will illustrate how the attack happens, the software that is used and offer suggestions on how to mitigate. 
[bookmark: _Toc60993305]Introduction
A sniffing attack is where someone uses a program to capture packets of data that are being transferred on a network. The most likely place for this to happen is on a public Wi-Fi Hotspots. An attacker will connect to the hotspot to observe and capture the data of other connected users. The aim of the sniffer is to obtain usernames and passwords, emails, files and other personal and business information. 
[bookmark: _Toc60993306]Visual Representation of the Attack
In Figure 1, we can see how people using a public Wi-Fi in a café may have their data captured by an attacker. All the victims in this scenario are unaware of what is happening.
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[bookmark: _Ref60839106][bookmark: _Toc60845082]Figure 1: Illustration of a sniffing attack 
[bookmark: _Toc60993307]

How Cyber Criminals Carry Out the Attack
Packet sniffing software such as Wireshark, dSniff and Debookee may be used to carry out the attack. In this case we are going to look at Wireshark as an example.
[bookmark: _Toc60993308]Wireshark ‘How to’ on capturing data
[bookmark: _Toc60993309]Setting up Wireshark
The application is free to download here: https://www.wireshark.org/. First you need to choose what you would like to monitor on the interface menu (Figure 2). In this case of monitoring packets on a public WI-FI network you will need to select ‘WI-FI’. Once this is done, you will be able to see all of the data packets being transmitted through the network as shown in Figure 3.
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[bookmark: _Ref60839970][bookmark: _Toc60845083]Figure 2: Select interface
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[bookmark: _Ref60840028][bookmark: _Toc60845084]Figure 3: Monitoring packets in real time
[bookmark: _Toc60993310]Colour Coding and Filtering 
Now, Wireshark is detecting thousands of packets so in order to narrow down the search we can colour code the different categories as seen in Figure 4 and apply a filter by typing in the green search area if you want to see specific packet types (Figure 5). 
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[bookmark: _Ref60840946][bookmark: _Toc60845085]Figure 4: Colour coding
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[bookmark: _Ref60841000][bookmark: _Toc60845086]Figure 5: Applying a filter
Follow the Stream
If you see something that you’d like to keep track of, you can follow the ‘stream’ of packets, like viewing a conversation between two people. 
[bookmark: _Toc60993311]Inspecting Packets 
To view what is contained in the packet, you simply click on it to bring up the contents as shown in Figure 6: Inspecting Packets. [1]
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[bookmark: _Toc60845087][bookmark: _Ref60845610]Figure 6: Inspecting Packets
[bookmark: _Toc60993312]Example Attack
[bookmark: _Toc60993313]Hyper Text Transport Protocol (HTTP) Attack
I have simulated a sniffing attack to capture HTTP data. Most websites now use HTTP-Secure (HTTPS) which encrypts the data, making it difficult for attacks to read the information in packets. I found a website by BioAcoustica which operates using HTTP. 
I opened Wireshark, selected WI-FI interface and clicked on the ‘Capture’ button to start monitoring packets. I went back to the website and typed “HTTP CAN EASILY BE READ BY WIRESHARK” into the search box and hit enter as shown in Figure 7. 
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[bookmark: _Ref60844489][bookmark: _Ref60845037][bookmark: _Toc60845088]Figure 7: BioAcoustica Website
Figure 8  shows that Wireshark was able to capture the packet and I was able to see what was typed into the search box on the BioAcoustica website. 
[image: ]
[bookmark: _Ref60844993][bookmark: _Toc60845089]Figure 8: Data captured by Wireshark
[bookmark: _Toc60993314]Suggestion to Mitigate a Sniffing Attack 
This note has demonstrated how easily cybercriminals can use sniffing tools to obtain information without the victim being aware. It is important to be mindful of such attacks whether you are using a public Wi-Fi for personal or business use. There are several ways that you can protect your data from this type of attack which are outlined below: 
Public Wi-Fi is a prime location for sniffing attacks, only use trusted Wi-Fi networks. 
If you do have to use a Public Wi-Fi network, it is recommended that you use a VPN, it acts as a tunnel for your data to pass through where it cannot be observed with a packet sniffing tool 
Check to see if the websites you are using operate on HTTPS (not HTTP) this indicates your activity on that website is encrypted and your data is secure. [2]







References

[1] 	GreyCampus, “What is a Sniffing attack and How can you defend it?,” 14 August 2018. [Online]. Available: https://www.greycampus.com/blog/information-security/what-is-a-sniffing-attack-and-how-can-you-defend-it. [Accessed 06 January 2021].
[2] 	How-To-Geek, “How to Use Wireshark to Capture, Filter and Inspect Packets,” 14 June 2017. [Online]. Available: https://www.howtogeek.com/104278/how-to-use-wireshark-to-capture-filter-and-inspect-packets/. [Accessed 06 January 2021].


























[bookmark: _Ref60811922][bookmark: _Toc60947750]Appendix B – Proposed Strategy for a More Secure Network at Che-Si
[image: ]
10

image1.jpeg
M Businesses M Charities

Fraudulent emails or being I 6%
directed to fraudulent websites I 85%

Others impersonating I 267
organisation in emails or online I 39%
I 16%

Viruses, spyware or maiware gy 570,

Hacking or attempted hacking of Il 9%
online bank accounts 10%

Ransomware [l 8%
. 10%

Unauthorised use of computers, Il 6%
networks or servers by outsiders [l 6%

Unauthorised use of computers, Ml 3%
networks or servers by staff [l 6%

Any other breaches or attacks =5s°f/

Bases: 748 businesses that identified a breach or attack in the last 12 months; 134 charities




image2.png
a :
Hash :
/ — o, — —_— ncryton ——— |

Data Hash. °-|1 Digitally Signed

Document .

Private Key

Hash

—_— _
7 Algorithm

Verifier

Signature is valid
when hash values
are equal

Hash

N ————— Decryption ——————>

Digitally Signed i m®] Hash

Document
Public Key





image3.png
You

F N
oo

Hackers

VPN

¥ N

oo
Snoopers

internet




image4.png
M Businesses M Charities
Top unprompted responses

I
oporod b 1 s 37

Through unusual email or [N 11%
file activity I 13%

Through antivirus or I 7%
antimalware programmes

From the disruption to %
the business [ 8%

From routine interal %
security monitoring [ 5%

Reported or noticed by Ml 3%
customers [l 5%

Bases: 721 businesses that recalled their most disruptive breach or attack in the last 12 months; 131 charities





image5.png




image6.png
Fie Edt View Go Capture Anshze Statistics Telephony Wireless Tools Help
Adm 20 IBREBIRe>=F LS aaaHx
W[ 2opy a dpley fiter._<Cii/> B )e

Capture

-

Enter 2 copture fiter

VirtualBox Host-Only Network L\

Wik

JUN ST

VNiware Network Adapter VNindes L LT




image7.png
Fie Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

maoe RE Qoo sz EHeaanm
(W ot = dosley it <cori = g
o Tme S Destnaton Protocol_Length nfo

2031 36.951443  2607:f8b0:400e: 04
2032 36.951504  2601:1c0:cf00:8961:.

2601:1c0:cF00:8961:.. TLSv1.2 120 Application
2607:F8b0:400e: co4:... TCP 74 58841 > 443

2033 36.951770  2601:1c 2607:F8b0:4002:co4:.. TLSv1.2 120 Application
2034 37.017175 2607 2601:1c0:cF00:8961:.. TCP 74 443 > 58841
| o635 37 21678 2R01-100--F0n-RAR1-  5R07-FRRA-400--OS-  TCD 197 76D <momant

Frame 2032: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface @
Ethernet II, Src: IntelCor_38:be:bd (7c:5c:f8:38:be:bd), Dst: AsustekC 35:e4:c8 (1c:87:2(
Internet Protocol Version 6, Src: 2601:1c0:cf00:8961:e182:3669:103:5336, Dst: 2607:78bo:|
Transmission Control Protocol, Src Port: 58841, Dst Port: 443, Seq: 3873, Ack: 72837, Len)

1c 87 2 35 e4 c8 7c 5c 5 38 be bd 86 dd 60 04
51 5f 00 14 06 40 26 01 0L co cf 00 89 61 el 82
36 69 c1 03 53 35 26 07 5 bo 40 0e 0c 04 00 00
©0 00 00 00 00 63 o5 d9 1 bb 91 1f c7 3 4e 79
b5 21 50 10 01 04 50 42 00 00

© 7 wiFis <ive capture in progress>

2422 (100.0%) ||





image8.png
Bad TCP.
HSRP State Change
Spanning Tree Topology Change
OSPF State Change

MP error

ttcp.analy

Info
Router Advert
54656 - 2701
59500 - 443
443 > 59500

terface o
ic8 (1c:87:2q





image9.png
Fle Edt View Go Capture Ansbse Satsics Telphony Vireless Tools Help
maoe REQes=TazEaaan

O XI=RL
o, Tme S Destnaton Protocol_Length nfo

- 305 5243733 2601:ice:cfon: 8961, 2601:1c01cro0: %L1 DIS 50 Standard que
I Soe s.aess2  2s01:1c0:cFo0:896 96 Standard que
| 307 5.260067 2601:1c0: c00:8961: 118 Standard quer
L 308 5.270325 2601:1c0: cF00:59653 106 Standard quer





image10.png
File Edt View Go Capture Analyze Stafistics Telephony Wireless Tools Help

Amge BREQIe2EFILS aqan

No. Time. Source Destination Protocol _ Length Info
1054 2.798483 192.163.29.250 131.253.61.66 Tcp 66 60375 - 443
1679 2.891359 192.165.29.250 131.253.61.66 Tcp 54 60375 > 443
1080 2.391527 192.165.29.250 131.253.61.66 Tisvi.2 288 Client Hello

~ Frame 1054: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface @

TInterface id: © (\Device\NPF_{D32D7F0A-AOES-448E-33DC-DFDSEFESABAT})
Encapsulation type: Ethernet (1)

Arrival Time: Jun 9, 2017 12:40:04.140141000 Pacific Daylight Time
[Time shift for this packet: 0.000000000 seconds]

Epoch Time: 1497037204.140141000 seconds

0000
o010
o020
o030
e0a0

1c 87 2c 35 24 <8 7c 5c 6 36 be bd 08 00 45 00
00 34 @b 5d 40 00 50 06 4F 85 c0 a8 1d fa 83 fd
3d 42 eb d7 @1 bb 22 52 7b 69 00 00 00 00 50 02
Fa f0 43 of 00 00 02 04 ©5 b4 01 03 03 05 01 01
01 02

© 7 Encapsulation type (frame.encap_type) || Pakets: 8136 - Displayed: 21 0.3%) |





image11.png
Page Not Found





image12.png
& Capturing from Wireless Network Connection
Fie Edt View Go Coptwre Amyze Stotisics Telephony Wirdless Tools Help

Amgde DREQRes=Fa=EHeaan
e

No. Time. Source. Destination Protocol  Length Info.

> Transmission Control Protocol, Src Port: 51176, Dst Port: 80, Seq: 1052, Ack: 675, Len: 855
> [Expert Info (Chat/Sequence): GET /search/site/HTTP%20CAIN20EASTLY20BE%20READ208Y%20WIRESHARK HTTP/1.1\r\n]
Request Method: GET
Request URT: /search/site/HTTPX20CAIL208AS TLYX208E%20READ208YX20WIRESHARK
Request Version: HTTP/1.1
Host: bio.acousti.ca\r\n
Connection: keep-alive\rin
Cache-Control: max-age=o\r\n
Upgrade-Insecure-Requests: 1\r\n
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; x64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.66\r\n
Accept: text/htnl, application/xhtnlexnl, application/xnl;q=0.9, inage/webp, inage/apng, */*;q=0.5, application/signed-exchange;v=b3;4=0.9\r\n





image13.png
Che-Si’s IT Security Policy 2021

NEW STRATEGY TO SECURING OUR BUSINESS

This year we looked at the way we do things within the firm,
specifically the way we work anddcommunicate with each other day
to day.

We currently have a large global outreach and are one of the most

successful construction companies in the world. This is all thanks to

you, the way you work, how you communicate and collaborate with
our vendors and clients.

However, we have a challenge on our hands, the way we work is
great for productivity and collaboration but its leaving us vulnerable
to attacks from cyber criminals. If we don’t take steps to securing our
firm, we may fall victim to data theft, loss and exploitation from an
attacker which would be damage our good reputation.

Our IT team have been making changes behind the scenes to

protect our film but this alone is not enough. We all need to be

mindful of the security risks and take an active role of protecting
Che-Si against cyber attacks.

We have made the following changes to protect our firm:

Connecting to a VPN when you're outside of the office network will now be
mandatory. You will not be able to access sensitive company data without it.
Please do not download files onto your devices unless there is a circumstance
where access to the server would not be possible.

Your password will need to be reset every 6 months.

Multi-factor Authentication will be used when signing in to certain applications,
including Office 365.

Al software updates will now be managed by the IT department.

Please report any suspicious emails to the IT department via our new Phishing
report system.

A new 30 minute Cyber Security Awareness course will be uploaded to Moodle.

All staff are expected to complete this course.





