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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.0.0
	255.255.248.0
	172.16.0.1
	172.16.7.254
	172.16.7.255

	D
	172.16.8.0
	255.255.254.0
	172.16.8.1
	172.16.9.254
	172.16.9.255

	F
	172.16.10.0
	255.255.255.0
	172.16.10.1
	172.16.10.254
	172.16.10.255

	E
	172.16.11.0
	255.255.255.192
	172.16.11.1
	172.16.11.62
	172.16.11.63

	A
	172.16.11.64
	255.255.255.224
	172.16.11.65
	172.16.11.94
	172.16.11.95

	C
	172.16.11.96
	255.255.255.248
	172.16.11.97
	172.16.11.102
	172.16.11.103

	R1-R2
	172.16.11.104
	255.255.255.252
	172.16.11.105
	172.16.11.106
	172.16.11.107

	R2-R3
	172.16.11.108
	255.255.255.252
	172.16.11.109
	172.16.11.110
	172.16.11.111
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Features of IPv6

Structure


One of the most recognizable differences between IPv4 and IPv6 is the size of the address space. IPv4 has 32 bits and allows for approximately 4 billion hosts (4 x 109 ). IPv6 has 128 bits and allows for approximately 340 undecillion (340 x1036) addresses.

The structure of the IPv6 address is split into two main parts. In total it is made up of 128 bits, split across 8 fields of 16 bits which are usually displayed in hexadecimal, also the hexadecimal entries are not case sensitive (A=a). Hexadecimal was chosen due to the size of the numbering space. Representing these in how IPv4 addresses are shown would take up far too much time and space. [1]

An example address would be 

2001:0DB8:130F:0000:0000:7000:0000:140B

 Because these addresses can get quite long and cumbersome to read and understand, there are accepted ways to shorten these addresses, as follows: 

a. Leading zeroes can be omitted, while trailing zeroes have to be shown so the above example could become;

2001:DB8:130F:0:0:7000:0:140B
         ^                ^ ^          ^
The second point is important for the above example, because if trailing zeroes were omitted also, the 6th field could show 7000 or 7, which would lead to incorrect addressing. 

b. Continuous fields of zeroes can also be represented as ‘::’. It is important to note that this can only be done once in an address. 

2001:DB8:130F::7000:0:140B

As seen here, the 4th and 5th fields have been shortened from 0:0 (or 0000:0000) to just ‘::’.

Of the 128 bits that make up an IPv6 address, the first 64 bits represent the network it is associated with, and the last 64 bits represent the interface ID it is associated with. [2]


Address Types


There are three types of IPv6 addresses in use, and they are Unicast, Anycast, and Multicast.


Unicast

A unicast address is used for communication with a single interface and are normally used for specific end to end system communication, such as peer to peer. Unicast addresses also have a scope defined for them – that is where they are used in a network – these scopes are defined as global, unique local and link local. One of the reasons for this is that with IPv6, a single interface can be assigned multiple addresses, one for global, one for link local etc, which is not like the IPv4 addressing scheme. These addresses assigned would have unique network portions.

Scopes

Global

Global addresses are designed for use with the internet. Addresses are allocated from regional registries and are assigned out of a certain block of addresses, 2000::/3. Their network ID is formatted as the first 48 bits which identifies its provider, by use of a Global Routing Prefix designated by said Regional Registries, and then a subnet ID for the remaining 16 bits of the Network ID. [3]


Link Local

Link local addresses are formatted with the first 10 bits beginning with FE80::/10, or 111 1110 10. 
They used for communications on a single link and packets with a link local source or destination address are not forwarded by a router off that link. The interface identifier can be assigned by either manual methods, automatic methods or using DHCP. [4]

Unique Local

Unique Local addresses are reachable outside of a particular link, but only have meaning inside a defined scope or domain, and as such they are not intended for use across the internet. They would be used for environments such as internal communication for a business, university, hospital etc, where communication for that particular purpose does not extend to the internet. They are all assigned from the address block FV00::/7. The 8th bit in a unique local address signifies whether it was locally assigned or not, known as the L bit, with the first 7 bits being FC00::/7. The remainder of the Network ID is made up of a Global ID, which is generated with a semi-random algorithm (5) that offers high probability of uniqueness. [5]

Multicast Address

A Multicast address is defined as an identifier for a set of different interfaces that belong to different nodes and would normally be used to identify groups of interfaces that are interested in receiving similar content (VoIP, video etc.). The way communication is transmitted in this instance can be called a one-to-many model. All multicast addresses are assigned out of the FF00::/8 block.


Scope 

The previous scopes mentioned for Unicast addresses also apply to multicast addresses, with a few additions, Interface local and Site local. Interface local addresses are intended transmission of a multicast within a node, while Site Local addresses are intended for use within a single site. 


Address Format

The address format for Multicast is different from those of Unicast/Global. It has 8 starting bits for Flags for setting various options, and the following 8 bits sets the scope for the address, the rest of the 112 bits are known as the Group ID and does not contain an interface ID unlike the previous examples. 



Anycast

Anycast is not often used unlike the previous address types mentioned. Like multicast its communication model is referred as one-to-the-nearest-many, where it communicates with the nearest of many potential nodes. The near aspect is left to a routing protocol to determine, which work from the many metrics (administrative distance and hop count for example) to decide. One example of use is for DNS queries, where it does not matter which node responds to the request, only that it is responded to as quickly as possible, which would come down to the factor of being nearest or not. 
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